B Modern possibilities of forensic examination in the process of investigation of crimes ...

UDC 343.983:.004
DOI: 10.33270/04212202.30

Modern possibilities of forensic examination
in the process of investigation of crimes

in the field of computer systems

and telecommunication networks

Bronislav B. Teplytskyi"

State Research Forensic Center of the Ministry of Internal Affairs of Ukraine
08130, 4 Velyka Okruzhna Rd., Kyiv, Ukraine

Abstract

The purpose of the study is to investigate the current issues of attracting special knowledge in the investigation of
crimes in the use of computer systems and telecommunication networks. The methodological basis of the study
is the use of a set of methods and methodological approaches, in particular: formal legal, structural-functional,
system and comparative legal, analysis, synthesis, forecasting, etc. As part of the coverage of problematic
issues in the fight against computer crime, negative factors that are common in Ukraine are highlighted. It is
emphasised that computer crime as a new form of antisocial behaviour poses a serious threat to the security
and normal functioning of society. Therefore, the main goal of the national policy in countering criminal offences
in the use of computer systems and telecommunication networks is the interaction and coordination of efforts
of expert structures with law enforcement agencies, and providing them with the necessary resources and
facilities. Specialised expert research is fundamentally important for solving and investigating crimes in the
field of computer technologies, telecommunication systems and networks. The correct definition of the object
and purpose of the expert examination and the correct formulation of the expert's questions, which depend
directly on the tasks of the expert examination, play an important role in the assignment of these types of
expert examinations. In this regard, errors in asking questions to the expert constitute an error in determining
the task that the expert examination should perform. Crimes in the use of computers and telecommunication
networks are a complex anti-social phenomenon that covers almost all spheres of human life and directly
concerns such a concept as information security. Effective detection and investigation of these criminal offences
require, first of all, high-quality involvement of qualified specialists in the field of computer technology in the
investigation process. Currently, almost no recommendations have been developed in forensic science that
would relate to the specifics of investigating and conducting forensic examinations in these categories of
cases. This is primarily conditioned by the novelty of the outlined problem, the availability and rapid increase
in the number of varieties of computer and mobile devices, their services and mobile communication tools.
Effective investigation of crimes in the field of information and computer technologies depends on timely and
correct conduct of the necessary expert investigation. In addition to traditional forensic research, specialised
expertise that implements a number of searches diagnostic and identification tasks related to the analysis of
both electronic computing equipment and forensic information that they contain is important in the detection
and investigation of crimes in the field of computer technology
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Introduction

Defining the main directions of the national policy in
the field of information security is extremely relevant
for modern Ukraine. Given the rapid progress in the de-
velopment of ICT, it should be borne in mind that the
life of society directly depends on the security of its
information environment.

The search for new, more effective ways to detect
and neutralise influences on information, in particular,
in the world's open networks, is a natural defensive
reaction of society, and Ukraine is no exception.

According to leading international organisations,
the losses caused by criminal offences in the use of elec-
tronic computers and telecommunication networks can
be compared with the income from illegal trafficking in
narcotic drugs and weapons. In the United States alone,
the annual economic losses from these types of criminal
acts amount to more than USD 100 billion. Moreover,
many torts in this area remain hidden, which indicates
their high latency[1].

The purpose of the study is to investigate the
current issues of attracting special knowledge in the
investigation of crimes in the use of computers and
telecommunication networks. The achievement of this
goal involves completing the following tasks:

- to determine the main goal of the national policy
on countering criminal offences in the field of computer
technologies;

- to investigate the main form of using special
knowledge in criminal proceedings during the investi-
gation of crimes in the field of computer technologies;

- to analyse the object and main tasks of foren-
sic research in the investigation of crimes in the field of
computer technologies.

Presentation of Main Material

The Outlining the problematic issues of combating com-
puter crime in the modern world, the following negative
factors inherent in Ukraine were identified:

- lack of a well-established system of legal, or-
ganisational and technical support for the legitimate
interests of citizens, the state, and society in the field of
Information security;

- limited opportunities for budget financing of
work on creating a legal, organisational and technical
base for information security;

- inadequate coordination of actions in counter-
ing computer crime by law enforcement agencies and
insufficient training of their personnel to effectively
prevent, detect, and investigate such illegal acts;

- imperfect system of unified accounting of of-
fences committed with the help of informatisation
tools;

- the lag of the domestic information technology
industry and their databases from the world level [2].

Computer crime as a new form of antisocial
behaviour poses a serious threat to the security and
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normal functioning of society. Given this, the main
goal of the national policy on countering criminal law
violations in the use of computers and telecommuni-
cation networks should be to interact and coordinate
the efforts of expert structures with law enforcement
agencies, and provide them with the necessary re-
sources and facilities.

The interaction of the relevant authorities is
mainly reduced to an episodic exchange of informa-
tion. The most important thing is missing - a complete
system of continuous monitoring of the situation in
the field of information security of various systems
and timely (preventive) decision-making to identify
and stop such types of criminal offences. Evidently,
the creation of a complete system is impossible if ef-
fective interaction of domestic expert structures with
expert and law enforcement agencies of foreign coun-
tries that fight computer crime is not established. In
addition, any system, even the most technologically
advanced, will not be able to achieve its goal if it is not
provided with highly qualified personnel [3].

Unfortunately, law enforcement agencies in
Ukraine do not have a sufficient number of specialists
who understand modern technology and are able to
quickly identify and solve crimes in the field of com-
puter technology. Therefore, the creation of a holis-
tic system of training and retraining of specialists in
countering computer offences is a priority task of the
law enforcement bodies.

Moreover, the processes of effective detection,
investigation, and prevention of crimes committed using
computer capabilities require the creation of all the
necessary methodological and technical means [4].
Given the weak development of the relevant tools, this
task is of paramount importance in the implementa-
tion of measures to adequately counteract computer
crime. This area is closely related to the problem of
improving the regulatory framework, the lack of de-
velopment of which so far does not allow properly
resisting illegal actions in the computer sphere.

In addition, the lack of a clear criminal legal
qualification of crimes in the sphere of use of comput-
ers and telecommunication networks creates difficul-
ties in interpreting and applying the provisions of the
law, which restricts the actions of law enforcement
agencies to implement tasks to counteract computer
crime. Ultimately, one of the main tasks of effectively
combating criminal offences in the use of comput-
ers and telecommunication networks is to conduct a
complex of studies to improve and create software,
hardware, and technical means that will ensure the
effective protection of computer networks and their
databases.

The results of the analysis of expert practice in
Ukraine show that the tension of the criminal situation
in the field of computer technology use is constantly
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increasing. This circumstance gives rise to the assertion
that:

- firstly, information becomes the subject of
criminal encroachment, since its use, distribution, or
sale gives high profits;

- secondly, expert and law enforcement agen-
cies are gradually accumulating experience in com-
bating these criminal offences, and therefore, they
are developing more effective ways to detect, disclose,
and stop them [5].

During the investigation of such high-tech crimes, it
is necessary to identify and extract traces and physical
evidence presented in the form of information in elec-
tronic computing, telecommunications systems, magnetic
media, software products, and computer equipment.
In this regard, there is an urgent need for investigators
to attract special knowledge and skills in using the lat-
est information technologies, that is, such scientific,
technical, and other professional knowledge that is not
generally known to the investigator, prosecutor, court,
and other participants in the process.

In this regard, A. F. Koni in his book “Court - Sci-
ence - Art” noted that judicial practice quite often ne-
cessitates the use of special studies, concentrating on
them the core of the case and resorting to the involve-
ment of experts from various special fields of knowl-
edge, art, crafts [6]. In this context, B.M. Shaver in
1940 stated that effective detection and investigation
of crimes directly depends on the use of knowledge
and achievements of technical sciences in the investiga-
tion process [7].

In Ukrainian criminal procedure, special knowl-
edge is used in three forms, namely:

- if specialists are involved in conducting certain
investigative, procedural, or judicial actions (Article 71
of the Criminal Procedure Code of Ukraine);

- within the framework of conducting expert
examinations (Articles 242-245, 332 of the Criminal
Procedure Code of Ukraine);

- during the interrogation of the expert (Part 7
of Article 5, Part 7 of Article 101, Article 356 of the
Criminal Procedure Code of Ukraine) [8].

The main procedural form for attracting and us-
ing scientific, technical, and other special knowledge
in criminal proceedings is considered to be expertise,
which is based on a special study and the correspond-
ing qualified expert opinion directly related to pre-trial
investigation [9]. For the first time in 1949, A.I. Winberg
raised the issue of introducing such a procedural figure
as a specialist into criminal proceedings together with
an expert.

According to the Ukrainian criminal procedure
legislation, a specialist is a person who has special knowl-
edge and skills in using technical or other means and
can provide advice during pre-trial investigation and
judicial proceedings on issues that require appropriate
special knowledge and skills (Part 1 of Article 71).
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The specialist implements special knowledge in
two forms, namely: non-procedural - oral explanations
and methodological consultations on special issues;
procedural - direct application of special knowledge
and forensic technology, other scientific and technical
means during the identification, seizure, consolidation,
and analysis of evidence.

Conducting a forensic examination in Ukrainian
legislation is regulated by: the Law of Ukraine
“On Forensic Examination” of February 25, 1994,
No. 4038-XII [10]; the Criminal Procedure Code of
Ukraine (Art. 69, 70,101, 102, 232, 242-245,518) [8];
Civil Procedure Code of Ukraine (Art. 72, 73, 102-115,
255, 237, 239, 298) [11]; Regulation on the Expert
Service of the Ministry of Internal Affairs of Ukraine of
November 3, 2015, No. 1343 [12]; Instruction on the
appointment and conduct of forensic examinations
and expert research and Scientific and methodological
recommendations on the preparation and appoint-
ment of forensic examinations and expert research of
October 8, 1998, No. 53/5 [13]; Instruction on the spe-
cifics of the implementation of forensic expert activities
by certified forensic experts who do not work in state
specialised expert institutions of December 12, 2011,
No. 3505/5 [14].

In accordance with the provisions of these
regulations, forensic expertise is considered to be a
research based on special knowledge in the field of
science, technology, art, craft, etc., objects, phenome-
na and processes in order to provide an opinion on is-
sues that are or may be the subject of judicial proceed-
ings [10]. Based on this definition, it can be concluded
that a forensic examination in criminal proceedings is
appointed when the establishment of specific circum-
stances in a criminal proceeding requires specialised
knowledge of the relevant persons, i.e., experts. This
is also emphasised by the norm of Article 242 of the
Criminal Procedure Code of Ukraine [15], which states
that forensic expertise is carried out by the relevant
specialised expert institution or certified forensic ex-
perts who do not work in these institutions, if special
knowledge is needed to clarify the circumstances rele-
vant to criminal proceedings [8].

Specialised expert research is fundamentally
important for solving and investigating crimes in the
field of computer technologies, telecommunication
systems and networks [16]. Scientific and method-
ological recommendations on the preparation and
appointment of forensic examinations and expert re-
search, approved by the Order of the Ministry of Jus-
tice of Ukraine of October 8, 1998 No. 53/5, define:
1) expertise of computer equipment and software
products; 2) expertise of telecommunications systems
and equipment [6], including them to the class of engi-
neering and technical expertise (that is, by origin elec-
tronic computer equipment belongs to engineering and
technical developments).
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Thus, the object of forensic research in the in-
vestigation of crimes in the field of using computer
technologies is not only computer-based equipment
but also the information contained in electronic me-
dia. Moreover, the development of mobile and com-
puter technologies has given a wide range of digital
and fully portable devices, their mobile applications,
services, and mobile communication tools. As a result,
this allowed carrying out operations for receiving,
processing, and transmitting information in almost
all spheres of human life. Consequently, the problem
of information security has become more acute due
to the processes of penetration of technical means of
processing and transmitting information into almost
all spheres of society's life. Therefore, the object of
forensic examinations in the detection and investiga-
tion of crimes in the field of use of computers and tele-
communication networks depends primarily on the
method and mechanism of committing and concealing
a crime.

An important role in the appointment of an ex-
pert examination in the investigation of crimes in the
use of computers and telecommunication networks is
played by the correct formulation of questions to the
expert, which directly depends on the tasks of expert
research. In this regard, an error in stating questions
to the expert is actually an error in determining the
task performed by the expert examination. The range
of tasks and questions that may be posed to the expert
when appointing computer forensic examinations is
sufficiently well covered in the forensic literature [17].
These recommendations may well be used when assign-
ing an expert examination.

In particular, the main tasks to be considered
are identification and non-identification (diagnostic
or situational) tasks consisting of: setting the intend-
ed purpose and functionality of devices belonging to
the computer; installation of the intended purpose
and functionality of the software; establishing the
fact of development and the chronology of software
development; establishing the fact of development
and chronological characteristics of the production
of text documents; detection and recovery of delib-
erately destroyed text files of different formats or
their fragments; establishing the facts of receiving
and transmitting facsimile messages via modem
connection, restoring texts and the chronology of
information exchange; establishing the facts of the
implementation of photomontage, editing of video
and audio recordings; establishing authorship and
chronological characteristics of the performance of
these works; establishing the facts of the production
of seals, stamps, letterheads, and other graphic prod-
ucts and determining the chronology of the produc-
tion of graphic documents; establishing the facts of
development, authorship and chronological charac-
teristics of video products (video films, commercials,
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etc.) made using 3D technologies; restoration and
analysis of low quality video information taken with
insufficient exposure, insufficient illumination of ob-
jects or damaged for other reasons; restoration and
analysis of low quality audio information recorded in
high noise conditions, with insufficient microphone
sensitivity, spoiled for some other reason; resto-
ration and analysis of information contained in data-
bases (information systems, accounting, directories,
etc.); restoring intentionally deleted information or
its fragments; recovery and analysis of information
protected from unauthorised access (overcoming
codes, passwords, etc.); setting the purpose and func-
tionality of Internet applications; establishing tech-
nological sessions in the Internet, detection, analysis
and recovery of information obtained under the pro-
tocols NTTR, FTP, UUCP, POP (files, e-mail messages,
visits to internet sites, etc.); establishing the facts
of software development intended for unauthorised
access to computer networks; establishing the facts
of software development for unauthorised access to
distributed databases and database servers; estab-
lishing the facts of manufacturing or availability on
the computer of software intended for unauthorised
payment of credit cards in the e-commerce indus-
tries; establishing the facts of manufacturing and
deliberate distribution of computer viruses and pro-
grammes that are dangerous from the standpoint of
disruption of computer networks; establishing the
facts of manufacturing information on the internet,
the content and methods of distribution of which do
not comply with the current legislation of Ukraine
(pornography, videos, photos, texts, etc.); analysing
the security of internet applications that use HTML,
Java, VBA, XML, ASP, Sybase, Oracle, MS jet, Post-
greSQL, etc.; establishing the facts of unauthorised
access to information resources of corporate net-
works and the Internet; determining the computer
from which unauthorised access to information re-
sources is carried out, etc.

In some cases, when investigating crimes in
the field of using electronic computers and telecom-
munication networks, comprehensive and commis-
sion examinations may be appointed. To perform
tasks related to the economic and financial activities
of institutions, a comprehensive computer-techni-
cal and forensic accounting expertise is carried out.
In order to establish the device on which the docu-
ment was executed and compare the document with
the image in the file of institutions, a comprehensive
computer-technical and forensic technical examina-
tion of documents is assigned. To investigate con-
sumer properties, storage conditions, and the cost of
computer tools and software, a comprehensive com-
puter-technical and forensic commodity expertise is
carried out. To establish the source of origin of software
products, video and audio products, a comprehensive
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computer-technical expertise and expertise of intel-
lectual property objects are assigned.

In addition, research in recent years shows
that more and more often during the investigation of
crimes in the field of computer technology, the inves-
tigation faces the need for expert research of speech
information transmitted by computer networks. In
these cases, forensic scientists recommend appoint-
ing forensic linguistic examinations, the object of
which, in their opinion, is speech (text) information
recorded on a certain material medium. At the same
time, additional opportunities for collecting the nec-
essary evidence can be provided by both modern ca-
pabilities of traditional (forensic author's expertise)
and relatively new recently formed examinations
(semantic and textual expertise), in order to identify
extremist statements, inciting national, religious
and racial hatred, violation of intellectual property
rights, etc.

To investigate the information contained on com-
puter media, the expert is provided with a computer
media and a computer complex, which includes the me-
dia under study. In some cases, it would be sufficient to
provide only a computer medium. If possible, an expert
should be consulted in advance of such a study.

To determine the compliance of software prod-
ucts with certain parameters, and the cost of the soft-
ware product, the expert is provided with a media
with a copy of the software product under study and
a reference (distribution) copy of the software prod-
uct. If a distributive copy of a software product is not
available, an examination should not be refused, as
in some cases it can be carried out with a copy of the
software product.

To investigate the technical condition and de-
termine the cost of computer equipment, the expert is
provided with computer equipment, as well as tech-
nical documentation for it. The removal of computer
equipment blocks should be entrusted to an expert.

To establish the authorship of the software product
under study, the expert is provided with programmes in
the form of source texts, library, and executable modules,
and programmes (source texts, library and executable
modules) created by the person in respect of whom the
version is being checked whether or not he is the author
of the product under investigation

To determine which objects should be provided
to the expert in each specific case, it is advisable to get
advice from an expert (specialist) in the field of com-
puter technology. Based on the results of the expert
examination, the expert draws up and signs an expert
opinion. This conclusion is important in the system of
means of proof in criminal proceedings. Therefore, the
specifics of the investigation of crimes in the computer
sphere actualise the need for competent and effective
work of the investigator to collect and study material
evidence, documents, and other material information
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about the crime, which is mainly contained in certain
electronic computing and software media. At the same
time, the investigative bodies must fully obtain and
document verbal criminally significant information in
order to establish the involvement of a certain person
in the crime committed.

As part of the coverage of problematic issues in
the fight against computer crime, negative factors that
are common in Ukraine are highlighted. It is empha-
sised that computer crime as a new form of antisocial
behaviour poses a serious threat to the security and
normal functioning of our society, and therefore the
main goal of the national policy in countering criminal
offences in the use of computers, systems, and com-
puter and telecommunication networks is the interac-
tion and coordination of efforts of expert structures with
law enforcement agencies, and providing them with the
necessary resources and facilities.

Specialised expert research is fundamentally
important for solving and investigating crimes in the
field of computer technologies, telecommunication
systems and networks. The correct definition of the
object and purpose of the expert examination and the
correct formulation of the expert's questions, which
depend directly on the tasks of the expert examina-
tion, play an important role in the assignment of these
types of expert examinations. In this regard, errors
in asking questions to the expert constitute an error
in determining the task that the expert examination
should perform.

Conclusions

A crimes in the use of computers and telecommunication
networks are a complex anti-social phenomenon that
covers almost all spheres of human life and directly
concerns such a concept as information security. Ef-
fective detection and investigation of these criminal of-
fences require, first of all, high-quality involvement of
qualified specialists in the field of computer technology
in the investigation process.

Currently, almost no recommendations have been
developed in forensic science that would relate to the
specifics of investigating and conducting forensic exam-
inations in these categories of cases. This is primarily
conditioned by the novelty of the outlined problem, the
availability and rapid increase in the number of variet-
ies of computer and mobile devices, their services and
mobile communication tools. Effective investigation of
crimes in the field of information and computer tech-
nologies depends on timely and correct conduct of the
necessary expert research. In addition to traditional fo-
rensic research, specialised expertise that implements
a number of search diagnostic and identification tasks
related to the analysis of both electronic computing
equipment and forensic information that they contain is
important in the detection and investigation of crimes
in the field of computer technology.
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Cy4yacHi MOXX/TUBOCTI CyA0BOi €KCMNepTU3Mn

B NpoLueci po3cnigyBaHHS 3/I0OMUHIB Yy cdepi
BUKOPUCTAHHSA €NEeKTPOHHO-064YMNCNIOBaNIbHUX
MaluuH (KoMn'loTepiB), CUCTEM Ta KOMM'IOTEPHUX
MepeXX | MepeX eNneKTpo3B’'aA3Ky

BpoHicnaB BpoHicnaBoBmu4Y TenMuUbKuUn

[ep>kaBHMI HAYKOBO-OOCMIOHMIN EKCMEPTHO-KPUMIHANICTUYHMIL LeHTP MBC YKpaiHu
08130, Benunka OKpy»kHa gopora, 4, Kmie, YkpaiHa

AHoTauia

Merta cTaTTi NOJIATAE B JOC/II/PKEHH]I aKTyaJIbHUX IMTaHb 3a/ly4eHHs creljabHUX 3HaHb I1iJ] Yac po3Cc/ilyBaHHA
3J104MHIB Y cdhepi BUKOPHCTaHHS eJIeKTPOHHO-064YMCII0BaJIbHUX MAILMH (KOMIT I0TepiB), CUCTEM Ta KOMIT FOTEPHUX
Mepex i Mepexx eNleKTpO3B’sI3Ky. MeTo/j0/I0T{YHOI0 OCHOBOK /IOC/i/PKEHHSI € BUKOPHUCTAHHS KOMILJIEKCY
METO/IiB i METOANYHUX MiIX0/IiB, 30KpeMa: GOpMaIbHO-IOPUANYHOTO, CTPYKTYPHO-PYHKI[IOHAIBHOTO, CHCTEMHOT'O
I MOpiBHAJILHO-ITPABOBOTO, aHaJIi3y, CHHTE3y Ta NPOrHO3yBaHHs TOII0. Y MeXaX BUCBITJIEHHS NMPO6JIeMHUX
NUTaHb 60POTHOY 3 KOMIT'IOTEPHOIO 3/JI0YMHHICTIO BUOKPEMJIEHO HETaTHBHI YMHHUKY, 1110 NOIIMpPeHi caMe B
YkpaiHi. AKLIeHTOBaHO, 1[0 KOMIT' I0TepHa 3JIOYMHHICTb sIK HOBa GpOpMa aHTUI'POMa/ICbKOI TOBE/[iIHKU CTAHOBUTh
cepiio3Hy 3arpo3y 6e3neli i HopMabHOMY GYHKILIOHYBaHHIO HAILIOTO CYCIiJIbCTBA, @ TOMY OCHOBHO METO0
Jlep>kaBHOI MOJIITUKU B NPOTH/il KpUMiHa/JIbHUM NPaBONOPYIIEHHSIM y cdepi BUKOPUCTAHHS €JIeKTPOHHO-
0GUYHMCIIIOBAIbHUX MalIUH (KOMITIOTEPIB), CUCTEM Ta KOMITIOTEPHUX MeEPEeX | Mepex eJIeKTPO3B's3KY € B3aEMO/is
Ta KOOp/JMHALis 3yCUJIb €KCIePTHUX CTPYKTYp i3 MPaBOOXOPOHHUMH OpraHaMH, a TaKoX 3abe3mnedyeHHs
ix HeoOXiZjHOIO MaTepia/bHO-TEXHIYHOIO 6a3010. [IpUHIMIIOBO BaXkJMBe 3HAYEHHS JJIs PO3KPUTTH Ta
po3ciilyBaHHs 3/104MHIB y cdepi BUKOPUCTAaHHS KOMITIOTEPHUX TEXHOJIOTiH, CUCTEM i Mepex esleKTpO3B’sI3Ky
MaloTh Clleljiali30BaHi eKClepTHI A0CaipKeHHA. BaxxIvMBy poJib y NpU3HA4YeHH] UX BUAIB €KCIepTU3 BiAIrparTb
IpaBUJbHEe BU3HA4YeHHs 06’€KTA Ta 3aBJaHHSA €KCIEPTHOrO0 J0C/Ii/PKeHHs], a TAKOX [TPaBUJIbHA TOCTAaHOBKA
NHUTaHb eKCIEePTY, Ki 6e3mocepeHHO 3a/1eXKaTh Bij] 3aB/laHb €KCIIEPTHOI0 AOCTIKeHHS. Y 3B'3Ky i3 LUM,
IIOMMJIKU B IOCTAHOBL IUTAaHb €KCIIEPTY CTAHOBJIATbL IOMUJIKY Y BUSHA4Y€HHI 3aBlaHHs, iK€ Ma€ BUKOHATHU
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eKcriepTH3a. 3JI0UUHH ¥ chepi BUKOPUCTAHHSA eJIeKTPOHHO-06YHC/IIOBAIbHUX MAIIUH (KOMITIOTEPiB), CUCTEM Ta
KOMIT'FOTEPHHUX Mepex i Mepex eJIeKTPO3B'sI3KY € CKJIa/IHUM aHTHUCOLia/IbHUM SIBUILEM, 1110 OXOIJIIOE Mailxe
BCi chepu KUTTEAIANBHOCTI JIOAUHA Ta 6e3rocepe/JHbO CTOCYEThCS TAKOr'O MOHATTS, K iHdopMaliiHa
6esneka. EQexkTHBHe DPO3KPUTTS Ta pO3CJAiJyBaHHS IMX KPUMiHaJbHUX MNpaBOIOpYlLIEHb MNOTPEOYIOTH
nepesyciM siKicHOro 3aJiydyeHHs J10 TPoLiecy po3ciyBaHHs KBasipikoBaHUX PpaxiBLiB y raay3i BUKOPUCTaHHS
KOMIT'IOTEPHUX TexHoJoTii. HuHI B KpuMiHasicTU4YHIM Hayui Maike He po3pol6sieHO peKoMeHJaliH, sKi
cTocyBanucsi 6 0cOGJMBOCTEN PO3C/iZlyBaHHS Ta NMPOBEJEHHS CY/J0BUX €KCIepTH3 3a IIUMH KaTeropisiMu
crpas. [loB’s13aHo 116 HacaMIepe/; 3 HOBU3HOIO OKpec/eHol Mpo6JieMH, JOCTYIHICTIO Ta CTPIMKUM 36i/IbIIeHHAM
KiJIbKOCTi pi3HOBHU/IIB KOMI'IOTEPHO-MOGIIBHUX HPHUCTPOIB, IX cepBiciB i 3aco6iB M06GibHOrO 3B’S3KY.
Pe3ysbTaTuBHE pO3CifyBaHHS 3JI0YMHIB y cdepi iHGopMaLiiiHO- KOMIT'IOTEPHUX TEXHOJIOTIH 3a/IeXUTh
BiZi cBOEYacHOTrO Ta MPaBUJBLHOTO MPOBEJEHHS HEeOOXiTHUX eKCIepTHUX AO0CaiMKeHb. KpiM TpaauiinHux
KPUMIHa/IICTUYHUX JOCJIi/PKEHb, BaXKJMBE 3HAYeHHS B PO3KPUTTI Ta posciifyBaHHI 3/04uHIB y cdepi
BUKOPHUCTAHHS KOMIT'IOTEPHUX TEXHOJIOTIH MaloTh Crelliali30BaHi eKcrepTy3Hy, sKi peasi3yroTb HU3KY MOLIYKOBUX
JNiarHOCTUYHUX U iieHTUQiKa[iHUX 3aB/JaHb, [0 CTOCYKThCSA AOCTiPKEHHS 1K eJIEKTPOHHO-004 N CTI0BAJIbHOT
TEeXHiKH, TaK i KpuMiHasicTu4HOI iHdopMaliii, ika Ha HUX MiCTUTbCS

KniouyoBi cnoBa:

€JIEKTPOHHO-064YHC/II0Ba/IbHA MAIIKMHA; CY/I0Ba €KCIIepTH3a; KPUMiHa/IbHEe MPABOMOPYIIEHHS; KOMII' I0TEpHA
3JIOYMHHICTB; iHdpopMaliliHa 6e3neka
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