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Abstract

The relevance of the research topic is related to the fact that in order to effectively address the problem of
drug crime, it is necessary to develop and implement strategies based on the best practices, supported by
scientific research, that optimise the use of law enforcement resources and limit the harm caused by drug
trafficking. The purpose of this paper is to study the latest trends in the use of the intelligence cycle in the fight
against crime, to create and describe a model of its application in the field of combating drug-related crime. To
achieve the purpose of the research, the following scientific methods were used: terminological, systemic and
structural, analysis, comparative analysis, modelling, formal and logical, generalisation, and expert evaluation.
Itis proved that for the effective and efficient organisation of analytical activities in the field of combating drug-
related crime, a thorough understanding of and strict adherence to the stages of the intelligence cycle, which
underlies criminal analysis, is crucial. It is concluded that the intelligence cycle is a flexible dynamic process
that requires analysts to think critically and creatively, to respond meaningfully to new information, and to
move through the stages of the intelligence cycle. The intelligence cycle was analysed, the analyst’s activities
at each of the stages, specifically, during defining (setting) tasks and planning; collecting and evaluating data;
generalising, systemising, and processing; analysing; preparing a report and submitting it to the customer;
and receiving feedback, were highlighted. The findings of the study showed that the intelligence cycle is a
universal tool that allows streamlining any activity related to information analysis, ensuring quality control
and high-quality results of analytical work, specifically in the field of combating drug-related crime. The list
of possible tasks of analytical work in the field of combating illicit trafficking in narcotic drugs, psychotropic
substances, their analogues and precursors, and summarised potential sources of information necessary for
analysis, were summarised. The results of this study will be useful for heads of units involved in combating
drug-related crime, employees who, according to their functional responsibilities, iimplement criminal
analysis in combating drug-related crime, and scholars who research these issues
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Introduction

From theoretical and practical standpoints, the signifi- insufficiency of efforts to combat drug-related crime. In-
cance of the subject under study is conditioned by the ternational drug trafficking is a highly profitable crim-
current state of drug addiction in society and the clear  inal business that transcends geographical boundaries

Article’s History:

Received: 22.01.2024
Revised: 25.04.2024
Accepted: 28.05.2024

Suggest Citation:

Ovsianiuk, D. (2024). Intelligence cycle as the basis of analytical activity in combating drug-related crime. Law Journal of the National Academy

of Internal Affairs, 14(2), 95-104. doi: 10.56215/naia-chasopis/2.2024.95.

‘Corresponding author
Copyright © The Author(s). This is an open access article distributed under the terms of the
BY Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

Law Journal of the National Academy of Internal Affairs, 14(2), 95-104

95 I


https://orcid.org/0000-0002-1846-4167

I o6

I /ntelligence cycle as the basis of analytical activity...

and is largely controlled by highly organised criminal
groups that are flexible in their methods of operation,
adaptable to countermeasures, and do not economise
on technical equipment and corrupt connections. Drug
trafficking poses a serious threat to the state, public
health, security, law and order, public administration,
and sustainable development. These challenges to
global stability require an asymmetric response from
law enforcement agencies, which may include the im-
plementation of strategies based on the best practices
and supported by research. In leading law enforcement
agencies, well-organised analytical activities are a prac-
tice that increases the effectiveness of law enforcement,
saves resources, and helps to develop sound strategies,
tactical approaches, processes, and practices to effec-
tively combat crime.

Ukrainian researchers have investigated certain
aspects of the subject under study. .A. Fedchak (2021)
studied the characteristics of the stages of the intelli-
gence cycle and concluded that this cycle is a dynamic
process where different phases are closely intertwined
and form a chain of actions or procedures leading to
the most accurate and reasonable conclusion from the
information available. S.M. Kniaziev (2018) researched
the place of intelligence analytics in the updated mod-
el of organisation of operational units and proved that
analytics, which is a process that involves planning and
directing, collecting, evaluating, comparing, analysing,
disseminating, and re-evaluating information, plays a
critical role, as it is a reliable tool for detecting illegal
activities. Among other things, its use makes it possi-
ble to put forward reasonable hypotheses in predict-
ing potential criminal manifestations. Ya.V. Stupnyk et
al. (2021) studied the criminological aspect of infor-
mation and analytical support for drug crime. The re-
searchers found that information supportis a prerequi-
site for the effectiveness of any social system, including
the system of combating drug-related crime. Yu.D. Buk-
ovskyi (2023) researched the legal and organisational
foundations of information and analytical activities of
the units for combating drug-related crime of the Na-
tional Police of Ukraine and concluded that information
and analytical activities occupy a prominent place and
constitute a set of organisational, legal, and technologi-
cal means that ensure the intelligence cycle. Therewith,
in the reviewed studies, the analytical cycle is described
in general terms, which does not reveal its significance
in ensuring high-quality information and analytical
support for combating drug-related crime.

The studies of foreign researchers were also ana-
lysed. ]. Belur & S. Johnson (2018) examined how crimi-
nal analysis has been integrated into UK police practice
and concluded that criminal analysis is recognised as

central to everyday policing. Therewith, a general lack
of understanding among police officers as to how ana-
lysts operate leads to an underutilisation of their skills.
C. Lewandowski et al. (2018) examined the usefulness
of Fusion centres (centres designed to facilitate feder-
al information sharing between agencies such as the
Federal Bureau of Investigation, the U.S. Department of
Homeland Security, the U.S. Department of Justice, and
state, local, and tribal law enforcement) in improving
intelligence-driven policing. The researchers note that
fusion centres play a central role in the intelligence cy-
cle as their mission is to collect, analyse, and dissem-
inate information and intelligence, and conclude that
partnering with a fusion centre in the region can help
facilitate or enhance an intelligence-driven policing ap-
proach. S. Back & R.T. Guerette (2021) investigated the
impact of improving criminal analysis capabilities in a
US city police department on its practice and concluded
thatthere was a clear improvementin the integrated use
of the information received. The researchers noted that
analysis plays a central role in modern police practice
and noted the lack of scientific attention to this topic.

A preliminary review of scientific developments on
the subject under study suggested that despite the sci-
entific achievements of some researchers regarding the
use of the intelligence cycle in criminal analysis, no at-
tention has been paid to the problem of its use in com-
bating drug-related crime. Scientific publications only
outline certain provisions of the use of criminal analy-
sis by the police in combating crime, which emphasises
the relevance of the subject under study.

The purpose of this study was to investigate the
latest scientific developments regarding the use of the
intelligence cycle in criminal analysis and to develop an
algorithm for its application to improve the effective-
ness of combating drug-related crime. Considering the
purpose, the objectives of the study were as follows: to
develop a step-by-step algorithm for the application of
criminal analysis in the field of combating drug-related
crime, describing the stages of the intelligence cycle; to
define the objectives of criminal analysis in the field of
illicit drug trafficking (IDT); to summarise information
on potential sources of information that can be used.

Materials and Methods

The range of strategic documents that indicate the cur-
rent state of affairs with regard to drug-related crime,
counteraction to it in the world, and the significance of
the analytical component were examined. The EU Strat-
egy to Tackle Organised Crime! was analysed, which
defines strategic directions to ensure the protection of
citizens and the economy, including the fight against
drug trafficking. Communication on the EU roadmap

!Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions No. COM/2021/170 final “On the EU Strategy to Tackle Organised Crime 2021-2025". (2021, April). Retrieved from
https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX%3A52021DC0170.
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to fight drug trafficking and organised crime!, identi-
fies the fight against these phenomena as a priority and
defines key actions, including analytical ones; EU Drug
Strategy 2021-2025 provides an overall political frame-
work and policy priorities, including strengthening and
enhancing capacities in information gathering, moni-
toring, evaluation, modelling and analysis®. The study
analysed NATO’s Glossary of Terms and Definitions,
which provides definitions of the intelligence cycle and
its elements used by the Alliance?. The OSCE Guidelines
on Intelligence-led Policing, which describes a mod-
ern approach to identifying and planning responses
to growing transnational threats, also describes the
intelligence cycle for policing purposes (OSCE, 2017).
The provisions of the National Drug Control Strategy*,
which emphasises the need to develop more effective
data collection and analysis systems, were examine d.

A range of scientific methods were used for the re-
searched. The terminological method was used to clar-
ify the terminology on the subject of the study. The sys-
temic and structural method was used to identify and
describe the successive stages of the intelligence cycle
as an integral structure. The analysis method helped
to investigate individual parts of the intelligence cycle.
The method of comparative analysis was instrumen-
tal in evaluating various approaches to the utilization
of the intelligence cycle and determining the optimal
model for addressing drug-related crime. The model-
ling method helped to simulate the use of the intelli-
gence cycle for the purposes of countering drug crime.
The formal logical method was used to clarify in detail
the content of the issues raised and to describe the or-
ganisation of analytical activities in the field of combat-
ing drug-related crime. The method of generalisation is
used to form a list of possible sources of information in
analytical studies of IDT and the purposes of their con-
duct. To determine whether the needs of analysts in the
field under study are met, a model of the intelligence
cycle was proposed.

The method of expert evaluation was used to form
an exhaustive list of possible sources of information
and the purposes of their conduct. The survey was
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conducted in January 2024 anonymously online using
the Google Forms tool. The anonymity of the experts
was ensured by the absence of fields in the form that
would require the entry of identifying information,
and the respondents were informed of the purpose of
the survey and all the risks. This stage of the research
was conducted following the principles of the 1975
Helsinki Declaration®. The experts were asked to read
the sequential list of stages of the intelligence cycle, the
list of sources used, and possible purposes of analysis
in the field of IDT, to agree or disagree with the points
provided, and to supplement them if necessary. The list
of targets and sources was compiled according to the
practices of working in senior positions that included
the function of applying criminal analysis in the Depart-
ments of Countering Drug Crime and Criminal Analysis
of the National Police of Ukraine. Considering the small
number of employees of specialised units with expe-
rience in applying criminal analysis in the field of IDT,
the expert group consisted of 14 experts from Ukraine.
The method helped to confirm that the list of possible
targets and sources of information provided covers the
vast majority of research cases, and the proposed mod-
el of the intelligence cycle meets the needs of analysts
in the field of countering drug crime.

Results and Discussion

The issue of combating drug crime and the search for
ways to increase the effectiveness of this fight has been
important for decades. There is no reason to believe
that this problem will become less relevant in the near
future. Hidden from the public eye due to the opaque
nature of its activities, organised crime poses a consid-
erable threat to European citizens, businesses, and pub-
lic institutions, as well as to the economy as a whole®.
Drug trafficking is one of the most serious security
threats facing the EU, a joint analysis by Europol and
the European Monitoring Centre for Drugs and Drug
Addiction (EMCDDA) found that drug trafficking is one
of the principal activities of organised crime, and is es-
timated to account for around one fifth of global crimi-
nal proceeds’. The priority should be to strengthen and

!Communication from the Commission to the European Parliament and the Council No. COM(2023) 641 final “On the EU Roadmap
to Fight Drug Trafficking and Organised Crime”. (2023, October). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:52023DC0641.

’EU Drugs Strategy 2021-2025. (2021, March). Retrieved
TXT/?uri=CELEX%3A52021XG0324%2801%29&qid=1710526500407.
3AAP-06: NATO Glossary of Terms and Definitions. (2021, December). Retrieved from https://standard.di.mod.bg/pls/mstd/MSTD.blob_
upload_download_routines.download_blob?p_id=281&p_table_name=d_ref documents&p_file_name_column_name=file_name&p_mime_
type_column_name=mime_type&p_blob_column_name=contents&p_app_id=600.

*National Drug Control Strategy. (2022, April). Retrieved from https://www.whitehouse.gov/wp-content/uploads/2022 /04 /National-Drug-
Control-2022Strategy.pdf.

5The Declaration of Helsinki. (1975, October). Retrieved from https://www.wma.net/what-we-do/medical-ethics/declaration-of-helsinki/
doh-oct1975/.

SCommunication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions No. COM/2021/170 final “On the EU Strategy to Tackle Organised Crime 2021-2025". (2021, April). Retrieved from
https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX%3A52021DC0170.

’Communication from the Commission to the European Parliament and the Council No. COM(2023) 641 final “On the EU Roadmap
to Fight Drug Trafficking and Organised Crime”. (2023, October). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:52023DC0641

from https://eur-lex.europa.eu/legal-content/EN/
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expand capacities in information collection, monitor-
ing, evaluation, modelling, and analysis, and to encour-
age greater sharing and use of results on different as-
pects of the drug phenomenon and response’.

Prompt and accurate intelligence analysis is key
to understanding the inner workings and driving fac-
tors of criminal phenomena and criminal organisations
(Criminal intelligence analysis, n.d.). The implementa-
tion of criminal analysis allows establishing or predict-
ing relationships between accumulated facts, which al-
lows constructing, testing, and excluding investigative
versions (Yanitski, 2009). Foreign law enforcement
agencies have long used criminal analysis in their work
(Bilous et al., 2021). Effective drug policy development
requires prompt and accurate data covering the full
range of trends and activities?.

One of the key factors that ensures the quality of
analytical activities is the knowledge, skills, and expe-
rience of the employees who carry out criminal analy-
sis. Analyst who conducts criminal analysis in the field
of drug trafficking should have a thorough understand-
ing of the general issues of drug crime and criminal be-
haviour, information on global drug trafficking routes,
and general information on global trends. They should
understand the structure of the drug market, be well-
versed in legislation, general statistical information on
drug-related crimes and its dynamics, know the spe-
cifics of detecting and documenting criminal activity,

Task definition

—>
[ and planning

Feedback

Preparation of the
report and its delivery
to the customer

Il

and know how to manufacture, sell, and conceal nar-
cotic drugs, psychotropic substances, their analogues
and precursors.

It is essential that analysts continue to update their
knowledge and improve their skills throughout their
careers. The agency responsible for countering drug
crime needs to have a vision of the competencies that
an analyst should have. The profile of the intelligence
executive in general and the intelligence analyst in par-
ticular can contribute to the development of new areas
of study and research, as well as new professional ca-
reers (Mufioz-Cafiavate & Diaz-Delgado, 2021).

A key aspect of successful and efficient organisa-
tion of analytical activities and its basis is a profound
understanding and meaningful adherence to the stages
of the dynamic intelligence cycle, which should be con-
sidered the foundation of criminal analysis. The model
of a six-stage cycle, as presented in Figure 1, best meets
the needs of analytical activities in the field of combat-
ing drug trafficking, which includes the following con-
secutive dynamic phases: defining (setting) tasks and
planning; collecting and evaluating data; generalising,
systemising, and processing; analysis; preparing a re-
port and submitting it to the customer; and feedback.
The dotted arrow between the “analysis” and “data col-
lection and evaluation” stages in Figure 1 indicates that
additional data collection is often necessary during the
analysis stage, particularly when testing hypotheses.

Data collection
and evaluation

% Generalisation,
‘ systematisation,
and processing

- |

Analysis

Figure 1. Intelligence cycle

Source: developed by the author of this study

To ensure the best results of analytical work and
save resources, it is crucial that the analyst communi-
cates with the customer of the analysis on an ongoing
basis. At all stages of the cycle, close cooperation be-
tween analysts and customers (officials, investigators,
managers) should be ensured, including regular meet-
ings to ensure that the analysis is tailored to the cus-
tomer’s needs (OSCE, 2017).

To understand the intelligence process in the field
of combating drug-related crime, it is advisable to

'!EU Drugs Strategy 2021-2025. (2021, March).
3A52021XG0324%2801%29&qid=1710526500407.

characterise its main components as separate and spe-
cific stages. At the first stage of the task definition and
planning cycle, it is necessary to determine the goals
and objectives of the analysis and develop a relevant
action plan. At this stage, the customer defines the
tasks and objectives of the study and prioritises them,
determines all the client’s expectations for the results
and deadlines. Therewith, the customer transfers the
available information that is important for the criminal
analysis and achievement of its goals.

Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%

ZNational Drug Control Strategy. (2022, April). Retrieved from https://www.whitehouse.gov/wp-content/uploads/2022 /04 /National-Drug-

Control-2022Strategy.pdf.
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The objectives of criminal analysis in the area of
combating IDT include the following: determining the
nature of the criminal activity; identifying assets and
property that can be seized; establishing corruption
links; establishing the motives and goals of the per-
son(s) involved; clarifying business interests; collecting
background information on the persons involved and
their connections; Identification of the offender and
their connections; determination of the structure of
the criminal group; clarification of the spheres of influ-
ence of the criminal group; establishment of criminal
roles; identification of places of production and storage
of drugs; identification of sources of precursor sup-
ply; establishment of smuggling channels; establishing
payment methods, logistics elements; analysing the
activities carried out and developing proposals; identi-
fying accomplices or witnesses; reconstructing the se-
quence of actions of the defendants in a certain period;
comparative analysis of data; searching for evidential
information; searching for links between data; recon-
structing the course of the offence. Often, the results
of intelligence analysis form the basis for or become
part of tactical analysis, specifically in cases of analyt-
ical support for the development of organised criminal
groups, and it is often necessary to analyse intelligence
during tactical analysis.

The objectives of tactical criminal analysis may in-
clude: analysis of drug crimes by the method of sale;
analysis of drug smuggling routes; analysis of certain
types of drug crimes; analysis of the state of drug crime
in a particular territory; determination of the list of typ-
ical methods of concealing drugs; determination of the
scale of criminal activity of a criminal group; determin-
ing the scale of distribution of a particular type of drug;
determining the list of methods of commission and cal-
culation; determining the structure of the drug market;
identifying typical patterns of criminal activity; identify-
ing patterns and trends in crime; tracking the emergence
of new patterns, methods of distribution; establishing
the profile of the crime and the criminal; identifying and
predicting changes in drug crime; crime forecasting.

After reviewing the materials provided by the cus-
tomer, the analyst determines whether the data is suf-
ficient to achieve the goals and objectives or express-
es the need to obtain additional information that falls
within the customer’s competence. Considering the
tasks, priorities, and deadlines, the analyst develops a
preliminary criminal analysis plan that indicates the
ways to achieve the goals, serves as a guide and check-
list in the analytical work and is supplemented during
the subsequent stages of the cycle.

The next stage involves collecting, storing, and
evaluating data. Before initiating the data collection
process, it is important to determine the amount of
data required and its sources to perform the tasks ef-
fectively. The process of data collection in the context
of the intelligence cycle of drug trafficking analysis is an

Law Journal of the National Academy of Internal Affairs, 14(2), 95-104
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interesting, complex, and multifaceted task that re-
quires detailed planning, quality assurance, and maxi-
mum reliability of data, as well as compliance with the
established goals and objectives of the analysis.

The process of data collection in the analytical cy-
cle of drug trafficking crime analysis can include a wide
range of data sources, namely: materials of criminal
proceedings and operational developments, informa-
tion on customs clearance, court registry data, infor-
mation obtained from interviews with drug traffickers,
open source data, information from employees coun-
tering drug-related crime, information from intelli-
gence sources and anonymous sources, technical data,
information obtained from international partners, in-
telligence data, information obtained as a result of cov-
ert investigative (detective) actions or operational and
technical measures, financial records, telephony and
video surveillance data, information from the criminal
executive service, etc.

A relatively new source of information is the use
of data from water monitoring programmes, which can
provide information on drug use in a particular region.
Chemical analysis of domestic wastewater can reveal
the presence of illicit drugs that are either consumed
by the public or directly discharged into the sewerage
system. The resulting chemical profiles can then be
used to track production sites within the respective
sewerage basin (Emke et al.,, 2018). Based on this infor-
mation, it is possible to observe changes in patterns of
illicit drug consumption, transportation processes and
chemical, photochemical, and biological transforma-
tions of dangerous drugs. The proposed procedure can
be used as a tool to track and assess drug use among the
population in real time (Sulej-Suchomska et al., 2020).
When wastewater monitoring results are interpreted in
combination with other data sources, such as seizure
data, hospitalisation data, drug-related mortality and
treatment data, very comprehensive results can be ob-
tained for a selected region (Kuloglu et al,, 2021). No-
tably, international cooperation in cases related to the
smuggling of narcotic drugs, psychotropic substances,
their analogues and precursors plays a key role at the
stage of information gathering and allows for a broader
picture of the events under investigation.

The choice of data sources depends on the goals and
objectives of the analysis, as well as resources and ca-
pabilities, and its success depends on having access to
sufficient relevant information (Criminal analysis and
risk..., 2016). Each of the above sources can be potential-
ly valuable for analytical research, both in the context of
intelligence analysis and tactical analysis. However, the
quality and reliability of the information may vary sub-
stantially. Therefore, it is necessary to maintain a crit-
ical mindset and use a variety of sources and verifica-
tion methods to ensure the accuracy and completeness
of the data collected. In tactical analysis, the following
sources of information can be considered: statistical
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information, information from NGOs and internation-
al organisations, and data from healthcare facilities.

To ensure tactical analysis and monitoring of drug
trafficking, it is necessary to continuously collect and
summarise structured data with details by type of drug,
geolocation, and visualisation using GIS (Geographic
Information Systems). Specifically, it is important to
collect information on: arrests for large-scale traffick-
ing; Internet resources used for trafficking; detection
of illegal crops of drug-containing plants; smuggling
facts; detected drug laboratories; significant seizures
of narcotic drugs and psychotropic substances outside
the country; theft of considerable quantities of pre-
cursors; emergence of new psychoactive substances;
deaths from the use of new psychoactive substances;
connections in Ukraine of those detained for smuggling
outside the country, as well as the facts of detention of
Ukrainian citizens abroad for grave drug offences.

The process of data evaluation in the analytical cy-
cle of drug trafficking crime analysis is the process of
determining the value of information elements in terms
of validity, reliability, and relevance. The result of such
an assessment should be a conclusion on the relevance
of the information to the goals and objectives. The as-
sessment can help identify data gaps and strengths and
guide further data collection.

At the next stage of the cycle, the collected informa-
tion is summarised, systematised, and processed. The
systematisation stage involves the organised structur-
ing and processing of the collected information, consid-
ering the goals, objectives, priorities, and importance,
converting the collected data into a format suitable for
analysis, and ensuring that the stored information is
available for analysis. During the research, the distinc-
tion between the processing and analysis stages is not
always clear, as they are closely intertwined, forming a
single process aimed at gaining a comprehensive un-
derstanding of the subject under study. Notably, NATO
defines intelligence as a product derived from the tar-
geted collection and processing of information about
the environment, capabilities, and intentions of actors
to identify threats and offer opportunities for use by
decision makers!.

The work of a criminal analyst largely involves
assembling an information puzzle from many differ-
ent sets. After summarising, systemising, processing,
and prioritising the information, the analyst will have
a convenient array for detailed analysis. The analysis
stage involves identifying and studying the meaning,
context, and principal characteristics of the available
information. Data analysis helps to identify information
gaps, determine the strengths and weaknesses of the
data, and identify areas for further research. The key

purpose of the analysis phase is to obtain meaningful
information from the source data, transform it into new
knowledge that will contribute to achieving the goals
of the analytical study, completing the tasks set by the
customer, and providing practical recommendations
for combating crime. Analysis can be described as the
careful examination of information to identify its mean-
ing and main characteristics (United Nations, 2011).
According to J. Stromer-Galley et al. (2020), supporting
analytical reasoning in the context of intelligence can
bring more benefits if approaches focus on reasoning
processes in a flexible, report-oriented format. Accord-
ing to S. Lefebvre (2021), analysts must watch out for
cognitive biases, misinformation, and deception, con-
sider the reliability of information, and identify infor-
mation gaps that may still exist.

The choice of a tool for analysis should be based
on the suitability of its functionality for the tasks and
goals set. For most of the analysis and visualisation
tasks within the framework of operational data analy-
sis and tactical analysis, i2 Analyst’s Notebook and MS
Excel software can be used. At the same time, GIS skills
are important for providing geospatial visualisation in
tactical analysis. When the results of the analysis are
directly related to and relevant to the investigation’s
objectives/issue, the analysis becomes valuable as
an operational tool (OSCE, 2017). It is worth remem-
bering that each analysis is unique and requires a
different approach. Concrete analysis is based on the
system of judgement analysis, according to which the
following principles should be used: from the detailed
to the general; from the complex to the simple; from
the effect to the causes; from theses to their founda-
tions (Fedchak, 2021).

The analysis process consists of two stages - data
integration and interpretation. Data integration is a
complex process of combining information from differ-
ent sources to improve its perception, identify patterns,
formulate hypotheses, and draw reasonable conclu-
sions. Hypotheses help to identify gaps in operational
information, to better guide further data collection and
to draw accurate conclusions, forecasts, and estimates
(OSCE, 2017). During data integration, visualisation of
information, such as building relationship diagrams
and timelines, helps investigators to better understand
the data, identify gaps, key players, the structure of an
organised criminal group and gain insight into their
activities. Other tools that can be used to display in-
formation, ensure its best perception and analysis are
as follows: flow charts, activity charts, financial profil-
ing (United Nations, 2011), and geospatial analysis - a
powerful tool used to visualise and analyse geo-ref-
erenced data, which helps researchers to study drug

'AAP-06: NATO Glossary of Terms and Definitions. (2021, December). Retrieved from https://standard.di.mod.bg/pls/mstd/MSTD.blob_
upload_download_routines.download_blob?p_id=281&p_table_name=d_ref_documents&p_file_name_column_name=file_name&p_mime_
type_column_name=mime_type&p_blob_column_name=contents&p_app_id=600.
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trafficking routes, logistics, hotspots, and plan opera-
tions to counter drug crime.

The most creative part of analytical researchisinter-
pretation. Atthe stage of interpretation, the analyst tests
the initial hypotheses, which may lead to confirmation,
modification, or refutation of previously developed as-
sumptions, establishes cause-and-effect relationships
and draws reasonable conclusions. Data interpretation
is not limited to describing or explaining information; it
is an active, dynamic process that requires a profound
understanding of the context, critical thinking, creativ-
ity, and flexibility. ].A.M. Sanchez (2018) concludes that
an analyst should approach their work with an open
and innovative mindset, free from preconceived ideas,
prejudices, and expectations.

Any comparison, explicitly or implicitly, is based on
interpretation (Wagenaar et al. 2022). Data interpreta-
tion is considered a process of creating meaning. This
requires attention to the purpose of the data analysis,
the types of questions that are being asked and who is
asking them, and the types of data that are needed or
available (Maxwell, 2021). The results of the analysis
are usually drafted in the form of an analytical report,
which includes conclusions, a detailed description of
the research conducted, substantiated answers to the
questions posed by the client, important information
that was not covered by the goals and objectives of the
analysis, as well as suggestions and recommendations
of the criminal analyst. Conclusions should be listed at
the beginning of the analytical report.

Effective communication with the customer
throughout the analytical process is key to delivering
results that meet their needs. Itis important that threat-
based intelligence is transmitted in real time (Trim &
Lee, 2022). The customer should inform the analyst of
all key changes and additional information received on
the matters concerning the investigation. The cycle for
major cases typically lasts several rounds of feedback
and new information before any final product takes
shape (Bland et al.,, 2022). A. Williamson (2021) notes
that without cooperation and collaboration, opportuni-
ties for crime prevention can be lost, and proactivity is
hampered by a lack of intelligence sharing. It is advisa-
ble to add high-quality visualisation to the analytical re-
port in the form of charts, graphs, maps, depending on
the goals, objectives, and results of the analytical study.

An equally important stage of the cycle is receiving
feedback from the customer, as it helps to improve the
quality of tasks and professional development. Analysts
and their managers should be aware of the compliance
of the analytical research results with the customer’s
expectations, as well as know how the recommen-
dations provided affect the decision-making process
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and planning of further actions. Additionally, analysts
should receive feedback on opportunities to improve
the quality of their work. This also applies to custom-
ers, who should be open to analysts’ suggestions for
further improvement of cooperation.

According to FJ. Haberl (2023), intelligence gather-
ing has always been an important asset for governments
in both peacetime and wartime. T. Shakoor (2023) notes
that the intelligence cycle has been a standard model
for intelligence processes and national intelligence doc-
trines in the United States and Europe. The intelligence
cycle is widely used in intelligence, counterintelligence,
and law enforcement activities. A. Villalon-Huerta et
al. (2022) propose to use the intelligence cycle as a ba-
sis even in countering cyber threats, as they believe that
detecting hostile operations is a counterintelligence ac-
tivity, and therefore should be structured and analysed
in the same way.

C.R. Moran et al. (2023) believe that the intelli-
gence cycle has never been a perfect conceptual tool.
C. Paya-Santos & J.M.L. Luque Juarez (2021) argue that
the intelligence cycle has been improved by giving it
specialisations according to the origin of the data, de-
pending on whether it comes from people (Humlnt),
images (ImlInt), signals (Sigint), or open sources (Osl-
nt). In relation to this discussion, the intelligence cycle
is a broader model that encompasses all the “Ints” used
depending on the tasks and purpose of the study and is a
useful structured guide for effective analytical activities.

There are different opinions regarding the number
of stages of the intelligence cycle, which is caused by the
tasks and specific features of the activities of the sub-
jects of analytical work. For example, NATO defines the
intelligence cycle as a sequence of four actions through
which information is obtained, collected, transformed
into intelligence, and provided to users!. Therewith,
considering the tasks of combating drug-related crime,
it is more expedient to adhere to a cycle of six stages
that meets the needs of law enforcement agencies that
counter drug trafficking. Such a cycle is used by many
law enforcement agencies, including the International
Association of Law Enforcement Analysts, which also
identifies the following stages of the intelligence cy-
cle: planning and direction, collection, processing and
synthesis, analysis, dissemination, and reassessment,
including feedback (IALEIA, 2024). This vision corre-
sponds to the structure of the research process pro-
posed in the study.

According to C.R. Moran et al. (2023), the cycle will
require further revision of the concept in the context
of modern technologies. There are concerns about
cycle times and whether effective oversight and hu-
man control are sustainable in the context of complex

'AAP-06: NATO Glossary of Terms and Definitions. (2021, December). Retrieved from https://standard.di.mod.bg/pls/mstd/MSTD.blob_
upload_download_routines.download_blob?p_id=281&p_table_name=d_ref_documents&p_file_name_column_name=file_name&p_mime_
type_column_name=mime_type&p_blob_column_name=contents&p_app_id=600.
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automation processes enabled by Al and the increasing
involvement of technical staff. This cycle will require
to be redefined as artificial intelligence converges with
cloud computing, the Internet of Things, and robotics.
Notably, all this will not affect the structure of the intel-
ligence cycle in analytical studies of drug-related crime
in the near future, although it may accelerate and au-
tomate the stages of data collection and evaluation, as
well as generalisation, systematisation, and processing.

Although the intelligence cycle is researched and
described in a clear sequence of six stages in the study,
we may agree with I. Fedchak (2021) that these com-
ponents are interconnected and should ultimately be
considered as a system. The intelligence cycle is not a
static sequence of six steps, but rather a dynamic pro-
cess where the different phases are closely linked and
interact with each other, requiring analysts to move
back and forth within the cycle (OSCE, 2017).

Thus, the intelligence cycle is a universal model
of analytical activity in various fields, and depending
on the field, the cycle may have specific features. The
study has confirmed the author’s statement that the
proposed six-stage, dynamic intelligence cycle optimal-
ly meets the needs of analytical activities in the field of
combating drug-related crime. Modern technologies
will not affect the cycle model in the near future but
may improve its separate stages.

Conclusions

The effective use of criminal analysis methods and tools
helps not only to detect and seize drugs and apprehend
individual criminals, but also to expose large-scale
criminal networks, money laundering means, and in-
ternational logistics. High-quality intelligence analysis
and tactical criminal analysis are essential to ensure a
thorough understanding of criminal processes and ef-
fective counteraction to drug-related crime, planning,
response to drug trafficking challenges, forecasting
and rational allocation of valuable law enforcement re-
sources. The intelligence cycle underlies analytical ac-
tivity and is necessary for planning and implementing
law enforcement efforts to combat drug-related crime.
The cycle is not a fixed sequence of steps, but a flexible
and dynamic process that requires analysts to think
critically and creatively, to respond to new information
in a meaningful way and to move through the stages
of the intelligence cycle. It is important to understand
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AHoTauia

AKTya/bHICTD TEMaTHUKU [JOC/Ai[PKEHHS 3yMOBJIeHa THUM, L0 [JJisd edeKTHUBHOI'O PO3B’siI3aHHA NMpobJeMH
HapKO3JIOYMHHOCTI MOTPi6GHO PO3pPOO6IATH Ta BOPOBAPKYBATH CTpaTerii, Kl 'PYHTYIOTbCA Ha HaMKpalux
NpaKTUKAX, MiJKpIIVIEHUX HAyKOBUMH J[AOCHIJPKEHHAMH, 10 ONTHUMI3yIOTb BUKOPUCTAaHHA pecypciB
MIPAaBOOXOPOHHUX OpraHiB # 0OMEeXYyIOTb IIKOAY, Ky CIPUYMHSIE HE3aKOHHUU 06ir HapKoTHKiB. MeTom0
POOOTH € TOCTiKEHHS OCTAaHHIX TeH/IeHI[il I[0/0 3aCTOCYBAaHHS IUKJIY PO3BiZiKK B 60pOTHOI 31 3/I04MHHICTIO,
CTBOPEHHS Ta ONUC MOoJeJi Horo 3acTocyBaHHs ¥ chepi npoTuail HapKo3104UHHOCTI. [l/1s1 JOCATHEHHSA METH
HAyKOBOTO JOCJi/PKeHH BUKOPHUCTAHO TaKi HAayKOBiI MeTOAMW: TePMiHOJIOTIYHUH, CUCTEMHO-CTPYKTYPHHUH,
aHaJidy, MOPIiBHAJILHOTO aHasi3y, MOJesOBaHHs, QOPMaJbHO-JOTIYHUM, y3araJjbHEHHS Ta €eKCIepTHOI
oninku. /loBeseHo, o A epeKTUBHOI Ta pe3y/bTaTUBHOI opradisauii aHajaiTu4Hol AisibHOCTI y cdepi
NpOTHUAIl HAPKO3JIOUMHHOCTI BKpal BaXXJIMBUMM € I'DYHTOBHE PO3YMIHHA Ta 4YiTKe JOTPUMaHHS eTaliB
pO3BiAyBaJbHOr0 IHUKJIY, IKUM € OCHOBOIO KpHUMiHajsbHOTO aHaski3y. CPopMy/spOBaHO BHUCHOBOK, LIO
pO3BilyBaJIbHUM LMKJ - Iie THYYKHH JWHAMiYHUW NpPOLEeC, L0 BUMAara€ BiJi aHa/JiTUKIB KPUTHUYHOIO i
TBOPYOr'0 MHCJEHHs, YMiHHI OCMHC/JEHO pearyBaTH Ha HOBY iHopMalilo Ta mnepeMillaTHCs eTanaMu
po3BiflyBa/sibHOTO LUKJaY. [I[poaHasizoBaHO pO3BilyBaJbHUKM LUKJI, BUCBIT/IEHO JisJIbHICTh aHa/liTHKa Ha
KO>XHOMY 3 HOTO eTalliB, 30KpeMa Mijj yac: BU3HauYeHHs (I0CTaHOBKM) 3aB/laHb i IaHYBaHHS:; 360py ! OLIHKU
JlaHUX; y3araJbHeHHs, CUCTeMaTH3alii Ta 06po6Ky; aHaIi3y; NiZir0TOBKU 3BiTY Ta Horo nepejadyi 3aMOBHUKY;
OTPHMMaHHSI 3BOPOTHOr0 3B'A3Ky. Pe3ysbTaTh JOCHi[PKEHHS 3acBiJ4YW/IM, 1[0 PO3BiJyBajJbHUM LHUKJI €
yHiBepca/JbHUM iHCTPYMEHTOM, IKUH Zla€ 3MOTY BIOPSAJKYBATH OyAb-AKY AisJIbHICTD, TOB’I3aHY 3 aHa/li30M
iHpopmaunii, 3a6e3neynTH KOHTPOJIb IKOCTI Ta BUCOKI pe3yJbTaTH aHATITHYHOI po60TH, 30kpeMa y cdepi
npoTHAil HapKo3JoduHHOCTI. [li Yac mocimxkeHHsT po3po6JieHO MepesliKk MOXK/IMBUX 3aBJlaHb aHAJTiTHYHOI
po6oTHu y cdepi npoTu/iii He3aKOHHOMY 06iry HapKOTUYHHX 3aC06iB, ICUXOTPONMHUX PEYOBHH, iX aHAJIOTIB i
MPEeKypCcopiB, a TAKOXK y3arajJbHEeHO NMOTEHI[ilHI JKepesa HeoOXiHOI AJ1 aHami3y iHpopmanii. PesyabTaTu
JOCJIiPKeHHSI CTaHYTh y Haroji KepiBHUKaM Mifpo3AaiaiB, 110 37iHCHIOIOTh 60POTHOY 3 HAPKO3JIOUUHHICTIO,
npaniBHUKaM, fKi BiANOBiHO A0 QyHKIiOHAJBHUX OOOB'SI3KiB 3aCTOCOBYIOTh KpPHUMiHAJbHHUM aHasi3 y
NpOTH/iI HAPKO3JIOUMHHOCTI, | HAYKOBILAM, IKi JOC/II/PKYIOTh OKpecJeHy po6IeMaTHKY
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KpUMiHa/JIbHUM aHaJi3; HApKOTHKH; TOPriBJsl HApKOTHKaM{; aHAJIITU4YHe JOC/i/PKeHHs; KOHTpabaHza
HApKOTHKIB; aHaJIi3 JaHUX
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