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DISINFORMATION AS A HYBRID THREAT:
DETECTING AND COUNTERING FAKE NEWS, OSINT TOOLS,
AND ENGAGEMENT WITH THE MEDIA

Today, disinformation is not just lies on the internet. It is a tool that the enemy uses to
deliberately target public consciousness, undermine trust in the state, and sow panic. In the context
of full-scale war, information and psychological operations have become weapons just as much as
missiles and drones [1]. That is why the ability to recognize fake news, use open-source intelligence
tools, and interact effectively with the media is no longer just a desirable skill, but an essential part
of training for security professionals.

The main danger of modern disinformation is that it doesn’t impose a single viewpoint — it
undermines people’s very ability to distinguish truth from falsehood. Hostile information campaigns
are cleverly designed: they take real facts, pull them out of context, add the necessary emotional
charge — fear, anger, despair — and spread them through bot farms and anonymous Telegram channels
[2]. People see familiar faces, familiar words — and believe them. You can’t fight this with isolated
debunking. You need to understand the entire architecture of the campaign: who created the narrative,
how it spreads, and what audience it’s targeting.

Fact-checking is a specific algorithm, not intuition. First, we look at the source: if there are no
links to official organizations or specific individuals, that’s already a red flag. Then we assess the
emotional tone: a clickbait headline with five exclamation points and a call to “share immediately»
is a classic sign of manipulation [3]. Next, we check the context — is the quote taken out of context
from another situation? If the fake news has already spread, arguing with its authors is pointless. The
right tactic: quickly fill the information space with verified facts from official sources, leaving no
vacuum for the enemy to fill with their own [5].

The technical aspects of verification are also important. Thanks to OSINT tools, what used to
take weeks of work can now be done in a matter of hours. Google Lens, TinEye, and InVID allow
you to trace a photo’s original source and detect signs of editing. FotoForensics and ExifPilot reveal
a file’s metadata — where and when it was taken, and whether it was edited. Google Earth, Wikimapia,
and Sentinel Hub help verify whether an event actually took place at the stated location. Whois,
DNSDumpster, and the Wayback Machine show who owns a website, when it was registered, and
what was on it before the page was deleted [4]. All of this is not just analytics, but a real evidence
base for blocking harmful resources.

But no tool can replace proper communication with the media. The media is the primary channel
between the government and society. If the government remains silent, the media fills the void with
whatever information is available, and the enemy takes the opportunity to spread its own narrative
[6]. Therefore, the official response must be swift, clear, and come from specific individuals — not
abstract statements like “competent authorities report.» A unified communications center with
designated spokespersons eliminates the risk of contradictory statements, which the enemy
immediately exploits to discredit [3]. It is worth mentioning the training of journalists separately—
joint training sessions on cyber hygiene and working with open sources genuinely improve the quality
of content and reduce the risk of inadvertently spreading enemy narratives [5].
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There is no single magic solution to countering disinformation. It is an ongoing effort that
combines personal media literacy, technical data analysis skills, and a well-thought-out
communication strategy [6]. When all three components work together, the enemy’s information
operations lose their effectiveness. Where even one is missing, a vulnerability emerges that the enemy
will inevitably exploit.
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TI'opoans Poman Bnaoucnasoeuu, 3006ysay suwoi oceimu HABC

Hayxosuii kepiBauk — Pe3nik FOuia CrenmaniBHa, cTapimii Bukiagad kadgeapu KpUMiHAIBLHOTO
npaBa Ta KPUMIHOJIOTI] HaBYaIbHO-HAYKOBOTO 1HCTUTYTY mpaBa Ta ncuxoiorii HABC, xannuaar
IOPUNYHUX HAYK

INPOBJIEMH KPI/IMIHAJII?-HO-HPABOBOT KBAJII®IKALIT )
BOE€HHMUX 3JIOYMHIB B YKPAIHI B KOHTEKCTI IMIIVIEMEHTAIIT
MIZKHAPOJHOTI'O 'YMAHITAPHOI'O ITPABA

Po36ynoBa eeKTUBHOI cUCTEMU MPUTITHEHHS /10 BIANOBIIAIBHOCTI 32 MIKHAPOAHI 3JI0YMHU
BUMara€ CTBOPEHHS HECYNEpPEWwIMBOrO0 HAallOHAJIbHOTO KPUMIHAJIBHO-TIPABOBOTO MIATPYHTS,
CIIPOMO’KHOTO B1100pa3uTH crenudiky npaBonopyiieHb, BANHEHUX Y KOHTEKCT1 BiitHH. KimtouoBum
IHCTPYMEHTOM CYAOUYMHCTBA y il cdepi € cT. 438 KpuminansHoro koaekcy Ykpainu (KK Ykpainu),
sKa Mae OJTaHKEeTHUH XapakTtep: ii JUCIO3UIIis HEe ONUCYE AETaNbHUIN Nepellik 3a00pOHEHUX isHb, a
BIJICWJIa€ 1O MDXKHAPOJHMX JIOTOBOPIB, 3rojia Ha 000B’SI3KOBICTh AKMX HajgaHa BepxoBHoro Pagoro
VYkpainu (3okpema, 10 JKeneBcbkux KoHBeHLIN 1949 poky, ['aa3bkux KOHBEHII1H TOLIO).

Hocnimkyroun apxitektypy uiei nHopmu, H. B. Konmomienp Bkasye, mo aOCTpakTHICTH i
BIJICYTHICTb YITKOT A€(IHILIT MOHATTS «BOEHHUH 31m0unH» O6e3nocepennbo y KK Ykpainu tpuBanumii
4ac BUCTYNAIM AECTPYKTUBHUM YHHHUKOM [ 1, c. 145]. Cnijtui opranu Ta Cyiu ONUHSIIMCA Y CUTYAIIil
NpaBOBOi HEBM3HAYEHOCTI Ha eTami jJocyaoBoro posciigyBaHHs. O. JKoBTiok 1ojae, mo 1e
MOPO/IKYBAJIO «IH(OpPMALIHUI Ta METONOJIOTIYHUN Bakyym», A€ (QOpMYJIIOBaHHSA MiJ03p Ta
CKJIaJlaHHs OOBHHYBAJIbHMX aKTIB BHMAarajio Bifl CIiA40TO (YHKIIH ekcrmepra 3 MiKHApOIHOTO
nyOiigHoro npasa [3, c. 132].

Curyanist 3MiHHAJIacs TIiCHs Toro, sik YKpaiHa y 2024 poui patudikyBana Pumcekuii cratyr
MixHapoaHOro KpuMiHainbHOTO cyay [9]. Ha BukoHaHHs 1IuX 3000B’s3aHb 0YyJ10 BIPOBAHKEHO MAKET
3MiH 10 KpuminaneHoro ta KpuMiHaiabHOrO MmpolecyaabHOro KOJIEKCIB YKpaiHU, SIKi MOBHOLIIHHO
HaOymu uyuHHOCTI 3 2025 poky. Lle 103BOJHMIO YacCTKOBO IMIIEMEHTYBATH IIOJIOKEHHS CT. 8
Pumcbkoro craTyTy, fika AUQEpeHIiloe BOEHHI 3JIOYMHM Ha OJIOKM 3alie)KHO BiJ XapakTepy
KOH(TIKTY Ta 00’ €KTa MOCATaHHS.

Bognouac, sk 3ayBaxkytoTs O. B. Kpumiesuu ta I. M. TkaueHko, y 3B’13Ky 3 IUM BUHHKJIa HOBA
JOKTPHHAJIbHA 1 MPaKTHYHA MpobIieMa, OB’ s13aHa 3 €0 KPUMIHAIBHOTO 3aKOHY B 4aci [4, c. 112].
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