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MODERN WAYS TO COMBAT CYBERBULLYING 

Internet technology has become an integral part of modern society. 
At the age of 3, kids watch cartoons on YouTube on their own, and first-
graders search for the necessary information with the help of Google, 
communicate on social networks. However, the popularity of Internet 
resources in addition to the positive aspects of quick access to the necessary 
information, has led to an increase in the number of violations and the 
spread of inaccurate and confidential information.  

Unfortunately, most children do not have information about the 
dangers of the Internet and do not have an established online culture. 
Therefore, they often do not understand how they can protect themselves 
from cyberbullying. And parents and teachers, in turn, do not know how to 
react to this [1]. 

What is cyberbullying? Cyberbullying is the latest form of 
aggression, which involves violent actions to annoy, harm, humiliate a 
person using information and communication tools: mobile phones, e-mail, 
social networks and more. How to detect signs of cyberbullying? 
Cyberbullying has several manifestations, none of which can be ignored:  

– sending threatening and offensive content of text messages; 
– demonstrative removal of children from communities on social 

networks, from online games; 
– creating groups of hatred for a particular child; 
– a proposal to vote "for" or "against" someone in an offensive poll; 
– distribution (spam) of pornographic videos and photos; 
– provoking adolescents to suicide or self-mutilation (this may be a 

death group such as "Blue Whale"). 
Trust will help protect against cyberbullying. Exactly! Establish a 

friendly relationship with the child so that she is not afraid to tell you 
everything that happens to her. However, do not forget about parental 
control. Do this carefully, taking into account the age characteristics of 
children (for younger – limit access to questionable sites, for older - from 
time to time view the browser history). Warn against transmitting 
information online. Explain that there are things that are not talked about 
with outsiders: last name, phone number, address, place and time of work of 
parents, attendance at school and clubs – should be kept secret. Learn to be 
critical of information on the Internet. 

The United States, for example, is working extremely productively 
on this issue. To date, no federal law has been enacted to guarantee 
protection against cyberbullying, but each of the 50 states has legislation 
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that regulates cyberbullying in some way. In the 20 states, criminal liability 
for cyberbullying is provided. The main mechanism through which they 
propose to implement the provisions of the legislation is educational 
institutions. In every state except Montana, the law empowers school 
administrations to identify cyberbullying cases and form formal and / or 
informal disciplinary action against cyber-aggressors. 

In 15 states, this influence extends to out-of-school behavior. In 
some states, such as Colorado, the law requires school administrations to 
adopt so-called safety codes ("SafeSchoolPlan"), which will include all 
measures and measures of responsibility that the school will apply to 
combat cyberbullying. 

The danger of cyberbullying is exacerbated by the specifics of the 
Internet environment: anonymity, the ability to falsify identity, to have a 
huge audience at the same time, terrorizing the victim anywhere and 
anytime. Where to go for help? The Cyberpolice Department of the 
National Police of Ukraine is an interregional territorial body of the 
National Police of Ukraine. 
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FOREIGN EXPERIENCE IN COMBATING ORGANISED CRIME 

Ukraine has stated its desire to join the European Community of 
Developed Democracies, which is characterized by a high level of security, 
prosperity and living standards, as well as the priority of human rights, the 
rule of law and the need to punish those responsible. Strengthening 
democratic institutions is impossible without reducing the negative effects 
of corruption and organized crime, which currently remain one of the most 
significant threats in our country. That's why foreign experience in 
countering crime is an important topic needs to be explored this particular 
topic. 

There has long been an urgent need in Ukraine to develop an 
effective strategy for the prevention of organized crime, taking into account 
the positive foreign experience and European policy against organized 
crime. 
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