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modern model of service that meets the requirements of wartime and 

Ukraine's international obligations. 
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DIGITAL INFORMATION AS A NEW TOOL OF EVIDENCE 

IN CRIMINAL PROCEEDINGS 

 

Digital information is increasingly used in criminal 

investigations. This is due to scientific and technological progress and 

new ways of committing offenses. The widespread use of computers, 

software, smartphones and the Internet by criminals has raised a number 
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of questions regarding the admissibility and use of digital data as 

evidence. The scientific literature draws attention to the fact that “the 

use of digital sources of evidentiary information remains almost 

unregulated in national criminal procedural legislation, which 

complicates the effective use of modern technologies and sources of 

information.” Despite legislative gaps, digital data is increasingly being 

used as evidence in criminal cases. 

Investigation practice shows that electronic devices — phones, 

smartphones, computers, portable geolocation devices (GPS, 

GLONASS), digital photo and video cameras, webcams, network 

routers, payment systems, etc. — are increasingly used by criminals, as 

a result of which traces of their illegal actions are stored in the 

information space. These digital traces are detected during investigative 

(search) actions on specific information carriers. In our opinion, digital 

information can be used in an investigation in different ways. In 

particular, when investigating certain types of criminal offenses, the 

investigative situation can change under the influence of forensic tactics 

— through the adoption and implementation of various tactical 

decisions. Such measures help to obtain evidentiary information, in 

particular regarding: a) sources of its origin; b) overcoming resistance 

from interested parties; c) cases of its concealment; d) risks of further 

concealment; e) difficulties with recalling or interpreting information 

by individuals, etc. 

It is digital data that often determines the direction of tactical 

decisions in these situations. Digital evidence requires the 

implementation of modern approaches to its collection, storage, use and 

research in the process of proving in criminal proceedings. When 

working with such evidence, it is important to adhere to a number of 

principles, in particular, ensuring proper professional training, 

attracting expert support and observing reasonable caution [1, p. 14-

15]. 

The US Federal Code of Criminal Procedure provides for the 

possibility for a magistrate judge to accept complaints, issue warrants 

(resolutions) or execute subpoenas using reliable electronic means of 

communication (clause 4.1). In accordance with paragraph "a" of part 

2 of rule 41, the procedure for conducting a search and seizure of 

property is determined, which means documents, books, business 

papers, any material objects and information. 
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Digital evidence is recognized as evidentiary information that is 

stored or transmitted in digital form and can be used by a party to the 

proceedings during the trial. Such information consists of two 

components: 

1. content — that is, direct data (text documents, images, 

databases, etc.); 

2. metadata — information about this data, containing 

information about the creation, modification or access to them. 

Metadata describes who, when and how a file or data set was created or 

modified, as well as under what conditions access took place. 

Procedural aspects of working with electronic evidence in the 

United States are regulated by the Guidelines for the Search and 

Collection of Electronic Evidence. Before accepting electronic 

evidence in court, a party must prove its authenticity through a standard 

procedure for verifying an electronic document or by describing the 

process of its creation or the system by which the corresponding result 

was obtained. In this case, it is necessary to confirm that the system or 

process ensures the accuracy and reliability of the data. 

The authenticity of computer records in US law is based on two 

principles: 

• first, the absence of specific evidence of interference, even if 

there is a theoretical possibility of such interference, does not affect the 

reliability of the record; 

• secondly, the rule of “best evidence” (Article 1002) applies, 

according to which there is no obligation to submit the original 

recording to the court. 

The current direction of development of digital forensics in the 

USA is the study of electronic databases (Data Mining), which 

accumulate information about the activities of a person, including his 

possible criminal behavior. The essence of Data Mining in forensic 

activities is the systematic analysis of large amounts of information - 

collection, filtering, extraction and intellectual processing of data to 

identify forensically significant information. For example, through the 

use of geographic information systems, it is possible to establish the 

location of a person or other important circumstances. 

In the UK, the key regulatory act regulating work with electronic 

evidence is the Computer Use for Unlawful Purposes Statute. It 

contains criminal law provisions on computer crimes, as well as 
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procedural provisions on conducting a search, seizing electronic 

evidence and determining the powers of law enforcement agencies. 

In addition, the Association of Chiefs of Police of England, 

Wales and Northern Ireland has developed a Handbook on Working 

with Digital Evidence, which details the practical aspects of their 

detection, preservation and analysis [2, p. 223]. In conclusion, we note 

that the legislation of leading countries of the world is gradually 

becoming “technological” in nature: modern terms, technologies and 

approaches to the use of electronic evidence in criminal proceedings are 

being integrated into legal norms. In the USA, where the judicial 

procedure for forming evidence allows the parties to provide the court 

with information in any form, electronic evidence has a wider 

application. This is due to the fact that the concept of evidence in the 

US legal system is broader than in Ukraine, and does not require a 

mandatory indication of the specific source of its origin. 
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EFFECTIVE DCIME REDUCTION STRATEGIES: 

INTERNATIONAL CASE STUDIES 

 

Today, crime knows no borders, creating complex challenges for 

law enforcement agencies and politicians. Together with the 

development of crime, strategies to combat it must also develop. By 
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