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I'ymeniok BikTopis OuseriBaa
Cryaentka rpynu 202 _CIIC HHI npaBa ta
ncuxosnorii HABC

Hayxosuii kepienux:

Haxkpum Onexcanap €BreniiioBuy4
KaH/IUJIaT TEXHIYHUX HAYK, JOIEHT,
JOLIEHT Kadeapu iHpopMaliiftHIX
texHosoriit HHI npaBa ta ncuxomnorii
HABC

SHAYEHHSA JIIOACBKOI'O PAKTOPY Y KIBEPBE3IIEILIL

VY cydacHOMy CBITI, € OUIBIIICTh 1H(MOPMALIWHUX MPOLECIB BIIOYBAETHCA Yy
uu(ppoBOMY MPOCTOPI, MUTAHHS KiOepOesnekn HaOyBae BHPIMIATIBHOTO 3HaYeHHsA. Mu
KMBEMO B €I0XY, KOJMU 1H(QOpMaLlis CTala HE JHIIE PECYPCOM, a il 00’ €KTOM MOCTIMHUX
atak. [l{ogHs BiaOyBaroThCA MUIBMOHM KiOepaTak Ha MPUBATHI OCOOH, MIANPHEMCTBA i
HaBITh JE€p>KaBHI ycTaHOBU. llompu CTpIMKHUIA PO3BUTOK TEXHOJOTIA 3aXUCTy —
aHTUBIPYCIB, CHCTEM BUSBIICHHS BTOPTHEHb, IMU(QPYBaHHS HaHUX, — TOJOBHUM 1
HaNBpa3IMBIIIKUM €JIEMEHTOM CUCTEMH OE3MEeKHU 3aTUIIA€ThC TroAuHA. Came JII0IChKHM
daktop, TOOTO nii, TOMWIKKM YM TIOBEAIHKOBI OCOOJIMBOCTI KOPUCTYBadiB, BH3HAYAE,
HACKUIbKHU e€()eKTHUBHOIO Oy/ie Oy/Ib-siKa cucTeMa KiOep3axucTy.

Jlioocokuit  ¢pakmop vy Kibepbesneyi — 1€ CYKYIHICTh IICHXOJOTIYHUX,
MOBEIHKOBUX 1 OpraHi3alliifHUX acIeKTiB, SK1 BIUTMBAIOTH Ha Oe3mneky iHdopMaIiiHux
CUCTEM. |HIIMMM CJIOBaMH, 1Li€¢ BCE, IO OB ’S3aHO 3 TUM, SIK JIIOAU B3a€EMOJIIOTH 13
TEXHOJIOT1IMH.

JronuHa Moxke OyTH SIK HAWCHJIBHIIION, TaK 1 HAWCIa0IIOK JaHKOK B CUCTEMI. 3
OJIHOTO OOKY, »KOJHA CHUCTEeMa HE MOXe€ €(PEKTHUBHO MpaIfoBaTH 0€3 BIAMOBIAAIBHUX 1
HABYEHUX NPAILIBHUKIB. 3 1HIIOTO — camMe 4epe3 HeoOEepex HICTh, HEYBaXHICTH abo
HAaBMHUCHI JIii JIFOJW YacTO BUHUKAIOTh CEPHO3HI OPYIIEHHS O€3MEeKH.

[ToMunIKyM KOpUCTYBaYiB € OJIHIEIO 3 HAUMOIIMPEHIINX MPUYMH KiOEpIHIUIEHTIB.
Hampuknan, BiAKpUTTS MKIJUIMBUX (aijaiB, HATUCKAaHHA Ha IAO3PLIl ITOCHUJIAHHS,
BBEJICHHS TapojiiB Ha (DIMIMHTOBUX caiiTax ab0 HEHaBMHUCHE PO3TOJIOMICHHS
KOH(}IISHIIIMHUX JTaHHX.
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Taki MOMHUJIKM 4YacTO CHPUYMHEHI HE 3JIMM YMHUCIOM, a OpakoM 3HaHb YU
3BUYAHHOI0 HEYBaXHICTIO. J[OCHIMKEHHS PI3HUX KOMIIAHIM MOKa3ylOTh, IO OJM3bKO
88% yciX BUTOKIB JaHUX IOB’A3aHI caMe€ 3 JIOJACBKUM (PaKTOPOM — TOMHIIKAMH,
MOPYILICHHAM TOJITHK 0e3MeKH a0 COIIaIbHOIO 1HKEHEPIEIO.

AmnasoriuHo, 3a nanumu Crowe, y 74% kibeparak Jro/ichKa Jiisl Bijirpaia KIH4OBY
posib. OcoOnMBY 3arpo3y CTaHOBUTH SIBUINE COLIAIBHOI 1HXEHEpIl — I KOJIH
3IOBMUCHUKH BUKOPHCTOBYIOTh IICMXOJIOTIUHI MPUHAOMH, 100 3MYCHTH JIOJUHY
CaMOCTIHHO BIIKPUTH 1M JIOCTYII 10 CUCTEMHU.

Haityacrime 1e BimOyBaeThCs depe3 €ICKTPOHHI JUCTH a00 TOBITOMIICHHS, SKi
BUTJIAIAIOTH MPaBaonoAioHo. JltoquHa HaTUCKae HA MIKIAJIMBE MOCHUIaHHS a00 BBOAUTD
napojib, BBAXKAIOYHM, IO CHUIKYEThCA 3 KOJIeror uyu o¢iniiHoio ciyx0o0to0. [lomiOHi
aTaku JOBOJSTH, IO TEXHOJOTIYHI CHCTEMH MOXXYTh OyTH HaAIMHUMH, ajie JIOJChKa
JOBIPJIUBICTH 3aJTUIIAETHCS HANCIA0IINM MiCIIeM y OyIb-SKOMY 3aXHCTI.

He wmenm HeOe3nmeyHUMMHM € TaKk 3BaHl «IHCAWJEPChKI 3arpo3m», KOJIU
CHiBpOOITHUKM HAaBMHUCHO TNOpYIIyIOTh mpaBwia Oesneku. lle moxe Oytu 3pana,
KOPYMIIIMHUI BIUIMB a00 3BHYaliHE HEBJOBOJIEHHA yMoBaMmH Tipari. B omgHomy 3
HayKOBUX 3BITIB 3a 2023 pik 3a3Ha4aeThCs, M0 MPUOJIM3HO YBEPTh KIOEPIHIIUACHTIB
BiJIOYBA€THCS Yyepe3 HaBMUCHI i1 criiBpoOiTHHUKIB. TOOTO HeOe3meKa MoXouTh HE JUIIIE
330BHI, a ¥ 13 CEpEeIMHU OpTraHi3allii.

Benuky poJib Biirpa€e TakoK IMCUXOJOTIYHUN cTaH JroAuHu. CTpec, mepeBToma,
nepeBaHTaXeHHs 1HQopMaliero abo 0araro3alavyHiCTh CYTTEBO 30LIBIIYIOTH PH3UK
noMuwioK. IIpaliBHUKM, SIKI MPaIOIOTh y PEXUMI MOCTIMHOTO THCKY a00 MOCHiXY,
YacCTillle ITHOPYIOTh MPOILEAYpU O€3MEKH YU IIYKAITh «KOPOTKI HIISXW» BUKOHAHHS
3aBlaHb. TakMM YUHOM, CTBOPEHHS KOM(POPTHOTO POOOUYOro CepeloBHUIlA € HE JHUIIIE
MUTaHHSAM TypOOTH MPO NEPCOHAN, a i OAHHUM 13 aCMEKTIB KIOEP3axXuUCTYy.

[Tonpu Te, MmO MOACHKUA (PAKTOp € TPUUYUHOIO OUIBIIOCTI IHIUACHTIB, came
JIOJIMHA MOXKE CTaTH KII0UeM JI0 iX 3amoOiranfs. s mporo moTpiOHO 1HBECTYBaTH y
HABYaHHS, MIJABUIICHHS 0013HAHOCTI Ta (GOpMYyBaHHS KyJIbTypu Oe3meKku. Sk CBITUUTH
JIOCB1J] KOMIIaHI{, M0 BIPOBAKYIOTh MPOrpaMH MiATOTOBKK TEPCOHANY, PEeryJsipHi
TPEHIHTH, CUMYJSIIl (DIMIMHrOBMX aTak 1 HaBYAJIbHI KaMmaHii 3HAYHO 3HUKYIOTh
KUIBKICTh YCIIIIHUX KiOepaTax.

CporogHi BaXJIWBO HE JIMINE HABYUTH INPAIIBHUKIB TEXHIYHUM IIpaBHIIAM —
CTBOPIOBATU CKJAJHI Mapoji, HE BIJKpUBATH HEBAOMI (pailiiv, — a ¥ TOSICHUTH, SK
MPAaIOIOTh MICUXOJIOTIYHI MACTKH, Ha SIKI pO3paxoBYIOTh xakepu. CydacHMM MiaXia 10
ki0ep3axucty 0a3yeTbcsi Ha TMOEAHAHHI TEXHOJOTIYHUX 1 JIOJCBKUX PECypciB.
TexHoJor1i 34aTHI BIACHIIIKOBYBaTH aHOMaJIbHY TIOBEAIHKY KOPUCTYBauiB, aBTOMATUYHO
OHOBJIFOBATH CHCTEMHU, OOMEKYBATH JOCTYTIH.

AJle JKOJHAa TEXHOJIOTISI HE MOXKE TOBHICTIO 3aMIHMTH JIIOJICBKE MUCJICHHS,
iHTYyimiro ¥ BianmoBiganbHicTh. Came TOMy edekTuBHA KiOepOesneka mnependayae
CTBOPEHHS CHCTEM, SIKI BPaXOBYIOTb JIFOJICbKI OOMEKEHHS.
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Hanpuknan, iHTepdeiicu MatoTh OyTH 3pO3yMITMMU, TTONIEPEHKEHHSI — YITKUMU, a
IpOIECH — TaKuMH, I00 KOpPUCTyBaueBl OyJI0 TMPOCTIIIE [isITH O€3MeyHo, HIXK
PHU3UKOBAHO.

BaxnuBuM HarpsiMoM € hopMyBaHHS KyJIbTypu KiOepOe3neku B opranizaiisax. Lle
O3HAyae€, MI0 MUTaHHSA OE3MeKW MOBHUHHO OYTH HE JMIle TeXHIYHMM 3aBiaaHHsM IT-
BIIJIUTY, a CHUIBHOIO BIJAMOBIIAIBHICTIO KOXXHOTO MpariBHHKA. Konu KepiBHUIITBO
JEMOHCTpY€E, IO Oe3leka — I IIHHICTh, a He (OPMATBHICTh, MEPCOHAN TIOYHUHAE
CTaBUTUCA JO IILOTO CEpHO3HIME. YCIIHI KOMIIaHii BIPOBAIKYIOTh CHCTEMH
MOTHBAIll, BUHATOPO/DKYIOTh YBaXKHICTh, MPOBOASATh KOHKYpPCH Ha Kpari Oe3nedHi
MIPAKTUKH.

[cTopist KiOEpiHLIMIEHTIB TOKa3ye, IO HaBITh OJHA JIIOJCbKA MOMUJIKA MOXKeE
CIOPUYMHUTH MUTbHOHHI 30uTKH. Hampukinan, y 2017 poui mixg yac ataku WannaCry
Oarato opraHizaliiii 3a3Hajid BTpAT HE Yepe3 HEJIOCKOHAIICTh TEXHOJIOTIH, a uepes Te,
110 MPAIiBHUKY HE BCTAHOBUJIM OHOBJICHHS Oe3rneku. [HImmil mpukiag — HeJaBHs aTaka
Ha aBiakommaHito Qantas, /1e 3TOBMUCHUKH 3MOTJIA OTPUMATH JIOCTYII 0 CUCTEMH Yepe3
oJlvH TenedOHHUN J3BIHOK 1 JIOBIPJIMBY BIANOBIAL MpailiBHUKA. Lle sckpaBo 11tOCTpye,
10 HaBITh HAWJOCKOHAIIII CHUCTEMH MOXYTh OYTH 3pYWHOBAaHI OJHHUM JIIOJICHKUM
PILLICHHSIM.

Omoice, moaCcbkuil GakTop — 1€ HE JHIIe CIadKICTh, a W pecypc, SKUHA MOXKHA
MEePETBOPUTH Ha TepeBary. SKIo opraHizailis IpaBUIbHO MPALIOE 31 CBOIMH JIIOJIbMH,
HaBYae€ X, MOTUBYE, CTBOPIOE CIIPUATIMBE CEPEIOBHUIIE Ta PO3YMHO TOEIHYE TEXHOJIOT11
3 JIIOJICBKOIO BIJIMOBIIAJIBHICTIO, pIBEHB Ki0epOe3neku 3pocTae B pa3u. Kidbepzaxuct — 11e
HE TITLKH TTUTaHHS MIPOTPaM 1 CHCTEM, 1€ HacaMIepe ]l MUTaHHs KyIbTYPH, TOBEAIHKA i
CB1JIOMOCTI KO’KHOTO KOPUCTYyBaya.

[limcyMOoBYyrOUYM, MOXHa CKa3aTd, 110 >KOJIHA TEXHOJIOTIS HE 3JaTHa IOBHICTIO
YCYHYTH JIIOJACBKHM (akTop, aje HOro MOKHA KOHTPOJIIOBATH, Iepeadavatd U
BUKOPHCTOBYBAaTH Ha KOPHUCTh Oe3meku. JItoau 3amuimnaroTbCs TOJIOBHOIO CHUJIOK I
BOJHOYAC TOJIOBHUM BHUKJIMKOM KibepOesneku. Came Bia piBHS iXHBOI IMIATOTOBKH,
yBaru Ta BiAMOBIJAILHOCTI 3aJIC)KUTh, HACKUJIBKH 3aXUINCHUM OY/1e Halll U(PPOBUI CBIT.
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PSYCHOLOGICAL TYPES OF CYBERCRIMINALS

In the modern world, where almost every person has easy access to the Internet,
and it is not limited to a home desktop computer, new ways of illegal, criminal behavior
are opening up, and therefore, with the advent of the Internet, cybercriminals have
appeared in our lives. According to the definition of the Law of Ukraine “On the Basic
Principles of Ensuring Cybersecurity of Ukraine”, a cybercrime is a socially dangerous
guilty act in cyberspace and/or with its use. A cybercriminal, accordingly, is a person
who committed such a crime.

As each type of illegal behavior in cybercrime has a certain collective profile of the
offender, I propose to examine it from several points of view: the general characteristics
of the cybercriminal (who are these people and what controls them), psychological types
of cybercriminals by motivation for committing crimes and by approaches to illegal
activities in cyberspace. I chose to characterize psychological types by their type of
activity.

The general profile of a cybercriminal begins with the same general criminal
craving/desire to obtain a benefit that is impossible (or difficult) to obtain in a law-
abiding way. However, by the nature of the diversity of cyberspace, these benefits are
radically different. A cybercriminal is primarily attracted by anonymity, invisibility in
an infinite number of Internet connoisseurs. As in the real world, a person who wants to
commit a crime is attracted to remaining unexposed, and ultimately unpunished.
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