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m Abstract. Investigating violations of the laws and customs of war is a relatively new area of activity
for law enforcement agencies in Ukraine. Although some experience of such investigations has existed
since 2014, the international armed conflict that began on February 24, 2022, identified almost all forms
(methods) of violation of the laws and customs of war, which requires a comprehensive analysis and correct
understanding of the rules of international humanitarian law that define the rules for participants in armed
conflict. The purpose of the research is to define some circumstances to be proved in the course of the
investigation of violations of the laws and customs of war and to disclose their content with due regard
for the rules of international humanitarian law which determine the specifics of the object of proof in such
criminal proceedings. The research employs philosophical (dialectical and hermeneutical), general scientific
(systemic, historical, functional), and special scientific (comparative jurisprudence, technical-legal, and
interpretation of legal provisions) methods of cognition. The work is based on the provisions of the treaty
and customary law of armed conflict, the practice of its application at the national and international level,
national law providing for liability for violation of the laws and customs of war, the procedural procedure for
investigating criminal offences, and forensic recommendations for investigating particular types of crimes.
Based on the results of the research, the author develops several circumstances to be proved in the course of
investigation of the laws and customs of war as separate but related to other elements of the object of proof,
namely: lawful combatants, combatant's immunity; territorial and time limits of international humanitarian
law; legitimate purpose, military necessity. Their content, evidentiary value, and relationship are covered

m Keywords: pre-trial investigation, international humanitarian law; evidence; combatant; legitimate purpose;
military necessity

= Introduction

The specific feature of the investigation of violations
of the laws and customs of war is the necessity to ap-
ply the rules of international humanitarian law (IHL),
which contains several restrictions and prohibitions
on the methods and means of warfare to minimise
the devastating effects of armed conflict, protect ci-
vilians, infrastructure, cultural heritage, dangerous

m Suggested Citation:
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objects, etc. Thus, the object of proof in such criminal
proceedings should be determined according to the
general theoretical and legal requirements for its con-
struction, with the identification and specification of
elements that cover the essence and content of acts
considered by international and national law to be vi-
olations of the laws and customs of war. It will allow
for avoiding mistakes in criminal legal qualification,
initiation of criminal proceedings against persons who
are not subject to criminal liability for participation
in hostilities and other shortcomings, in particular, loss
of evidentiary information or incomplete/incorrect
recording, interpretation and processing.

The development of a high-quality evidence
base in the investigation of violations of the laws and

Vol. 27, No. 3. 2022. PP. 9-18
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customs of war is important both for national prac-
tice and for international mechanisms for bringing
perpetrators of such crimes to justice. Therefore, it is
important to develop scientifically based proposals
for investigating violations of the laws and customs
of war, namely, to identify and specify the circumstances
to be proved. The scientific originality of the work
is based on the fact that this issue has not previously
been the object of a separate study, and on using
an integrated approach that includes consideration
and combination of provisions of various branches of
knowledge — international law, criminal law, crimi-
nal procedure, and forensics, which ensures the com-
prehensiveness and completeness of the scientific
research.

Particular issues of interpretation and applica-
tion of IHL have been explored by Ukrainian and for-
eign scholars [1-3]. Referring to some of the results
allows for improving the understanding of the termi-
nology and clarifying the specifics of IHL application
to particular legal situations.

For example, research on the jurisdiction of
the Nuremberg Tribunal, which paved the way for
the jurisdiction of national and international courts
over crimes under international law, while prompting
the evolution of the relevant law on immunity from
jurisdiction [1], covers the specific features of in-
ternational responsibility for war crimes, including
violations of the laws and customs of war. Security
issues during hostilities, in particular, and the restric-
tion of actions of participants in a military conflict
using IHL [2-4] are relevant for determining the lim-
its of application of IHL when defining the object of
proof under national law. The analysis of the signs
of terrorism in the context of military conflicts [5; 6]
allows for distinguishing acts of terrorism from viola-
tions of the laws and customs of war and affects the
determination of the legal status of participants in
a military conflict. Determining the scope of human
rights during a military conflict [7-9] affects the legiti-
macy of restrictions allowed by international and na-
tional law in such cases. The issues of harmonisation
of domestic legislation and IHL [10-12] are relevant
to ensure the same or close understanding of IHL as
the legal basis for the regulation of armed conflicts.

Concerning the investigation of violations of
the laws and customs of war in Ukraine, some issues
of qualification and evidence in criminal proceedings
on violations of the laws and customs of war and
related issues have been explored in the works of
domestic authors: A. Melnychuk and S. Melnychuk
cover general approaches to the qualification and in-
vestigation of violations of the laws and customs of
war [13], A. Shulzhenko emphasises the conduct of
expert research in the investigation of the laws and
customs of war [14], K. Savchuk explores the histo-
riography of research in this area [15], I. Glowyuk

Scientific Journal of the National Academy of Internal Affairs, 27(3)

and H. Teteryatnik address the issue of the contextual
element in the object of proof in war crimes proceed-
ings [16]. Other issues of liability for war crimes are
explored by: O. Kaplina & O. Leyba [17] in light
of the problems of legal regulation and functioning
of military justice; O. Kaluzhna & K. Shunevych [18]
on the mechanisms of responsibility for war crimes
committed as a result of russia's invasion of Ukraine in
February 2022; O. Khotynska-Nor & N. Bakaianova [19]
on the transformation of the advocacy in wartime;
O. Uhrynovska & A. Vitskar [20] on the administration
of justice during military aggression against Ukraine;
A. Antonyuk [21] on the criminal law assessment of
collaborationism.

The significant contribution of these and other
scholars who have devoted their work to the inter-
pretation, application, and enforcement of IHL, its
implementation and its impact on national law, pro-
vides the foundation for new research, which is pri-
marily motivated by the demands of law enforcement.

The purpose of the research is to define some
circumstances to be proved in the course of the in-
vestigation of violations of the laws and customs of
war and to disclose their content with due regard for
the rules of IHL which determine the specifics of the
object of proof in such criminal proceedings.

= Materials and Methods

The methodological tools of the research are a com-
bination of philosophical, general scientific and spe-
cial scientific methods of cognition, which allowed
obtaining new knowledge about the specifics of proof
in the investigation of violations of the law and customs
of war, considering the provisions of THL.
Philosophical methods guided the research in
general. The dialectical method allowed the develop-
ment of a general idea of the structure, functions, con-
nections, and development of the legal phenomena
and processes under study. Thus, the author identifies
the connections of national law with international law
and other social, political, and economic phenomena,
and the impact on the areas, forms, and results of its
development. The hermeneutic method is applied to
clarify the essence and interpretation of the content
of IHL provisions containing vague, ambiguous word-
ing and their interpretation, considering the legal po-
sitions of international courts and scientific research.
General scientific methods, as the foundation
of any scientific knowledge, include: a systematic
method used to determine the individual elements of
the object of proof in its general system (internal con-
nection), their connection with other components of
this system and the tasks of criminal proceedings in
general (external connection). The historical method
allowed for clarifying the preconditions for the emer-
gence, causes and areas of development of IHL. The
functional method is used to develop an idea of the
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relationship, interaction and development of differ-
ent systems of law in the context of the subject of the
research.

Specialised scientific methods are designed
to understand the specifics of the phenomena and
processes under study. The method of comparative
jurisprudence (comparativistics) is used to explore
the system and provisions of IHL to identify its gen-
eral characteristics and features; the technical and le-
gal method and the method of interpretation of legal
provisions are designed to define specific concepts
(combatant, legitimate aim, military necessity, etc.) and
their content, and to determine the legal significance
for law enforcement, including evidence.

m Results and Discussion

Evidence, as the foundation of any investigation,
always involves consideration of the specifics of a
criminal offence, the circumstances of its commis-
sion, and, in the case of violation of the laws and
customs of war, the application of IHL, which affects
the development of all components of the object of
proof. From this standpoint, some circumstances to
be proved in criminal proceedings on violation of the
laws and customs of war are defined. In addition to
the above, the circumstances to be proved during the
investigation of the laws and customs of war are covered
in other publications of the author [22].

The proposed recommendations can be ap-
plied in the practice of investigating violations of the
laws and customs of war and other criminal offences,
in the investigation of which they can have evidentiary
value. The list of circumstances to be proved is not
exhaustive; it can be supplemented with other cir-
cumstances according to the specifics of a particular
proceeding.

Lawful combatants. Combatant immunity. THL
defines rules and restrictions for parties to an armed
conflict, including the protection of civilians (general
prohibition of attack, avoidance and prevention of
excessive impact of hostilities, and taking security
measures, etc.), restrictions on means and methods of
warfare, rules for the treatment of prisoners of war,
the legal status of combatants, etc.

Establishing the status of a person is important
for determining their legal position, which can affect
their criminal liability, the correct qualification of
their actions, and the necessity to comply with special
requirements due to their status (e.g., prisoner of war).
It concerns the violation of the laws and customs of
war and is relevant to other crimes.

Although IHL does not define the concept of
“lawful combatant”, but only “combatant”, this re-
search uses it to specify the status of persons who take
or have taken part in hostilities, the scope and con-
tent of their immunity, the extension of some legal
provisions, guarantees, and related legal situations.

The main and defining feature of a legal com-
batant is their right to participate in hostilities, to
perform these actions, and to support them. Accordingly,
an unlawful combatant [23] is a person who does not
have such a right but performs these actions despite
their current status.

Thus, an unlawful combatant should be dis-
tinguished from a non-combatant, which is generally
considered to be a civilian protected by IHL, and
persons not participating in hostilities but belong-
ing to the armed forces.

Thus, the immunity of civilians (from attack)
and the immunity of combatants (from criminal pros-
ecution) provided for in IHL vary substantially de-
pending on the status of these persons.

The status of a person during a military con-
flict is not necessarily permanent, it can change de-
pending on the circumstances, thus, it is important
to establish the status of a person before the offence,
at the time of its commission and afterwards. It is
important from the standpoint of the possibility of
bringing a person to criminal liability, proper qualifi-
cation and proof of a criminal offence.

Notably, the loss of civilian protection as a re-
sult of incompatible actions still implies the necessity
to minimise the danger during an attack. For example, if
civilians physically, without using weapons, obstruct
the actions of the enemy military that are essential
to a military operation, such civilians can lose the
protection of IHL as civilians, but the military, in
overcoming the obstacles created, must take precau-
tionary and proportionate measures to avoid exces-
sive harm. In this situation, if the military uses lethal
force or other disproportionate force and measures
against unarmed civilians who have lost this status
as a result of actions incompatible with their status,
these actions of the military will constitute a vio-
lation of IHL, and thus a loss of the combatant's im-
munity from criminal prosecution for participation
in hostilities.

According to the Protocol Additional to the
Geneva Conventions of August 12, 1949, and Re-
lating to the Protection of Victims of International
Armed Conflicts (Protocol I), of June 8, 1977 (Arti-
cle 43, paragraph 2) [24], and the Geneva Convention
relative to the Treatment of Prisoners of War [25]
(Article 4A, paragraphs 1, 2, 3, 6), lawful combatants
have the right to participate in hostilities and not be
prosecuted for it, if they have not committed crimes.

According to the content of these documents [24;
25], it is proposed to distinguish a system of features
that should be considered in conjunction with the
determination of the presence/absence of a person's
status as a legal combatant. These features include:

— the presence of a military conflict;

— belonging to the armed forces, which, according
to IHL, include both military personnel and other
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persons, such as irregulars, who may participate in
hostilities;

— he presence of a command responsible for
the behaviour of its subordinates;

— compliance with the requirements for identi-
fication as a participant in hostilities;

— the obligation to comply with IHL.

Thus, a person's service in the armed forces and
participation in hostilities, unless they have violated
the laws and customs of war (or other crimes), is not
an independent ground for prosecution.

The provisions on detention within criminal
proceedings, application of preventive measures, etc. do
not apply to combatants who are not held criminally
liable. The apprehension and detention of prisoners
of war are regulated by other legal provisions.

The capture and detention of a person in cap-
tivity (temporary restriction of liberty) are not in-
tended to bring them to criminal liability or to ensure
criminal proceedings but are implemented to prevent
their further participation in hostilities. Therewith,
holding a person as a prisoner of war does not mean
that it is impossible to bring them to criminal liability
based solely on their status as such.

The territorial and temporal limits of IHL as
a component of the object of proof are related to
others — the setting of the violation of the laws and
customs of war, the connection of a person's actions
with the conditions of military conflict [22]. It allows
concluding that IHL applies throughout the territory
of states involved in armed conflict and covers all
situations related to this conflict. Thus, these are not
necessarily exclusively the territories where hostilities
are conducted, but all the territories of the countries
at war, they can be territories where no hostilities
are conducted, occupied territories. All parties to an
armed conflict are obliged to comply with THL.

It should be noted that IHL technically applies
until the end of the armed conflict (except for the
obligation to disseminate knowledge of IHL, which is
implemented in peacetime). But this does not mean
that the conclusion of peace and the end of the oc-
cupation are absolute conditions for the termination
of IHL. The criterion for such termination is all the
grounds on which IHL no longer applies. However,
IHL does not cease to apply to the consequences re-
sulting from a military conflict and requires the ap-
plication of relevant rules, for example, about persons
who remained detained in connection with a mili-
tary conflict after its end, if the occupation regime
remains, etc.

Thus, proof implies the necessity to determine
whether a criminal offence was committed while THL
was in force on a certain territory, the status of this
territory (relevant for determining the method), and
if the military conflict has ceased, what consequences
are governed by THL.
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Evidently, it is not always possible to accurately
define when a conflict is over, particularly in cases
where there is no surrender or official declaration of
the end of the war. Thus, this issue should be based
on the real situation and the position of the state party
to the conflict and international bodies (e.g., the UN)
on the situation, namely, the assessment of the state
of military conflict. It can only be said unequivocally
that the cessation of hostilities does not always mean
the end of the conflict, thus, this circumstance should
be considered only in conjunction with others.

Concerning occupation, the International Com-
mittee of the Red Cross and Red Crescent has defined
the following three conditions that must be present
in a situation for a regime of occupation to arise under
IHL:

1. The physical presence of the armed forces
of a state on a foreign territory without obtaining the
consent of the local authorities in power at the time
of the invasion.

2. The existing local authorities that were exer-
cising their powers during the invasion have been or
can be deprived of the opportunity to exercise their
powers, to a large extent or in full, due to the presence
of foreign forces that were not consented to.

3. Foreign forces can exercise authority over
the relevant territory (or part thereof) instead of
local authorities [26].

Taken together, these conditions constitute the
so-called effective control test, which is used to de-
termine whether a situation can qualify as an occupation
for IHL [26].

These provisions can be used as a foundation
for establishing the fact of occupation, with the speci-
fication of the actual circumstances in each case.

In addition, it is important to emphasise that THL
provisions are general and comprehensive, applying
to all parties to an armed conflict, and require mea-
sures to ensure that the other party complies with them.

A legitimate purpose. Military necessity. An
analysis of the provisions of IHL demonstrated that
attacks on objects that are not legitimate targets are
generally prohibited. The author believes that a legit-
imate purpose — is a category that can undergo trans-
formations considering various factors of a particular
situation, and, above all, the connection with military
actions, operations, and requirements.

A correct understanding of these concepts is
important for establishing the circumstances of the
offence and whether it contains signs of violation
of the laws and customs of war. As the author has
already noted, IHL contains several prohibitions, re-
strictions, and obligations relating to various actions
and measures related to military conflict. These in-
clude the distinction between civilians and combat-
ants, military objectives, objects related to military
operations and civilian objects as possible targets of
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attack. The distinction between civilian and military
objects is based on the principle that civilian objects
are all objects that are not military. Doubt as to whether
an object belonging to the military is interpreted
in favour of that object, i.e. it is considered civilian.

Part 2 of Article 52 of Protocol I [24] states
that attacks must be strictly limited to objects. Evidently,
this refers to material items (objects). The character-
istics of military objectives include their nature, lo-
cation, purpose or use, which constitute an effective
contribution to military operations. Therewith, when
determining whether they are the object of attack,
it matters whether there will be a clear military ad-
vantage if the attack results in partial or complete
destruction, capture or neutralisation of a military
objective (Article 52 of Protocol I) [24].

Thus, a military facility must comply with these
criteria in aggregate and at a specific point in time.
Effective contribution to military operations and mili-
tary superiority should be determined specifically by
the current situation. It corresponds to the regulatory
statements, namely: “under the circumstances as they
currently exist”, “make an effective contribution”
“provide a clear military advantage”, and “object in
use”, i.e., referring to the present, not to events and
circumstances in the future.

A broad interpretation of these circumstances
will establish artificial and unlimited grounds for
determining virtually any object as a military and
therefore legitimate target, which will negate the
protection of IHL as such. Thus, if the ultimate pur-
pose of armed aggression — gaining political advan-
tage — is applied to any military action, then from this
perspective, almost all such actions will be justified.

As stated by the author, the distinction between
civilians and combatants is made according to the
definition of these persons contained in IHL, the main
criterion being participation in hostilities (use of
weapons, attacks (but not self-defence), destruction
of property related to hostilities), and the principle that
if there is doubt as to whether a person is a civilian
or a combatant, such person is considered a civilian.

The possibility of an attack on legitimate tar-
gets does not preclude the obligation to take security
measures to reduce the consequences of the attack or
prevent it (Article 57 of Protocol 1) [24].

Thus, the necessity of gaining military advantage
as the purpose of an attack does not justify unnec-
essary, excessive risks, losses, and destruction, espe-
cially those not related to neutralising or weakening
the enemy. Military necessity cannot justify a violation
of the principle of proportionality.

Proportionality is assessed on a case-by-case
basis, in particular, considering the following cir-
cumstances: what measures were taken to determine
whether the target was legitimate; whether there was
a military necessity for the attack; the location of the

target; whether the weapons used comply with the re-
quirements of selective action and are proportionate
to the characteristics of the target; and whether suffi-
cientmeasures were taken to prevent excessive impact.

Thus, destruction, extermination, killing as an
end in itself, without military necessity and not for
legitimate purposes, constitutes a violation of the laws
and customs of war or another crime, depending on
the circumstances and the connection of these actions
with the military conflict.

The party under attack has the obligation to
protect civilians and limit the consequences of the
attack - to ensure, as far as possible, that military
objectives are located away from densely populated
areas, to prohibit using civilian participation in military
operations and related activities, etc.

Military necessity should not be considered as
a generally permissible derogation from the obliga-
tion to comply with IHL, but rather should be deter-
mined on a case-by-case basis, based on objective cir-
cumstances, and tested against the requirements and
indicia established by IHL. The essence and purpose
of IHL, which is to reduce the consequences of armed
conflict, determine its content, which mainly consists
of restrictions and prohibitions and some provisions re-
lating to specific rights. Thus, in proving the presence/
absence of military necessity, it is necessary to proceed
from the general prohibition of undue influence and
then determine whether particular actions comply with
the signs of military necessity as defined in IHL.

The conducted research, which had the pur-
pose of identifying some circumstances to be proved
during the investigation of violations of the laws and
customs of war, in addition to its main purpose for
use in law enforcement practice, contributes to the
expansion and deepening of scientific and practical
knowledge about the content of IHL [2; 4; 10], the
specific features of their interpretation, interpretation
and application in modern conditions, namely, during
the tasks of investigating violations of the laws and
customs of war and/or other crimes connected with
military conflict (if the law enforcement officer sees
such a necessity).

Development of the circumstances to be proved
in the course of investigation of violations of the
laws and customs of war is based on the scientific
works [12-14] associated with the subject of research
and reflecting the current situation of military con-
flict, its impact on various legal relations and proce-
dural situations in criminal proceedings which arise,
develop and terminate during and in connection with
military conflict. This ensures the comprehensiveness
and completeness of the research and its connection
with doctrine and practice at various levels.

Thus, the criminal legal qualification and con-
cept of war crimes, in particular violations of the laws
and customs of war, determine the area and applied
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tasks of pre-trial investigation in relevant criminal pro-
ceedings and provide the foundation for the list of cir-
cumstances to be proved. As noted by A.I. Melnychuk
& S.M. Melnychuk, war crimes are serious violations
of international humanitarian law (principles, provi-
sions, rules, laws and customs of war in force during
hostilities and applicable to the parties to the conflict);
violation of prohibitions contained both in the treaty
and customary law, which does not assess the legiti-
macy of armed conflict, can be equally applied to both
the aggressor and the victim. As their main vocation
is to limit the warring parties to violence that exceeds
the amount necessary to weaken the enemy's mili-
tary power and against those who are not involved or
have ceased to participate in the conflict [13, p. 72].
This definition mentions all the main elements that
are relevant to evidence in criminal proceedings for
violations of the laws or customs of war and to which
special attention is paid, primarily the content and
purpose of IHL, its impact on qualification and inves-
tigation, and the subjects to whom IHL applies. In ad-
dition, the author separately defines the temporal and
territorial limits of IHL as part of the object of proof.
The forensic approach [14] provides scientific
and practical recommendations for determining the
elements of the forensic characterisation of violations
of the laws and customs of war, the purpose of which,
among other things, can be seen as detailing, and
specifying the circumstances to be proved in such
criminal proceedings, and the specifics of investiga-
tive (search) and other procedural actions. According
to the author, determining the circumstances to be
proved in the course of investigating violations of the
laws and customs of war requires a combination of
forensic and criminal procedure approaches, which was
performed in the framework of the research.
Notably, the problems of investigating viola-
tions of the laws and customs of war that have arisen
since the beginning of the armed aggression against
Ukraine in February 2022 have sparked a wide dis-
cussion among scholars and practitioners on various
issues [15; 16]. It appears that it was conditioned
upon the lack of experience in such activities, the
specifics of the situation and legal regulation during
the military conflict. One such controversial issue of
particular interest according to the research subject
is the contextual element in the object of proof in
war crimes proceedings [16]. In the author's opinion,
one should agree with the position of I.V. Glowyuk &
H.K. Teteryatnik on the existence of a special object
of proof in the categories of war crimes proceedings,
the specificity of which is conditioned, firstly, upon
the features of qualification which is non-standard,
considering the construction of Article 438 of the CC
of Ukraine, which refers to the provisions of inter-
national treaties and includes a wide range of acts
which may be attributed to war crimes only upon proof

Scientific Journal of the National Academy of Internal Affairs, 27(3)

of contextual circumstances. Secondly, the necessity
of establishing the contextual circumstances of a criminal
offence, which are in a causal relationship with other
elements of the object of proof, affects the specifics of
the proof itself [16, p. 394]. In addition, the author
identifies the connection of a criminal offence (actions
of a person) with a military conflict among the cir-
cumstances to be proved and covers the content of
such connection [22]. Proof of this circumstance en-
sures that violations of the laws and customs of war
are distinguished from other crimes that can be com-
mitted in a military conflict since not every crime
committed during a military conflict is a war crime,
a prerequisite is the connection of a person's actions
with a military conflict and the compliance of their
actions with the signs of violation of the laws and
customs of war. Such a connection is directly or indi-
rectly correlated with other components of the object
of proof.

It is necessary to emphasise the importance of
the development of national law and international
law in the establishment and application of effective
mechanisms of liability for war crimes [18]. Thus,
to determine the circumstances to be proved during
the investigation of violations of the laws and customs
of war, the author analysed in detail and considered
the provisions of IHL, which will determine the legal
foundation for the activities of international courts
concerning crimes involving armed aggression against
Ukraine. Attention is emphasised on the quality of
evidence collected in criminal proceedings under na-
tional law to ensure that it can be accepted by inter-
national courts without additional verification, which
will become more difficult over time. In addition, the
author believes that the development and improve-
ment of IHL in the future requires considering the
circumstances and specifics of the beginning, course
and consequences of the military conflict in Ukraine,
which identified both violations of the laws and customs
of war defined in IHL and other forms of violations
not reflected/not clearly reflected in the rules of IHL,
which was mainly determined by the impact of the
aftermath of the Second World War, which is evidently
different from the current situation. As it appears, the
specific feature of the wording of most IHL provisions
is their general, non-specific nature, which can be
explained by the desire to introduce a universal ap-
proach that allows for the application of IHL by dif-
ferent countries whose national laws can vary signifi-
cantly. However, Ukraine's experience in countering
armed aggression, and the implementation of inter-
national accountability mechanisms should serve as
a foundation for the specification and improvement
of IHL in general.

The effectiveness of criminal proceedings is not
possible without the proper functioning of the advo-
cacy [19] and judicial authorities [20]. The activities
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of the judiciary, the advocacy and other subjects of
criminal proceedings have undergone some changes
and transformations under martial law, including ev-
identiary activities. Therewith, it remains unchanged
that the problems of proof are relevant to other sub-
jects of criminal proceedings, and pre-trial investiga-
tion bodies investigating violations of the laws and
customs of war. In addition to these, the circumstanc-
es to be proved are defined and disclosed in another
work of the author [22]. The collection and evalua-
tion of evidence, while ensuring and respecting the
rights of persons held criminally liable for violations
of the laws and customs of war, should be conducted
in strict accordance with the requirements of the law
and considering the prospect of cases being heard by
international courts.

m Conclusions

The development of some circumstances to be proved
in the investigation of violations of the laws and
customs of war, as the purpose of this research, has
necessitated a systematic study of IHL, determining
the limits and conditions of its application, considering
the requirements of proof under national law. Based
on the results of this work, the circumstances to be
proved include the following: 1) whether a person
belongs to the category of “lawful combatant”,
determining the conditions and limits of combatant
immunity; 2) territorial and temporal limits of IHL,;
3) the content and relationship of the categories of
“legitimate purpose” and “military necessity”.

The proposed provisions include specific cir-
cumstances that are relevant in the investigation of
the laws and customs of war, and they can be supple-
mented and detailed in specific proceedings.

The circumstances to be proved in criminal
proceedings for violations of the laws and customs
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m AHoTanisa. Po3ciifyBaHHsA MOPYIIEHHs 3aKOHIB i 3BUYAiB BilfHU — BiJHOCHO HOBUII HAmpsM OifJIBHOCTI
NIPaBOOXOPOHHUX OpraHiB Ykpainu. Ilompu Te, mo MeBHMI AOCBil TaKWX po3cjigyBaHb icHye 3 2014 poky,
PpO3ropTaHHA AepXaBol0-arpecopoM IOBHOMACIITA0HO] BillHH, sKe po3nodasocs 24 moTtoro 2022 poKy, BUABUIIO
MpaKkTU4HO Bci hopmu (criocobu) nopylieHHA 3aKOHIB i 3BMYaiB BiliHY, 110 MOTpebye BiJ MpaB03acTOCOBHUKA
BcebGiYHOro aHasIi3y Ta NpaBUJIBHOIO PO3YMiHHA HOPM Mi’kKHapOAHOI'O TYMaHiTapHOro IIpaBa, IKUM BU3HAaY€HO
npaBuja AJiA y4acHUKIB 30poitHOro KOHQJiKTy. MeTow cTaTTi € GOpMyJIIOBaHHA AesAKUX O0CTaBUH, AKi
MiAIATaTh JOKa3yBaHHIO il Yac PO3CJIiAyBaHHA NOPYIIEeHH: 3aKOHIB i 3B14aiB BilTHU Ta PO3KPUTTA 1X 3MiCTy
3 OIJIAAy Ha HOPMU MiXHapOJHOTO I'yMaHiTapHOTO IpaBa, 1[0 BU3HAUae creludiky npeamera AOKa3yBaHHSA
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BiAMOBiJaJIbHICTh 3a MOPYIIeHHA 3aKOHIiB i 3BUYAlB BiliHU, OpollecyaJbHUI MNOPAAOK PO3CJigyBaHHA
KpUMiHaJIbHUX IPaBOINOpPYIIeHb, KPUMIiHaJIICTUYHI peKoMeHAallil 040 PO3CJiAyBaHHA OKpPeMHUX BUiB
3JI0YMHIB. 3a pe3yJjibTaTaMu AOCJiAXeHHA c(pOpMyIbOBAaHO HMU3KY OOCTaBUH, fAKi MiAJIATal0Th JOKa3yBaHHIO
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m Abstract. Legislators and developers of by-laws and regulations, theorists and practitioners consider
anti-corruption as one of the priorities of Ukraine's domestic policy. However, the work of law enforcement
agencies in detecting and investigating corruption offences is not sufficiently productive. But it is in the legal
regulation of operational and technical measures and covert investigative actions that several problems have
accumulated, which determines the relevance of this study. The purpose of the work is to outline the range of
problems of legal regulation and the practical application of operational and technical measures and relevant
covert investigative actions in combating corruption offences related to bribery. The methodological tools
are chosen according to the chosen purpose and considering the object and subject of the study. The study is
based on the general dialectical method of cognition, which is used to explore social and legal phenomena
and processes, and to establish their connections with the work of operational and investigative units of law
enforcement agencies, prosecutors and courts. In addition, general scientific and specific methods of legal
science were used, including: logical-legal (dogmatic); system-structural; comparative legal and comparative;
and sociological. It is substantiated that a necessary condition for increasing the efficiency of the application
of operational and technical measures and relevant covert investigative actions in combating corruption
offences is the specification and detailing of legislative provisions that establish the content and procedure for
conducting some activities. The law should define all operational and technical measures (and relevant covert
investigative (search) actions), clearly distinguishing between audio, and video control of: a person; a publicly
inaccessible place; a publicly accessible place, and visual surveillance of a publicly accessible place using
photography, video recording and special technical means for surveillance. The practical value of the work
is conditioned upon the prospects of using the results obtained to improve the legal regulation of operational
and investigative activities and criminal proceedings

m Keywords: operational and investigative measures; covert; investigative actions; corruption; bribe; illegal
benefit; legal regulation; legality

= Introduction

The level of corruption, according to the research re-
sults of the international anti-corruption organisation
Transparency International, remains consistently high
in many countries of the world (for example, Azer-
baijan, Algeria, Iraq, Iran, Mexico, Nigeria, Pakistan,
Uzbekistan) [1]. Thus, one of the priorities of the
domestic policy of these countries should be preven-
tion and counteraction to corruption, in particular
its most widespread form - bribery (hereinafter the
terms “bribery” and “obtaining illegal benefits by an
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official” will be used synonymously). In this regard,
Ukraine is no exception.

For these reasons, the efforts of theorists and
practitioners are devoted to overcoming corruption.
Under international and state programs and grants,
scientific research is conducted to identify the deter-
minants of corruption and improve anti-corruption
activities. Therewith, these problems are raised both
at the level of specific areas of public life (public ad-
ministration, education, medicine, construction, foreign
direct investment) in individual countries (Brazil, India,
China, Congo, Nigeria, Uganda, etc.) [2; 3] and in the
global perspective [4; 5].

Admittedly, such studies are conducted by
Ukrainian specialists. Among other things, they pur-
sue the purpose of using the international experience
and achievements of scientists in Ukraine [6; 7].
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Therewith, the attention of Ukrainian scientists and
their colleagues from other countries is mostly de-
voted to general criminological measures to counter
corruption. Therewith, there is a lack of attention
to special criminological measures that are secretly
used by law enforcement agencies.

Among such measures, operational and tech-
nical ones occupy an important place. Nowadays,
counteraction to crime is impossible without using
modern technical means (reconnaissance computer
programs; means of removing information from
transport telecommunication networks; means of
covert visual and auditory control of publicly inac-
cessible places; means of covert entry into the prem-
ises; means of locating radio electronic means). How-
ever, the analysis of practice demonstrates that the
legal regulation of operational and technical meas-
ures (OTM) is far from perfect. It has a very adverse
impact on the efficiency of combating corruption of-
fences related to bribery and determines the relevance
of this study.

The purpose of the research is to outline the
range of problems of legal regulation and practical
application of OTM in combating corruption offences
connected with bribery — with further identification
of ways to solve these problems.

The achievement of this purpose necessitated
the implementation of the following tasks:

— to cover the meaning of the concept of “opera-
tional and technical measures”;

— to define the essence of specific OTM and
identify problems that arise during their conduct in
the framework of combating corruption-related bribery
offences;

— to propose legal measures to eliminate these
problems.

m Literature review

In recent years, the vast majority of studies on com-
bating corruption crimes in Ukraine are criminolog-
ical in their content, such as the works of V. Hura [8],
A. Dobroskok [9], M. Kikalishvili [10], O. Lehka [11],
V. Moiseienko [12], I. Tomchuk [13] and many oth-
ers. In addition, scientists from other countries prefer
to explore the criminological component of the fight
against corruption. Recently, the research results
have been published on specific issues of combating
corruption in Bangladesh [14], Brazil [15], Iran [16],
China [17-19], Colombia [20], Nigeria [21; 22] etc.
The same trend is observed in international studies
on combating corruption in various spheres of social
life, in particular, in the banking sector [23; 24], in
the market economy [25; 26], in public administra-
tion [27], in sports [28], etc.

In addition, criminal law issues of fighting cor-
ruption are being actively explored in Ukraine. The works
of A. Vozniuk [29], V. Kabaiev [30] are devoted to these
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aspects. V. Kartavtsev, I. Tomchuk & S. Prytula [31],
L. Oheruk [32], I. Chuhunikov [33] and many others.

During this period, there were significantly
fewer publications of research results on operational
and investigative, forensic and criminal procedural
problems of combating bribery-related offences. Such
works include the work of I. Sukhachova [34], who
covers the role of operational and investigative activ-
ities in detecting and investigating the receipt of il-
legal benefits by officials; R. Stepaniuk, V. Kikinchuk
& M. Shcherbakovskyi [35], who explored the prob-
lems of proving corruption; O. Tarkan [36], who de-
termined the specifics of investigative actions within
the pre-trial investigation of bribery by police officers;
V. Shevchuk [37], who explored the identification of
signs of corruption criminal offences as a structural
element of forensic investigation methodology. In ad-
dition, there is a lack of research on forensic and crimi-
nal procedural problems of combating bribery-related
offences, which are represented by single works [38].

Even narrower is the range of studies that ad-
dress using modern technologies and equipment in the
fight against corruption. Such studies are mainly de-
signed to explore the efficiency of open use of infor-
mation and telecommunication technologies in pre-
venting and detecting corruption [39; 40]. The issue
of legal regulation of the covert use of technology in
the operative and investigative and criminal proce-
dural counteraction to corruption offences related to
bribery has not yet been comprehensively explored.

Therewith, the scientific foundation for such
research has already been established by Ukrainian
(S. Albul [41], A. Cherniak [42], I. Kharaberiush [43],
S. Kniaziev [44] etc.) and foreign (C. Atkinson [45],
E. Kruisbergen [46], B. Loftus [47], R. Schlembach [48])
scientists in the field of covert methods of obtaining
information. In addition, nowadays, Ukrainian sci-
entists are exploring the issues of investigating crim-
inal offences using the latest digital technologies,
integrating the latest achievements of science and
technology into forensic science to implement a strategy
for solving crimes in the digital era [49].

= Materials and methods

Considering the subject and purpose of the study,
its object and subject, the corresponding methodo-
logical tools were chosen. The main component of it
was the general scientific dialectical method of cog-
nition, which was used in the study of the activities
of operational and investigative units of law enforce-
ment agencies, prosecutors and courts in the field of
counteracting corruption in their interconnection.
In addition, the author used general scientific and
specific methods of legal science, including: logical
and legal (dogmatic) — to improve the terminology,
develop proposals for amendments and additions to
legislation, systemic and structural — to determine the
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content of the studied categories and legal phenomena,
in particular the development of the terminology,
systematisation of theoretical achievements on the
subject of this research, comprehensive analysis of
the provisions of legal acts and the practice of their
application; comparative legal and comparative — for
comparative analysis of Ukrainian legislation and
regulations that constitute the legal foundation for
using covert methods of work of law enforcement au-
thorities with using operational and technical means.

These methods were used at all stages of the
study, which include: defining the scientific problem,
setting the purpose and objectives of the study; de-
tailing the content of the category “operational and
technical measures”; determining the legal and actu-
al content of each OTM, which was embodied in the
legislation of Ukraine; analysis of the practice of us-
ing individual OTM in combating corruption offences
related to bribery to identify problems of legal regu-
lation; development of ways to solve these problems.

The theoretical foundation of the study was based
on the results of recent fundamental research of Ukrainian
and foreign scientists in the following areas: combating
corruption offences; conducting covert investigative ac-
tivities (CI(S)A) and operative-search activities (OSA)
by law enforcement agencies; using operational tech-
niques for the detection and investigation of offences.

The empirical base of the study is the official
statistical data, and materials of criminal proceed-
ings on corruption crimes related to bribery (a total
of 89 criminal cases were explored, including un-
der individual articles of the Criminal Code (CC) of
Ukraine: Art. 354 - five; 368 — forty-seven; 368-3 —
seven; 368-4 — seven; 369 — three; 369-2 — twelve;
369-3 — eight) [50]. The author conducted a sample
of these proceedings by searching by the category of
case (criminal), instance (cassation) and keywords in
the Unified Register of Court Decisions — with fur-
ther analysis of the content of the relevant judgments
and resolutions for relevance to the subject of the re-
search [51; 52]. In parallel, the author surveyed 20 op-
eratives and 26 investigators of the National Police,
14 detectives of the State Bureau of Investigation of
Ukraine (SBI) and the National Anti-Corruption Bu-
reau (NAB) of Ukraine; 17 prosecutors; 9 judges and
23 lawyers. This author's survey (research) was in-
tended to confirm, correct or refute the conclusions
drawn from the results of the study of criminal pro-
ceedings. All surveys were conducted with the consent
of the respondents, and the information obtained is
used only for scientific purposes.

m Results and Discussion

In the process of documenting corruption offences re-
lated to bribery, investigators, detectives and officers
of operational units actively use the term “operational
and technical measures”. It is used to refer to both
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OSA and technologically based CI(S)A. Therewith,
some actions and measures are designated by numbers
assigned to them by closed departmental regulations.

Therewith, at present, the legislator does not
use the phrase “OTM” either in the Law of Ukraine
“On Operational and Investigative Activity” [53] or in
the Criminal Procedure Code (CPC) of Ukraine. It can
be found only in regulations. In particular, it is con-
tained in the Decree of the President of Ukraine of
November 7, 2005, No. 1556,/2005 “On the Observance
of Human Rights During Operational and Technical
Measures” [52]. It is widely used by the developers of
departmental regulations of law enforcement agencies.

However, the definitions of OTM provided in
such regulations often contradict the logic and practice
of their application.

Exploring this issue, the author concluded that
only those operational and investigative measures
that cannot be performed without using operational
and technical means should be considered operational
and technical. It should become the main defining
feature of OTM, which should be considered in the
development of its regulatory definition.

An important issue is the correlation of the
content of the OTM with the relevant covert investi-
gative (search) actions.

Each provision of Art. 8 of the Law of Ukraine
“On Operational and Investigative Activity” [53],
which provides for the right of operational units to
conduct a particular OTM, refers to the provision of
the CPC of Ukraine which provides for the relevant
covert investigative (detective) action. Consequently,
when considering the issue of conducting OTM to
document bribery-related corruption offences, the
author will simultaneously consider the conduct of
the relevant CI(S)A. And vice versa: when studying a
specific CI(S)A based on using technical means, the
author necessarily explores the operational and tech-
nical measures that correlate with it.

Based on the above, it can be argued that the
OTM include: audio, and video control of a person —
Art. 260 of the CPC of Ukraine [54]; removal of infor-
mation from transport telecommunication networks
(TTM) - Art. 263 of the CPC of Ukraine [54]; with-
drawal and inspection of correspondence — Art. 262
of the CPC of Ukraine [54]; inspection of publicly
inaccessible places, housing or other property of
a person — Art. 267 of the CPC of Ukraine [54];
establishing the location of a radio electronic de-
vice — Art. 268 of the CPC of Ukraine [54]; removal
of information from electronic information systems
(EIS) — Art. 264 of the CPC of Ukraine [54]; audio
and video control of a place — Art. 270 of the CPC
of Ukraine [54]. Consider each of these measures
separately in terms of their application in the pro-
cess of documenting corruption offences related to
bribery.
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Analysing Art. 260 of the CPC of Ukraine [54],
it is concluded that the legislator has defined its pro-
visions in such a way that the prosecution is granted
the right (in case of obtaining the permission of
the investigating judge) to monitor and record the
behaviour of a particular person through technical
means of audio and (or) video control, regardless of
where the person is (private house, apartment, office,
car, yard, street, park, etc.) and where and how the
person moves. Therewith, the investigating judge's
permission to conduct audio, and video control of a
person, and to conduct other CI(S)A, can be granted
for a period of up to two months. Admittedly, in
practice, it is quite difficult to organise continuous
audio and video surveillance of a person even for a
short period if the person changes location.

The analysis of the practical application of the
provisions of Art. 260 of the CPC of Ukraine [54]
within the framework of documenting corruption of-
fences related to bribery demonstrates the coexistence
of two approaches to the organisation of audio and
video control of a person, which provide it with dif-
ferent content.

The first approach is to covertly install audio
and video surveillance of a person in a specific room
or vehicle, where, according to the investigator or
operational unit, the person is supposed to be. It guar-
antees the achievement of the purpose of the CI(S)A
only if this person is in a controlled room, and their
actions, movements, words, and sounds will be rel-
evant to a specific criminal proceeding (operational
investigation case). With this approach, the control is
practically performed both regarding the individual
and other persons who are in the room (vehicle). In ad-
dition, the premises may be monitored even in the ab-
sence of the person in respect of whom the permission
for conducting the CI(S)A was obtained, as provided
for in Article 260 of the CPC of Ukraine [54]. It con-
verts it into the control of a publicly inaccessible place.

The implementation of this approach to the or-
ganisation, and, accordingly, to the content of audio
and video control of a person is frequently impossible
without a preliminary inspection of publicly inacces-
sible places, housing or other possessions of a person
(Article 267 of the CPC of Ukraine [54]). To install
devices of audio and video control of a person in a
particular room and vehicle, as a rule, it is necessary
to enter it first.

Analysing the legislative regulation of covert
inspection of publicly accessible places, housing or
other property of a person, D.M. Tolpyho [55] indi-
cates it is imperfect due to the lack of regulation of
the tactics of installation of audio, and video control
devices on the relevant objects and their subsequent
dismantling. According to the researcher, this results
in the lack of a precise procedure for conducting this
CI(S)A by authorised entities [55]. The statement
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about the imperfection of the legislative regulation
of the studied CI(S)A can be agreed with. But it is
not connected with the regulation of its tactics. Thus,
the tactics of CI(S)A and OSA should be defined in
methodological recommendations and only in some
cases should be regulated at the level of regulations
with the appropriate classification. The organisation
of specific CI(S)A and OSA can be subject to legal
regulation only at the level of departmental orders,
instructions, guidelines, etc. It, among other things,
concerns the inspection of publicly inaccessible places,
housing or other property of a person.

The organisation of the CI(S)A, provided for
in Article 267 of the CPC [54] is complicated con-
ducting. It is simplified when a relationship of covert
cooperation is established with a person who has ac-
cess to the necessary premises and the ability to in-
dependently conduct an inspection there (or conduct
it systematically at the right time).

The second approach of audio and video control
of a person does not require inspection of publicly inac-
cessible places, housing or other property of a person.

This approach consists in involving the appli-
cant in conducting audio and video control of the
person, who is provided with appropriate technical
means placed in their clothes, shoes, accessories, etc.
Such an applicant, involved in covert cooperation, can
mostly document the actions of the controlled per-
son regardless of their location (without connection
to specific premises or vehicle). With these means,
an undercover officer can arrive at a place that is
spontaneously and unexpectedly determined by the
object of operational development. This approach to
audio and video control of a person is used during the
pre-trial investigation of corruption offences related
to bribery. During a special investigative experiment,
it is much easier to apply it than to audio, and video
control of a person with the preliminary installation
of technical devices for control and fixation in a spe-
cific office or vehicle. In addition, the provision of ap-
propriate technical equipment to the applicant allows
for documenting the actions of the developer even
if the latter unexpectedly moves the meeting place.

This approach is simple and effective in applica-
tion. There is no necessity to develop and implement
operations on entering the premises to install control
devices there (and their subsequent removal) with
the involvement of a wide range of specialists, etc.

However, the high efficiency and simplicity of
such an approach are combined with significant risks
of its use not to protect legally protected interests,
but to establish artificial indicators with unlawful re-
striction of the rights of the persons under develop-
ment, suspects and other persons, such as in criminal
cases No. 164/104/18 [56]; No. 166/1199/18 [57];
No. 332/2723/15-k [58]. In these cases, there was
actual control over the commission of a crime within
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the framework of the execution of the decision of the
investigating judge on the permission to conduct au-
dio-video control of a person with the involvement of
covert officers.

Using confidential employees in the process
of conducting covert measures, rightly emphasises
M.A. Pohoretskyi, should be based on ensuring guar-
antees of legality, among which the European Court
of Human Rights (ECHR) distinguishes two groups.
The first includes guarantees that ensure legality dur-
ing the control over the commission of a crime. The
second — procedural guarantees at the stage of crim-
inal proceedings in court [59]. Admittedly, this rule
should be applied to the process of detection and in-
vestigation of corruption offences related to bribery.

Close in content to audio and video control of
a person is the CI(S)A provided for in Article 270 of
the CPC of Ukraine [54] — audio and video control of
a place. This CI(S)A and the corresponding OTM are
used to record criminal actions that are to occur in a
specific place that has signs of public access.

The establishment of technical means of con-
trol in such places frequently causes difficulties.
Therefore, as part of the control over the commission
of an offence, based on the provisions of the men-
tioned article, audio and video recording devices are
installed on the personal belongings of the person
who is to provide an illegal benefit (IB), which is
audio and video control of the person. Theoretically,
this approach should result in the recognition by the
court of the evidence obtained in such a way as in-
admissible, since there is a substitution of one CI(S)A
by another.

However, numerous court decisions (rulings of
investigating judges, verdicts and resolutions) gener-
ally use the term “audio, video control of the place (for
the person)”. In the practice of the Supreme Court,
the CI(S)A with such a name is found in 17 decisions
(cases No. 212/5246/20; 655/570/17; 741/458/17;
739/361/19; 725/1477/18; 263/10353/16-k etc.) [60].
Therewith, in many cases, these evidences are con-
sidered inadmissible not for the reason of the substi-
tution of the content of one CI(S)A by another, but
on such grounds as failure to disclose their materi-
als to the defence under Article 290 of the CPC of
Ukraine [54], conducting CI(S)A outside the scope of
the investigating judge's ruling, etc.

Thus, the decision of the Supreme Court of
December 12, 2019, in case No. 681,/1024/16-k states:
“Therewith, the arguments of the defenders of the
convicted P.P. Posadovets & K.K. Kerivnyk on the in-
admissibility of evidence — protocol on results of tac-
it investigation activities on P.P. Posadovets, namely
protocol on results of audio, video control of place
(behind the person) No. 6351 of June 04, 2014, and
audio record of results of audio, video control of
place (behind the person) are fair [60].
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Thus, it follows from the materials of the crim-
inal proceedings that they indeed do not contain
information about obtaining the permission of the
investigating judge to conduct the above-mentioned
CI(S)A and their declassification.

Considering this, this protocol cannot be consid-
ered admissible evidence, and references to it should
be excluded from the appealed court decisions.

The practice of accepting the protocol of “audio,
video control of the place (by person)” as evidence is
considered unacceptable. The CPC of Ukraine does
not provide for such an CI(S)A. Analysis of the con-
tent of the provisions of Articles 258, 260, 270 of
the CPC of Ukraine [54] allows asserting that the
main criterion for distinguishing between audio, and
video control of a place and audio, and video con-
trol of a person should be interference with private
communication. Such interference can occur during
the CI(S)A provided for in Article 260 of the CPC of
Ukraine [54]. When conducting the CI(S)A provided
for in Art. 270 [54] - no. Indeed, audio and video con-
trol of the place is not included in the list of CI(S)A,
which is an interference with private communication.

Thus, in proceedings on corruption offences
related to bribery of the CI(S)A, the bribery associ-
ated with the receipt and use by the applicant (in-
volved in confidential cooperation) of audio and vid-
eo surveillance equipment should be determined by
Art. 260 of the CPC of Ukraine [54]. Indeed, the fact
that communication occurs in a publicly accessible
place does not deprive it of privacy.

The analysis of the practice of applying the
provisions of Art. 270 of the CPC of Ukraine [54]
to document corruption offences related to bribery
demonstrates that investigators and operatives often
make mistakes of technical, tactical and organisa-
tional nature, which subsequently results in the inad-
missibility of the evidence obtained.

Thus, in the ruling of 02/17/2021 in case
No. 263/10353/16-k (criminal proceedings under
Part 3 of Article 368 of the CC of Ukraine), the Su-
preme Court notes that from the video recording of
the CI(S)A audio, video control of the place (by person)
to record the meeting of P.P. First & D.D. Second, on
12/17/2015, it is impossible to visually identify the
persons whose conversation was recorded, due to the
lack of images. Therewith, no phonoscopic examina-
tion of the voices of the persons between whom the
conversation occurred was conducted. In the courts
of previous instances, D.D. the Second categorically
denied the fact of meeting with P.P. the First and
receiving money from him in the vehicle. The pros-
ecution did not provide any other evidence to con-
firm the fact of the transfer of funds from IB to
D.D. Second, except for the testimony of P.P. First” [61].
In this case, the court does not consider the fact that
there was an interference with private communication,
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which cannot be performed within the framework
of the CI(S)A provided for in Article 270 of the
CPC [54].

Therewith, the above decision allows conclud-
ing that the phonoscopic examination is an important
source of evidence in criminal proceedings concerning
the acceptance of an offer, promise or receipt of IB by
an official. It concerns both audio control of a place
and a person (which can be performed without video
control), and, first of all, the removal of information from
transport telecommunication networks (TTM) (Arti-
cle 263 of the CPC of Ukraine [54]). The actual audio
recording of the conversation, where it is recorded
how the person accepts the offer (promise) to provide
IB and the results of the phonoscopic examination (in
case of identification of the voice of this person) together
can be evidence of the acceptance of the offer, the
promise of IB in the actions of this person.

Therewith, the analysis of judicial practice allows
concluding that criminal liability is brought precisely
for obtaining IB or for actions specifically designed to
obtain it, but for some reason not completed.

Within the framework of criminal proceedings
on corruption offences related to bribery of the CI(S)A,
the removal of information from TTM is mostly used
only in conjunction with other investigative actions
and serves to obtain both evidentiary information and
information used for operational and tactical purposes.

The practical significance of extracting informa-
tion from the TTM is the ability to access the content
of negotiations on the criminal intentions of the con-
trolled person, including the place, time and method
of transferring the subject of the IB, the intermediaries
who will be involved in this process, the caches, hiding
places used, specific means of ensuring the conspiracy
of criminal activity. Finally, through this CI(S)A, the
fact of extortion of a bribe with the statement of spe-
cific requirements, and threats to the potential provider
of IB can be recorded [62, p. 64].

In terms of this CI(S)A, it is important to iden-
tify and precisely record the investigator the features
that allow unique identification of the desired con-
sumer of telecommunication services, namely their
subscriber number [62, p. 64].

Similar in nature to the removal of informa-
tion from the TTM is the removal of information from
electronic information systems (EIS) without the
knowledge of its owner, possessor or holder (Part 1
of Article 264 of the CPC of Ukraine [54]).

Analysis of the definitions and practice of ap-
plication of the provision of Part 1 of Art. 264 of
the CPC of Ukraine [54] by operational units in the
course of documenting the acceptance of an offer,
promise or receipt of a Bribe by an official demon-
strates that there are specific features of its applica-
tion before and after the control of the crime (tactical
operation to expose a bribe-taker).
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Before and during such control (operation), this
CI(S)A is conducted exclusively confidentially, which
fully complies with the requirement of covertness. In
this format, this measure can be divided into the fol-
lowing stages: gaining access to the necessary infor-
mation system (or part of it); searching and identifying
the necessary information by known features; copying
information; destroying traces that can indicate the re-
moval of information. All these stages (except the first)
are exclusively software and technical operations.

The author is convinced that gaining access to
the required information system (or part thereof) can
be performed both by using intelligence computer pro-
grams and by using the possibility of physical access
to the required information system or part of it. In the
latter case, there can be a situational (one-time) estab-
lishment of confidential cooperation with a person who
has the appropriate access and can independently re-
move the necessary information from a specific device.

Currently, according to the author, there are
intelligence computer programs that allow both re-
mote and covertly obtaining data stored on a particu-
lar mobile device (information system), and obtaining
the possibility of covertly capturing information from
microphones and video cameras of this device in re-
al-time. When using such programs, there is a prob-
lem distinguishing between CI(S)A provided for in
Part 1 of Article 264 of the CPC [54] and audio-video
control of a person. Consider that the removal of in-
formation from the microphones and video cameras
of EIS in real-time should be regulated as a separate
OTM and the corresponding CI(S)A, which is an inter-
ference with private communication.

In addition, notably, nowadays the practice of
extracting information from the EIS ex post facto — af-
ter control over the commission of a crime, detention
of a person, inspection and search — has become wide-
spread. Information is taken from mobile phones, tab-
lets, and computers confiscated during the search and
subsequently arrested.

In content, this brings the CI(S)A provided for
in part 1 of Article 264 [54] closer to an examination,
since it is generally not a secret for the owner of the
confiscated property that their computer system will
be examined by specialists for information relevant
to criminal proceedings. The author's practical ex-
perience demonstrates that investigators and prose-
cutors frequently openly inform suspects and their
defence lawyers that they will be removing informa-
tion from confiscated equipment based on the deci-
sion of the investigating judge. It is confirmed by the
results of a survey conducted by the author, during
which 100% of prosecutors, investigators and detec-
tives testified that they usually do not conceal from
suspects and their defence counsel the fact that the
CI(S)A provided for in Part 1 of Article 264 is used
to explore confiscated computers and smartphones.
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All respondents indicated that they sometimes use
the verbal notification as a tactical and psychological
technique to get a suspect to confess to a crime. All
the lawyers interviewed by the author stated that
such techniques are used by the prosecution. In ad-
dition, all procedures related to the removal of infor-
mation from the EIS are formally classified according
to the Law of Ukraine “On State Secrets” [63].

This approach has replaced using the procedure
of temporary access to things and documents to extract
information from confiscated information systems. It,
in the author's opinion, was a completely logical step,
since temporary access to things and documents: firstly,
is a measure to ensure criminal proceedings, not an
investigative (search) action (it should provide access
to the medium, not obtain information); secondly, it
cannot replace interference with private communication,
which inevitably occurs when exploring the content
of the suspect's correspondence with other persons
conducted through information systems.

The author's practical experience demonstrates
that in rare cases, the transfer of the subject matter of
the IB is performed through postal institutions. It is
mostly due to an attempt to ensure the concealment
of criminal actions and avoidance of liability in case
of red-handedness. In such cases, the inspection and
confiscation of correspondence should be an integral
part of tactical operations to expose bribe-takers.
Thus, the CI(S)A provided for in Article 262 of the
CPC of Ukraine [54] are an important component of
tactical operations to expose bribe-takers if the subject
matter of the IB is sent by mail.

Undoubtedly, during the covert investigative
(search) action provided for in Article 262 of the CPC
of Ukraine [54], it can be necessary to: open letters,
packages, and boxes — with their subsequent return to
their original form; to determine the filling (content)
of letters, packages, boxes without opening them -
using special equipment; identify some items by their
specific features, etc. Such actions may require the
special knowledge, skills and abilities of a specialist.
In addition, the relevant operational and technical
units should have such specialists on their staff.

Establishing the location of a radio electronic
device as an CI(S)A and OTM to detect and inves-
tigate corruption-related bribery offences is usually
used for operational and tactical purposes. The re-
sults of this measure are not used in evidence on their
own but only in conjunction with other evidence.

m References

m Conclusions

The lack of unambiguity in the legal provisions es-
tablishing the content and procedure for conducting
the OTM and related CI(S)A results in problems with
documenting bribery-related corruption offences.
These problems are manifested in the following
actions of operatives, detectives, investigators and
prosecutors:

—actual control over the commission of a crime
within the framework of the investigating judge's deci-
sion to allow audio and video monitoring of a person;

— using audio and video monitoring of a person
by the decision of the investigating judge to allow
audio and video monitoring of the place;

— audio and video surveillance of the place
without proper grounds — by order of the investiga-
tor, prosecutor to conduct visual surveillance of the
place using photography, video recording and special
technical means for monitoring;

— conducting OTM and relevant CI(S)A not
provided for by the CPC of Ukraine and the Law of
Ukraine “On Operational and Investigative Activi-
ties” (audio, video monitoring of the place (by person)).

— using during the control of a corruption of-
fence related to the bribery of technical devices for
audio and video monitoring of a place and person
without the decision of the investigating judge to
conduct the relevant CI(S)A.

Such actions are a violation of the rights of the
suspect or accused and frequently result in the inad-
missibility of the evidence obtained.

In the author's opinion, the improvement
of using OTM and relevant CI(S)A in counteracting
crime should consist in specifying and detailing the
provisions of the legislation that establish the content
and procedure for conducting individual activities. In
particular, at the legislative level, it is necessary to
provide definitions of all OTM and relevant CI(S)A,
clearly distinguishing between audio and video mon-
itoring of: a person; a publicly inaccessible place; a
publicly accessible place, and visual surveillance of a
publicly accessible place using photography, video re-
cording and special technical devices for surveillance.

In addition, the legislator should consider the
necessity of introducing to the list of operational and
technical measures the latest methods of obtaining
information arising from modern scientific and tech-
nological advances, with the definition of the content
and procedure for conducting such measures.
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OnepaTUBHO-TEXHIYHiI 3axoau B npoTtuaii
KOpPYynuiMHMM 3/I0MMHAM, NOB’A3aHUM 3 NiAKYNoM

Muxaino JleoHipoBuu Npi6éos

JlokTOp IOpUANYHUX HayK, mpodecop. ORCID: https://orcid.org/0000-0003-2437-5598.
HarrioHasbHa akafeMisa BHYTpilHixX crpas, 03035, . Cosiom’AHCBKa, 1, M. KuiB, YkpaiHa

m AHOTaIlis. 3aKOHOAaBeIlb i PO3POOHUKHY MiA3aKOHHUX HOPMAaTUBHO-TIPABOBUX aKTiB, TEOPETUKU Ta MPAKTUKU
PpO3IJIAAAI0Th NPOTHUAII0 KOPYIIil K OAVH 3 IPiOPUTETHNX HANPAMIB BHYTPIllIHbOI MOJIITUKN YKpaiHu. [IpoTe
poboTa MpaBOOXOPOHIIiB 3 BUABJIEHH Ta PO3CJIiAyBaHHA KOPYIIi THUX 3JI0UMHIB € HEJOCTaTHbO IPOAYKTHUBHOIO.
AJsie came B mpaBOBOMY peryJilOBaHHIi NMPOBeJIeHHA ONepaTUBHO-TEXHIYHUX 3aXOMiB i HErJIaCHUX CJIiAYuX Oii
HaKoNM4usIacsa HU3Ka MpobseM, 0 1 3yMOBJIIOE aKTyaJIbHICTh LbOr'0 AOCTiIXeHHA. MeTa pob0oTU moJjsArae B
OKpecJIeHHi KoJia Ipo0JieM IIPaBOBOrO PeryJIl0BaHHA Ta MIPAaKTUYHOI'O 3aCTOCYBaHHA ONepaTHBHO-TEXHIUHUX
3axofiB i BiAMOBiOAHMX HerJIaCHUX CJIOUYUX Hill y TPOTULil KOPYNLiHUM 3JI0YMHAM, MOB’I3aHUX 3 MiAKYIIOM.
MeTomoI0TiYHUM iHCTpyMeHTapill migiOpaHo BiAMOBIAHO OO 0OpaHOI MeTH Ta 3 OIJIAAY Ha O0’€KT i mpeaMeT
nociigkeHHA. [IiqTpyHTAM AOCIiIXEeHH:A € 3arajJbHUN [iaJIeKTUYHUU MeTO[ Mi3HAHHA, AKUN BUKOPUCTAHO
1A BUBUEHHA COIliaJIbHMX Ta MPaBOBUX SIBUII i MPOI[ECiB, a TAKOX [1JiA BCTAHOBJIEHHA 1X 3B’A3KiB 3 poOOTOI0
ONepaTHBHUX i CJIiAUMX MiAPO3iJIiB IPaBOOXOPOHHUX OpraHiB, IPOKyparypu Ta cyay. KpiMm Toro, BUKOpucTaHo
3araJIJbHOHAyKOBi ¥ crelliaJbHi MeTOAY IPaBHUYOI HAyKH, cepef] IKUX: JIOTiKO-IOPUAUYHUN (JOTMaTUYHUN);
CHCTEMHO-CTPYKTYPHUI; MOPiBHAJIBHO-IIPABOBUU 1 KOMIIApaTUBHUI; COLioJIOriuHUN. OOIpyHTOBAHO, IO
Heo0XiJHOI YMOBOIO MiBUIIleHH: e()eKTUBHOCTI 3aCTOCYBaHHA OllepaTUBHO-TEXHIUHNX 3aXO0iB i BiAMOBiJHUX
HerJIaCHUX CJIiAYUX [ifl Y OpOTUAil KOPYNIiHUM 3JI04MHAM € KOHKPeTU3allis Ta AeTasli3allia 3aKOHOJaBUHUX
HOpM, AKUMU BCTAHOBJIIOETHCA 3MICT i OPANOK IPOBEJeHHs oKpeMux 3axofiB. Ha piBHi 3akoHy MOTpiOHO
oJaTy BU3HAUYEHHA YCiX OoepaTHUBHO-TEXHIYHUX 3axofiB (i BiqmoBigHUX HerJlacHUX CJIiguux (pO3LIYKOBUX)
nii1), 4iTKO po3MeXyBaBIIU Mix COO0I0 ay1io-, BiJeOKOHTPOJIb: 0cOOU; MyOJIiYHO HeJOCTYITHOI'O MiCIf; Ty 6J1ivHO
JOCTYITHOTO MicClis, @ TAKOX Bi3yaJIbHOT'O CIIOCTEpeXeHHA 3a MyOJIiYHO JOCTYIHUM MiclieM 3 BUKOPHUCTaHHAM
doTorpadyBaHHs, Bileo3anucy Ta creliaJbHUX TEXHIYHUX 3ac0o0iB AJiA ciocTepexxeHH:A. [IpakTryHa HiHHICTh
poboTu 3yMOBJIeHa MepCHeKTUBaAMU BUKOPUCTAHHA OTPUMAaHUX pe3yJIbTaTiB AJiA BAOCKOHaJIeHHA IIPaBOBOTO
peryJIloBaHHs ONepaTUBHO-PO3IIYKOBOL JiAJIBHOCTI Ta KPUMiHaJIbHOTO MPOBAaKEHHA

m KuTi040Bi cjtoBa: ommepaTUBHO-PO3IIYKOBI 3aX0M; HETJIaCHICTh; CJIiaui Ail; Kopyrilis; xabap; HermpaBoMipHa
BUT0/Ia; IIPaBOBE peryJIl0BaHH:A; 3aKOHHICTh

31 Scientific Journal of the National Academy of Internal Affairs, 27(3)




Scientific Journal of the National Academy of Internal Affairs

UDC 342.565
DOI: 10.56215/0122273.32

Administration of justice in Ukraine
as an indicator of modern constitutionalism

Bohdan V. Kalynovskyi”, Tetiana O. Kulyk?

!Full Doctor in Law, Professor. ORCID: https://orcid.org/0000-0001-9654-0201.
National Academy of Internal Affairs, 03035, 1 Solomianska Sq., Kyiv, Ukraine

2PhD in Law, Associate Professor. ORCID: https://orcid.org/0000-0001-7338-8366.
National Academy of Internal Affairs, 03035, 1 Solomianska Sq., Kyiv, Ukraine

m Abstract. The relevance of the study of judicial constitutionalism is explained by the public necessity to
restore confidence in the Constitutional Court of Ukraine. The necessity of reforming the regulation of the
Constitutional Court of Ukraine is relevant to this study. The purpose of the research is to cover the connection
and impact of the results of the administration of justice in Ukraine on the overall state of constitutionalism.
In the course of exploring the subject of this work, the authors, use the dialectical method of cognition to
clarify the essence of the concept of “constitutionalism”, the formal legal method to analyse the sources of
constitutional law relating to the administration of justice and develop recommendations for overcoming
the identified systemic problems, the logical and legal method to identify the state of compliance by judges
and public authorities with the basic principles of the constitutional order of Ukraine, and the analysis of
legal practice, identified differences in understanding the legal content of the rule of law principle in the
administration of justice, and thus its unequal application, and identified two systemic problems. One of
them emerged as a result of the Supreme Court's ambiguous position that a notary cannot be a defendant
in cases of illegally committed executive inscriptions, and the other, on the contrary, is due to the ignoring
of decisions of the Constitutional Court of Ukraine and the Supreme Court by public authorities empowered
to ensure social protection of the population. The proposed research is the result of the analysis of some
specific practical aspects - the results of the judicial proceedings in Ukraine, and the identification of systemic
problems in judicial practice which affect the assessment of constitutionalism as a constitutional and legal
reality. The authors emphasise the necessity of raising legal culture and legal awareness, both in society in
general and among lawyers in particular. It is possible if the educational process combines the acquisition
of professional and practical competencies with the education of both human and professional qualities. The
practical significance of the work is a comprehensive consideration of current issues of the administration of
justice in Ukraine from a practical and theoretical standpoint

m Keywords: constitutional order; judiciary; judicial proceedings; rule of law; judicial practice

= Introduction

The concept of judicial constitutionalism involves a
wide range of issues and provides for a rather thor-
ough analysis and elaboration of its components. In
practical terms, the issue of judicial constitutionalism
is relevant both for constitutional scholars and for
judges of general courts, judges of the Constitutional
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Court, and all those who are called upon to ensure
the immediate effect of the Constitution of Ukraine.
The study of the problems of judicial constitutional-
ism identified by judicial practice and constitutional
justice practice is highly relevant in the context of
legal and judicial reform.

The issues of the administration of justice in
the context of modern Ukrainian constitutionalism
remain relevant and are raised by both constitutional
scholars and legal practitioners. It should be empha-
sised that constitutionalism for the author of the re-
search is, first and foremost, the point where theory
and practice, constitutional-legal reality.

The following conclusions are interesting and
useful for the research.

Vol. 27, No. 3. 2022. PP. 32-40




Kalynovskyi and Kulyk

B. Kalynovskyi, K. Sokh, K. Kulchytska,
P. Kolomiitsev define constitutional legality as a real
system of constitutionalism, a complex phenomenon
that consists of strict observance of the Constitution
and its provisions during its immediate effect and en-
suring the implementation of the law by all public
authorities, public organisations, officials of all levels
and citizens, courts and is an integral feature of the
constitutional order as an integral part of the rule of
law [1, p. 114]. In agreement with this approach, it
should be supplemented by the fact that constitution-
al legality should include both strict adherence to the
Constitution and correct interpretation of its provisions,
their uniform application and using a substantive
rather than a formal approach.

The author agrees with the position of O. Kopy-
tova, O. Bratel, T. Kulyk, & N. Kosiak, in their study
on the analysis of the judiciary in transitional justice
countries belonging to the continental law system
note that the rule of law as a guiding principle in ju-
dicial activity has a twofold manifestation: in the
activity of each judge during law enforcement; in
the activity of the highest judicial body in the judi-
cial system - the Supreme Court, when it concludes,
particularly on the correct application of substantive
law [2, p. 148-149]. Therewith, it should be noted
that the rule of law in the administration of justice
is applied and interpreted by judges, including the
Supreme Court, rather broadly and frequently in the
abstract, and a unified approach should be ensured.

The authors of the research on the role of the
media as a parallel instrument of justice for crimes
against civilians, Y. Bidzilya, L. Snitsarchuk, E. Solo-
min, H. Hetsko, & L. Rusynko-Bombyk, believe that the
involvement of the media in justice for crimes against
civilians is possible and important. Considering that
this type of crime is an international crime against hu-
man rights, the media can perform several non-legal
functions to establish justice and punish the perpetra-
tors. The authors of the research proposal to develop
a model of media involvement in justice for crimes
against civilians, considering the expansion of interna-
tional and domestic armed conflicts. In particular, it is
proposed that the media should: cover and document
crimes, including through the latest technologies;
provide social support and opportunities for victims
to express their views; and coordinate efforts between
governmental and non-governmental entities interested
in justice for crimes against civilians. The author sub-
stantiates the idea that the media are subjects of the
prevention of offences against civilians [3, p. 305].

In general, the authors' position has a specific
rational basis, but an important aspect is missed:
usually, bodies and officials authorised to investigate
criminal unlawful actions are representatives of pub-
lic authorities, who are vested with appropriate pow-
ers but are burdened with several obligations and
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restrictions that ensure their impartiality, independ-
ence, and guarantee the reliability and appropriate-
ness of the evidence they collect. The media belong
to the sphere of private law by their legal status, thus,
various kinds of influence on their representatives
cannot be excluded; in addition, they do not have the
appropriate education and practical training to per-
form such activities, thus, their participation in the
process of administering justice for offences against
civilians is possible, but cannot be the main one.

The relevance of this research is to identify,
analyse and find ways to solve acute human rights
problems related to the administration of justice. In
addition, the experience of the Federal Republic of
Germany, the French Republic and the Republic of
Poland are explored to compare the problematic as-
pects of the administration of justice.

The purpose of this research is to cover the
connection and impact of the results of the admin-
istration of justice in Ukraine on the overall state of
constitutionalism. To achieve this purpose, the au-
thor considers it necessary to address the following
tasks: — to identify current trends in judicial practice
in Ukraine; — to characterise the impact of the re-
sults of the administration of justice on the state of
compliance with the Constitution and the principles
of the constitutional order of Ukraine; — to substanti-
ate the importance of judicial practice in the context
of characterising constitutionalism in Ukraine. The
scientific originality of the work is a comprehensive
consideration of current issues of the administration
of justice in Ukraine from a practical and theoretical
standpoint, and a perspective on constitutionalism —
as a constitutional-legal reality.

= Materials and Methods

This research consists of two main stages: a dialectical
comprehension of the doctrine of constitutionalism
and theoretical developments related to the chosen
subject, and an investigation of judicial and adminis-
trative practice in the context of identifying systemic
problems.

The methods used by the authors are conven-
tionally based on the methodology of legal science.
Thus, the dialectical method of cognition allowed
clarifying the essence of the concept of “constitu-
tionalism” and operating with such categories as
“justice”, “judicial practice”, and “judicial power”;
the formal-legal method allowed analysing of the
sources of constitutional law relating to the adminis-
tration of justice and formulating recommendations
for overcoming the identified systemic problems; the
logical-legal method allowed identifying the state of
compliance with the basic principles of the constitu-
tional order of Ukraine by judges and public author-
ities. The analysis of legal practice was performed
based on the author's long-term practical activity,
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which allowed identifying and theorising systemic
problems in the administration of justice in terms of
ensuring human and civil rights and freedoms.

Concerning the theoretical component of the
work, the authors have analysed relevant scientific
publications on constitutional legality as a legal re-
gime for the exercise of state power in countries in
transition (post-Soviet states), the rule of law during
the transitional period of legislation of transitional
justice countries belonging to the continental legal
system, justice as a condition for the implementation
of Ukraine's European integration course, and con-
stitutionalism as a regime of legal restriction of state
power, constitutionalism as a philosophical-legal cat-
egory and socio-political phenomenon, constitutional
law as a transnational science.

m Results and Discussion

When analysing the administration of justice in Euro-
pean countries, there are no similar problems, which
are probably explained by different practices of legal
regulation and law enforcement.

Thus, in the Federal Republic of Germany, the
General Act on Equal Treatment (AGG) provides for
various sanctions for violations of the law, mainly in
the form of financial compensation. This Law defines
the procedure for compensation for material (finan-
cial) and non-material damage. The AGG distinguishes
between two alternative situations: remedies in labour
law (sections 15-16 of the AGG) and remedies in pri-
vate relations (sections 19-21 of the AGG) [4, p. 15].

There are several ways to enforce judgments
in Germany: by applying for a garnishment to a local
court having jurisdiction over the enforcement of a
judgment (Vollstreckungsgericht), in addition, or a
judgment creditor may apply to a bailiff (Gerichtsvol-
lzieher) for enforcement of the judgment by levying
execution on the debtor's personal property; the judg-
ment can be enforced against the debtor's immovable
property by applying for a forced mortgage (Zwang-
shypothek) or forced sale of immovable property
(Zwangsversteigerung), and if the immovable property
generates income, the creditor can apply for forced
administration (Zwangsverwaltung). There is no time
limit for the enforcement of national court decisions
in Germany, but claims that are declared final and ab-
solute are subject to a 30-year limitation period [5].

The variety of ways to enforce court judgments
and the unlimited period for submitting a judgment
for enforcement certainly establish conditions more
favourable to the enforcement of court judgments,
which in turn guarantees the true efficiency of justice.
Thus, the experience of Germany is definitely useful
and should be considered by the Ukrainian legislator.

When considering the administration of justice
in France, it is interesting to note that the French
judicial system is managed by the Ministry of Justice
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(Chancellery), which is headed by the Minister of Jus-
tice — the Keeper of the Seals. The Ministry of Justice
of France is the developer of regulations in the field
of justice, determines the national policy in this area,
and manages the resources of the judicial system [6].

In the theory and practice of Ukrainian con-
stitutionalism, the legislative, executive and judicial
branches of government are characterised separately,
thus, it is unusual for a ministry to be at the head of
the judiciary. Therewith, in the area of the adminis-
tration of justice in Ukraine, the judicial flaw is re-
lated to the Ministry of Justice, particularly in the
enforcement of court decisions.

In addition, in Poland, there is a connection
between the government and the judiciary that does
not present promising prospects for the efficiency
of justice. Thus, at the end of 2019, the Polish Sejm
approved a law designed to streamline the structure
and functions of the judiciary, allowing the Polish
government to dismiss judges or reduce their sala-
ries. The European Union does not approve of such
trends, thus, in early 2020, the European Court of
Justice (“CJEU”) issued an interim decision obliging
the Polish government to suspend the activities of the
disciplinary chamber to bring judges to disciplinary
responsibility [7].

Undoubtedly, the independence of judges is a
guarantee of the effective functioning of the judicial
system, which is a guarantee of the administration of
justice in compliance with the rule of law and human
rights. The Polish experience demonstrates that po-
litical struggle and attempts to imbalance the system
of checks and balances are not unique to Ukrainian
constitutionalism.

In this research, the focus is on law enforce-
ment officers, but such requirements are relevant for
lawyers. The high personal culture and morality of a
particular lawyer are the factors that determine the
application of the law in such a way as to comply
with the rule of law, legality and the basic principles
of constitutionalism.

Summarising the approaches to understand-
ing the concept of “constitutionalism”, M. Kozyubra
notes that constitutionalism is a doctrine and phe-
nomenon of political and legal life developed based
on liberalism as an ideology and its values, including
human dignity, inalienable human rights, justice, legal
equality, the principle of separation of powers, the
rule of law, impartial and fair justice, etc. and the
author states that in this respect there are no differ-
ences in the three models of constitutionalism (Amer-
ican, English, and European). These three models
are based on the same Euro-Atlantic liberal values,
with some emphasis being given to the application of
these values in the American, English or continental
European varieties of constitutionalism (including
French and German), which is conditioned upon the
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historically specific features of constitutionalism in
these countries [8, p. 59-60].

Ukrainian constitutionalism is definitely more
inclined to the European model, but it is necessary to
consider the historical features of the establishment
of statehood in Ukraine, and a particular legacy of
the legal system, the fact that Ukraine was reviving
its democracy, which has been inherent since the
16™ century, after a long period of Soviet rule, which,
even as of 2022, still has its echoes in the legal reality.

The author agrees with the position of L. Ostafi-
ychuk, who insists on the importance of ensuring the
independence of judges, including pressure from the
Supreme Court and its legal positions [9, p. 33].

The idea that legal nihilism should be eradi-
cated primarily among judges, lawyers, prosecutors,
investigators, and civil servants is in line with the
content of this research, and constitutionalism in
Ukraine should be established at the functional
level [10, p. 38]. The case law analysed in this research
demonstrates the validity of the above thesis.

V. Kovtuniak, exploring the theoretical and
practical aspects of the procedures for amending con-
stitutions, concludes that the dynamism of modern
social life requires the possibility of modernisation of
constitutions [11, p. 50]. For Ukrainian constitution-
alism, it is necessary to consider the fact that most
of the amendments to the Basic Law were politicised
and served as a way to satisfy the interests of particular
political forces.

T. Humeniuk notes that for Ukrainian consti-
tutionalism, the experience of France regarding ef-
fective interaction between the president, parliament
and government, and the experience of Germany re-
garding the interaction between parliament and gov-
ernment is useful [12, p. 23]. Insist that interaction,
the ability to act together to solve the functions of the
state between all public authorities and local govern-
ments is a determining factor in the effective func-
tioning of the state and effective constitutionalism.

However, the most painful problems in terms
of ensuring the rule of law, namely human rights
guarantees, are those related to the administration of
justice in Ukraine.

Section VIII of the Constitution of Ukraine
defines the basic principles of justice in Ukraine,
Article 124 of the Basic Law [13] states that in
Ukraine justice is administered exclusively by courts
and that any legal dispute and any criminal charge
are within the jurisdiction of the courts. In cases pro-
vided for by law, the courts hear other cases.In turn,
Section II of the Constitution guarantees the right to
defend one's rights in court, and Article 55 provides
that human and civil rights and freedoms are protected
by the courts. Therewith, the Basic Law guarantees
everyone the right to complain in court against deci-
sions, actions and inaction of public authorities and
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their officials and employees; the right to file a con-
stitutional complaint with the Constitutional Court
of Ukraine on the grounds established by this Con-
stitution and according to the procedure established
by law [13].

Analysing these provisions, they appear to be
safeguarding and should provide an effective human
rights mechanism. But legal and legislative systems
are complex and integrated with several other areas.
In practice, unfortunately, they continue to identify
legal provisions and precedents that contradict the
Basic Law. In addition, the analysis of judicial practice
in Ukraine demonstrates several highly controversial
trends, which are difficult to identify and generalise
due to the specificity of the issues they concern.

Thus, consider the following legislative provi-
sions. According to clause 19 of Article 34 of the Law
of Ukraine “On Notaries”, notaries make an executive
inscription, which is a notarial act [14]. According
to Article 87 of the Law of Ukraine “On Notaries”,
notaries make executive inscriptions on documents
establishing debts to collect money or reclaim prop-
erty from the debtor. The list of such documents un-
der which debt collection is performed indisputably
based on executive orders is established by the Gov-
ernment of Ukraine [14].

According to subparagraphs 1.1, 3.1, 3.2 of
Chapter 16 of the Procedure for Performing Notarial
Acts by Notaries of Ukraine, approved by Order of the
Ministry of Justice of Ukraine No. 296/5 of February 22,
2012 [15], notaries perform executive inscriptions
on documents establishing debt or on transactions,
the foreclosure of property under which is performed
based on executive inscriptions, to recover monetary
amounts or reclaim property from the debtor.

The law provides that the notary makes writs
of execution when the submitted documents state
that the debtor is indisputable or otherwise liable
to the debtor towards the recoverer. The list of doc-
uments that can confirm the indisputability of the
debt, which can be collected indisputably based on
an executive inscription to a notary, is approved by
the Resolution of the Cabinet of Ministers of Ukraine
No. 1172 dated 06/29/1999 [16].

On the one hand, this provision is a positive
step to reduce the burden on the judicial system, as
there is no need to get involved in a long court process
if the debt is indisputable, and the notary, according
to their legal status, can be the entity that verifies this
indisputability. Admittedly, provided that the person
is honest. In general, the possibility of such actions
by notaries would not pose a threat if it were not for
the court practice in this area.

The Supreme Court, composed of the panel
of judges of the Third Judicial Chamber of the Civil
Court of Cassation, considered case No. 200/3452/17
and established that “a private notary is an improper
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defendant in the case since civil liability for an illegally
made executive inscription is imposed not on the no-
tary, but on the person who applied for the executive
inscription” [17].

The court's reasoning is as follows: “A notary
is a public person who is authorised by the state to
certify rights and facts of legal significance and per-
form other notarial acts to give them legal validity.
When performing notarial acts, a notary acts impar-
tially and cannot serve the interests of any of the per-
sons involved in the notarial act. The notary does not
become a party to civil legal relations between these
persons, and therefore cannot violate civil rights that
are the content of these relations. There is no proce-
dural interest of the notary in the subject of the dis-
pute and the implementation of the decision” [17].

For some unknown reason, this statement does
not consider the fact that a notary can perform their
work unprofessionally, irresponsibly or with integrity.
Provided that notaries know that they will not be
personally liable for violations of the procedure for
making executive inscriptions, it is not difficult to
predict the relevant actions in this area.

This type of work does not allow for a more ex-
tensive analysis, but, evidently, the position of the Su-
preme Court is not sufficiently substantiated, and it
is widely used in court practice, in cases of challeng-
ing notaries' executive inscriptions, which ultimately
results in violation of fundamental human and civil
rights and freedoms.

Notably, one more relevant issue remains
unresolved, despite the legal position of the courts.
The Law of Ukraine “On the Status of War Veterans,
Guarantees of Their Social Protection” [18] provides
for the payment of one-time financial assistance to
combatants by May 5 each year. In 2007, Article 12
of the Law was amended to specify the amount of this
assistance. In particular, that this amount is determined
by the Government.

The decision of the Constitutional Court of
Ukraine (case on the subject matter and content of the
law on the State Budget of Ukraine) of 05/22/2008
No. 10-rp/2008 declared these changes unconsti-
tutional [19]. By the decision of the Constitutional
Court of Ukraine dated 02/27/2020 No. 3-p/2020,
a separate provision of paragraph 26 of Section VI
“Final and Transitional Provisions” of the Budget
Code of Ukraine was declared inconsistent with the
Constitution of Ukraine (unconstitutional) in the part
stipulating that the provisions of Articles 12, 13, 14,
15 and 16 of the Law of Ukraine “On the Status of
War Veterans, Guarantees of Their Social Protection”
are applied in the manner and amounts established
by the Cabinet of Ministers of Ukraine, based on the
available financial resources of the state and local
budgets and budgets of general funds [20].
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Considering the above decisions of the Consti-
tutional Court of Ukraine, the amount of annual lump-
sum financial assistance for combatants should be
five minimum retirement pensions until May 5, 2020.

A similar application of the Decision of the
Constitutional Court of Ukraine dated 02/27/2020
No. 3-p/2020 to the legal relations on the payment
of a one-time annual financial assistance until May 5,
2020, in the amount provided for in Article 13 of
the Law of Ukraine “On the Status of War Veterans,
Guarantees of Their Social Protection” was expressed
by the Supreme Court in its decision of 09/29/2020
in the model case No. 440/2722/20 [21].

Therewith, from 2020 to the present day, pay-
ments are made in a reduced amount, according to
the resolutions of the Cabinet of Ministers of Ukraine
(Resolution of the Cabinet of Ministers of Ukraine of
05/07/2022 No. 540, which approved the “Proce-
dure for using in 2022 the state budget funds pro-
vided for the payment of annual one-time financial
assistance to war veterans and victims of Nazi per-
secution”) [22]. And combatants are forced to go to
court, each individually, to receive the full amount
of assistance. It raises another problem in the area of
enforcement of court decisions. But this aspect will
be highlighted in the following publications.

In general, a situation has arisen where the Gov-
ernment and its subordinate executive authorities and
local governments, which are vested with powers in
the field of social protection and implement these
payments explicitly, ignore the decisions of the Con-
stitutional Court, the position of the Supreme Court,
and the extensive court practice that sided with citi-
zens. Such a situation is an extremely blatant violation
of the rule of law and a manifestation of criminal
disrespect for the judiciary and the body of constitu-
tional jurisdiction.

Starting from the subject of research, the pri-
mary focus should be on understanding the essence
of constitutionalism.

Regarding the current opinions of scholars on
Ukrainian constitutionalism, attention can be paid to
the position of I. Gordienko identifies five character-
istics of this phenomenon. Among them, in particu-
lar, it is noted that constitutionalism in Ukraine is
based on the desire to ensure the implementation of
the principles of constitutionalism enshrined in con-
stitutional legislation, namely: the principle of de-
mocracy, the rule of law, constitutional legality, and
the priority of human rights [23, p. 93].

Such a position is generally consistent with
general scientific approaches to a broad understanding
of constitutionalism. But once again, the principle of
the rule of law and democracy should be interpreted
equally in law enforcement, which is not the case in
practice.
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The authors of the research on the role of
constitutional complaints in the legislative process,
N. Brovko, L. Medvid, I. Makhnovskyi, V. Akhmedov
& M. Leonenko, conclude that the introduction of the
institution of constitutional complaints is one of the
main conditions for ensuring the supremacy of the Basic
Law and the development of constitutionalism in the
system. The authors, after conducting analytical and
statistical studies, concluded, however, that the most
effective form of human rights protection is the con-
sideration of a constitutional complaint by the Con-
stitutional Court without intermediaries, in particu-
lar, courts of general jurisdiction; they propose a full
regulatory constitutional complaint as the most effec-
tive model of a constitutional complaint [24, p. 848].

In Ukraine, in turn, a constitutional complaint
was introduced in 2016 as a possibility to declare un-
constitutional the law applied in a court decision in a
case, while the right to a constitutional complaint arises
after other national legal remedies have been exhaust-
ed. The introduction of this institution contributes to
the development of constitutionalism in Ukraine, but
note that the Constitution of Ukraine [13] explicitly
states that it is the law of Ukraine applied in the final
court decision in a case that may be recognised as
contrary to the Constitution of Ukraine, i.e., a subor-
dinate regulation cannot be the subject of a constitu-
tional complaint.

Therewith, the analysis of law enforcement
practice, mostly judicial practice, demonstrates that
in the presence of a human-centred Constitution,
several serious human rights problems are precisely
in the area of interpretation and application of legal
provisions, and at the level of adoption of regulations
by public authorities at various levels.

And in this regard, the human factor is an im-
portant aspect, and in particular the level of profes-
sionalism of the relevant specialists involved in the
above activities.

The authors of the research devoted themselves
to the investigation of the level of self-educational
competence of cadets of higher educational institu-
tions with a special learning environment, I. Okhri-
menko, R. Perkatyi, H. Topchii, Y. Andrusyshyn &
A. Ponomarenko [25, p. 66], believe that the mod-
ern world imposes fundamentally new requirements
for the qualifications of a modern law enforcement
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officer, their moral maturity, general cultural and
intellectual level. Thus, the author substantiates the
idea that law enforcement officers are subject to such
requirements as being educated, highly cultured per-
sons, having deep professional knowledge and skills
in various fields, and having the ability to constantly
improve their level of knowledge and skills.

= Conclusions

It can be stated that the administration of justice in
Ukraine is an indicator of modern constitutionalism,
from the standpoint that courts remain an effective
element of the human rights mechanism, and in situa-
tions where public authorities are bound by part 2 of
Article 19 of the Constitution of Ukraine and act on the
principle of formal application of provisions, it is the
courts that have the opportunity to apply the principle
of the rule of law, the supremacy and effect of the Con-
stitution, justice and doctrinal achievements of con-
stitutionalism when resolving a dispute on the merits.

In the course of this study, two specific problems
in law enforcement were identified, described and
analysed. Therewith, in the first situation, it means
that false statements that have become a model in
judicial practice result in the impossibility of full im-
plementation of the right guaranteed by Article 55
of the Constitution of Ukraine. As for the proposals
to overcome this problem, the author believes that
amending the legislation on executive orders would
be wrong, and the problem should be resolved by
additional consideration of this issue by the Supreme
Court. As for the second situation, it is precisely the
case when justice is being done, the courts and the
Constitutional Court of Ukraine have made several
decisions ensuring the right to social protection for
specific categories of citizens, while these decisions
have been ignored by public authorities from the
highest to the local level.

As a general proposal, to overcome the problems
identified in this research and other similar problems
existing in Ukrainian constitutionalism, it is neces-
sary to improve legal culture and legal understand-
ing, both in society in general and, first of all, among
lawyers. It is possible if the educational process com-
bines the acquisition of professional and practical
competencies with the education of both human and
professional qualities.
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3aincHeHHa NnpaBocyaas B YKpaiHi
K IHOMKATOP Cy4aCHOro KOHCTUTYLiOHaNi3My
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m AHOTAaIisA. AKTyaJIbHICTh [OCJIi)KeHHs MpoOJieMaTUKU CYJOBOTO KOHCTUTYLIOHAIi3My 3yMOBJIEHA
CyCHiJIbHOI0O TOTpe0Ool0 y BifHOBJeHHi noBipu no Koucrutynifinoro Cyny VYkpaiHu. HeoOxigHicTs
pedopMyBaHHA HOPMATUBHO-NIPABOBOTO 3a0e3nedeHHs AisibHOCTI KoHetutymitiHoro Cyy YKpaiHu akTyasli3ye
1ie AoCJIiMKkeHH:A. MeToo CTaTTi € pO3KPUTTS 3B 3Ky Ta BILIMBY Pe3yJIbTaTiB 3/iliICHeHHA NPaBOCyAAA B YKpalHi
Ha 3arajJibHUN CTaH KOHCTUTYLIOHaJIi3My. Y mpolleci OOCTiIKeHHA mpeaMeTa 3a3HaueHol poOOTH, aBTOPH,
BUKOPUCTABIIN [JiaJIeKTUUYHUN MeTO[ Mi3HaHHA AJiA 3’ACYBaHHA CYTHOCTI MOHATTA «KOHCTUTYIIIOHAJIi3M»,
dopMasbHO-IOPUAUIYHUN MeTOd — [AJIA aHadi3dy [Xepea KOHCTUTYLIMHOrO IpaBa, IIOAO 3AiliCHEHHA
npaBocyaasa Ta GOpMyJIIOBaHHA peKOMeHJalill [JiA NMOAO0JIaHHA BUABJIEHUX CUCTEMHUX IpoO0JieM, JIOTiKo-
IOpPUANYHNAN METOJ — [JIA BUABJIEHHA CTaHy NOTPUMAHHA CyAOsAMU Y opraHamu ITy06JIidHOI Bjaau OCHOBHUX
3acaj KOHCTUTYLIMHOTO JlaAy YKpaiHu, Ta 3Q4iMCHUBIINA aHaJli3 IOPUAUYHOI MPAKTUKU, 3’ACYyBaId HasABHICTh
PpO36iXHOCTel y pO3yMiHHI IOpHUAUYHOrO 3MICTy MPUHIUITY BepXOBEHCTBA IpaBa Iif] yac 3AiYiICHeHHs IPaBoCy A, a
OTXe, HEOJHAKOBOT0 HOT0 3aCTOCYBAaHHS, Ta BUABWJIU ABi CCTEeMHi ITpobeMu. OHAa 3 HUX BUHNKJIA BHACIIiIOK
HeoAHO3HayHoI no3ullii BepxosHoro Cyly CTOCOBHO TOT0, ITI0 HOTapiyc He Moxe OyTH BigoBifaueM y clipaBax
3a HEe3aKOHHO BUYMHEHi BUKOHABYi HAINCH, a iHIIa, HAaBMaKW, iCHY€e Yepe3 irHOpyBaHHA opraHamu Iy0JIidHOI
BJIaaY, L0 YIOBHOBaXeHi 3abe3neuyBaTH COLiaJIbHUM 3aXWUCT HaceseHHs, pimieHb KoHctutyniliHoro Cyny
Yxkpainu Ta BepxoBHoro Cyzay. 3anporoHOBaHa CTaTT:A € pe3yJbTaTOM aHaJli3y BUOKpeMJIEHUX KOHKPETHUX
MPakTUYHUX acCleKTiB, IO € pe3yJbTaTaMM 3[OiiICHEHHA CYJOUYMHCTBa B YKpaiHi, BUABJIEHHA B CYJOBIl
MPaKTUI]i CHUCTEMHUX Npo0JieM, IO BIUIMBAIOTh HA OLIiHKY KOHCTUTYLiOHAJIi3My, IK KOHCTUTYIiIHO-ITPaBOBO1
peasibHOCTi. ABTOpH aKI[eHTYI0Th Ha HeOOXiAHOCTI HiJIBUINIEeHHA MPaBOBOl KyJIbTyPH Ta IIPaBOCBiJOMOCTi He
JIWIIe 3arajoM y CyCIiJIbCTBI, a lepeAyciM cepef I0PUCTiB, 1[0 MOXJIMBE 32 YMOBU IOE€HAHHA B OCBITHBOMY
npotieci HAOyTTA HaxoBUX i MPAKTUYHUX KOMIIETEHTHOCTEH 3 BUXOBAHHAM fAK JIIOJICBKUX, TaK i mpodeciiHux
sAkocTrell. [IpakTU4yHa 3HAUYYIIiCTh pOOOTH MOJIATAE B KOMILJIEKCHOMY PO3TJIAl aKTyaJIbHUX TUTAaHb 3AiHCHEHHA
NpaBoCyAAs B YKpaiHi 3 TpaKTUYHOr'0 Ta TEOPETUYHOTrO MOTJIANY
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m Abstract. The relevance of the research is conditioned upon the fact that nowadays, in the practice of
psychophysiological research, polygraph examiners are increasingly faced with the phenomenon of opposition
from the subjects, who thus try to distort or distort the results obtained through using instrumental methods
of psychodiagnostic. The purpose of this research is to highlight and analyse the various ways in which
insincere persons can counteract these studies and the signs that indicate their use. The main components
of the methodological toolkit are the dialectical method of scientific knowledge of real phenomena and
general scientific and special methods of polygraphy. The author substantiates the techniques and methods
of counteracting psychophysiological research by using a polygraph through the relevant signs that indicate
them. It has been established that currently, the most common forms of counteracting psychophysiological
research using a polygraph are physical (mechanical) methods that have external physical manifestations
through the targeted mechanical action of the person under investigation and perform a distracting function
from the instrumental testing procedure. The author considers physiological methods that involve a change
in the examinee's psychophysiological state through the effect of excessive physical activity on the body
performed or applied on the eve of a polygraph examination, which causes fatigue or demonstrates exhaustion
of human strength. It was noted that, based on the identified signs and methods of counteraction, the polygraph
examiner decides on the time of postponement of the examination procedure or further refusal to conduct
it. The practical significance of the work consists in the fact that the methods of counteracting the research
procedure, and signs of psychophysiological reactions used by insincere individuals, substantiated in it, will
avoid errors in the work of a polygraph examiner, and will obtain a high level of reliability of the results of
research using a polygraph

m Keywords: lie detection; polygraph examiner; polygraph examination; psychophysiological reactions;
concealment of information; deception; experiment

= Introduction

The level of demand for psychophysiological exami-
nations using a polygraph in various spheres of life
(both in the private sector, business, and law enforce-
ment) is currently growing rapidly. The widespread
use of polygraphs in the modern world to conduct
special studies based on them to clarify specific facts
of events in a person's life and activities demonstrates
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their importance in making specific decisions by the
initiators of these checks. Therewith, not all persons
who are referred for this procedure complete it. The
reason for this is the insincerity of individuals when
answering specific test questions posed by a poly-
graph examiner, which allows them to record such
reactions using a special scientific and technical de-
vice — a polygraph — and evaluate them as false. To
achieve this goal, candidates for the polygraph exam-
ination procedure try to resort to tricks to bypass the
polygraph, using various techniques and methods of
influencing their bodies. It is the so-called opposition
to the research procedure. Modern polygraph prac-
tice knows various forms of opposition from insin-
cere people, which polygraph examiners emphasise
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when conducting special tests of candidates for re-
search. However, practice demonstrates that these
methods of counteraction are not sustainable, they
are constantly changing, improving, and new ones
appear, which confirms the relevance of exploring
the theoretical and applied foundations of the phe-
nomenon of countering lie detection in the light of
the requirements of the times. In addition, there is a
significant necessity to find new and optimise existing
ways to prevent such counteraction.

In theory, there is a distinct, specific division
of different methods of their use, according to the
relevant signs for detecting them, since this adversely
affects the behavioural activity of a person, their
psychological and physiological state, and impedes
concentration during a polygraph examination [1].
Emphasising the phenomenon of opposition to the
polygraph procedure allows polygraph examiners to
better understand the intricacies of the human psy-
che and physiology, which is reflected in the reflex
activity and response of individuals to test ques-
tions during this study. The scientific originality
of the study is in the classification of countermeas-
ures and the author's characterisation of the signs
of their use by an insincere individual, which will
minimise in practice the situations of uncertainty in
decision-making by polygraph examiners, and avoid
mistakes in determining the state of a person who
has voluntarily agreed to a psychophysiological ex-
amination with using a polygraph, but who deliber-
ately prepared and committed deliberate deception
during this procedure.

Considering the above, the study involves per-
forming several tasks, namely:

— to cover the essence of the phenomenon of
resistance to conducting psychophysiological poly-
graph examinations using disingenuous individuals
who undergo the procedure to deliberately distort or
misrepresent the results of the process;

— to provide a detailed description of ways
to counteract the conduct of psychophysiological re-
search using a polygraph;

— to identify signs that indicate opposition to
the polygraph procedure;

— to propose one of the possible variants of
tests for interviewees that can be used by practical
polygraph examiners to identify signs of resistance
to psychophysiological research using a polygraph.

The purpose of the study is to reflect the fun-
damentals of the existing phenomenon of opposition
to psychophysiological research using a polygraph
by insincere persons undergoing this procedure, to
avoid problematic situations for polygraph examin-
ers when analysing and evaluating the reactions ob-
tained, which are reflected in the form of curves on
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computer polygraphs, and to ensure the objectivity
of the results of the research performed.

m Literature Review

Over the years, well-known scientists and polygraph
researchers have devoted attention to this issue. For ex-
ample, C. Honts [2], exploring attempts to impede tech-
nological procedures for assessing the reliability of such
studies, proposes a theoretical model to explain the
mechanism of effective countermeasures, the definition
of which, in his opinion, is explicitly connected with ap-
proaches to the central nervous system. The well-known
psychophysiologist J. Matte emphasises the measure-
ment of the autonomic nervous system in his work “Fo-
rensic psychophysiology using the polygraph: Scientific
truth verification, lie detection” [3], which highlights
the mental, physical, and pharmaceutical countermeas-
ures that polygraph subjects can use to “deceive” the
device by changing “normal” physiological reactions.
In this context, attempts to bridge the gap between
outdated practices and proven testing and analysis pro-
tocols are being made by D. Krapohl & P. Shaw [4]. By
analysing the practice of evidence-based polygraphy,
they propose alternative technologies and methods to
increase the reliability of these studies. Finding methods
to improve the accuracy of the results is the subject
of J. Swiec [5], who highlights the theoretical aspect
of using the brain-computer interface in lie detection.
Other researchers [6] propose a new solution to this
problem by using artificial intelligence systems.

The results of practical research in this area are
essential for highlighting the issue. Thus, the work
of M. Stevenson & G. Barry [7] describes the results
of their field research on the impact of breathing ex-
ercises performed before testing on the test results.
Therewith, E. Mac Giolla & T. Luke [8] present the
results of applying a cognitive approach to improve
the ability to recognise lies. Instead, M. Pishghadam,
H. Raoufian & A. Gazerani [9] describe the evalua-
tion of a lie detection system by nonlinear analysis
of electro-oculography signals. The theoretical foun-
dation of the problem of counteracting psychophys-
iological testing is complemented by experimental
studies by K. Suchotzki & G. Matthias [10] on the
identification of behavioural and autonomic correlates
of deception, in particular, in the context of the impact
of adverse motivation on them.

A comprehensive analysis of using countering
polygraph examinations is provided by the scientific
work of the prominent American psychophysiologist,
psychologist and psychogeneticist D. Lykken “Blood
Tremors: The Use and Abuse of Lie Detectors”, dated
back to 1981, in which the author emphasises the
strengthening of responses to control questions when
assessing physical countermeasures [11].
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However, the relevance of exploring this phe-
nomenon of counteraction has not been abandoned
to this day. In recent years, the field of lie detection
has seen a trend toward technological progress from
the classic polygraph to neuroscientific brain imag-
ing, which was the subject of the work of B. Paul,
L. Fischer & T. Voigt [12]. The modern scientific
literature presents the results of exploring the spe-
cifics of concealing information through using spe-
cific methods of counteraction during polygraph ex-
amination by persons with different types of mental
health: A. Uchaev & Y. Alexandrov [13] even identify
the specific features of information concealment in
the process of polygraph testing of persons with an-
alytical and holistic types of mental health, which
generally demonstrates positive results. A group of
researchers with the participation of Hyeon-Gi
Hong [14] focuses on exploring the psychophysio-
logical reactions of people with different psychopath-
ic tendencies to the hidden information test.

In scientific works on this subject, the issue of
counteracting psychophysiological research by using
a polygraph is considered fragmentarily, in the context
of the relevant subjects of research.

= Materials and Methods

The methodological tools of the study correspond
to the outlined purpose of the research and the sub-
ject. The most popular is the dialectical method, in
particular in the context of the relationship with the
theory and practice of reflecting the content of the
phenomenon of opposition to psychophysiological
research by using a polygraph, which is used by in-
sincere persons undergoing this procedure, who pur-
posefully use it to distort or misrepresent the results
of such a research process. In addition, general scien-
tific methods were used, such as analysis — to process
the array of existing information on the phenomenon
of counteracting psychophysiological research using
a polygraph; synthesis — to present an idea of the mental
and physiological processes occurring in the minds
of the persons under investigation using a polygraph
under the influence of various drugs, precursors or
any adverse actions taken by insincere individuals to
circumvent the polygraph; generalisation — to system-
atise and evaluate the available results of polygraph
examinations, which, through the relevant features,
indicate that persons use appropriate techniques or
methods to counteract psychophysiological examina-
tions using a polygraph for their benefit. These meth-
ods allow for establishing algorithms for detecting
deception and counteracting the research procedure,
which is frequently used by individuals in the poly-
graph procedure to circumvent the polygraph by dis-
torting or misrepresenting the results obtained with
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its help. These methods were used at all stages of the
study, in particular, when defining the scientific prob-
lem, setting the purpose and objectives of the study;
detailing the content of the information presented,;
analysing innovations and providing proposals for
the application of modern approaches to displaying
results, techniques and methods of counteracting
psychophysiological research using a polygraph.

The theoretical foundation of the research was
the results of exploring the materials of modern
Ukrainian and international polygraph practice. The
research is based on the innovations of Ukrainian and
international scientists and polygraph researchers,
who reasonably prove the necessity of exploring the
phenomenon of counteracting psychophysiological
research using a polygraph and suggest optimal methods
for such research.

The empirical foundation of the study is interna-
tional data published in the official documents of the
American Polygraph Association [15] as the founder
of key design in the development of the polygraph
process, which devotes considerable attention to the
quality of psychophysiological research using a poly-
graph and the evaluation of the results obtained with
its help.

= Results and Discussion

1. The essence of the phenomenon of opposition to the
procedure of polygraph examination. A prominent
place in modern practical polygraphy is occupied by
the phenomenon of opposition to the process of ex-
amining by persons undergoing this procedure. This
category is defined as a deliberate, purposeful action
on the part of a person undergoing a psychophysio-
logical test using a polygraph designed to distort the
results of this research procedure. Thus, counterac-
tion includes a specific adverse effect that a person
deliberately uses in the psychophysiological research
procedure to distort, misrepresent, alter, or conceal
important information for the customer - the so-called
initiator of the research.

Thus, it is a specific purposeful activity that can
directly or indirectly influence the course and results
of a polygraph examination and distort the results
of this activity. Note that both computer polygraphs
and various behavioural reactions can indicate oppo-
sition. After all, the test subject can resist during reg-
istration, pre-test, or post-test interviews. Therefore,
the detection of such facts is difficult and complex. It
is usually difficult for people to recognise deception
by observing someone's behaviour or listening to a
person, and theorists are constantly trying to establish
comprehensive reasons for this [16]. Although in recent
years there have been trends to shift the attention
of polygraph examiners from observing non-verbal
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behaviour to analysing the content of speech [17],
the introduction of qualitative test formats, designed
as targeted techniques [18], researchers are now
unanimous in the fact that there are no simple verbal
signs of deception that can be detected by people,
nor is there a universal research strategy [19].

The issue of counteracting research by using
a polygraph is not new to the theory and practice
of the polygraph process. Attempts to “deceive” the
polygraph began from the very beginning of the in-
dustry's inception and development, as “what can be
invented can be circumvented” [20].

2. Methods of counteracting the polygraph exam-
ination procedure. In the context of the problem ex-
plored, notably, first of all, the factors that affect the
objectivity of the results of the psychophysiological ex-
amination of persons using a polygraph. They play a
key role in informing the person about this research
procedure and its specific features. Thus, due to the
possession of relevant knowledge, the person being
explored has the opportunity to resort to a specific
method of counteracting the objective research result.
International practices of the polygraph examination
process call them countermeasures rather than meth-
ods of counteraction. They refer to this interpretation
based on its definition in the American Polygraph
Association's (APA) Glossary of Terms, which states
that counter-measures are usually methods used to
mislead the observer [21].

In this context, the polygraph examiner con-
ducting the research is considered an observer. Such
methods of counteraction are both overt (detection
of which does not require additional checks) and covert
(can be detected only through additional checks).

Concerning their identification, the world's
leading scientists and researchers in the study and de-
velopment of polygraphs have implemented various
constructions of countermeasures that were organ-
ised into appropriate forms (classes, types, groups).
The most common classification is the one proposed
by D. Krapohl [22], which combines four classes:
physical, psychological, pharmacological/chemical
and behavioural measures.

In the author's opinion, it would be more ap-
propriate to terminologically call them not counter-
measures, but the phenomenon of counteraction.
This phrase is more capacious, as it includes the
broader meaning of a particular action, namely, the
process and method of using something that causes
an adverse reaction in an individual to achieve the
purpose. In addition, it is advisable to develop ways
to define the phenomenon of counteraction not by
classes, but by types or groups, as a narrower under-
standing of the essence of filling them with content.

Considering the achievements of Ukrainian and
international empirical practice of polygraph exami-
nation, based on a thorough analysis [1, p. 228-249],
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all the ways insincere persons can counteract this
study can be divided into six groups (Fig. 1).

Ways to counteract conducting
psychophysiological studies using a polygraph
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m Figure 1. Classification of methods for conducting
psychophysiological examinations using a polygraph
Source: developed by the author based on research
by O.I. Motliakh [1]

Consider these methods in more detail.

2.1. Physical (mechanical) methods of coun-
teraction. These are the methods that have external
physical manifestations through directed mechanical
action by the examined person. On the one hand,
they are simple psychophysiological reactions, and
on the other hand, they are difficult for a polygraph
examiner to detect, as they are very similar to the nat-
ural physiological reactions that occur in examinees
when they are asked questions and provide answers.
Physical (mechanical) methods of counteraction are
usually resorted to by straining a specific muscle
group of the arms, legs and other parts of the body,
and by mechanically pressing the limbs together or
against adjacent parts of things and objects to cause
physiological pain and unpleasant reactions that can
distract from the polygraph examination procedure [1].
This type of method includes actions related to clench-
ing the lips, clenching the teeth, biting the tongue,
cheeks, etc. Frequently, to use physical methods of
opposition, a person uses various small improvised
objects, such as pins, stationery buttons, snaps, which
are placed in shoes, clothing items and pressed at
the right time to cause pain (sensations). In addition,
they wear related things: rings, jewellery, and hair
clips that squeeze or rub on a particular part of the
body, making the person being examined uncomfort-
able and diverting their emotions to other things. Oc-
casionally, uncomfortable (tight) clothes and shoes
are worn for this purpose, which adds to the problem
by being too small, compressing parts of the person's
body, causing irritability or increased emotional arousal,
which is designed to interrupt the insincere person's
excitement in answering questions.

A fairly common way of physical (mechanical)
counteraction is to change the rhythm of breathing. It
is the only one of the physiological indicators recorded
by the polygraph. This method is used by persons
who do not have knowledge of the technical capabilities
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of the polygraph and are convinced that reducing
breathing or, conversely, increasing its frequency
will flatten or suppress the physiological reactions
they detect. However, a change in breathing demon-
strates a specific change in its indicators. For exam-
ple, the intensity of the increase in respiration, which
is not inherent in the normal human rhythm, results
in hyper- or hypoventilation and the appearance of
breath-holding (apnea) or deep breaths [21]. There-
with, relatively stable synchronous changes in heart
rate and blood pressure are triggered. Individual deep
breaths, both after verification and control questions
and at other points during the test, prolonged breath-
holds, or unstable, “ragged” breathing. In addition,
it can be an artificial modification of breathing pa-
rameters for inhalation and exhalation, a decrease or
increase in its frequency (for example, frequent shal-
low breathing). Other breathing parameters can be
deliberately changed, such as the ratio of inhalation
and exhalation times, and long pauses between them.
Counteraction using the breathing method requires
a sufficiently high level of self-control and does not
always affect the overall result of a psychophysio-
logical examination using a polygraph. Respiratory
rate without the appropriate emotional mood of the
individual changes other vegetative indicators with
a significant delay, which is associated with chang-
es in the level of gas metabolism in the body. When
a person breathes rhythmically, emotional changes
occur smoothly and are associated with other psy-
chophysiological indicators and do not demonstrate
sharp fluctuations in respiratory amplitude.

2.2. Physiological methods of counteraction.
These methods involve changing one's psychophysio-
logical state for a long time in such ways as exces-
sive physical activity (immediately before the study),
prolonged fasting, exhaustion due to sleepless nights,
etc. [1]. These countermeasures are specific, as they
cannot always be detected visually, let alone verified
in any other way. Excessive physiological exertion by
a person on the eve of the study can cause muscle
crepitation, pain, or physical ailment. Combined, this
will cause the examinee to become lethargic or, con-
versely, irritated, which adversely affects the quality
of the polygraph examination using a polygraph. A
person in this state will demonstrate atrophy to
everything that surrounds them and what happens
to them. Physiological reactions in this state will be
minimal, even in issues that are significant for the study.

Prolonged fasting and lack of sleep on the eve
of the examination will cause one of the following
conditions: lethargy, inattention, or indifference.
Considering the time duration of such research, the
person will fall asleep, and their physiological reactions
to the activity will be minimal.

Drinking a significant amount of fluids before
the procedure to stimulate frequent urination is one
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of the physiological ways to counteract it. The sub-
ject ultimately concentrates not on the polygraph
procedure but on meeting a physiological demand. In
this case, the specialist frequently has to take breaks
in the investigation, after which the person requires
time to restore their emotional state and fully return
to the working rhythm. It complicates the polygraph
examiner's work, and after clarifying the reasons for
the frequent stops and low participation of the ex-
aminee in the further conduct of the examination, it
can be terminated or postponed to another day and
time. If this syndrome is repeated next time, it can be
confidently stated that one of the physiological meth-
ods used by the person to counteract such research is
used.

2.3. Mental methods of counteraction. Methods
of this group involve changing the functional state
of the person under investigation using a polygraph
when the body's reactions to a stimulus (irritant) are
artificially suppressed. Psychological methods are
based on the tight connections established between
human mental health and its physiology. The human
body is unique in its ability to selectively reflect both
external and internal factors. Thus, the body can ac-
tively respond to only those stimuli that it actualises
out of the many stimuli that affect it simultaneously,
and vice versa, ignoring the rest of the stimuli that
are not important to it. It allows for a purposeful and
active influence on the physical and mental state, se-
lectively orienting the reflective function of the mental
to specific external or internal factors. A person can
actively use this property in the course of polygraph
examinations, setting a specific purpose. From the
standpoint of psychological analysis, a psychophys-
iological examination using a polygraph is stressful
for a person, since the purpose is complex (to hide
certain information with words and behaviour and,
therewith, not to “give away” a physiological reac-
tion) and the person's behaviour is determined by
poly-motivation. In this context, experts in this field
argue that “such dichotomous states as hypertrophied
interest or complete indifference to the testing situ-
ation adversely affect and distort the entire procedure,
as the higher the level of motivation, the more pro-
nounced the reactions and vice versa, the lower the
level of motivation, the less pronounced the indica-
tors are (over-motivation increases the level of ac-
tivity and tension excessively, resulting in undesira-
ble emotional reactions such as anxiety, excitement,
stress, frustration, etc. and unmotivated causes apathy,
boredom, indifference, passivity, etc)” [23].

In addition, the motives can be more or less
opposed to each other, i.e., there is a “struggle of mo-
tives”. This phenomenon can throw a person off bal-
ance for a while and cause a more pronounced stress-
ful state than during a regular survey. The “internal
disorder” can be eliminated by searching for an
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additional motive that would allow a person to make
a final decision about the form of behaviour. In such
conflict situations, the greatest difficulty is in devel-
oping an additional motive, which frequently results
in a refusal to master the situation and a passive sub-
mission to the course of events. Such a situation can
be avoided by using mental self-influence designed

to control emotional and autonomic reactions, which
can be used by the person being examined on a poly-
graph. The most common psychological methods of
counteraction are imagery, hypnosis, biofeedback,
placebo, rationalisation, dissociation, mental stress,
personality traits, and mental disconnection [21].
Their detailed characteristics are presented in Table 1.

m Table 1. Mental methods of counteracting psychophysiological research using a polygraph

Imagination

A sensory-visual image of objects or phenomena of reality that is stored and reproduced in the human mind
without their actual impact on the senses. This refers to the process and result of the mental reproduction
of images of objects and phenomena that do not affect the human senses at a particular moment [21]. The
individual is immersed in memories that can evoke positive emotions, and their physiology enters a state
of calm

Hypnosis

A temporary state of consciousness is defined by sharp concentration and susceptibility to suggestion. It is
frequently compared to ordinary short-term sleep, but this is not the case, since the state of hypnosis occurs
as a result of the special effects of the hypnotist or purposeful self-hypnosis, unlike natural sleep [21, p. 43].
The outcome of successful hypnosis depends both on the skills of the hypnotist and on the hypnotisability of
the subject and the characteristics of their body. People who are in a state of hypnosis retain their memory,
but in this state, they do not lose the ability to lie or resist the suggestion

Biological
feedback

A set of physiological, preventive and therapeutic procedures during which a person is provided through an
external feedback loop, organised mainly using a microprocessor or computer equipment, with information
about the state and changes in particular physiological processes [21, p. 11]. To some extent, this kind
of biological feedback is used by a polygraph examiner when presenting a stimulating test to the subject
by their first or last name, using the method of known falsehood. Knowing about this method from other
available sources, the person tries to use it to influence their physiological indicators by observing the graphs
of a computer polygraph in real-time

Placebo

This method of counteraction is multidirectional in its application. It is used, for example, during drug trials
to prevent psychotherapeutic effects. It is a change in a person’s state due to their belief in the efficiency of
the probable impact of a specific neutral thing, and the brain, through self-hypnosis, adjusts its work rather
than the work of other organs [21, p. 64]. Unscrupulous subjects of polygraph examinations demonstrate
their awareness of the procedure, but their minds are elsewhere, drawing distracting pictures of the past in
their imagination

Rationalisation

The unconscious desire of an individual to logically justify their ideas and behaviour even when they are
irrational. Rationalisation serves as a mechanism of psychological defence, in which only that part of the
perceived information is used in a person’s thinking, and only those conclusions are drawn that make one’s
behaviour appear well controlled and not contrary to objective circumstances [21, p. 71]. The rationalisation
is an attempt to establish harmony between the desired and the actual situation, i.e. to explain behaviour
that is not explained by an objective analysis of the situation, or an attempt to justify a failure or mistake

Dissociation

A mental process that belongs to the defence mechanisms of the mental system. It involves distancing oneself
from unpleasant experiences: a person begins to perceive what is happening to them as if it were happening
to someone else, not to them personally [21, p. 28]. A person can resort to dissociation already during the
interview before the survey

Mental stress

Mental stress involves a prolonged mental workload and directly affects mental activity, as it can impair the
functions of memory, thinking, attention, and perception [1]. Excessive brain activity causes tachycardia,
increased blood pressure, changes in the electrical activity of the heart muscle and brain, and increased
pulmonary ventilation and oxygen consumption. The long-term process of such functional changes in the
body causes the development of inhibitory processes in the central nervous system, a decrease in attention,
and fatigue, which complicates the procedure for conducting a polygraph examination

Features
of the ndividual

A set of personality traits determined by a person’s social nature. Each of the subjects is primarily a subject
of socio-cultural life, which is developed in the context of social relations, communicative interaction,
and subject activity. By engaging in specific cultural, historical, and other relationships, a person acquires
specific individual characteristics that indicate a tendency to oppose polygraph examinations [1]

Imaginary
disconnection

The most effective way of suppressing psychophysiological reactions is when a person tries to completely
ignore the content of the questions and answer them automatically, switching their attention to some real
or fictional object [1]

Note: compiled based on the analysis of scientific encyclopedic literature and the author's practical research

2.4. Pharmacological methods of counteraction.
These methods are the result of using some pharma-
cological agents by the subject. An individual who
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has to be examined using a polygraph will try to con-
ceal some information from the initiator (customer)
of such a procedure, it is quite obvious that they can
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use pharmacological agents as a way to counteract
the examination. As a result, emotional tension is
reduced, and memory begins to suffer due to the
impaired functioning of nerve cells that enable the
storage and reproduction of information. The inten-
sive development of the pharmaceutical industry has
increased the range and possibilities of using drugs
that vary in time and effect, which remove people
from the normal physiological rhythm, depressing or
exciting their nervous system. This condition allows
them to be temporarily or permanently distracted
from pressing issues and demonstrate insincerity in
their actions and thoughts. Polygraph examiners use
a special test to determine the state of a person who
has voluntarily agreed to participate in a psycho-
physiological examination using a polygraph. Based
on its results, the polygraph examiner receives specif-
ic information about the candidate's condition. The
current practice of polygraph examination demon-
strates the presence of the following most popular
types of pharmacological drugs used to counteract
the relevant studies:

— antidepressants (Latin antidepressantia; Greek
anti — against + Latin depressus — depressed) (imi-
pramine, fluoxetine, citalopram, trazodone, etc.) are
psychotropic substances that can improve mood, relieve
tension, anxiety or stimulate mental activity. They
are commonly used to treat neuroses and mental dis-
orders [21]. A significant number of such drugs are
synthetic, using which can cause serious side effects
on the human body, and their use should be per-
formed under close medical supervision. In the case
of an overdose of antidepressants, a hyper reaction
to a stimulus question is possible, even including the
appearance of non-decaying curves on computer poly-
graphs. Two states are possible: the first is when the
skin-galvanic response curve is within the normal
range, but one of the stimuli activates its state of con-
tinuity. The second condition is when, in the case of
an increased dosage or overdose of stimulant drugs,
a “pendulum” phenomenon can be observed even
when the “background” is recorded. Unfortunately,
the presence of this phenomenon cannot serve as a
ground for a polygraph examiner to decide whether
the examinee will oppose the procedure, as it may be
a normal reaction to their weakened nervous system.
Using antidepressants will necessarily be reflected in
computer polygraphs, as the graphs of the curves will
change due to an increase in heart rate, which will
cause the human body to quickly fatigue. Cardiac
arrhythmia, dizziness, severe headaches, increased
sweating, increased body temperature, body trem-
ors, impaired coordination, and nausea are possible.
The external signs of the examined person will be
evident, which will affect their increased emotional
arousal or, on the contrary, a decrease in reactions
to activity and loss of interest in everything around
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them. Excessive anxiety, irritability, unusual coordi-
nation of movements, gestures, illogical statements,
etc. can occur;

— barbiturates (Lat. barbiturate) (barbamil, veronal,
papaverine, luminal, etc.) are hypnotic drugs, called
hypnotics. The action of barbiturates is designed to
depress the central nervous system. They are com-
monly used in medicine as sedatives, hypnotics, and
anticonvulsants [21]. Depending on the purpose,
these and other types of such drugs are divided into
groups of the ultra-short, medium, and long-acting.
Considering their availability on the market, they
can be used for purposes other than their intended
ones, including as a possible pharmacological method
of counteracting a psychophysiological examination
using a polygraph;

— neuroleptics (Greek: vevopov — nerve, nervous
system; Greek: Ayyn — abstinence) (aminazin, tizerzin,
leponex, melleril, etc.), the purpose of which is a calm-
ing effect. Like barbiturates, drugs of this group are
used for medical purposes, but their availability al-
lows for non-medical use, which is used by unscrupu-
lous candidates for polygraph examinations for a spe-
cific purpose [21]. The result of using neuroleptics is
a decrease in the patient's reactions to internal and
external stimuli, which is reflected in a decrease in
affective tension, suppression of irritation and fear;

— analgesics (from the Greek 4v — without,
against + dAynoic — pain) (analgin, ibuprofen, pen-
tazocine, etc.), or painkillers, is a drug of natural,
semi-synthetic or synthetic origin intended to relieve
pain — analgesia. The principle of action of this group
of drugs is based on blocking the human central nerv-
ous system, which significantly complicates the poly-
graph examiner's psychophysiological examination
using a polygraph [21]. An overdose of these drugs
can cause dizziness, weakness, headaches, euphoria,
and even hallucinations in the subject. Physiological
reactions of a person under the influence of analgesics
are unpredictable and even in some cases inadequate;

— tranquilisers (from Latin tranquillo — to calm)
(elenium, seduxen, nozepam, phenazepam, etc.) are
psychotropic drugs that can eliminate or mitigate
neurotic manifestations, fear, anxiety, emotional
stress, sleep disorders. They distinguish themselves
from other similar pharmaceuticals, such as neuro-
leptics and antidepressants, by the absence of pro-
nounced side effects and are well tolerated by their
users [21]. Their action is targeted at the subcortical
areas of the central nervous system of individuals,
and the result of using tranquilisers is well reflected
in computer polygraphs. Thus, they can reduce the
frequency and amplitude of the respiratory curve,
pulse rate, and amplitude of the skin reaction but
do not disturb the ratio of response to neutral and
meaningful questions. This allows differentiating re-
actions from any test format. Persons who had taken
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tranquilisers in therapeutic doses on the eve of a
psychophysiological examination using a polygraph
demonstrated clear reactions that were reflected in
the curves of computer polygraphs and did not affect
their decoding by polygraph examiners. However,
their adverse effects on the human body exist and
demonstrate the process of reducing the “activity” of
the centres of the reticular formation, limbic areas of
the brain, and as a result, the overall activity of the
cerebral cortex. An overdose of tranquilisers causes
adverse reactions in the form of calmness, reduced
anxiety, fear, euphoria, or drowsiness, which thereby
reduces the quality of the polygraph examination;

— opiate group drugs. A drug (from the Greek
narkoticos — one that causes numbness; dizziness) is a
substance of natural or artificial substances that can
cause physical dependence due to the replacement
of one of the substances involved in natural metabo-
lism, and mental dependence. Opium - a potent drug
obtained from sun-dried milky juice extracted from
unripe capsules of the opium poppy (Papaver som-
niferum). Contains about 20 alkaloids. In conven-
tional medicine, due to its high content of morphine
alkaloids, it was used as a powerful painkiller. In
general, narcotic drugs affect the nerve centres of the
brain and can produce mood elevation or excessive
drowsiness, morbid, unusual cheerfulness — euphoria,
and sometimes impaired consciousness. Therewith,
drugs of the opium group, which include natural and
synthetic substances containing morphine-like com-
pounds, are “sedatives” and inhibit the functioning of
the human brain. Using natural narcotic substances
of the opium group results in withdrawal symptoms,
which are expressed in anxiety, tension, or irritability.

2.5. Chemical methods of counteraction. They
can be divided into two groups. The first — as chemi-
cally produced narcotic drugs (cocaine, heroin, LSD,
amphetamines). The second - as chemicals for ex-
ternal and internal use (fatty acids that are part of
various cosmetic creams, formaldehydes, glues, de-
odorants) [21]. Both groups of chemicals are not
classified as medicines, although the development of
the medical industry does not exclude the possibility
of using for their own needs cocaine, heroin and
amphetamines, etc. Using chemicals causes several
problems both for human health and for the polygraph
examination procedure. In particular, they cause a
violation of the natural electrical resistance of the skin,
which reduces the sensitivity of impulses transmit-
ted from the body of the examinee to the polygraph
sensors, and then through the registration channel to
the computer polygraph. The application of various
chemicals to the palms and extremities of the hands
establishes a protective film invisible to the eye,
therewith, visible to the polygraph as an ultra-sen-
sitive scientific and technical device. The absence of
skin-galvanic reaction indicators on the computer
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polygraph curve sharpens the polygraph examiner's
attention to determine the real cause, which is either
a malfunction of the sensors serving this channel or
using an external chemical method by the examinee
to counteract such a testing procedure. No less prob-
lematic for conducting psychophysiological exami-
nations using a polygraph are chemicals used inter-
nally by unscrupulous individuals, including narcotic
drugs such as cocaine, heroin, LSD, amphetamines,
and household products such as glue, deodorants,
and solvents. Their use (sniffing) in the human body
causes an unpredictable reaction (excitement, inhi-
bition, rejection) and reduces the ability to perceive
information, remember and reproduce it.

2.6 Behavioural (communicative) methods of
counteraction. The term behaviour is a collective ge-
neric term. For polygraphy, the most significant in-
terpretation is that it refers to visible manifestations
of behaviour that can be observed and internal states
associated with external manifestations. Behaviour-
ism is one of the areas of psychology that replaced
empirical psychology and explains human behaviour
by mechanical, reflective acts in response to exter-
nal stimuli. Sociability (from the Latin cjmmunicabi-
lis — connecting, communicating) is a person's ability to
communicate and establish social ties, contacts, and
fruitful interaction with other people. Communicability
is a derivative of the word communication (from the
Latin communicatio — unity, transmission, connection,
message, related to the verb communico — to make
common, to communicate, to connect, derived from
the Latin communis — common) — a process of infor-
mation exchange between two or more persons, com-
munication through verbal and non-verbal means to
transmit and receive information.

From these concepts, behavioural (sociability)
is derived, which in polygraphy can be used by an
unscrupulous examiner as a way to counteract. It is
manifested in the attempt of such a person to influ-
ence the polygraph examiner and the assessment of
the results of the examination in a unique way. It can
be manifested in:

— an attempt to covertly influence the poly-
graph examiner by providing them with information
that is distracting from the subject of the examination;

- openly ignoring or sabotaging the rules and
process of conducting a polygraph examination;

- demonstration of untimely reactions of the
body (crying or laughing while the polygraph examiner
is familiarising themselves with the general rules of
this examination procedure), etc.

A significant difficulty in detecting behavioural
(sociable) counteraction iswhen a person usesmethods
of purposeful change in the functional state and actively
manages physiological and behavioural reactions.

A unique way of such counteraction is the
appearance of sharp pain in internal organs (heart,
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stomach, kidneys) or head, teeth, and joints with
a demonstration of moaning, shouting, crying, ges-
tures, unauthorised removal of sensors in the middle
of the test recording, etc. Such emotional and physical
movements appear in the examinees abruptly after
the start of the examination, when the polygraph
examiner starts asking questions that threaten their
condition, and before that everything was normal.
Admittedly, one should not state unequivocally that
this is a manifestation of opposition to the study, as
a sudden change in a person's health can occur, par-
ticularly in a situation of high emotional stress, but
one should not dismiss the human skill of disguising
oneself from a threatening situation. In this case, the
polygraph examiner stops the examination and, at
the person's request, reschedules it for another day
and time.

There are cases when, in the course of an ex-
amination that has already begun, people remember
their urgent matters and begin to put pressure on the
polygraph examiner, pushing them to accelerate the
completion of the testing procedure. The polygraph
examiner must demonstrate the firmness of character
and inform the examinee that they will listen to the
advice given to them, but they do not guarantee the
quality of their work, which can significantly affect
the assessment of the results obtained and the pos-
sibility of a mistake resulting from non-compliance
with the requirements of this procedure [24].

Situations of communicative influence on a poly-
graph examiner using psychological techniques in the
form of cajoling, bribery, and physical threats, includ-
ing blackmail and intimidation, are no exception. In
general, such forms of influence on a polygraph exam-
iner are legally punishable activities, and the exami-
nee is warned about them. In the event of any of the
above situations that complicate the process of further
conducting the examination, the polygraph examiner
stops the examination and informs the initiator (cus-
tomer) of their decision with justification.

Using any of the methods of counteracting
polygraph examinations by insincere persons demon-
strates the emergence of specific signs that can be
detected and expose the “tricksters”. In an attempt
to influence the objectivity of the results, a person
commits specific actions that leave appropriate traces
of reflection, which allow stating opposition to the
polygraph examination [25].

The resulting traces of reflection will manifest
themselves in different ways in each case, in particular:

— there can be a change in the behavioural re-
actions of the examinee, which is achieved by biting
the lips, pressing on the tips of the fingers and toes,
placing sharp objects under body parts, using nerv-
ous finger movements, artificial stuttering, delaying
answers (pauses) to questions posed by the polygraph
examiner or, on the contrary, their false start;
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— short-term switching of one's activity from
the research procedure to other vital processes, when
the physical presence of a person briefly replaces the
intellectual one. Thus, the person is present during
the research procedure, but their mind is elsewhere;

— replacement of one load with another (artifi-
cial replacement or artificial stimulation). Redistri-
bution of behavioural reactions from one activity to
another, in particular, replacing excessive physical
activity with using tonic drinks, foods, or drugs.

The above-mentioned countermeasures that can
be used by the examinees in the process of conducting
psychophysiological examinations using a polygraph
can be divided into two conditional groups in terms
of reflecting their features: a) direct mechanical action;
b) indirect (remote) activity process.

The features of the first conditional group of
countermeasures include:

— artificial change in respiratory parameters. An
artificial decrease in the depth or frequency of breath-
ing will necessarily result in forced breathing, which is
easily differentiated on the pneumogram curves. A poly-
graph examiner should be aware that the ratio between
inhalation and exhalation is a relatively constant value;

— counteraction with fingers. It can be performed
in different ways, for example, by pressing your fingers
on the surface of a table, the armrest of a chair, or the
knees. Prevention of this type of countermeasure
is based on the correct positioning of the subject's body.
Thus, the person should sit in a comfortable chair,
preferably in a chair specially designed for such studies,
with the hands partially hanging from the armrest.
This position deprives the examinee of the support
under the fingers, which in turn prevents them from
using resistance to the psychophysiological examination
with the polygraph;

— counteraction by biting the tongue. This
method is easy to track if the polygraph examiner's
testing methodology is such that it allows for a clear
record of the time the examinee responds to the ques-
tion (stimulus);

— counteracting by tightening the sphincter
muscles (“clenching” the anus). It is detected by using
special sensors to collect information, which is located
on the seat of the chair and act as a tremor cushion [1].

Signs of the second conditional group of coun-
teraction include:

— signs of a person's use of mental methods of
counteraction (adverse attitude to the examination
procedure; manifestation of distrust of anyone, even
the polygraph examiner; inducing adverse emotions,
etc.) The result of using mental coping techniques causes a
sharp drop in heart rate or blood pressure immediately
before the start of the questions and maintains them at
a low level throughout the test. The practical absence
of physiological reactions on a computer polygraph
during the test recording process is no exception;
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- signs of using pharmacological methods of
counteraction (when using sedatives and hypnotics;
taking stimulants; taking tranquilisers; using various sol-
vents (chemicals); using narcotic substances and their
precursors, etc.) The results of using pharmacological
countermeasures by the subject cause a significant
activity of their physiological reactions to questions
(stimuli) or, on the contrary, a sharp decrease in vi-
tal processes, including the appearance of apathy to
everything around them and the procedure for con-
ducting psychophysiological research using a poly-
graph, in particular;

— signs of short-term switching of their activi-
ties as a way of counteraction in the form of active and
passive physical processes. The first one — in the form
of tension of the individual's brain activity to control
their physiological reactions, which are designed to
block behavioural reactions to the questions posed
by the polygraph examiner. The second - as a passive
process of participation in the polygraph examination
procedure, when a person demonstrates a relaxed
state of their body by using relaxation techniques;

— signs of replacing one load with another as
a way to counteract the study (artificial replacement
or artificial stimulation). Artificial replacement of
physical activity by stimulating the trophic (nutritional)
function of the nervous system with appropriate foods,
drinks, drugs such as tea, coffee, cocoa, chocolate, tonic
drinks and tobacco products, and pharmacological
drugs, in particular: ascorbic acid, dibasol, ginseng
and Eleutherococcus prickly, Chinese Schisandra, neu-
rantine, phenamine, etc. To some extent, they stimu-
late the processes of the human body and cause an
increase in physiological reactions due to increased
blood circulation in the vessels and increased pressure,
short-term liveliness and activity of the individual,
and rapid recovery of the body. However, one should
be careful with their use, since when taking and using
such and other stimulants to improve mental perfor-
mance, it should be remembered that they stimulate
the body's reserves, but usually do not restore them.
Repeated use of these stimulants after some time will
no longer be able to give a positive result and will
cause the opposite effect [1] (Fig. 2).

If using drugs or substances that
have a stimulating effect

The frequency and depth of breathing increase, and the intensity
of sweating increases. Reactions to the questions asked are activated,
as indicated by the skin-galvanic reaction curve

In the case of using substances
that have a depressant effect on
the human body

Blood pressure, respiratory rate and heart rate decrease. There is a stable

ratio of inhalation and exhalation time (air volume). Sweating decreases,

inhibitory reactions prevail in the body, and there is a slight fluctuation
in the skin-galvanic response to all questions

In case of taking psychomimetics
(psychodyslexics
or hallucinogens)

Breathing becomes irregular. The amplitude of the skin-galvanic reaction
decreases. On the breathing curves, there is an increase in the amplitude

and frequency of breathing

m Figure 2. The main consequences of stimulant use

Source: author's development

The majority of polygraph examiners [9; 17;
19] in their practice frequently use both tests com-
mon in the world practice of polygraph examination
and tests developed by themselves to detect the re-
sistance of persons examined using a polygraph. The
test below is based on a search format and provides

preliminary information for further decision-mak-
ing [1]. A modification of this test is used, for exam-
ple, in the case of repeated testing, when the poly-
graph examiner could not decide based on the results
of the first examination due to suspicion of possible
opposition from the examinee (Table 2).

m Table 2. A sample test for detecting opposition to a polygraph examination

No. s/n

Test questions

Have you prepared to prevent me from checking you in any way today?

Have you prepared to deceive me in any way today?

Have you slept more than six hours today?

Have you received advice from professionals on how to deceive a polygraph?

Have you ever received advice on how to deceive a lie detector?

Have you ever received advice on how to deceive a lie detector?

N | |9 R W=

Have you been looking for ways to cheat on a polygraph online?
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Table 2, Continued

No. s/n Test questions
8 Have you read any special literature on how to deceive a polygraph? Did anyone train you to learn
) how to lie on a polygraph?
9. Have you used any drugs today?
10. Have you used any drugs in the last twelve hours?
11. Have you smelled anything illegal today?
12. Have you smoked anything illegal today?
13. Have you used any drops today?
14. Have you had any injections today?
15. Have you taken any pills today?
16. Have you taken any sedatives today?
17. Have you lubricated your fingers with anything today?
18. Have you used deodorants today?
19. Have you consumed strong alcohol in the last 24 hours?
20. Have you had any alcohol today?
21. Are you sure I'm easy to deceive?

Such specially prepared tests allow the poly-
graph examiner to understand the manifestations
of psychophysiological reactions of a person in the
process of conducting a polygraph examination who
demonstrates unstable physiological reflections of their
body, which can be a consequence of their purposeful
opposition to such a specific procedure.

m Conclusions

Modern practical polygraphy focuses on urgent and
problematic issues that arise in its field. One of them
is opposition to psychophysiological examination
using a polygraph, which is committed by insincere
persons who voluntarily pass such a procedure at the
initiative of the customer. This adverse phenomenon
should be thoroughly explored, and effective meth-
ods of counteracting its spread should be developed.
In this context, the category of counteraction is de-
fined as deliberate and conscious actions of the person
undergoing the audit designed to distort the results
of the said procedure.

It is noted that the counteraction is designed to
distort theresults of the studys, i.e., to change or conceal
the information sought by the initiator of the study.

The author provides a thorough analysis of the
existing techniques and methods of counteracting
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m AHOoTamisg. AKTyaJIbHICTh [OOCJIi[XKEHHs 3yMOBJIEHa THUM, IO B yMOBax ChOTOAEHHsS B IPAKTHUI
ncuxodiziosorivHnx AociifkeHb ¢axiBui-nosirpadosioru Aefasli dYacTillle CTUKATbCA 3 (HeHOMeHOM
MpOoTHAil 3 00Ky AOCIiAXXYBaHUX 0Ci0, AKi TAKMM YTHOM HaMararmThCA BUKPUBUTU a00 CIIOTBOPUTHU pe3yJIbTaTH,
OTpHMaHi Ha MiACTaBi BUKOPHUCTaHHA iHCTPYMEHTaJIbHUX METOMiB ICUXOAiarHOCTUKU. BUCBiTI€HHA 11 aHaIi3
pi3HUX cIoC06iB MPOTHIil TPOBEAEHHIO ITUX AOCJigXeHb 3 60Ky HelUpHuX ocib I 03HaK, AKi BKa3ymTh Ha IX
3aCTOCyBaHHA, i CTAHOBUTD MeTy Ifi€l HayKoBoO1 cTarTi. OCHOBHMMU CKJIAJOBMU METOAOJIOTYHOr0 iHCTpyMeHTapito
€ JliaJIeKTUYHUI MeTOoJ] HayKOBOTO Mi3HaHHA peaJibHUX ABUII, a TaKOX 3araJbHOHAYKOBi Ta clelliajibHi
MmeToau noJirpadoJiorii. OGrpyHTOBAHO MPUNOMU Ta COCOOU MPOTUAil MpOoBedeHHI0 NMcux0odi3iooriuHux
JOCJiKeHb i3 3acToCcyBaHHAM moJiirpada depe3 BiAMOBiAHI O3HAKH, SAKi Ha HUX BKa3ylTh. BCTaHOBJIEHO,
110 HYHI HaWMomupeHinmMu GopMaMu NpOTUil IPOBeAeHHI0 ICHX0()i3ioToriyHNX JOCITiKeHb i3 3aCTOCYBAaHHAM
nostirpada € ¢pisuuni (MexaHiuHi) ciocobu, AKi MalTh 30BHIIIHI Gi3NYHi BUABU Yepe3 CIPAMOBaHY MeXaHiuHy
Ji10 JOCIIiMXyBaHOI 0coOU Ta BUKOHYIOTh BifBOJIiKaiouy (YHKIIiI0 Bifl IpOIieAypH iHCTPYMEHTAJIBHOI [TepeBipKy.
PosryaHyTo diziosioriudi criocobwu, sKi mepeadavyaroTh 3MiHy JOCTIiIKyBaHOK 0COO0I0 CBOTO MCUX0(i3io0riyHOTO
CTaHy, 1[0 CIPUYMHEHO HaAMipHUM (Pi3MYHM HaBaHTaX€HHAM Ha OpraHi3M, BUKOHYBAaHUM UM 3aCTOCOBYBAaHKM
HarepeAoqHi MpoBeIeHHs MOJTrpadoJIOTiYHOr0 JOC/TiHKEHH A, 1110 BUKJIMKA€E BTOMY abo X JEMOHCTPY€E BUCHAXEHiCTh
CIJI JIIOAVHU. 3ayBakeHo, 1[0 Ha MifcTaBi BUABJIEHUX TaKUX O3HAK i cocobiB mpoTuAil noirpadoJior npuiiMae
pillieHHA L[0JI0 Yacy NepeHeCceHHA MpoleAypu JOoCTigkeHHA ocobu abo mogabInol BiAMOBU B il MPOBeAEHHi.
[TpakTHyHa 3HAUyLIiCTh POOOTU MOJIATAE B TOMY, L[0 OOIPYHTOBaHi B Hill crocobu NpoTupii mponenypi
MpoBeeHHA AOCJiKeHHA, O3HaKU MNCcuxodizioJoriyHuX peakiiii, 40 AKWUX BOAIOThCA HeIUpi iHAWBIAN,
CIPUATUMYTh YHUKHEHHIO IOMUWJIOK y po0oTi moJiirpadoJsiora, ogepXaHHI0O BUCOKOTIO PiBHA AOCTOBipHOCTi
pe3yJIbTaTiB IpOoBeeHHs AOCIiKeHb i3 3aCTOCYyBaHHAM noJiirpada

m KitiouoBi cJioBa: JeTekiiisa GpexHi; moJirpadoJior; mojirpadoJsioriuie mociimkeHHs; mcuxodiziotoriuni
peaxuii; mprxoByBaHHA iHpopMariil; oOMaH; ekcrepTusa
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m Abstract. Combating domestic violence has become a relatively recent issue. Compared to other criminal
acts, domestic violence has for many centuries been considered, by religious standards, traditions and customs
of peoples, a purely family affair. Despite all the adverse manifestations and consequences of such violence,
not all countries have criminalised such actions to the present day. Improving the process of investigating
domestic violence remains a challenge, even though significant progress has been made. The purpose of
the research is to explore and develop a structure for the forensic characterisation of criminal offences
related to domestic violence, which is the starting point for establishing an effective methodology for their
investigation. The research uses scientific methods (analysis, modelling and heuristic) to explore the methods
of investigation of various criminal offences, which resulted in determining the levels of forensic characteristics
of the criminal offences being explored and systematising its main and most significant elements. In addition,
the analysis of court practice has allowed the conclusion that during the pre-trial investigation, the facts of
the connection between a criminal offence and domestic violence are not established or procedurally fixed,
and therefore are not considered by the court. The investigator should strive to prevent such a situation.
From the very first steps of the investigation, it is necessary to establish and record the facts of systematic
violence in the family circle. And the knowledge of specific elements of forensic characteristics and their
correlations is the foundation for choosing the tactics of investigation, its qualified management and planning

m Keywords: investigation; method of commission; investigation process; procedural law; unlawful acts

m Introduction
Despite its long history, domestic violence is an un-
der-researched criminal offence, as criminal liability
for its commission in Ukraine appeared only in 2019,
and in many countries of the world, this offence is not
considered criminal, mainly in the East. Researchers
from the United States note that since the 1970s, inti-
mate partner violence has received increasing atten-
tion at the national and global levels in their coun-
try [1], but there are still gaps in this research [2].
Among the Ukrainian scholars who have ex-
plored this issue, the following should be highlighted:
I.A. Botnarenko [3], 1.V. Hloviuk [4], T.V. Ishchenko [5],
R. Kiflyuk [6], O. Pchelina [7], Yu. Slukhayenko [8]
etc. In addition, researchers from many other coun-
tries have devoted their studies to the prevention and
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investigation of domestic violence: T.E. Moffitt [9] —
UK, L. Eriksson [10] — USA, R. Erbas [11] - Turkey,
S. Caman [12] — Sweden, P.R. Vieira [13] — Brazil,
R. Shinwari [14] — Germany, etc.

The overwhelming majority of studies deal with
the psycho-physiological characteristics of the offender
or victim, the motives for committing domestic vio-
lence, the mechanism of conflict initiation, means of
preventing violence, rehabilitation and psychological
work with participants in domestic violence. However,
few people mention criminal offences committed
both during such violence and as a result of it. The
number of such offences is quite large - it is the mur-
der of intimate partners, forced marriage, sexual ex-
ploitation of both children and adult family members,
various types of fraud, torture and torture, cruelty
to animals and many other criminal offences related
to domestic violence. Thus, the issue of developing
effective mechanisms for organising and conducting
pre-trial investigations of such facts is relevant.

Scientific support of the pre-trial investigation
of criminal offences is essential for the organisation
and effective conduct of the investigation by the
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investigator, who transforms the results of scientific
analysisintoeffectiveinvestigative toolsand measures.

The concept of forensic investigation includes
forensic data at the beginning of the investigation in
a holistic approach to the case, reflecting all possible
data sets and information that can be relevant to the
investigation [15].

Accordingly, the purpose and objective of the
research are to identify and summarise the main and
most significant elements of the forensic characteri-
zation of criminal offences related to domestic vio-
lence which quantitatively and qualitatively define
such actions. It requires the identification of features
that qualitatively describe both the process of vio-
lence, its course and criminal outcome. However, the
identification of such signs will be important for the
pre-trial investigation only if their close correlation is
established, which is crucial both for the correct qual-
ification and for the choice of investigation tactics.
Thus, these elements themselves serve as the foundation
for the investigator to determine the algorithm of
actions from the first steps of the investigation.

m Literature Review

The study of the scientific establishment of the doc-
trine of investigation methodology and forensic
characterisation was based on the works of schol-
ars such as V.P. Bakhin [16], V.K. Veselsky [17],
I. Hora [18], A. Volobuev [19], A. Ishchenko [20],
L. Kerik [21], A.N. Kolesnychenko [22], V. Pyask-
ovskyi [23], B. Shchur [24], S. Cherniavskyi [25] etc.

Disputes over the very definition of “forensic
characterisation”, its structure, the number and weight
of its elements, and its practical significance for the
study of criminal activity to counteract and prevent
it continue to the present day. Disputes over the very
definition of “forensic characterisation”, its structure,
the number and weight of its elements, and its prac-
tical significance for the study of criminal activity to
counteract and prevent it continue to the present day.
However, the statement of V. Shevchuk [26], who in
his research concluded that the forensic characterisa-
tion of criminal offences should be explored depend-
ing on the type of offence, is appropriate. The author
states: “the forensic characterisation of crimes is not
a “forensic relic of the past”, it is not an “illusion” or
a “forensic phantom”, but a real scientific category of
forensics, which is based on the development of the
most optimal and effective methods of investigating
offences” [26, p. 64]. S.S. Cherniavskyi notes: “the
first and main structural element of the information
and cognitive model of any forensic methodology, the
core of its retrospective level is the forensic characteri-
sation of the offence” [25, p. 139].

In addition, notably, the vast majority of mod-
ern scholars (I. Hora [18], T. Ishchenko [20], V. Pyas-
kovskyi [23], B. Shchur [24], S. Cherniavskyi [25],
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O. Pavlyuk [27]) are unanimous in the fact that the
criminalistic characterisation is a fundamental ele-
ment in the development of the investigation method-
ology, but the opinions of scholars on the definition
of the very concept of criminalistic characterisation
vary. Despite the differences in the wording of the
definition of the subject matter of forensic character-
isation, differences in the development of its struc-
ture, its importance and its place in the structure of
the criminal investigation methodology, etc., these
authors argue that forensic characterisation should
serve and correspond to the practice requirements.

The primary requirement for the investigator's
activities during the pre-trial investigation is to obtain
as much information as possible, which is precisely
to agree with the position of V.A. Zhuravel [28], who
notes that it is the forensic characterisation which is
an information model and occupies a fundamental
place in the investigation methodology. The author
notes that, depending on the specific type of criminal
offence, its features form such an information model,
and the interrelation of these features forms the cor-
responding system. In addition, notably, the purpose
of a criminalistic characterisation is both to establish
and develop forensic versions and to establish the
evidence base [28, p. 213].

S. Cherniavskyi [25] defines the functional
purpose of a forensic characteristic in the presence
of a specific activity. The scientist refers to the gen-
eralisation of a significant amount of information
that allows asserting specific features inherent in a
particular type of criminal offence, with the estab-
lishment of correlations between them, provided that
a significant amount of criminal offence materials,
court decisions and sentences are processed and sys-
tematised [25, p. 145].

In agreement with this position, their work
will be used to develop a forensic characterisation
of criminal offences related to domestic violence. Af-
ter all, the rapid development of society, legislative
changes, intensification of activities to ensure the
rights and freedoms of citizens, and criminalisation
of specific violent acts establish the preconditions for
continuing research into improving the structure of
the forensic characterisation of some types of criminal
offences as a fundamental element of the criminal
investigation methodology.

= Materials and Methods

To achieve this purpose, general scientific methods such
as analysis and synthesis, induction and deduction,
analogy, and modelling were used. Using the method of
materialistic dialectic, the author explores the histor-
ical process of establishment, design and development
of both the concept of criminalistic characterisation
of a criminal offence and its structural elements. It,
in turn, allowed rejecting subjective perception and,
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based on criminal law characteristics, to identify levels
of forensic characterisation of criminal offences related
to domestic violence.

Using the dialectical method allowed for estab-
lishing and investigating the root causes and patterns
of the emergence of forensically relevant information,
the links between the sources of this information, and
the established elements of forensic characterisation,
and, as a result, establishing new elements that are
important for the pre-trial investigation process. In
addition, a specific sociological method was used to
summarise existing research.

The empirical foundation of the study is the
statistical data of the National Police of Ukraine [29],
data from the Unified Report on Criminal Offences
published by the Office of the Prosecutor General of
Ukraine [30], and data from the Unified State Regis-
ter of Court Decisions [31]. Thus, to identify new, es-
sential elements of criminalistic characteristics such
as “connection with administrative offences” and
“systematic commission of domestic violence”, the
methods of analysis and synthesis of materials from
judicial and criminal proceedings in this category of
cases for the period from 2019 to 2022 were used.

= Results and Discussion

With the development of society, which includes both
the improvement of the economic and social spheres
and the human rights sphere, new criminal offences
inevitably appear, as the improvement of the system
of protection of human rights and freedoms results
in the definition of actions that for many years were
considered purely private matters as violent and un-
lawful. It primarily concerns the sphere of family re-
lations. Considering the relative originality of domes-
tic violence-related offenses in the field of criminal
justice, there is a necessity to establish an effective
methodology for their investigation, which includes
research of the investigative, judicial and expert bases.

E. Orzhynska [32] rightly notes that the guide-
line for identifying and examining evidence in crim-
inal proceedings is the specific data that constitute
the system of forensic characterisation.

Speaking of criminal offences related to domes-
tic violence, when summarising forensically relevant
information to establish systemically dependent ele-
ments, difficulties arise due to the large array of both
the types of offences themselves and the specifics of
their elements. Such criminal offences have a com-
plex aggregate nature and a wide range of forensically
significant features at each stage of the manifestation
of violent acts, which in turn are characterised by in-
creasing manifestations, change and “improvement”
of the tools and means of committing criminal acts,
change in the attitude and attitude of the offender to
the event, and, accordingly, change and increasing
resistance to the perception of such a situation by the
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victim (author's conclusion). Thus, it is appropriate
to distinguish separate levels of forensic characterisa-
tion, which in turn will serve to establish and develop
micro methods for investigating criminal offences
committed as a result of domestic violence.

R.L. Stepaniuk [33] notes that establishing and
using correlations between elements of the forensic
characterisation of a specific group of crimes, when
solving problems of detection and investigation of
crimes is a laborious task. Similar difficulties arise
when researching criminal offences related to domestic
violence.

The issue of differentiating forensic character-
istics into separate levels is of practical importance
only when exploring criminal offences that have sig-
nificant differences in the mechanism of commission,
the degree of dependence between individual ele-
ments, and the weight and significance of established
elements. Thus, A.N. Kolesnychenko, V.O. Konovalova
& A.F. Volobuev distinguished full, incomplete and
general levels of criminalistic characteristics of of-
fences [19, p. 22-26; 22, p. 178; 34, p. 20].

S.S. Cherniavskyi [25], in addition to analyzing
the content of the scientific discussion in the litera-
ture on the classification of criminalistic characteris-
tics of crimes, considers it appropriate to classify the
levels of criminalistic characteristics using the philo-
sophical categories of “single”, “special” and “general”.
Thus, he refers to a specific object (phenomenon) or
process with specific inherent features, i.e. a specific
crime, as a single level. A special level includes a
specific group of criminal offences that are united in
a particular way and intent but have differences in
the mechanism of commission. And the last, broader
level is the general level, which covers the patterns
that arise during the commission of criminal offences
combined into a particular type or class [25, p. 144].

R.L. Stepaniuk [33], using the example of eco-
nomic crimes, provides facts that contribute to this
situation, which can be transformed into criminal of-
fences related to domestic violence. Thus, first, the
author indicates the connection between illegal be-
haviour and changes in the regulation sector. Such
changes force criminals to adapt to legal conditions,
inventing ways to commit a criminal offence, and
traces of the crime and other elements of forensic
characteristics change accordingly [33, p. 177]. Ac-
cordingly, the fight against domestic violence and its
consequences, in particular, and the investigation of
criminal offences related to them, is a relatively new
process that is still in its developmental stage. With
the development of society and the increase in the
level of technology, the methods of committing and
concealing criminal offences are changing, which is
reflected in the mechanisms of their commission and
trace evidence, and, accordingly, in the correlations
of the elements of forensic characteristics.
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Secondly, when developing a forensic charac-
terisation of specific types of criminal offences, one
should consider the fact that a significant number
of offences do not go to trial, as their latent nature
prevents the collection of evidentiary information
and sometimes even the establishment of the fact
of a criminal event. This circumstance, according to
R.L. Stepaniuk [33], prevents a systematic analysis of
many types of crimes [33, p. 177]. The situation is sim-
ilar to criminal offences related to domestic violence.
In addition to the victim's reluctance to report domes-
tic violence to law enforcement agencies, due to the
established stereotypes that it is “the victim's fault” or
out of shame, it can be noted that law enforcement of-
ficers themselves often dissuade victims from report-
ing such cases. The public human rights organisation
“La Strada” notes: “58% of law enforcement officers
believe that most reports of domestic violence are
false [35]. The survey among police officers, judges
and prosecutors was conducted in late 2016 and early
2017 jointly with the Geneva Centre for the Demo-
cratic Control of the Security Sector and with the sup-
port of the National School of Judges of Ukraine, the
Academy of Prosecutors of Ukraine and the National
Police of Ukraine [35]. According to “La Strada”, four
out of ten police officers believe that domestic vio-
lence - is a private matter. This figure is much higher
among judges and prosecutors. "Almost 85 per cent of
judges consider reconciliation in the family to be their
main task, not punishment of the offender” [35].

The next factor that confirms the necessity of
differentiating criminalistic characteristics into specific
levels is the commission of a specific number of dif-
ferent criminal offences combined with one purpose.
Accordingly, the number of practically relevant el-
ements of forensic characterisation will be greater.
It is relevant for criminal offences related to domestic
violence, as such criminal offences are usually char-
acterised by a combination of several forms of vio-
lence — psychological and physical, economic and
psychological, and sometimes psychological, economic
and physical. Accordingly, in such cases, various crimi-
nal offences are combined.

Thus, the following levels should be distinguished
in the forensic characterisation of criminal offences
related to domestic violence:

1. The general level of forensic characterisa-
tion of criminal offences related to domestic violence:
the definition of the structural elements of forensic
characterisation is based on the legally established
classification of forms of domestic violence — phys-
ical violence, sexual violence, economic violence, and
psychological violence.

2. A special level of forensic characterisation
of criminal offences related to domestic violence: the
definition of the structural elements of forensic char-
acterisation is based on the criminal law classification
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of criminal offences — criminal offences related to do-
mestic violence; crimes related to domestic violence.

3. A single level of forensic characterisation of
criminal offences related to domestic violence: deter-
mination of the structural elements of the criminal-
istic characterisation and their correlations is based
on the inherent features of a specific type of crimi-
nal offence — homicide as a result of domestic vio-
lence; torture and ill-treatment related to domestic
violence; driving to suicide as a result of domestic
violence; human trafficking related to domestic vi-
olence; corruption of minors as a result of domestic
violence; rape related to domestic violence; exploita-
tion of children (part 3 of the Article 150 of the Crim-
inal Code of Ukraine [36]) as a result of domestic
violence; infliction of grievous bodily harm during
domestic violence, etc.

In addition, notably, no matter what level of
criminalisation a criminal offence related to domestic
violence belongs to, the issue of defining its system
remains relevant. Therefore, a separate controversial
issue that affects the understanding of the meaning of
a forensic characteristic in the methodology of crim-
inal investigation is the determination of the quan-
titative and informational value of its elements, and
necessarily the correlation between these elements.

Although the doctrine of the criminalistic
characterisation of a criminal offence, and, accord-
ingly, its structure, began to develop in the middle
of the last century, as noted by B.V. Shchur [24]
S.S. Cherniavskyi [25], & V.M. Shevchuk [26], it still
requires thorough research nowadays. As E. Orzhyn-
ska notes [32]: “a qualitative investigation ends
with obtaining a sufficiently complete and detailed
forensic characterisation of a particular criminal of-
fence” [32, p. 101]. Depending on the type of crim-
inal offence, its participants, its conditions and its
mechanism of commission, it is necessary to identify
the most typical elements of criminalistic character-
isation for each type. O.0. Shkuta [37] believes that
an unchanged system of elements cannot be applied
to each investigation.

In the textbook “Criminalistics” [23], the gen-
eral elements of forensic characteristics are defined
concerning various criminal offences, such as: the
subject of the criminal offence, the method of com-
mitting and concealing the criminal offence; tools
and means of committing the criminal offence; a typ-
ical “trace pattern”; the identity of the offender; the
identity of the victim; time, place and setting of the
criminal offence. However, the changes in society,
legislation, and investigative and judicial practice
that are currently occurring in the field of combating
domestic violence allow identifying both these ele-
ments and additional, interdependent characteristics
that arise during the commission of criminal offences
related to this type of violence.
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Thus, there is a demand to determine the in-
formation characteristics of criminal offences that
indicate a connection with domestic violence. The
analysis of the materials of investigative and judicial
activities allows [4; 31], the author of the research,
to identify specific information, in the forensic sense,
categories of criminal offences under investigation,
which must be considered when determining the
structure of the forensic characterisation:

— the age of the participants in a criminal event
that occurred as a result of domestic violence (the
perpetrator and the victim) — minors, juveniles, adults
and the elderly. Determining the age of the person will
allow the investigator to model the mechanism of the
event, identify sources of evidence and choose the tac-
tics for conducting investigative (search) actions, etc;

— status of the offender in the family — a person
who has committed a criminal offence related to do-
mestic violence can be both an abuser and a person
who has been subjected to systematic violence;

— type of violence: physical, sexual, economic,
psychological, and family violence; in turn, each form
of violence is characterised by separate methods of
commission;

- social conditions — the level of social and ma-
terial security of the family. Understanding the level
of social conditions allows suggesting versions of the
motives for the offence, determining the offender's
capabilities to commit and conceal criminal acts;

— the method of commission and, accordingly,
concealment. Criminally significant is the choice of
the method of committing a criminal offence related
to domestic violence, and the understanding of the
chosen methods of committing domestic violence, its
systematic nature and the manifestation of increasing
aggression and force of violence. It is the possibility
of systematic concealment of the consequences of do-
mestic violence that increases the abuser's confidence
in their actions and increases the feeling of impunity;

— selection of tools for committing a criminal
offence. Again, notably, the choice of tools for com-
mitting a criminal offence allows for a conclusion to
be drawn about the personal characteristics of the
offender, the “convenient” form of domestic violence
for the offender, the understanding of whether the of-
fenderisan abuser or a victim of domestic violence, etc;

— motives for committing violent acts — in ad-
dition to being mandatory for proving guilt, deter-
mining the motive for the crime contributes to the
identification of accomplices, duration and systemat-
ic nature of violent acts, affects the qualification of a
criminal offence and the establishment of aggravating
or mitigating circumstances;

— criminal law characterisation of a criminal
offence — will allow the investigator to identify signs
of a crime or criminal offence, determine the degree
of danger and adverse consequences, etc;
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— the conditions of the place of residence: rural
area, city or metropolis. According to the results of the
study of judicial practice, manifestations of domestic
violence in rural areas are less hidden, and information
about the systematic nature is more readily available
in the testimony of witnesses (neighbours, friends, col-
leagues, etc.). The forms of violence used vary (mostly
physical violence), as do the motives for committing them;

— the systematic nature of violent acts. It is the
presence and recording of the regularity of violence
that allows for the correct qualification of a criminal
offence and the collection of the necessary eviden-
tiary information proving the connection between a
criminal offence and domestic violence;

— the presence in the history of violence of
recorded cases of administrative offences related to
domestic violence.

As can be seen, all of these information-signif-
icant features are interdependent and interrelated. It
is this information that contains the forensic features
of the incident and is crucial for choosing the meth-
ods and tactics of pre-trial investigation, and propos-
ing and testing investigative versions. Considering
the wide range of informational and forensic features
of the criminal offences under investigation, notably,
the completeness of the elements of a forensic char-
acterisation will depend on the level (defined above)
of the forensic characterisation.

In addition, these information-significant char-
acteristics indicate the classically accepted elements
of forensic characterisation. However, in the author's
opinion, it is appropriate to implement some changes
and additions. First, the concept of the “identity of
the perpetrator” requires expansion, as both misde-
meanours and crimes can be committed during do-
mestic violence, thus, it would be more appropriate
to use the term “identity of the offender”.

Secondly, there is a demand to define such
quantitative characteristics as the “connection of a
criminal offence with administrative offences” and
the “systematic nature of violent acts” as elements of
a criminalistic characterisation.

It is explained by the fact that during the inves-
tigation of domestic violence cases, it is mandatory
to prove the systematic nature of such actions, and it
is the identification of evidence of systematicity that
allows the investigator to conclude that the criminal
offence is related to domestic violence.

The importance and necessity of establishing
and, accordingly, procedurally fixing the “systematic
nature of violent acts” are noted by other scholars ex-
ploring the issue of domestic violence in administrative
law [38-40]. Thus, O.V. Drozdova & K.G. Zarytska [38]
note that the investigator must establish evidence of
the presence or absence of facts and circumstances,
the commission of domestic violence (as a criminal of-
fence), namely its systematic nature [38, p. 680].
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Criminal law scholars provide more detail on
the meaning of systematicity itself. Thus, according
to M.I. Bazhanov [39], if the unlawful actions are an
expression of a particular adverse trend in the behav-
iour of the guilty person, i.e., the commission of an
act more than twice (i.e., three or more) [39, p. 56].
0.0. Dudorov & M.I. Khavronyuk [40] define system-
aticity: “it means the constant repetition of identical
or similar actions (or inaction), each of which in it-
self can give the impression of insignificance, but in
aggregate they have an extremely adverse effect on
the victim, the intensity of this effect may depend on
both the degree of aggressiveness of each act and the
number” [40, p. 78].

It is the research of scholars in the field of ad-
ministrative and criminal law that allows asserting
that such categories as “connection of a criminal of-
fence with administrative offences” and “systematic
commission of violent acts” are of important forensic
importance and, in turn, characterise the event from
the quantitative and qualitative side. In other words,
these elements are mandatory in the system of fo-
rensic characterisation of criminal offences related to
domestic violence.

m Conclusions

Considering the above, based on the interpretation of
domestic violence in the legislation and the forensic
classification of criminal offences related to domes-
tic violence, and having identified the correlated in-
terrelated forensic and informational features which
specifically affect the planning and organisation of
pre-trial investigation of the explored category of
criminal offences, it is necessary to divide their
forensic characteristics into levels:
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KpuMiHanictTMuHa XxapaKTepUcTUKa KpUMiHalbHUX
npaBonopyLueHb, MOB’'A3aHUX 3 AOMALUHIM HAaCUIbCTBOM

IOnia BopuciBHa KoMapMHcbKa

Kanaupar ropugnuHux Hayk, foreHT. ORCID: https://orcid.org/0000-0002-1747-1816.
HamioHasbHa akajemis BHyTpilHixX crnpas, 03035, mi. Cosom’siHCebKa, 1, M. KuiB, YkpaiHa

m AHoTanisa. Bopotb6a 3 BUsBaMu JOMANTHHOT'O HACUJIbCTBA HAa0yJ1a aKTyaJIbHOCTi JOCUTh HeJaBHO. [IOpiBHIHO
3 IHIMMMM KpUMiHaJIBbHUMU [isIMU JOMAaIIHE HACUJIBCTBO 0araTto CTOJIITh BBAXAJOCH, 3 OIJIAAY Ha peJIiriiiHi
HOpMH, Tpajullil Ta 3BUYal HapofiB, CyTO CiMeliHOI0 crpaBoio. Ha cborofiHi He BCi KpalHU KpUMiHaIi3yBaau
Taki Ail, mompu BCi HeraTHWBHiI BUABM Ta HACJIAKU 3a3HAUY€HOTO HACWUJIBCTBA. YIOCKOHAJIEHHA Mpolecy
po3ciifyBaHHA (akTiB JOMAIIHbOTO HACHJIBCTBA 3aJIMIIAETHCA aKTyaJlbHUM HAaBiThb 3 OIJIAAYy Ha 3HauHi
JOCATHEHHA B IIbOMY HanpsAMi. MeTor cTaTTi € JOCIiIKeHHA Ta po3p0o0JIeHHs CTPYKTYPU KPUMiHaJIiCTUYHOL
XapaKTepUCTUKU KpUMiHaJIbHUX IPaBOMOPYIIEHb, IOB’A3aHUX i3 JOMAIIHIM HACUJIbCTBOM, SIKA € I0YaTKOM JIJIs1
CTBOPEHHS [i€BOT METOIMKH iX PO3CJIiqyBaHHA. Y poOoTi, 3aBAsSKM 3aCTOCYBaHHIO HAYKOBUX METOMiB (aHATi3y,
MOJEe/JIIOBAaHHA, €BPUCTHUYHOIO0), MOOCJi)KeHO METOAUKN PO3CJIiyBaHHA Pi3HOMAHITHUX KpUMiHAJIbHUX
NpaBONOPYIIeHb, L0 CHOPHUAIO BU3HAYEHHIO PiBHA KPUMIiHAJIiCTUYHOI XapaKTepHCTHUKU NOCJIiIXyBaHUX
KpUMiHaJIbHUX [IPaBONOPYIIEeHb, IPOBEJEHHI0 CHCTeMaTH3arlil OCHOBHMX i 3HAUyIIMX 11 eJleMeHTiB. AHaJi3
CyZIOBOI MPAKTUKU AO3BOJIUB HiNTU BUCHOBKIB, 110 MiJl YaCc JOCYJOBOTO PO3CJiyBaHHA He BCTAHOBJIIOIOTHCA
abo He MaTh MpOoI[eCyaJbHOIO 3aKpilsieHH:A GaKTy 3B’A3Ky KpUMiHAJIbHOTO MPaBONOPYIIEHHA 3 JJOMAaIIHIM
HaCUJIbCTBOM, BiJATIOBiAHO 1X He BpaxoBye cyA. Ciliguuii IOBUHEH MparHyTU He JOMyCKaTU TaKol cuTyarlii. 3
MepuInX KPOKiB po3CiIilyBaHHA HEOOXiTHO BCTAHOBUTU Ta 3adikcyBaTH (pakTh CUCTeMaTUYHOCTi BUNMHEHH:
HaCUJIBHUIBKUX Oill Y POAUHHOMY KOJIi. 3HaHHA BU3HAaYE€HUX eJIEMEHTIiB KpUMiHaJliCTUUHOI XapaKTePUCTUKU
Ta IX KOpeJIALiHNX 3B’A3KiB € MiATPYHTAM [JiA oOpaHHsA TaKTHUKU PO3CJIiAyBaHH:A, HOro KBasi(iKoBaHOI
oprasisariil Ta IJIaHyBaHHA

m KumouoBi ciioBa: po3ciifyBaHHA; Croci0 yYWHEHHsA; Ipolec pPO3CJIiAyBaHHA, MpolecyasibHe IIPaBo;
NpOTUINPAaBHi Ail
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m Abstract. The relevance of the research subject is conditioned upon the scientific originality and practical
significance of using modern capabilities of unmanned aerial vehicles by police authorities and units. The
relevance of the research issue is that the provisions of the current legislation defining the legal basis for
using unmanned aerial vehicles by police authorities and units are mostly formally defined. Based on this, and
considering that the law enforcement system has encountered new challenges which constantly require the
introduction of the latest methods and means of countering crime, including using modern achievements of
digital, technological, scientific and technical progress, the purpose of this research is to analyse the foreign
experience of using unmanned aerial systems by law enforcement agencies, and based on this, to develop
proposals for improving the current legislation in the part concerning using UAVs. The research methodology
includes a combination of general scientific and special methods that allow for defining assumptions and drawing
conclusions. The research examines the relevant issues of the day concerning using the technical capabilities of
unmanned aerial systems in the course of performing the tasks assigned to police agencies and units. In particular,
the author examines the international experience of some technologically advanced countries (the USA, Great
Britain, Germany, France, China and Israel) in using modern capabilities of unmanned aerial vehicles by law
enforcement agencies. Attention is devoted to the development of the aviation industry of Ukraine in terms of
the design of Ukrainian unmanned aerial vehicles, and the prospects for their implementation in the activities of
the National Police. The author outlines the main prospects for using unmanned aerial vehicles in the activities
of police agencies and units. In particular, those related to the protection of public order, road safety, detection,
suppression and counteraction to criminal and administrative offences, and protection and defence of human
rights and freedoms, life and health. The scientific originality and practical significance of the research are that
it highlights the current possibilities of using unmanned aerial vehicles by police authorities and units, outlines
some issues of a working nature which require resolution, and, based on international experience, identifies
the areas for improvement of the current legislation on using unmanned aerial vehicles by the National Police

m Keywords: unmanned system; robotic complex; drone; law enforcement agencies; criminal offences; crime
investigation

= Introduction

According to the National Security Strategy of
Ukraine, approved by the decision of the Nation-
al Security and Defence Council of Ukraine on
09/14/2020 [1], the introduction of the latest tech-
nologies in the activities of law enforcement agencies
is one of the priority areas of national security policy.
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Considering this, the efficiency of police agencies
and units depends to a large extent on their qualita-
tive use of technical science [2, pp. 3-4; 3, pp. 16-19].

A particular place among modern robotic sys-
tems and innovative technologies that can be used ef-
fectively by law enforcement agencies is occupied by
unmanned aerial vehicles (hereinafter referred to as
UAV, drone). It is primarily explained by their wide
functionality, which allows combining the automatic
piloting system with the receipt and transmission
of information in real-time by using modern equip-
ment for navigation, aerial photography and video
recording (multispectral, magnetic, large-scale sur-
vey, photogrammetry, etc.), video monitoring (video
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surveillance), mapping, 3-D modelling, infrared and
thermal imaging of terrain, premises, structures, land
and water surfaces.

The procedure for using technical means in-
stalled on UAVs that have the photo and video record-
ing functions by police bodies and units is regulated
by Section VI of the separate Instruction approved by
the Order of the Ministry of Internal Affairs of Ukraine
No. 1026 dated 12/18/2018 [4]. However, the pro-
visions of this section are mostly formally defined
and blanket, forcing it to refer to other regulations.

The Laws of Ukraine “On the National Po-
lice” [5] and “On Operational and Investigative Ac-
tivities” [6] do not provide a detailed answer on the
grounds and procedure for using UAVs by police au-
thorities and units, and only state that a police officer
has the right to use special means to perform their
duties” (Article 45 of the Law of Ukraine “On the Na-
tional Police”, Article 19 of the Law of Ukraine “On
Operational and Investigative Activities”).

The complexity of this issue is that according
to Article 42 of the Law of Ukraine “On the National
Police”, UAVs are not classified as special technical
means that police officers are entitled to use to per-
form their duties. In addition, unlike the Law of
Ukraine “On the State Border Guard Service” [7],
Section IV of the Law of Ukraine “On the National
Police”, entitled “Powers of the Police”, does not
contain any information on using aircraft, including
UAVs, by police within their powers [5].

In the Criminal Procedure Code of Ukraine
(hereinafter — the CPC) [8], this issue remains open.
Thus, according to its provisions, “procedural actions
during criminal proceedings can be recorded on a
data carrier on which procedural actions are record-
ed through technical means” (Article 103 of the CPC
of Ukraine). “In case of recording of procedural ac-
tions during the pre-trial investigation through tech-
nical means, this must be indicated in the protocol”
(Article 104 of the CPC of Ukraine). “A specialist may
be invited to participate in the inspection who has
the right to take measurements, photographs, sound
or video recordings, compile plans and diagrams, and
make graphic images of the inspection of a place that
is relevant to criminal proceedings” (Articles 71, 237
of the CPC of Ukraine).

Considering the above and the fact that the law
enforcement system has encountered new challenges
which constantly require the introduction of the lat-
est methods and means of combating crime, includ-
ing using modern achievements of digital, technolog-
ical, scientific and technical progress, the purpose of
this research is to analyse the foreign experience of
using unmanned aerial systems by law enforcement
agencies, and to develop proposals for improving the
current legislation in the part related to using UAVs
by the National Police.

Scientific Journal of the National Academy of Internal Affairs, 27(3)

In this regard, notably, in the legal literature,
the discussion of problematic issues related to using
UAVs by law enforcement agencies is a relatively new
area of research. Some of their aspects are reflected in
the scientific works of V. Korshenko [9], N. Pavly-
uk [10], S. Moslenko, S. Zelenskyi [11], A. Movchan,
M. Movchan [12], H. Korotenko [13], etc. Undoubt-
edly, the scientific and theoretical developments of
these authors are essential for solving problematic is-
sues related to using UAVs by law enforcement agen-
cies but they do not fully cover the subject of the
study. In addition, the analysis of this literature sug-
gests that using UAVs by police agencies and units has
not been explored at the level of foreign experience.
Considering this, the following is a more detailed
analysis of the foreign experience of using UAVs by
police agencies and units and based on this analy-
sis, proposals for improving the current legislation,
the provisions of which determine the legal basis for
using UAVs by police agencies and units of Ukraine.

= Materials and Methods

The regulatory framework of the research is the current
legislative and subordinate regulations, the provi-
sions of which regulate specific issues regarding the
rights, duties and powers of law enforcement agen-
cies in terms of using UAVs, namely: The Air Code
of Ukraine [14], the CPC of Ukraine [8], the Laws of
Ukraine “On the National Police” [5], “On Operational
and Investigative Activities” [6], “On the State Bor-
der Guard Service” [7], the Traffic Rules approved by
the Resolution of the Cabinet of Ministers of Ukraine
No. 1306 of 10/10/2001 [15], the National Security
Strategy of Ukraine enacted by the Decree of the Pres-
ident of Ukraine of 09/14/2020 No. 392/2020 [1],
the Instruction on using technical devices and tech-
nical means with photo and film shooting, and video
recording functions by police authorities and units
approved by the Order of the Ministry of Internal Af-
fairs of Ukraine No. 1026 of 12/18/2018 [4], etc.

The theoretical basis of the research is the scien-
tific works of scholars and practitioners in the fields of
criminal procedure and forensics who have explored
individual issues related to the subject of research.

Research methodology. The author of the study
used theoretical research methods. The study is based
on the diagnostic method of cognition of social and
legal phenomena and concepts in their development
and interdependence. In particular, this method was
used to explore and analyse regulations, analytical
materials, concepts and opinions of authors on indi-
vidual issues within the subject of the research. The
author used descriptive, analytical, and dogmatic
methods to analyse interpretations of legal categories,
definitions, clarifications of the terminology, and
proposals for improving the current legislation on the
subject of the research. The comparative legal and
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formal legal approaches were used to analyse the reg-
ulations governing the activities and powers of police
authorities and units, and individual issues related
to using UAVs by police authorities and units. The
modelling method was used to develop conclusions
and proposals for improving the current legislation.

m Results and Discussion

1. Foreign experience in using UAVs by police authorities
and units. Using robotic systems in the work of po-
lice authorities and units began in 2009. Nowadays,
it is increasingly possible to encounter such terms as
“police robot” or “police robotics” [16-18], which
are commonly understood as programmable mecha-
nisms capable of performing tasks assigned to police
authorities and units in remote (automatic) mode.

Considering the above and the functional ca-
pabilities and technical features of unmanned aerial
systems, the term “police drone” may be used to de-
fine an unmanned aerial vehicle used by police au-
thorities and units to perform and solve their tasks.

1. Using UAVs by the USA police

It is considered that the USA police were
among the first to use drones in law enforcement.
American law enforcement agencies are the first to
use a drone armed with a stun gun to arrest a pur-
sued criminal [19]. In 2015, the North Dakota po-
lice proposed to equip drones with nitrous oxide gas,
explaining their initiative by the fact that using po-
lice drones allows real-time monitoring and control
of aggressive crowd behaviour from the air, which
in turn reduces the necessity for ground regulation
and reduces the risk of injury to police officers [17].

Using UAVs by the police resulted in public
and human rights criticism of Americans, motivated
by numerous cases of violation of constitutional
rights and freedoms regarding the illegal acquisi-
tion of conferencing information and information
about the secrecy of personal and family life by law
enforcement agencies. For example, in July 2020,
the Minnesota police used backup drones to conduct
video surveillance and video recording of nude va-
cationers (nudists) on one of the beaches to further
prosecute them [18]. Evidently, the data obtained
through a drone is not open, and therefore its acqui-
sition, storage, processing and transmission require
precise regulation.

The problem is that the USA, in each state
separately, has its legislation, including on using
UAVs by police. It is explained that the Federal Avi-
ation Administration (FAA), which is authorised to
grant permits for using drones by police in the US
airspace, has not established any federally defined
rules that would regulate using drones by US police
officers, and the procedure for storing and disclos-
ing information obtained through unmanned aerial
systems [20]. In this regard, the resolution of these
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issues was entrusted to the competence of local leg-
islative authorities in each state separately. In prac-
tice, this circumstance has caused legal conflicts
explained by the fact that each state has defined
its own separate rules for using drones by police,
which differ significantly from each other. [21]. For
example, in 2020:

— four states (Florida, Idaho, Minnesota, and
South Dakota) have authorised using UAVs by emer-
gency workers, including those managing forest fires;

— two states (Minnesota and Missouri) have
banned using UAVs over private property, including
correctional and psychiatric facilities, and crowded
areas such as sports stadiums;

— two states (Idaho and Minnesota) have au-
thorised law enforcement agencies to use UAVs for
specific purposes, such as monitoring the traffic sit-
uation and inspecting road traffic accidents (herein-
after referred to as “RTAs”), conducting search and
rescue operations, and for training purposes;

— one state (Vermont) — has banned law en-
forcement agencies from using UAVs to identify in-
dividuals, except in cases of search and rescue op-
erations, including forest fires, floods, storms, etc;

— three states (Florida, Massachusetts, and
Virginia) have allocated funds for the certification
of programs and public-private partnerships related
to unmanned aerial vehicles;

— one state (Virginia) has authorised local au-
thorities to regulate the takeoff and landing of UAVs
in the territory under their control. Previously, set-
tlements did not have such powers [21].

This circumstance forced the US authorities,
at the federal level, to adopt several regulations on
using UAVs by law enforcement agencies. In par-
ticular, according to the so-called “Part 107” of the
federal rules [21], only a certified operator can fly
a drone, with a special permit from the Civil Avia-
tion Authority, and only in cases of visibility, during
the daytime, without posing a threat to the objects
and population located within the perimeter of its
flight.

In addition, according to the decision of the
U.S. Supreme Court adopted according to the Fourth
Amendment of the U.S. Constitution, called the “Bill
of Rights” [22], using drones in law enforcement
can only occur in cases of recording criminal activity
and subject to a court order, except in cases of using
drones in emergencies and natural disasters.

In this regard, some human rights activists
have expressed the opinion that using UAVs by law
enforcement agencies will ultimately allow improving
the legislation on the protection and enforcement of
constitutional rights and freedoms of citizens, as it
will encourage society to demand broader guarantees
from the state to ensure the protection of constitu-
tional privacy rights [23].

Scientific Journal of the National Academy of Internal Affairs, 27(3)
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In January 2020, the US government decided
to ban using drones made by the Chinese company
DJI. In October of the same year, the U.S. Depart-
ment of Justice vetoed the purchase, and use of un-
manned aerial vehicles by government agencies from
foreign companies considered a threat to national se-
curity, thus supporting its manufacturer [23].

In addition, the US police use drones in more
complex operations, such as surveillance of poten-
tially dangerous criminals. In particular, in June
2018, Axon, a world leader in software (platform)
for drones used by law enforcement agencies, an-
nounced the supply of patrol drones to the police un-
der the Axon Air program [24; 25]. According to this
program, all police UAVs will be connected to cloud-
based online storage, which will receive and analyse
all the information from the surveillance cameras of
the drones used by police units.

In addition, Taser International announced
that it had granted US police permission to use its
developments to equip drones with stun guns. In this
regard, the US law enforcement agency believes that:
“using drones armed with Taser stun guns will elimi-
nate the risk of injury or death to police officers dur-
ing dangerous operations, such as the apprehension
of potentially armed criminals. Therewith, the pub-
lic's rejection of the idea that drones can be a type of
weapon is an obstacle that must be overcome with
understanding” [17; 26].

2. Using UAVs by the police of Great Britain and
Germany. The first successful operation of quadro-
copters by the British police became known in Febru-
ary 2010, when the Merseyside police were using an
AirRobot AR100B equipped with video and thermal
imaging surveillance systems to detect a car thief in
thick fog [27]. Similar drones are still used in the
Great Britain. It is known that the technology of the
device was originally developed for military intel-
ligence needs. In this regard, it is practically silent
and can work at night, transmitting video images in
real-time.

In March 2014, Sussex County Police announced
a pilot project using Aeryon Skyranger drones to pa-
trol and monitor visitors to Gatwick Airport. The in-
vestor in this project was a private non-profit organi-
sation established in 1948 to develop police practice
called the “Association of Chief Police Officers of
England, Wales and Northern Ireland”. In total, this
project cost £45,000, of which £35,000 was spent on
equipment and £10,000 was spent on the training
and education of four police operators [28].

In 2019, a project to use police drones for traf-
fic control was launched in Great Britain's capital.
According to Scotland Yard's management, the pur-
pose of this project is to identify and prosecute of-
fending drivers who endanger the lives and health of
road users by their actions. When recording a traffic

Scientific Journal of the National Academy of Internal Affairs, 27(3)

offence, the drone transmits the information to the
police crew for further documentation of the offence
and termination of illegal actions committed by the
driver of the vehicle [29].

In 2008, the Saxony police launched its first
project to document and prevent football hooligan-
ism, which was the first time that German police
units used the Sensocopter UAV from the German
defence company Diehl BGT Defense, which manu-
factures weapons [30].

Nowadays, police drones are an integral part
of the German police's equipment. They are used
during mass events, to search for people and free
hostages, and to monitor railways and other critical
infrastructure. UAVs have been widely used in the
detection of illegal cannabis crops, the detection and
investigation of other criminal offences, and various
operations by special police units, including ensuring
security and order during political events at the in-
ternational level [30].

3. Using UAVs by the Chinese police. In China,
police drones equipped with loudspeakers have been
widely used to inform citizens about the bans and
restrictions imposed due to the COVID-19 quaran-
tine and to deliver medicines to people in need. In
addition, according to statistics from open infor-
mation sources, China has one of the largest video
surveillance systems in the world, with more than
170 million video surveillance cameras, each of which
is connected to a single face identification system
(database) [17].

In addition, China is considered to be one
of the leaders in the production of drones for both
commercial (domestic) needs and law enforcement
purposes. Thus, for example, DJI drones have been
widely used in the activities of the National Police.
In addition, DJI drones are used in reconnaissance
missions by both Ukrainian and aggressor military
personnel [31]. In 2021, the company launched an
investment initiative to establish a plant in Zakarpattia,
Ukraine, to produce drones for agricultural purposes.
The first production facilities are expected to be
launched in the second half of 2023 [32].

4. Using UAVs by the French police. Therewith,
using drones by the French police during the COVID-19
pandemic has resulted in several lawsuits initiated
by the League for Human Rights and La Quadrature
du Net, a French legal group promoting digital rights
and freedoms of citizens [33].

Demanding that the leadership of the Paris po-
lice immediately take measures to stop using drones
by subordinate law enforcement officers, represent-
atives of civil society organisations claimed that in
this way the police grossly violates the right to pri-
vacy and family life of citizens and neglect personal
data protection. In this regard, the French Themis
declared the police's actions to use UAVs for video
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surveillance without prior court authorisation to be
illegal. In justifying its decision, the French court
emphasised that using drones by the French police
was outside the legal framework, which requires law
enforcement officers to obtain a court decision to collect
confidential information about citizens [33].

5. Using UAVs by the Israeli police. One of the
centres for the production of unmanned aerial vehicles
is Israel. Thus, for example, according to open-source
data, the Israeli security industry has more than 350
companies employing more than 45,000 workers.
Total exports of goods produced by these enterprises
amount to $7.4 billion, which is approximately 12%
of the country's exports, with a population of about
10 million people [34].

In addition, this circumstance has had a pos-
itive impact on the development of military-related
industries, including those related to the production
of light drones for the police. Thus, for example,
Bluebird has managed to develop a micro UAV that
weighs only 0.5 kg and can fly for two hours. There-
with, the specified weight of this complex includes a
battery, a camera, a parachute, and all the necessary
equipment for pursuit and patrolling [35].

According to Bluebird representatives, “in the
future, every police car will be equipped with such an
unmanned system”. Currently, the cost of this drone
is $15,000 and includes a high-quality video camera
for daytime shooting, an infrared camera for use in
dark conditions, and a panoramic camera that allows
focusing on individual objects or specific targets [35].

6. Ukrainian experience of using UAVs by police.
Ukraine can replicate the success of the Israeli state
in the design and production of high-tech unmanned
aerial vehicles [34]. Ukraine not only has a remarka-
ble aviation history, but it is still one of the few coun-
tries in the world with an aviation industry capable
of competing with the world's leading manufacturers.
Currently, Ukraine is making attempts to provide state
support for UAV manufacturing companies and start-
ups. Thus, for example, the Ukrainian strike and re-
connaissance unmanned aerial vehicle “PUNISHER”
developed by “UA Dynamics” has recently been
successfully tested. According to open information
sources, this drone is considered one of the cheapest
in the world [34].

Considerable interest was demonstrated by
the Ukrainian “Sokil-200” attack drone designed by
the “Luch” design bureau. The UAV can be equipped
with four 50 kg missiles and fly for 24 hours at a
speed of 150 to 200 km/h. According to the interna-
tional classification, the “Sokil-200” is close to the
American Predator and the Israeli Hermes [36].

In addition, Ukrainian aircraft engines have
proven themselves in the military production of the
North Atlantic Alliance member countries. Not an ex-
ception to this list is the well-known Turkish company
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“Baykar Makina”, which produces Bayraktar [36].
Thus, for example, the developers of the Bayraktar
Akinci drone established a new record for the height
of flight of a drone equipped with a Ukrainian-made
engine that allowed the UAV to fly to a distance of
10.668 km above the ground. These characteristics
allow the drone to remain undetected by enemy me-
dium- and short-range air defence systems [36].

All this demonstrates that Ukraine is capable of
becoming one of the world's leaders in the production
of unmanned aerial vehicles and their systems, which
will eventually become the foundation for the intro-
duction of Ukrainian UAVs into law enforcement.

Currently, Ukraine continues to take steps to
introduce unmanned aerial vehicles into the work of
the National Police. Thus, for example, the Patrol Po-
lice Department has established an aerial reconnais-
sance unit equipped with DJI drones. The robots assist
police officers in detecting criminal offences, such as
illegal amber mining, illegal cannabis cultivation, ille-
gal deforestation, and poaching, detecting forest fires,
searching for people in forest or mountainous areas,
monitoring roads to detect and stop traffic offences,
etc. Soon, the police plan to establish special aerial re-
connaissance groups in each region separately [17].

The State Border Guard Service of Ukraine
has had a positive experience with drones, which
are widely used in monitoring the state border of
Ukraine. This method of monitoring the state bor-
der has become particularly important in the border
areas with the aggressor country, and the frontline
zone. In addition, drones are effectively used to de-
tect smugglers and illegal migrants in the remote
mountainous areas of Ukraine [17].

All of this, as a result, indicates that nowa-
days, the world is witnessing a trend of involving
technical achievements of mankind, in particular,
in the fields of artificial intelligence and robotics,
in all spheres of human activity. The development
of scientific and technological progress and the in-
troduction of new technologies into human activity
will inevitably have side effects. Sooner or later, hu-
mans will have to delegate moral decision-making
to automatic artificial intelligence systems. If the
risks are not controlled, the establishment of artifi-
cial intelligence may become the last technological
achievement of mankind.

Considering this, lawyers should already con-
sider the provisions of those regulations governing
the grounds for using UAVs by police authorities and
units, and the procedure for obtaining, storing and dis-
closing classified information obtained through them.

7. Analysis and proposals for improving the cur-
rent legislation. To ensure an appropriate level of
road safety at the state level, it is necessary to in-
troduce new, modern technical means of monitoring,
recording and controlling road safety.
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Recently, there has been a trend towards a sig-
nificant increase in the number of wheeled vehicles and
traffic intensity on Ukrainian roads. It is confirmed by
official data provided by the State Service of Ukraine
for Transport Safety [37]. According to the data, as
of 2021, the road transport system consisted of more
than 10 million vehicles, including more than 7 mil-
lion passenger cars, about 300 thousand buses, about
2 million trucks, and more than 1 million motor vehi-
cles. This circumstance increased the number of road
accidents and their adverse consequences. For exam-
ple, according to the statistics of the Ministry of Inter-
nal Affairs of Ukraine, in 2021, more than 155 thou-
sand traffic accidents occurred on Ukrainian roads,
which is 14% more than last year. Therewith, about
31,000 road users sustained injuries of varying sever-
ity, and 2,500 people died as a result of RTAs [38].

According to the World Bank's estimates pre-
sented in the explanatory note to the draft Law of
Ukraine “On Amendments to Certain Legislative Acts
of Ukraine on the Inclusion of Personal Transport in the
Unified Transport System of Ukraine and Improving
Road Safety” [39], even though the dynamics of road
deaths decreased by 9% last year, Ukraine's annual
losses as a result of RTAs amount to about USD 5 bil-
lion, which is a disappointing indicator for Ukraine's
national security in both social and economic terms.

Thus, at the state level, the issues of prevent-
ing road accidents, preventing RTAs, and preventing
deaths among road users remain relevant. In addition,
the provisions of the National Transport Strategy of
Ukraine for the period up to 2030 [40] emphasise
this, and the lack of a precise regulatory framework
for using UAVs and controlling their use, particular-
ly in areas of transport infrastructure, is among the
main factors that contribute to high mortality and
injuries as a result of RTAs.

Technical means of surveillance include glid-
er-type UAVs, which are capable of remote, aerial, real-
time operation, regardless of the time of day or terrain:

— identification of the state license plate of a
moving vehicle whose driver violates or has violated
the Traffic Rules;

— identification of wanted vehicles and persons
driving them;

— traffic control, particularly in areas with a
high accident rate;

- instant transmission of the received informa-
tion to the operator at the road safety management
and control point for further processing by the relevant
units of the National Police.

The list is not exhaustive. The technical capa-
bilities of unmanned aerial systems are much broader
and allow for effective measures to be implemented:

- searching for and pursuing road users if they
attempt to leave the place of an accident in which
they were involved,;
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— detection of illegally parked wheeled vehicles in
places where such parking is prohibited by traffic rules;

— traffic control on particular sections of streets
and highways where it is technically impossible to
install a stationary surveillance system.

In addition, UAVs can be used to monitor traf-
fic flow, to control and analyse the traffic situation.
Traffic monitoring using drones ensures prompt de-
tection of congestion and traffic accidents with sub-
sequent transmission of the data to the operator for
the latter to make an appropriate decision and, in
case of detection of wanted vehicles, to pursue them
until they are stopped and detained by the police.

Thus, using UAVs allows timely detection
of vehicles whose drivers violate traffic rules (e.g.,
speeding, driving on the oncoming lane, driving on
the roadside, etc.), recording the fact of the viola-
tion, identifying the vehicle's state registration num-
ber, and transmitting the information to the nearest
patrol police unit to take the necessary measures to
stop the offence on time and bring the perpetrators to
legal responsibility.

According to the head of the Patrol Police Depart-
ment, O. Biloshytskyi [41], the most common cause of
car accidents is speeding, which accounts for more than
40% of all accidents with victims and fatalities. Other
causes include violations of manoeuvring rules, rules
for crossing intersections and pedestrian crossings,
and failure to maintain a safe distance. Therewith, the
number of RTAs involving fatalities and injuries has
decreased threefold on road sections equipped with
traffic cameras. Thus, while in 2020, there were an av-
erage of 123 RTAs with victims and fatalities on par-
ticular road sections, this number dropped to 44 after
the installation of photo and video recording cameras.

Currently, according to the Ministry of Internal
Affairs of Ukraine [41], there are 236 automatic fix-
ation cameras on Ukrainian highways. In the future,
the Ministry of Internal Affairs plans to increase this
number to the required 2,000 in conjunction with
cameras installed on so-called car phantoms.

Considering this, notably, using UAVs to mon-
itor traffic rules can have a psychological impact on
participants. Since, noticing a drone in the air and
being aware of the legal responsibility for the viola-
tion, vehicle drivers will subconsciously reduce their
speed and become more disciplined, which will have
a positive impact on road accident statistics [12].

Considering this, it would be appropriate to
supplement the Traffic Rules of Ukraine [15] with
a new information and guidance road sign with the
number “5.70.1.” and the title “Photo and video re-
cording of traffic violations from an unmanned aerial
vehicle”, which would inform road users that it is
possible to control traffic violations on the specified
section of the road through special technical means
installed on an unmanned aerial vehicle (see Fig. 1).
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m Figure 1. The image of the proposed project of the
information sign is numbered “5.70.1. — photo and
video recording of traffic violations from UAVs”

Using unmanned aerial systems can occur
when police officers are recording RTAs. Since pho-
to and video recordings of the scene from the air
will greatly facilitate the process of learning about
the past event and establish the prerequisites for a
better mental reconstruction of the situation and cir-
cumstances of the event. In addition, the drone will
significantly increase the inspection time, which will
have a positive impact on the time it takes to clear the
roadway section from the traffic jam caused by RTA.

As is known, an inspection of the scene of an
incident refers to urgent investigative (detective) ac-
tions, the main purpose of which is to identify and
remove traces of a criminal offence, tools and means
of its commission, property obtained as a result of
its commission, search for suspects in hot pursuit,
establish the location of missing persons, and iden-
tify caches, burial grounds and other illegal burials.
In these conditions, technical and forensic means, to
which belong UAVs, are of particular significance in
the process of protocoling and recording evidence.

The most efficient use of glider-type drones is
possible during the inspection of open and large areas
of the terrain, where it is necessary to reproduce the
event in detail, establish its exact location, take aerial
photographs (aerial video) and mark the exact coor-
dinates of the location of traces, objects, parts, corpses,
buildings, structures and other forensically significant
information found at the scene of the event [10].

The detection of sources of forensically rele-
vant information using UAVs allows for more accu-
rate recording during protocoling and confiscation,
as using aerial photography or aerial video recording
allows for top-down analysis of the scene, which enables
the investigator to better understand and model the
event that occurred (past event).

The technical capabilities of most unmanned
aerial systems allow for 3-D modelling of the surface
of the area under inspection. Therewith, it is not nec-
essary to have a special laser scanner. The terrain is
reconstructed using a high-resolution camera with a
global positioning system and automatic height control
and monitoring. Drawing up a 3-D model during the
inspection of the scene allows the investigator to more
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objectively assess the event of the criminal offence
and propose plausible investigative versions [13].

Using UAVs in criminal proceedings should
not be limited to the implementation of surveillance
functions. The technical capabilities of drones can be
useful for inspecting hard-to-reach areas, buildings,
terrain, etc. Therefore, the author recommends using
glider-type UAVs during searches with the involve-
ment of a specialist as an operator who must ensure
proper control of the drone and the technical devices
with which it is equipped.

In addition, the literature describes cases when
investigators use the capabilities of UAVs to deliver
procedural mail to addressees located at a significant
distance from the point of departure or in a remote
area [42, p. 6-10; 43, p. 87-90]. Such mail can in-
clude material evidence, inspection materials, mate-
rials on the appointment of forensic examinations,
etc. Therewith, it should be mentioned that the UAV's
range is limited, and depending on the model, type of
powerplant, weather conditions and cargo weight, it
can be up to 30 minutes.

Depending on the specific modification, on av-
erage, the payload of a multicopter can range from
0.5 to 3 kg at a flight speed of up to 70 km/h. There
are modifications with a much higher payload capacity.
These include the British-made Malloy Aaeronautics
T150 skimmers. Each of these UAVs is capable of de-
livering up to 68 kg of payload over a distance of
up to 70 km. These drones are in service with the
Armed Forces of Ukraine, due to military support
from the UK government, as part of a Western aid
package and Ukraine's transition to NATO weapons
and standards [44].

The efficient use of UAVs by police officers can
occur when ensuring the protection of public safety and
property, the safety of individuals and public security
and order, including the recording of offences related to
non-compliance with curfews during martial law, etc.

Thus, considering the above, in the author's
opinion, the provisions of Section IV of the Law of
Ukraine “On the National Police” [5] should be sup-
plemented with a separate paragraph that would de-
fine the legal grounds for police officers to use UAVs
in the performance of their duties. The text of this
clause could be as follows: “To ensure public safety
and order, control compliance with traffic rules, monitor
the traffic situation, protect facilities and property located
on these facilities, protect human rights and freedoms,
their life and health, and during operational and investi-
gative activities and procedural actions related to obtaining
information relevant to the detection, investigation and
prevention of criminal offences, police officers have the
right to use UAVs.

A UAV operator can be a specialist police officer who
has undergone appropriate UAV operator training and who
holds a certificate confirming their right to operate a UAV.
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UAVs used by police officers in the performance
of their duties must be registered in the relevant State
Aircraft Register of Ukraine.

Using UAVs by the police is possible only if the Depart-
ment of State Aviation Regulation of the Ministry of Defence
of Ukraine provides prior permission to conduct flights.

Police officers are prohibited from using UAVs at
night, in adverse weather conditions, and if it poses or
may pose a threat to the life or health of others and/or
damage or destroy their property.

Using UAVs to obtain classified information is
performed based on the relevant court decision, according
to the procedure established by the Constitution and the
Criminal Procedure Law of Ukraine”.

The presence of this provision will allow sup-
plementing Article 8 of the Law of Ukraine “On Op-
erational and Investigative Activities” [6] with the
following text: “Operational units in the course of oper-
ational and investigative activities have the right to use
UAVs on the grounds and in the manner prescribed by
the Law of Ukraine “On the National Police”.

Specific regulation is required by the Law of
Ukraine “On the National Police” [5], which would
establish the legal basis for using special technical
means to combat offending drones by police. The
text of this provision could be as follows: “To protect
and defend human rights and freedoms, their life and
health, police officers have the right to use special sys-
tems (means, devices) of the gun, radio-electronic and
laser type designed to neutralise UAVs”.

Using UAVs during pre-trial investigations re-
quires separate regulation in the provisions of crim-
inal procedure law. Thus, considering the fact that a
UAV is an aircraft belonging to sources of increased
danger, in the author's opinion, paragraph 5 of Chap-
ter 3 of the CPC of Ukraine [8], entitled “Other Par-
ticipants in Criminal Proceedings” should be sup-
plemented with a separate provision “Specialist UAV
Operator”, which would establish the legal grounds
for involving a UAV operator in conducting procedural
actions, and define their powers (rights, duties) and
responsibilities.

Problematic issues regarding the technical ca-
pabilities of using UAVs as a technical and forensic
tool require further research. For example, some of
them include the fact that the takeoff, landing and
flight of a drone are significantly affected by mete-
orological factors, in which using a UAV is extremely
undesirable. In severe weather conditions caused
by rain, hurricane, hail, fog, snow drifts, etc., using
ultralight, lightweight, and small drones is virtually
impossible. Thus, before each UAV use, the special-
ist operator must familiarise himself with the actual
and expected meteorological data, which, if ignored,
can result in unforeseen circumstances, including ac-
cidents resulting in loss of life or damage to property.
Therefore, in the event of a sharp deterioration in
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weather conditions, the police officer should imme-
diately stop the UAV flight [12; 13; 45].

One of the disadvantages of the unmanned
aerial vehicle system is its relatively low efficiency in
dense urban areas, where it is very difficult to mon-
itor objects, particularly when they are in motion.

UAVs are very useful technical and forensic
tools that should not be limited to inspecting the
scene of an accident. The modern development of
information technology allows UAVs to be equipped
with special digital equipment that can identify per-
sons wanted in the video stream or those entered in
the relevant law enforcement databases as active par-
ticipants in mass disorders, persons involved in ter-
rorist activities, organised crime and banditry, model
their 3-D images and store the information in the rel-
evant information resources. Using such systems can
be especially effective during public events, sports
competitions, protests, mass disorders, and other
crowded places where it is technically impossible to
install stationary surveillance systems.

Using UAVs can occur during search opera-
tions to locate missing persons, in particular, when it
comes to densely planted areas, forests, mountainous
areas and other hard-to-reach or dangerous places.
The priority area for using UAV capabilities is to es-
tablish the facts of poaching, illegal mining, illegal
logging, illegal planting of narcotic plants, etc.

= Conclusions

Thus, considering the above, the following conclusions
can be drawn, namely:

1. In real-time conditions, UAVs are no longer
the prerogative of the military alone; they are ac-
tively used by police around the world to perform
their tasks. It allows for increasing the efficiency
of law enforcement agencies in identifying and re-
cording forensically relevant information. Due to
its multi-functionality, using UAVs in law enforce-
ment and forensic activities allows for relatively
low financial costs to effectively accomplish tasks
that were previously required using a large number
of personnel and small aircraft. Using drones elim-
inates the risk of accidents involving explosive or
fire hazards, injuries, injuries or deaths to participants
in such operations.

2. The technical capabilities of UAVs allow for
efficiently implementing measures to prevent crim-
inal and administrative offences by aerial monitor-
ing of the road situation, main pipeline facilities and
railway transport. The specific features of this mon-
itoring include using both analogue and multichan-
nel video recording in real-time, which is capable of
simultaneously monitoring several spectral ranges
(visible, infrared, radar, thermal imaging, etc.), which
allows tracking objects both at night and in poor vis-
ibility conditions.
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3. Therewith, UAVs are a source of increased which forces legislators to supplement the provisions

danger, using which, if incompetent, can result in ir- of the Laws of Ukraine “On the National Police” and
reparable consequences for people, society and the “On Operational and Investigative Activities” and the
state in general. Thus, using UAVs, including by po-  provisions of the Criminal Procedure Code of Ukraine
lice agencies and units, requires precise regulation, on this issue.
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Cy4YacHi MOXXJ/IMBOCTi BUKOPUCTAHHA 6e3MNiNOTHUX NiTaNnbHUX
anapariB opraHamMm Ta nigpo3ainamMm noniuii:
MDKHapoOOHMM i BITYUSHAHUM OOCBIA,

Irop MukonamnoBuy €EpiMeHKo
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m AHOTAIliA. AKTyaJIbHiCTh TeMU JOCJIi IXKeHHS 00yMOBJIeHa HayKOBO HOBHU3HOI0 Ta MPAKTUYHOIO0 3HAYYI[iCTIO
BUKOPUCTAHHA CYYaCHUX MOXXJIMBOCTEH 0e3MiJIOTHUX JIiTaJIbHUX arapaTiB opraHaMu Ta migpo3gijiaMu HOJTiLlil.
3aTpeOyBaHicTh MpOOJIeMAaTUKU AOCJiIXEHHA MOJIAraE B TOMY, II0 HOPMM YMHHOTO 3aKOHOAABCTBA, AKi
BH3HAYalTh NMPABOBI MifICTaBM BUKOPUCTAHHA 0E€3MiJIOTHUX JIiTAaJIbHUX allapaTiB opraHaMu Ta Iiapo3aijiaMu
moJIiLii, 34e0iIpIoro MamTh popMaibHO BU3HAUEHUI XapaKTep. 3 OTJIA4y Ha 3a3HaueHe Ta 3BaXkaloud Ha Te,
10 Tepef MPaBOOXOPOHHOI0 CHCTEMOIO 3’IBUJIMCS HOBi BUKJIMKH, 110 IOCTiHO NMOTPeOYIOTh YIPOBaXKEHH:
V CBOIO AiAJIBHICTh HOBITHIX MeTOZiB i 3ac06iB O0pOTHOU 3i 3JIOUMHHICTIO, IO HepeAbavyalTh 3aCTOCYBaHHA
Cy4YacHUX OOCATHEHb ITU(POBOro, TEXHOJOTIYHOI'O Ta HAyKOBO-TEXHIUHOTO MPOTpPecy, METOH0 L€l CTATTi €
aHaJi3 MiXHapOJHOTO AOCBily BUKOPHCTaHHA OpraHaMM IPaBONOPsAAKY 6e3NmiJIOTHUX aBiallilHUX CUCTEM
Ta po3pobJieHHA MPOMO3UIlii IOAO0 BAOCKOHAJEHHSA YMHHOTO 3aKOHOAABCTBA CTOCOBHO BUKOPUCTAHHA
BrJIA nosineiicekuMu. MeToA0JI0TiA NOCi)KeHHA N0JIATaE Y BUKOPHUCTAHHI CyKYITHOCTI 3araJbHOHAyKOBUX
i creriabHUX METOXIB, 3aBASAKU AKUM CPOPMYJIbOBAHO MPUMYIIEHHA Ta BUCHOBKU. Y CTATTi JOCJiKEHO
aKTyaJibHi NMUTaHHA CbOTOJEHH:A, 10 CTOCYIOThCSA BUKOPHUCTAHHA TEXHIYHMX MOXJIMBOCTEH O0e3MiJIOTHUX
JIiTaJIbBHUX KOMILIEKCIB Tif] 4ac peasiizailii 3aBgaHb, MOKJIaJeHUX Ha OpraHu Ta Higpo3Aijiu moJiiil. 3okpeMa,
PO3TJIAHYTO MiXKHApPOJHUI AOCBi JeAKHUX TEXHOJIOTiYHO PO3BUHYTHUX Aepxkas cBiTy (CIIA, Besnukoi BpuraHii,
Himewunnu, ®pawniiii, Kurato, I3paiso) o0 BUKOPUCTAaHHSA CyYaCHUX MOXJIMBOCTEN 6e3MMiJIOTHUX JIiTaJIbHUX
amnapariB opraHaMu IpPaBoOIOPAAKY. AKIIEHTOBaHO Ha PO3BUTKY aBialliliHoI rajy3i YKkpaiHu o0 po3po0JieHHsA
yKpalHChbKUX 0e3MiJIOTHUX JIiTaJIbHUX KOMILJIEKCIB, a TAKOX MepCIeKTUB 1XHbOTO BIPOBAAXXEHHA B HiAJIbHICTh
HanionanpHol noJiinii Ykpainu. OKpecyieHO OCHOBHi NMepCHeKTHBU BUKOPHCTAHHSA Oe3MiJIOTHUX JIiTaJIbHUX
amnapariB y OisiJIbHOCTi OpraHiB i miApo3AisiiB moIillil, 30KkpeMa ITOB’A3aH01 3 0XOPOHOI I'POMAaChKOTr0 MOPAJIKY,
6e31eK0i0 JOPOXHBOT'O PYXY, BUABJIEHHAM, IPUINHEHHAM i IPOTUAi€I0 KPUMiHAaJIBHUM Ta aAMiHiCTPaTUBHUM
MpaBONOPYIIEHHAM, a TAKOX OXOPOHOI0 Ta 3aXKWCTOM IpaB i cBOOOJ JIIOAWHY, 11 XUTTA Ta 340poB’sa. Haykosa
HOBU3HA Ta MpakTUYHA 3HAUYIIiCTh CTATTi MOJIATAaE B TOMY, L0 B Hill BHUCBITJIEHO Cy4YacHi MO>JIMBOCTi
BUKOPUCTAHHA Oe3MiJIOTHOTO JIiTaJbHOTO amapary opraHaMu Ta MiApo3AijiaMH MOJIillil, OKpecJeHO OesKi
NUTAHHA NPOOJIEMHOI'0 XapaKTepy, 0 NoTpelyIoTh BUPIillleHH:A, a TAaKOX Ha MiCTaBi MiXXHapOAHOTO JOCBiy
BH3HAYeHO HaNpAMU BAOCKOHAJIEHHS YMHHOT'O 3aKOHOAABCTBA I[0/I0 BUKOPUCTAHHA 0e3MiJIOTHUX JIiTaJIbHUX
anapariB HanioHaipHOI0 noJtilfi€lo YKpaiHu

m KuriouoBi ciioBa: Ge3misioTHa cucreMa; poOGOTH30BaHHI KOMILIEKC; OPOH; TPAaBOOXOPOHHI OpraHu;
KpUMiHaJIbHi PABONOPYIIEHH; PO3C/IiAyBaHHA 3JI0YNHIB
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m Abstract. The scientific research reflected in the content of this study is devoted to the main theoretical,
legal and practical issues of administrative liability for domestic violence against a child. The purpose of the
study - outline the specific features of protection of a child's right against domestic violence in Ukrainian
legislation and identify the factors which indicate the necessity to distinguish domestic violence against a
child as an administrative offence with more serious consequences, and, accordingly, to apply a more severe
penalty to the offender. According to the purpose and specifics of the subject matter of the study, the author
has applied a set of methods: philosophical methods — dialectical, phenomenological and others; general
scientific methods: systematic, induction, deduction of analysis, synthesis, analogy, comparison; and methods
of a specific legal science: comparative-legal, legal statistics, legal generalisation, legal analysis, formal-legal
etc. The study examines the definition of domestic violence under Ukrainian law and summarises some ways
to counteract this phenomenon. It is emphasised that the Code of Ukraine on Administrative Offences does
not distinguish between the specifics of administrative liability for domestic violence against an adult and a
child. However, according to statistical studies, the number of children suffering from domestic violence is
increasing every year. It highlights the relevance of the study. The practical value is that the study identifies
and characterises the main theoretical, legal and practical issues of administrative liability for domestic
violence against a child, and develops substantiated proposals for amending Article 173-2 of the Code of
Administrative Offences

m Keywords: juvenile rights; the principle of the best interests of the child; object; subject; objective side;

subjective side; Article 173-2 of the Code of Administrative Offences

m Introduction

Protecting children from domestic violence is not a
new challenge for society, as since ancient times par-
ents have disposed of their children at their discre-
tion, and their immoral actions have been subject to
universal condemnation. Children are the most vul-
nerable category of society, particularly sensitive and
unable to protect themselves, thus, with the develop-
ment of statehood, powerful mechanisms to counter-
act violence against children have been established
in each country and at the international level. Do-
mestic violence against them is the most dangerous
and widespread nowadays. Domestic violence is a
phenomenon that the entire civilized world is fight-
ing against. The protection of children from domestic

m Suggested Citation:

Maksymenko, O.V. (2022). Problems of administrative liability for
domestic violence against children. Scientific Journal of the National
AcademyofInternal Affairs, 26(3),78-85.d0i: 10.56215/0122273.78.
m *Corresponding author

B Received: 26.07.2022; Revised: 07.09.2022; Accepted: 29.09.2022

Vol. 27, No. 3. 2022. PP. 78-85

violence is reflected in international standards [1]
and national legislation. National regulations are de-
signed to promote the all-round development of the
individual, guarantee their rights and freedoms, and
ensure social security and protection of all members
of society, regardless of age.

Section II of the Constitution of Ukraine [2]
explicitly defines the rights, freedoms and obliga-
tions of a person and citizen, including their con-
tent, including children. In addition, children have
additional juvenile rights [3, p. 10], which are based
on the principle of the best interests of the child, as
defined in the content of the Law “On Protection of
Childhood” [4], and specify the rights and freedoms
of the child and define the concept of basic terms. In
particular, the age and social criteria of a child as a
person under the age of 18 or who has not acquired
the rights of an adult before, due to the circumstanc-
es specified in the legislation, are highlighted. Ensur-
ing the personal requirements of the child, according
to their physiological characteristics (gender, age,
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health status), social status (family characteristics,
life experience, intellectual development, ethnicity
and family culture), and considering the child's opin-
ion in decision-making, if the child is capable of voic-
ing it by their level of development and age, is the
foundation of the principle of ensuring the best inter-
ests of the child. In addition to the above, it is crucial
that all government agencies and social institutions
surrounding the child should ensure safe living con-
ditions for children, i.e., their general requirements.
In the author's opinion, the above-mentioned is the
foundation for the establishment and functioning of
the state organisational and legal mechanism, part of
which is the determination of administrative liability
for offences against children. In the administrative
legislation of Ukraine, there are some theoretical, le-
gal and practical problems with establishing liability
for such unlawful acts.

For the first time, in 2003, the Code of Admin-
istrative Offences of Ukraine [5] (hereinafter — CAO)
introduced a provision on domestic violence or fail-
ure to comply with a protective order. This provi-
sion reflected Article 173-2 [6], which stated that
any intentional actions of a physical, psychological
or economic nature that could have caused or caused
damage to the mental or physical health of the victim
or failure to comply with a protective order by the
person to whom the order was issued.

In 2008, 2015 and 2021, several amendments
were made to Article 173-2 of the CAO [5]. The con-
tent of the administrative rule now includes domes-
tic violence, gender-based violence, failure to comply
with an urgent restraining order, or failure to report
the place of temporary residence. In practice, the au-
thor considers that the content of the provision has
become more voluminous and has acquired a broader
meaning. However, the legislator has not yet defined
the specific features of administrative liability concern-
ing a child in the content of this provision.

Recently, children in Ukraine have suffered
greatly from violence, including domestic violence.
The Code of Ukraine on Administrative Offences [5]
defines administrative liability for violent acts com-
mitted against a child in several provisions, in par-
ticular, Article 180 of the CAO [5] establishes the
liability of parents or persons in loco parentis for the
actions or inaction of these persons that caused the
child to become intoxicated — it provides for a fine of
six to eight tax-free minimum incomes. In addition,
Article 184 of the CAO [5] provides for liability for
the failure of parents or persons in loco parentis to
perform their child-rearing duties. Such evasion is
subject to administrative liability — a warning or a
fine of one to three tax-free minimum incomes.

Article 173-2 of the CAO [5] defines the gen-
eral principles of domestic violence, and liability for
unlawful acts applies to both adults and minors over
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16 years of age. In addition, the identity of the vic-
tim is not specified, and it can be either an adult or
a child. Thus, Article 173 2 of the CAO [5] provides
for liability in the form of a fine, community service
and administrative arrest, without identifying the
victim. In the author's opinion, there is a necessity to
improve Article 173-2 of the CAO [5] with a distinc-
tion between the victim and the type and amount of
administrative penalty for committing domestic vio-
lence against a child.

Countering domestic violence in the twenty-
first century has acquired new forms. At the interna-
tional and national levels, mechanisms for counteract-
ing this phenomenon are constantly being improved,
and the number of scientific studies is increasing. The
political doctrine based on the protection of human
rights and human-centeredness is explicitly manifested
in the works of Y.O. Shabanova [7], who considers a
person as a dual entity where the human is simulta-
neously manifested as meaning (idea) and existence
(form). These postulates became the foundation of the
concept of counteracting domestic violence. After all,
the comfortable living of each family member in their
own home and familiar conditions is the purpose of a
civilized society. The analysis of international expe-
rience in combating domestic violence [8] indicates
that the legislation of the United States and EU coun-
tries, compared to Ukraine, provides for stricter meas-
ures against perpetrators, which affects the reduction
of violations, but does not guarantee their complete
absence.

Some problems of combating domestic violence
against children were considered by: K. Levchenko &
O. Shved [9]. In her comprehensive study, scholar
N. Lesko analysed some urgent problems of admin-
istrative liability for domestic violence against chil-
dren [10]. V. Mykolaets, T. Matselyk & N. Novytska
in scientific research comprehensively reviewed and
outlined the interdisciplinary nature of the problem
of domestic violence against children [11].

Despite the wide development of this subject,
no sufficient attention has been devoted to the spe-
cific theoretical, legal and practical problems of do-
mestic violence against children and the specifics of
administrative responsibility: no distinction has been
made between domestic violence against children,
which emphasises the relevance of the subject under
development.

The purpose of the research is to examine the
concept of domestic violence in the administrative
legislation of Ukraine and the content of the provi-
sion provided for in Article 173-2 of the CAO [5].
To explore the theoretical, legal and practical prob-
lems of administrative liability for domestic violence
against a child. To characterise the factors that in-
dicate the necessity to distinguish domestic violence
against a child as an administrative offence with
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more serious consequences and, accordingly, to ap-
ply a greater penalty to the offender. To justify the
necessity of amending Article 173-2 of the CAO [5].

= Materials and Methods

Considering the current problems of public life, the
research area was chosen, and a subject was identi-
fied as relevant and in demand of scientific knowl-
edge and practical improvement. The information on
the subject was reviewed and the necessary materials
were selected. To objectively explore the subject of
the research, the author conducted a set of scientif-
ic activities which, following the scientific style, are
gradually reproduced in the content of the research.
At the beginning of the work, to ensure the reliability
of the results and conclusions obtained, the statistical
data reflected in the case law report, and journalistic
sources of information were analysed. The next step
in the research was to explore the content of the pro-
visions of international documents and national reg-
ulations that are of scientific interest on the subject.
Thus, the regulatory framework for this work is: The
UN Convention on the Rights of the Child [1], the Con-
stitution of Ukraine [2], the Code of Administrative
Offences of Ukraine [5], the Law of Ukraine “On Pre-
venting and Combating Domestic Violence” [12], the
Law of Ukraine “On Childhood Protection” [4]. After
analysing empirical data, practical sources and regu-
lations, the author summarises the research of schol-
ars who have comprehensively explored the problems
of domestic violence. After all, the problem of domes-
tic violence is not new and has been addressed by
scientists in various fields. The author analyses some
relevant proposals of scientists, provides their gener-
alisations and conclusions, and substantiates practical
proposals for improving the content of Article 173-2
of the CAO [5]. To conduct a comprehensive study
of the subject matter, considering the specific fea-
tures of the research, the author used a special set of
general and special methods of scientific knowledge.
Each method was used to achieve the purpose. Sev-
eral philosophical methods are used in the intercon-
nection, and theoretical methods are used in general
scientific methods. In particular, using the dialectical
method, the author has explored the essence of ad-
ministrative liability for domestic violence against a
child through the prism of change and development
of this phenomenon, and the relationship between the
existing standard and the author's proposals. The phe-
nomenological method was used to develop the hy-
pothesis and the author's definition of originality. The
author uses the methods of analysis and synthesis and
their branch-specific variants to clarify theoretical,
legal and practical problems in the field of cognition.
When exploring the subject of research in general,
the methods of induction and deduction were helpful.
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The statistical method proved to be essential, as it
helped to process official statistical data [13]. Using
the comparative-legal method, the author compares
legal liability for domestic violence in Ukraine and
other countries of the world, in particular, in the EU,
the USA and Ukraine. The method of abstraction is
used for deep cognition, which consists of the mental
separation of special, significant features, signs, and
relations of all elements of the subject of research.
The formal-legal method is used in the analysis of
regulations. The specific analysis of regulatory doc-
uments was performed using the method of legal
analysis. A detailed legal analysis was conducted in
Article 173-2 [5]. The author considers and analyses
its structural elements (object, subject, objective and
subjective sides). The method of generalisation was used
to develop and present the conclusions, and the au-
thor's generalisations and practical proposals in this
research. All of these methods, which the author
emphasises, have been applied comprehensively.

In exploring this problem, the author used an-
thropological, hermeneutical, and epistemological
approaches to analyse scientific achievements and
substantiate conclusions.

= Results and Discussion

The Law [12] defines the forms of domestic violence,
which can be expressed in both active and passive
forms of inaction. There are the following types of
domestic violence: physical, sexual, psychological,
and economic. Such manifestations of violence are
called domestic violence in cases where it is com-
mitted in the family or on the territory of a common
residence or between relatives. Also between cur-
rent or previous spouses, or between other persons
who live (lived) together as a family. Threats of the
above-mentioned violence can be its manifestation.

For acts that are not socially dangerous, such
as foul language, threats, shouting, slapping, depriva-
tion of housing (the list is not exhaustive), adminis-
trative liability is provided, and the offender's actions
are qualified as domestic violence under Article 173-2
of the CAO [5]. To prove the offender's guilt and bring
them to justice, a district police officer, juvenile pre-
vention inspector, or patrol police officer drafts an
administrative report that is sent to court.

For professional qualification of an act when
bringing a person to administrative responsibility for
committing domestic violence, it is essential to cor-
rectly identify all elements of the offence. In particu-
lar, the existence of an object, which is public rela-
tions in the field of human and civil rights protection.
As outlined above in this research, children have all
the rights that adults have, and additional children's
rights are based on the principle of ensuring the best
interests of the child.
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The objective side is expressed in the intentional
commission of any actions or omissions of a phys-
ical, psychological or economic nature that caused
damage to the health of the victim. Failure to comply
with an urgent restraining order and failure to notify
the relevant units of the National Police of Ukraine
of the place of temporary stay in case of its issuance
is recognised as an offence [12], i.e. both action and
inaction have specific manifestations in the commis-
sion of an offence, which occurs in the research. The
content of the provision highlights gender-based vio-
lence, i.e. discrimination against a member of a close
person based on their gender. An important element
of the objective side of this offence is the consequenc-
es and the causal link between the act (inaction) and
the consequences. Forms of manifestation of an act as
a threat to: physical violence; psychological violence;
economic violence, including any manifestation of
domestic violence in the presence of a child.

All manifestations of sexual violence against a
child are subject to criminal liability.

The subject is general (part 1 of the Article) or
special (part 2 of Article 173-2 of the CAO [5]).

Subjects of domestic violence must be current
or previous family members. Article 3 of the Family
Code of Ukraine [14] defines a family as:

— persons living together are interconnected
by rights, obligations and common life;

— spouses who live together or separately for
valid reasons (due to study, work, medical treatment,
the necessity to care for parents, children, etc.);

— child, even if they do not live with their parents;

— a single person.

Legislation on preventing and combating do-
mestic violence clearly defines the persons who can
be subjects [12] of the offence studied.

The subjective side is determined by the atti-
tude to the consequences and is characterised by the
presence of guilt in the form of intent. The presence
of guilt in the form of intent and a causal connection
between the action and the consequences is required.

Paragraph 2 of Article 173-2 [5] defines a
qualifying feature — the commission of this offence
by a person who has previously committed such an
offence and was subject to an administrative penalty
within a year for any violation provided for in par-
agraph 1 of this Article. In the author's opinion, it
would be appropriate to include domestic violence
against a child as a qualifying ground.

Domestic violence is an interdisciplinary phe-
nomenon. Psychologists, sociologists, educators, law-
yers, and other researchers are trying to understand
it and develop effective levers of counteraction. Con-
temporary scholar O.S. Dmytrashchuk [15], in her
study, thoroughly examines international experience
in combating domestic violence, including against
children. Emphasises the interesting experience of
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Poland in terms of communicating to the community
the decision to punish a person for domestic violence.
Highlights the equally interesting example of the
United States and some Asian countries that have
developed and successfully used a comprehensive ap-
proach to combating domestic violence against children
and delineate responsibility for domestic violence against
children by using harsher penalties.

The Code of Administrative Offences of
Ukraine [5] contains several provisions, which have
been discussed above, that provide for the administra-
tive liability of parents and other family members for
child abuse. Article 173-2 [5] additionally defines gen-
der-based domestic violence against women but does
not specifically mention violence against a child, who
is a more vulnerable human being and requires addi-
tional protection. In the author's opinion, any unlaw-
ful intentional acts (action or inaction), if the victim
is a child, should be offences that have an additional
qualifying feature and a more severe administrative
penalty. When imposing an administrative penalty, in
addition to the above actions, it is necessary to consider
the failure to report one's whereabouts when such an
order is issued if the offender has harmed a child and
the child is a victim of domestic violence.

The research consists of two parts. Part two
provides for several qualifying features and a more
severe administrative penalty, but the author proves
the necessity of its improvement.

Women and children are the most common vic-
tims of domestic violence. Children frequently become
victims or witnesses of abuse, which significantly
traumatises their mental health and is a manifesta-
tion of violence [16]. The provision that currently
provides for liability for domestic violence considers
the status of women but does not explicitly mention
children.

Part 2 of the Law of Ukraine “On Preventing
and Combating Domestic Violence” [12] defines a
child victim of domestic violence as a person under
the age of 18 who has been subjected to domestic
violence in any form, and a child who has witnessed
domestic violence. By adopting this provision, the
legislator has taken a positive step towards protecting
children's rights against violence and abuse, however,
in practice, when determining the status of a victim
of domestic violence, law enforcement agencies face
certain problems that, in the author's opinion, can be
solved by the proposed amendments to the legislation.

According to the statistics of recent years, an in-
crease in cases of domestic violence has been recorded
in Ukraine [17]. In 2021, 56% more citizens reported
cases of domestic violence to the National Police
than in 2020. In addition, 10% more administrative
protocols were compiled, and 19% more urgent re-
straining orders were issued against offenders. In ad-
dition, the number of offenders registered increased
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by 11%. While in 2020 there were 209,000 reports
of domestic violence, 3,400 of them were from chil-
dren, which is 1.63% of the total number of reports.

Human rights organisations and qualified law-
yers emphasise the necessity to improve the work of
the relevant state bodies and courts in establishing
the facts of domestic violence where children are vic-
tims. After all, with the entry into force in 2018 of
the Law of Ukraine “On Preventing and Combating
Domestic Violence” [12], the concept of “child wit-
ness = child victim of domestic violence” was in-
troduced into the national legislation, meaning that
law enforcement officials must declare such a child a
victim of domestic violence by the established proce-
dure. These positive changes reflect the development
of juvenile policy in Ukraine and the protection of the
best interests of the child. Significantly, the improve-
ment of Ukrainian legislation in this area is based
on international approaches to the legal regulation of
juvenile justice and juvenile prevention [18].

According to the Convention on the Rights
of the Child [1], the state is obliged to ensure the
physical, intellectual, mental, spiritual, and moral
development of minors. Therefore, the state's multi-
dimensional activities should be based on the devel-
opment and implementation of measures to protect
and safeguard childhood - relevant legislation and
systematic, coordinated activities of authorised state
bodies that protect the rights and interests of minors
from factors that harm their health and development.
According to research by leading scientists around
the world, domestic violence has an adverse impact
on a child's development and education [19].

Among the positive achievements of society
in protecting children from domestic violence in Ukraine
are several theoretical and practical problems. In
particular:

— mechanisms for identifying child witnesses
of domestic violence have not yet been developed
(children who witnessed domestic violence are not
marked by police officers in protocols as victims of
domestic violence, and authorised state bodies do not
always report such cases);

— the law does not provide for a mandatory
psychological examination of a child subjected to do-
mestic violence;

— the Code of Ukraine on Administrative Offenc-
es [5] does not systematise the provisions reflecting
manifestations of domestic violence against children;

— article 173-2 of the CAO [5] does not distin-
guish between the specifics of liability for domestic
violence against a child and an adult;

— the appropriateness of administrative penalties
for domestic violence against children has not been
reviewed and improved.

Having explored the online databases of the
Unified Register of Court Decisions (Article 173-2 of
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the CAO [5]) for the entire period of 2020 [20], re-
garding the specifics of the responsibility of offenders
for committing domestic violence against a child, no-
tably, 67 out of more than 400 decisions proved the
person's guilt, which is not a comforting indicator.

It is crucial for this research to summarise the
findings of the Analytical Center of the Ukrainian Women
Lawyers Association, which explored court decisions
on bringing a person to justice for domestic violence
in 2020. Their findings, based on the analysis of sta-
tistical data [13], proved that during this period, only
17% of the total number of court decisions concerned
children of domestic violence victims, and in almost
15% of cases, the child was not considered a victim, al-
though the violence was committed in their presence.

In most decisions, the courts limited themselves
to the wording contained in the protocol. According
to statistics for the entire period of 2020 [12], a fine
is most frequently imposed by the court for commit-
ting unlawful acts against a child under Article 173-2
of the CAO [5] — in more than 70% of cases. The
amount of the fine is determined by an administrative
rule of UAH 170 to 680, depending on the frequency
of domestic violence. 23% — community service.

Studies have demonstrated that 30% of cases
of domestic violence against children are committed
when the perpetrator is intoxicated, and 40% of
cases of domestic violence against children are re-
peated [12], which, in the author's opinion, is an in-
dicator of improper preventive activities of authorised
state bodies and police units.

The author considers the circumstances that
prompted Ukraine to impose martial law to be favour-
able for domestic violence against children. Stressful
situations in which adult relatives find themselves
are the impetus for systematic alcohol consumption
and, under their influence, using domestic violence
against the most vulnerable children. The difficulty
of access to families with children living in the terri-
tories where hostilities are occurring and in the occu-
pied territories for representatives of the relevant state
institutions gives rise to an imaginary permissiveness
of adults, which can manifest itself in intentional do-
mestic violence against children. Thus, the subject of
the research is particularly relevant nowadays [21].

In addition, clause 11 of part 1 of Article 67 of
the Criminal Code of Ukraine [5] defines the commis-
sion of a crime using martial law as an aggravating
circumstance. In addition, in the author's opinion, it
would be appropriate to supplement Article 35(5) of
the Code of Ukraine on Administrative Offences with
a provision concerning using martial law.

The author's proposals regarding the necessity of
improving Article 173-2 of the CAO [5] are substanti-
ated, in particular, that Part 2 of this Article should be
supplemented and outlined in the following wording:
“The same actions committed against a child or a person
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who has been subjected to an administrative penalty for
one of the violations provided for in part one of this Arti-
cle — entail community service for a period of forty to sixty
hours or administrative arrest for up to fifteen days.”

In the author's opinion, clause 5 of Article 35
of the Code of Ukraine on Administrative Offences [5]
requires amendment, which should be stated in the
following wording: “committing an offence using the
conditions of martial law or in conditions of natural dis-
aster or other extraordinary circumstances”.

Any person, and, in particular a child, should
be reliably protected by the state from all adverse
manifestations, including violence. The constant dy-
namics of improving the existing legislation in line
with new challenges is an appropriate response for a
state that cares about human rights.

m Conclusions

As a result of a comprehensive synthesis of statistical
data and theoretical developments, the author identi-
fied the main theoretical, legal and practical problems
ofadministrativeliability for domestic violence against
a child. The provisions of international standards
and national legislation are considered. The research
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m AHoTamisa. HaykoBe OOCIiIkeHHS TPUCBIYEHO PO3IJIAAY OCHOBHUX TEOPETUKO-TPABOBUX i MPaKTUYHUX
npo0JieM aAMiHiCTpaTUBHOI BifMIOBigaJIbHOCTI 3a BUMHEHHs JOMAIIHbOTO HACUJIBCTBA IIOA0 AUTHUHU. MeToio
CTaTTi € OKpecJIeHHA OCOOJMBOCTEN 3aXHCTy IpaBa AUTUHU Bif AOMAIIHBOTO HACWUJIBCTBA B 3aKOHOAABCTBi
YxpaiHu Ta BUABJIEHHS YNHHUKIB, AKi CBiIYaTh TPO HEOOXiAHiCTh BUOKPEMJIEHH:A JOMAIIHbOI0 HACUJIECTBA 010
OWUTHHMU K aMiHICTPaTUBHOI'O MMPABONOPYIIIeHHA 3 OLJIbIN TAXKKUMU HaCJIiAKaMy, i, BiITIOBiAHO, 3aCTOCYBaHHA
CyBOPIILIIOTO CTATHEHHS A0 0coOU MOPYIIHUWKA. 3TigHO 3 MOCTaBJIEHOK METOH Ta crenudikom mnpegMeTa
JOCJIiI’KeHHA, aBTOP 3aCTOCYyBaB KOMILJIEKC MeTOLiB: (ijiocodChKUX — AiajeKTUUHUY, (eHOMEeHOJIOTiUHUI Ta
iHIIi; 3araJlbHOHAYKOBUX METOiB — CUCTeMHMH, iHAYKIi1, AeAyKIil aHaIi3y, CUHTe3y, aHaJIOril, MOPiBHAHHS,
MeTO/1iB KOHKPETHO1 [IPaBOBOI HAyKU — TOPiBHAJIBHO-IIPABOBUI, IPABOBOI CTaTUCTUKU, IPABOBOI'0 y3arajJbHEeHHH,
MPaBOBOT0 aHAaJIi3y, GOPMaIbHO-IOPUANYHUI TOIO. Y pOOOTi PO3TJIAHYTO BU3HAUEHH JOMAIIHBOTO HACHUJIBCTBA
3a 3aKOHOZABCTBOM YKpaiHU, y3araJbHeHO OKpeMi LIJIAXY NPOoTHIil iboMy sABuily. HarosomeHo, mo B Kogekci
YkpaiHu npo agMiHiCTpaTHBHI MPaBOINOPYIIeHHA JOHMHI He pPO3MeXOBaHO OCOOJIMBOCTI aAMiHiCTpaTHUBHOL
BiZMIOBigasIbHOCTI 3a JOMaIllHE HACWJIBCTBO IIOAO JOPOCJIOr0 Ta MIOA0 OUTHMHHU. BojaHoudac, 3a JaHUMU
CTAaTUCTUYHUX JOCJIiKeHb, 3 KOXXHUM POKOM 301JIbIITY€EThCA KiJIBKICTh AiTeH, AKi IOTepHaTh Bif] JOMAIITHbOTO
HacUJIbCTBA. 3a3HaueHe CBiJUMTh PO aKTyaIbHICTh JOCTiIKeHHA. [TpakTiuyHa I[iHHICTh MOJIATa€E B TOMY, 1110 3a
pe3yJibTaTaMu AOCJIiI)KeHHA 0yJ10 BUOKpeMJIeHO I cXapaKTepr30BaHO OCHOBHI TEOPETUKO-TIPABOBi Ta MPaKTUYHi
npo0bJieMu aAMiHiCTpaTUBHOI BiANOBiAAJIBHOCTI 3a BUMHEHHA [OMAIHbOTO HACKUJIBCTBA L[OA0 AUTHUHU, a
TakoX chOpMyJIbOBAaHO OOI'PYHTOBaHI MPOIO3UIlil CTOCOBHO BHECEHH: 3MiH i JOMOBHEHb A0 CT. 173-2 KYnAII

m Ki1i040Bi cj10Ba: 10BeHaJIbHI MTpaBa; MPUHIUI HAHKpaIIUX iHTepeciB AUTHUHU; 00’€KT; Cy0’€KT; 06’€KTUBHA
CTOpPOHA; cy0’eKTUBHA CTOPOHA; cTaTTA 173-2 KYNAII
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m Abstract. The relevance of the subject is the necessity to correctly identify the subject of money laundering
during the investigation, in the context of the current version of the Criminal Code of Ukraine. The purpose of
the research is to define modern approaches to determining the subject of property laundering. The research
methodology includes general scientific methods, in particular, analysis, synthesis and generalisation, to
determine the characteristics of the subject of the crime; special research methods, namely, formal-logical and
comparative-legal — to determine the specifics of the subject of the crime at the current stage of development
of legal science and the regulatory framework. The result of the research is a generalisation of positions on
the location of the crime object among the elements of forensic characterisation and the importance of its
clarification. The author describes legislative innovations and their impact on the identification of the subject
of a criminal offence. The types of property that can be subject to legalisation are defined. The research
describes the problems faced by investigators in the course of investigating property laundering related to
an atypical object of crime — a “virtual asset”. The author outlines approaches to establishing the subject of
a criminal offence in modern realities, the possibility of its transformation and further clarification, and the
involvement of persons with specialised knowledge. The connection between the person of the offender and
the object of the crime is described. The author considers the possibilities of using international cooperation
to clarify the subject of property legalisation and its identification
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property rights

m Introduction

Nowadays, there is a rapid growth of innovative
technologies that affect both everyday life and other
areas, including the economy. One of the most dan-
gerous threats to the proper functioning of the state
is money laundering. In particular, it is reflected in
the national policy of Ukraine, in particular, in the
statement on the importance of combating money
laundering and the adoption of appropriate strategies
that should be consistent with the current Criminal
Procedure Code of Ukraine [1]. The issue of develop-
ing modern mechanisms in the system of combating
(laundering) the proceeds of crime and developing
an action plan in this area remains relevant since the
current strategy [2] is designed for the period up to
2023. Using innovative technologies by criminals in
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this area is occurring faster than inventing effective
methods to counteract them, detect crimes they have
committed and successfully investigate them. Changes
in Ukrainian legislation contribute to the successful
fight against money laundering, but they only declare
specific provisions and do not provide tools for inves-
tigators. In addition, regulations in this area are often
inconsistent with each other, in particular, using out-
dated terminology, which causes misunderstandings
in the activities of investigators, which should be
regulated precisely and unambiguously. A successful
pre-trial investigation begins with the investigator's
awareness of the nature of the unlawful actions and
the ways and means to document them. The inves-
tigation process, in any case, must comply with the
requirements of the applicable criminal and criminal
procedure laws. Generally, investigators are engaged
in the investigation of several different criminal of-
fences that may have various objects and subjects
and are not narrowly specialised in the investigation
of a particular crime. Thus, the key to an effective
start of an investigation is to identify the elements
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of the forensic characterisation of the crime that is
being investigated. The starting point for this is to
identify the object of the crime. Currently, the issue
of identifying the subject of property laundering is
almost unexplored. On the one hand, it is explained
by the fact that scientists include this issue in stud-
ies that cover a wider range of elements of forensic
characterisation. On the other hand, the signs of the
subject of property laundering have changed since
2019 and have not yet become a common subject
of scientific discussion. In such circumstances, it is
justified to use the practical recommendations of in-
ternational experts in the field of combating money
laundering, considering the provisions of the current
regulations of Ukraine. A good example of such rec-
ommendations is the Manual on the detection, in-
vestigation and prosecution of money laundering,
edited by Council of Europe experts Ian Richardson
and Ignacio de Lucas Martin [3]. The relevance of
this subject can hardly be overestimated, in particu-
lar, due to the amendments to the Criminal Code of
Ukraine [4] that were made in 2019, which replaced
the definition of “money laundering” with “property
laundering”, which explicitly affects the definition
of the object of the crime, and the above-mentioned
development of technology, which has established
a completely new type of property — “virtual asset”.
Thus, it is important for investigators conducting
pre-trial investigations of money laundering to have
a correct understanding of the features of the object
of this crime, and the current possibilities for its clari-
fication. It is virtually impossible today to conduct
an effective investigation of money laundering with-
out involving specialists in the field of information
technology, virtual assets, etc., and without using the
possibilities of international cooperation. The above
indicates the necessity to identify modern, innovative
approaches to determining the subject of property laun-
dering (legalisation), considering the current version
of regulatory documents and the state of develop-
ment of information technology both in Ukraine and
worldwide.

The fact that the object is one of the key el-
ements of the forensic characterisation of crimes is
noted in their scientific works by A.A. Bessonov [5],
N.M. Negrych [6] etc. The object of the crime induces
a person to commit criminal acts and motivates them
to commit them; it influences the choice of the method
of committing the crime, the environment, place
and time of its commission. In addition, as noted by
N.M. Negrych [6], the object is connected by a double
relationship with the offender and the characteristics
of their personality.

In their research on the general understanding
of the concept of the object of the crime, A.A. Muzyka
& E.V. Lashchuk [7] refer to it as an optional feature
of a criminal offence and note that the object of the
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crime is defined as the material value in respect of
which a crime is committed.

The scientific originality of the research is con-
ditioned upon the identification of relevant tools and
methods for determining the object of property laun-
dering. There is a necessity to use qualitatively new
approaches to pre-trial investigation. It is essential to
use information technology and international coop-
eration in planning tactical tasks and ways to solve
them. Currently, the correct identification of the ob-
ject of property laundering is the key to a success-
ful investigation. The object of this crime includes
currency values, virtual assets, other property, and
property rights and obligations. To identify them, it
is necessary to involve specialists and use the possi-
bilities of international cooperation

The issue of the object of property laundering
has been understudied, and therefore the purpose of
the research is to summarise the approaches to the
general definition of the object of crime and to de-
velop a modern understanding of the object of a par-
ticular type of criminal offence, considering its reg-
ulatory definition, and to identify its characteristic
features and the tools and methods for its practical
clarification by investigative officers.

= Materials and Methods

At this stage of the development of Ukrainian society,
the legal framework and information technology, not
enough attention has been paid to the issue of deter-
mining the object of the crime. Determining the ob-
ject of a crime is of great practical significance in the
work of investigators. To conduct a professional and
exhaustive investigation of a crime, it is necessary to
have a sufficient theoretical base of knowledge about
the relevant element of forensic characteristics for its
correct determination in each case, which makes the
study of this issue relevant nowadays.

The object of the crime is explored in the re-
search in stages. First of all, the author analyses the
understanding of the concept of the object of crime
and its characteristics. The author analyses the avail-
able scientific materials and positions on understanding
the characteristics of the object of crime and their
features. Further, the author establishes the connection
between the scientific approach to understanding
this element of forensic characterisation and the cur-
rent regulatory framework and identifies its specific
types. The author distinguishes between the classical
approach to determining the object of a crime and its
most common types. In addition, attention is devoted
to new types of items that can be used by criminals
nowadays. Finally, the author identifies the impact
of information technology development on clarify-
ing the object of a crime and clarifies the possible
practical use of this knowledge in the activities of an
investigator.
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The study used the current regulatory frame-
work of Ukraine, in particular the Criminal Code of
Ukraine (CC of Ukraine) [4], the Criminal Procedure
Code of Ukraine (CPC of Ukraine) [1], the Civil Code of
Ukraine (CC of Ukraine) [8], the National Accounting
Regulation (Standard) 1 “General Requirements for Fi-
nancial Reporting” approved by the Order of the Minis-
try of Finance of Ukraine No. 73 dated 02/07/2013 [9],
the Law of Ukraine “On Currency and Currency Val-
ues” [10], the Law of Ukraine “On Prevention of Cor-
ruption” [11], which allowed identifying and gener-
alising the vision of the “legislator” on the definition
of the object of the crime and served as a foundation
for the theoretical substantiation of its mandatory fea-
tures; materials of the case law of the High Specialised
Court of Ukraine for Civil and Criminal Cases on the
consideration of a court case under Part. 1 of Art. 209
of the CC of Ukraine [12], which demonstrates prac-
tical experience in establishing the subject of property
laundering; analytical materials of the Academy of
Financial Monitoring [13], which allowed comparing
scientific achievements with the practice of its use by
the authorities directly involved in combating money
laundering (legalisation) of the proceeds of crime.
In addition, the author analysed the scientific works
of A.A. Muzyka & E.V. Lashchuk [7], and A.A. Bes-
sonov [5], which explore the general concept of the ob-
ject of crime; N.M. Negrych [6], V.G. Lyseitseva [14],
where the object is described as an element of the fo-
rensic characterisation of a particular type of crime.

In addition, to provide an opportunity to apply
theoretical approaches to understanding the subject
of money laundering in the practical activities of
investigators, the research used the practical guide
by Ian Richardson and Ignacio de Lucas Martin [3],
which summarises the European experience in combat-
ing money laundering.

The research methodology includes general
scientific and special methods. In particular, the author
used analysis, synthesis and generalisation, which al-
lowed identifying the characteristics of the object of
the crime and different approaches to its understand-
ing and highlighting the features common to the ob-
ject of property laundering committed in different
ways, and the relationship of these features to the
wording used in the current regulatory framework.
In addition, the analysis identified some specific fea-
tures of the object of money laundering, which allow
for determining its particular type. By generalising,
the author identified the optimal most general defini-
tion of the object of money laundering. Using special
research methods, in particular, formal-logical and
comparative-legal methods, allowed identifying the
features of the object of crime at the current stage of
development of legal science and regulatory frame-
work, identifying the shortcomings and ambiguities
in the wording of dispositions of regulations relating
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to the object of property laundering, and allowed es-
tablishing the importance of theoretical research for
using the results obtained in the practical activities
of investigators.

= Results and Discussion

However, considering this position, it should be con-
cluded that the object of the crime is in any case de-
fined as a material benefit for the offender, which they
use to satisfy their needs, and therefore always has a
specific monetary value. As a rule, considering the
banking system and currency policies of developed
countries, this monetary expression is always tracea-
ble. However, the process of this tracking depends on
the investigator's understanding of the mechanisms
and capabilities of these systems and the theoretical
training of the investigating body's employees.

Thus, the object of the crime significantly af-
fects other elements of forensic characterisation and
determines the methodology of investigation of a
particular crime.

The classification of the object as an optional
characteristic has a more criminal law colouration,
as it is based solely on the current provisions of
criminal law. The tasks of criminalistics are quite
different in terms of methods of investigating a spe-
cific type of crime, in particular, money laundering.
For an investigator, establishing and clarifying the
object of a crime is one of the primary tasks that
subsequently determines the area of investigation,
the tactics of particular investigative actions, and the
choice of subjects to be involved in the investiga-
tion to establish complete and objective data on the
criminal offence.

However, along with scientific definitions, first
of all, to clarify the object of the crime under investiga-
tion, and thereby further determine the methodology
of its investigation, one should refer to the regulatory
statement of the disposition of a particular article.

Thus, Article 209 of the CC of Ukraine [4] states
that legalisation (laundering) of the proceeds of
crime is the acquisition, possession, use, and disposal
of property in respect of which the actual circum-
stances indicate that it was obtained by criminal ac-
tivity, including the execution of a financial transac-
tion, a transaction with such property, or movement,
changing the form (transformation) of such property,
or performing actions designed to conceal or disguise
the origin or ownership of such property, the right to
such property, its source, or location, if these actions
are committed by a person who knew or should have
known that such property was obtained directly or
indirectly, completely or partially, by criminal activity.

This version of the article has been in force
since 12/06/2019, and has changed compared to the
previous version, including the definition of the ob-
ject of this crime.
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According to the wording of Art. 209 of the CC
of Ukraine [4], which was in force until 12/06,/2019,
the legalisation (laundering) of proceeds of crime is
the performance of a financial transaction or transac-
tion with funds or other property obtained as a result
of a socially dangerous illegal act that preceded the
legalisation (laundering) of proceeds, and the per-
formance of actions designed to conceal or disguise
the illegal origin of such funds or other property or
possession thereof, rights to such funds or property,
sources of their origin, location, movement, change
of their form (transformation), and the acquisition,
possession or use of funds or other property obtained
as a result of a socially dangerous illegal act that
preceded the legalisation (laundering) of proceeds.

The wording of the articles is intentionally quoted
verbatim, as their wording is the base and support for
further theoretical discussions and scientific substan-
tiation of the possibility of identifying a specific type
of property as the subject of money laundering. In
addition, it is the base for the investigation of a crime
by employees of practical investigative units since, in
their activities, they primarily use the wording of the
elements of a criminal offence available in the dis-
position of specific articles of the CC of Ukraine [4].

Notably, the new version of the article refers
to the object of the crime by a different term, namely,
replacing “income” with “property”. Such changes are
advisable since analysing the definition of property
provided in the Civil Code of Ukraine [5], the author
concludes that it is broader and includes the concept of
income. The introduced changes are of great signifi-
cance for the methodology of investigating this type of
crime, as they affect the identification of criminally
significant features and the search for links between
the elements of its forensic characteristics and serve
to develop and test investigative versions. It further
affects the optimisation of the crime detection and
investigation process.

Thus, based on the content of Art. 209 of the
CC of Ukraine [4], the object of this crime is a prop-
erty in respect of which the actual circumstances in-
dicate that it was obtained by criminal activity.

Notably, one of the main features of property
being the object of a crime was its actual origin from
another crime. Currently, such a feature has disap-
peared, and it is not necessary to find a person guilty
of a so-called “predicate” crime, it is sufficient to
have “actual circumstances” that indicate that it was
obtained by criminal activity.

These changes in the understanding of the sub-
ject of money laundering are extremely progressive
for Ukraine, but it will take time to implement them
in practical law enforcement. Even though there are
still disputes about the presumption of innocence in
money laundering cases, the author of the research
believes that the current version of the Criminal Code
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of Ukraine [4] is a step towards the European model
of combating money laundering, and the issue of the
necessity to establish the so-called “predicate” is a
relic of the old legal system.

Considering this wording of the provision of
the CC of Ukraine [4], it is necessary to elaborate on
the definition of “actual circumstances”, since they
are a mandatory component of the object of the crime
and this component affects the investigation of money
laundering since without its establishment, the corpus
delicti of the criminal offence will be absent. Thus, at
the initial stage of the investigation, the investigator
must have some information that contains circum-
stances that indicate that the property that is the object
of the crime was obtained by criminal activity. In the
future, in addition, the investigator is obliged to estab-
lish a sufficient scope of such factual circumstances.

Regulatory documents do not define the concept
of factual circumstances, however, the Academic Dic-
tionary of the Ukrainian Language [15] defines the
word “factual” as “true”, “real”, and “corresponding
to facts, reality”. A “circumstance” is a phenomenon,
event, or fact that is related to something, accompanies
something, or affects something.

Notably, the CPC of Ukraine [1] uses such
wording as factual data, i.e., valid, true information
about the quality of a circumstance.

Thus, factual circumstances can be established
by obtaining factual data, i.e. evidence.

Thus, the new version of Art. 209 of the CC of
Ukraine [4] did not deprive the investigator of the
necessity to collect evidence of the illegal acquisition
of property that was subsequently legalised but only
changed the necessity to achieve the sufficiency of
such evidence for sentencing.

At its core, the task of the CC of Ukraine [4] is to
ensure the protection of legal relations regulated by
other branches of law. The relations between people
regarding property — property relations — are regulated
by the Civil Code of Ukraine [8], and it is to this reg-
ulation that the term “property” should be referred.

Considering that the term “property” is defined
by the Civil Code of Ukraine [8], the conclusion is that
as an object of a criminal offence, it should be under-
stood in the civil law sense, considering some nuances.

Civil law [4] defines property as a special ob-
ject as a thing, a set of things, and property rights and
obligations. Things are defined as various objects of
the material world that satisfy people's demands and
for which civil rights and obligations can arise.

Thus, the subject of legalisation (laundering)
of property obtained by an official in the form of an
illegal benefit is of particular importance, as it de-
pends both on the wording of Article 209 of the CC of
Ukraine [4] and on the very concept of an illegal benefit.

According to the Law of Ukraine “On Prevention
of Corruption” [16], the following can be considered
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illegal benefits: money, other property, advantages,
privileges, services, intangible assets, and any other
benefits of an intangible or non-monetary nature.

Thus, when determining the object of property
legalisation, the definition of property provided in
the Civil Code of Ukraine [8] should be considered
and combined with the definition of illegal benefit.
Considering this, the object of legalisation, in this
case, can be money or other property, and property
rights and obligations.

Notably, this crime does not include advantages,
benefits, services, intangible assets, or any other ben-
efits of an intangible or non-monetary nature, as they
are not included in the concept of property and can
only be the object of a criminal offence of obtaining
an illegal benefit.

In addition, the analysis of Art. 209 of the CC
of Ukraine [4], conducted by the Academy of Finan-
cial Monitoring [10], correctly states that the object
of this crime cannot be things withdrawn from free
circulation, in particular weapons and ammunition,
explosives and radioactive substances, narcotic, psy-
chotropic and potent or poisonous substances. If such
things are used as the object of a criminal offence,
they cannot be the objects of money laundering, as
they are the objects of other crimes.

According to the National Accounting Regula-
tion (Standard) 1 “General Requirements for Finan-
cial Reporting” approved by the Order of the Ministry
of Finance of Ukraine No. 73 dated 02/07/2013 [9],
cash (money) means cash, funds on bank accounts
and demand deposits. An analysis of Article 192 of
the Civil Code of Ukraine [8] allows understanding
that money (funds) includes the monetary unit of
Ukraine, the hryvnia, and foreign currency.

Thus, if it is established that the object of a
particular crime, namely a particular fact of property
legalisation, is money laundering, the construction of
witness versions and their verification will be con-
nected with their characteristics, which will affect the
typical traces of the crime that will be associated with
money (withdrawals from a bank account by a particu-
lar person, transfer of non-cash funds from one per-
son to another, provision of financial assistance, etc.)

In her scientific works, V.G. Lyseytseva [14]
notes that the main purpose of the legalisation of crim-
inal proceeds is to convert cash into non-cash form,
providing it with the appearance of being obtained
from legitimate sources. Thus, it identifies cash as the
predominant object of property laundering. Howev-
er, considering the development of the latest methods
of investigating this type of crime, which encourages
criminals to invent new ways to conceal the crime,
and technological progress, the laundering of property
other than cash is becoming more widespread.

While the term “cash” does not raise any prob-
lems with its understanding, the concepts of other
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property, and property rights and obligations, deserve
more detailed attention.

Civil law defines property as objects of the ma-
terial world, as it may seem at first glance, and such
concepts as currency values and virtual assets, which
are now deeply involved in all spheres of people's
lives and are of particular importance, including for
the detection of property legalisation and the choice
of tactics for its investigation.

Thus, according to Article 1 of the Law of
Ukraine “On Currency and Currency Values” [10],
currency values are the national currency (hryvnia),
foreign currency and precious metals.

Notably, the currency is understood in the
form of banknotes or funds in bank accounts, and
as electronic money denominated in hryvnia or any
other foreign currency.

Particular attention should be paid to the
concept of “virtual asset”, which is provided in the
Law of Ukraine “On Prevention and Counteraction
to Legalisation (Laundering) of Proceeds of Crime,
Terrorist Financing and Financing of the Prolifera-
tion of Weapons of Mass Destruction” [16], namely,
clause 13, part 1, article 1 of the Law states that a
virtual asset is a digital expression of the value that
can be traded in a digital format or transferred and
can be used for payment or investment purposes.

Therewith, Article 46 of the Law of Ukraine
“On Prevention of Corruption” [11] requires persons
submitting declarations to the National Agency for
the Prevention of Corruption to indicate crypto as-
sets, in other words, a virtual asset. Thus, a virtual
asset has already been recognised by law as a type
of property, and therefore it may be the object of a
crime under Article 209 of the CC of Ukraine [4].

The significance of understanding the proper-
ties of cryptocurrencies as a criminal object and their
use is confirmed at the global level, in particular, this
issue was one of the main ones discussed at the meeting
of the G20 leaders in Osaka in 2019.

Thus, technological progress, in particular, the
removal of the possibility of obtaining illegal benefits
from purely material things, establishes new chal-
lenges for law enforcement and other agencies and
institutions that are called upon to combat the legali-
sation of illegally obtained property. These challenges
are related to the necessity of using specialised
knowledge in the field of information technology and
engaging relevant specialists to effectively detect and
investigate this type of crime.

In addition, it should be noted that using elec-
tronic funds, virtual assets, or crypto assets as a sub-
ject of property legalisation blurs the boundaries for
criminals and results in the fact that separate traces
of a crime that are subject to detection can be under
the jurisdiction of different countries. This circum-
stance requires the investigator to have a thorough
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understanding of the characteristics of such an object
of the crime, the possibility of its transformation and
ways to withdraw it outside the country, and, thus,
develop a line of investigation that will include the
involvement of foreign law enforcement agencies.

The issue of using virtual assets as a subject
of property laundering and their tracking is quite rel-
evant in Ukraine, and therefore the main areas of de-
velopment of the system for preventing and counter-
acting the legalisation (laundering) of proceeds of
crime, terrorist financing and financing the prolifera-
tion of weapons of mass destruction in Ukraine for the
period up to 2023 and the action plan for their imple-
mentation, approved by the Order of the Cabinet of
Ministers of Ukraine No. 435-p of 05/12/2021 [2],
it is noted that new challenges in the field of com-
bating the legalisation of criminal proceeds are, in
particular, used by criminals of the latest information
technologies, and virtual assets that contribute to the
anonymity of their activities. Thus, the lack of legal
regulation of the virtual assets sector is considered
to be one of the main factors contributing to money
laundering, and the legal regulation of the virtual
assets sector is defined as one of the main areas of
national policy in this area.

Notably, according to the online publication
CryptoMisto [17], Ukraine is among the top 3 countries
in terms of cryptocurrency adoption.

Property rights and obligations deserve special
attention in determining the object of legalisation of
property obtained by criminal activity, considering
that they are not objects of the material world in
themselves, which causes some difficulties in their
identification, and, thus, in establishing the possibilities
of their legalisation. In this case, each fact of legali-
sation should be approached separately and the ques-
tion of whether it occurred at all, or whether there
was no attempt to legalise it, and such rights or obli-
gations remained in the original state in which they
were acquired, should be explored.

N.E. Blazhivska [18] concludes that the con-
cept of “property” is not limited to the right of
ownership of material objects but can be expressed
in the form of the right to a thing and the binding
right of claim, which may arise from contractual and
non-contractual obligations.

Considering this, the author believes that the
right to property or property obligations related to it
can be the object of illegal benefit, and, subsequently,
legalisation, if a person receives, for example, the
right to claim a debt or the right to obtain ownership
of the real estate in the future as an illegal benefit.
Thus, the way to legalise it is to register the ownership
of the apartment or to recover money from the debtor.

Such a characterisation of the object of the crime
requires establishing the method of committing the
crime and a connection with the person of the offender.
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In addition, note that to correctly identify signs
of money laundering, it is necessary to bear in mind
that a person receives criminal income from property
that they did not previously own. Therefore, the funds
or property of individuals and legal entities that were
received by a person on the legitimate ground, but
which they illegally withheld, concealed, or failed to
transfer to the state in the presence of an obligation
to do it, cannot be the object of an offence [19].

Thus, for example, the Ruling of the High
Specialised Court of Ukraine for Civil and Criminal
Cases of 07/14/2011 [12], following a cassation ap-
peal by the prosecutor, reversed the verdict of the
Uzhhorod District Court of the Zakarpattia region of
08/04/2008 and the Court of Appeal of the Zakar-
pattia region of 03/29/2011 against R. in part of the
conviction under part 1 of Article 209 of the CC of
Ukraine [4], and the proceedings in this part were
closed based on paragraph 2 of Article 6 of the CPC
of Ukraine [1] for lack of corpus delicti.

The ground for this decision was the official
origin of the funds incriminated as the object of le-
galisation (obtaining a loan from a bank), which
were later used by the convict to purchase a car.

= Conclusions

Thus, to determine the object of property laundering,
it is not enough to refer solely to the disposition of
the said article, which significantly narrows the pos-
sibility of its correct determination in the course of
the investigation of a criminal offence. In each case,
it is necessary to consider technological progress and
its impact on changes in legislation, including crimi-
nal, civil, anti-corruption and anti-money laundering
legislation. Important measures during the investi-
gation to clarify the object are the involvement of
information technology specialists and using the pos-
sibility of international cooperation.

In addition, in the current realities, efficiency
in the activities of investigators is of particular im-
portance due to the limitless options for transforming
the object of property legalisation. Currently, cash or
other property can be transformed into virtual assets
within a very limited period, which in turn can be
instantly moved to other countries, with virtually no
control by government authorities.

Thus, the most appropriate and complete defi-
nition of the object of the crime is currency values,
including cash, virtual assets, other property, and
property rights and obligations.

Thus, the establishment of the specific features
of the object of legalisation of the property obtained
by criminal activity and its characteristics is a deter-
mining factor for the effective detection and further
investigation of the crime, which affects the establish-
ment of the method of legalisation, the circumstances
of the crime, their connection with the person of the
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offender and is a determining factor for organising the form of an illegal benefit. Such measures should
and planning the investigation of this crime, and the be comprehensive and combine the activities of vari-
establishment of national policy for the next period ous authorised state bodies to achieve specific results
should include specific measures to counteract the exclusively in the legal field and include practical as-
legalisation of virtual assets that can be obtained in  pects of clarifying the object of property laundering.
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NMpeaMeT BigAMMBaHHA MalHa
K NnepeayMoBa 3AiNCHeHHs epeKTUBHOIO po3cnigyBaHHS

Bitanin Iroposuy MicHun

ORCID: https://orcid.org/0000-0003-2847-0146.
HarrionaspHa akafeMisa BHyTpilHixX crpas, 03035, . Cosiom’AHCBKa, 1, M. KuiB, YkpaiHa

m AHoTaIiAa. AKTyaJibHICTh TEMU MOJIATaE B HEOOXiTHOCTI MPaBUJIBHOTO 3’sCYBaHHsA MpeaMeTa BiJMUBAHHS
MaliHa Iif] yac po3cJiiyBaHHA B yMOBax Ail akTyasbHOI pefakiiii KpuMiHaspHOro Kojiekcy YKkpaiHu. MeTtoro
CTaTTi € BU3HAUEHHA Cy4YaCHUX MiAXOAiB OO 3’ACyBaHHA NpeaMeTa BigMuBaHHA MaiiHa. MertopoJioria
JOCJIiKeHHA MiCTUTD 3araJbHOHAyKOBi METOAY, 30KpeMa aHaJli3, CHTe3 Ta y3araJbHeHH:A — JUIA 3’ACyBaHH:A
XapaKTepUCTUKU NpeaMeTa 3JI0YMHY; CHelliaJbHi MeTOAU AOCIiMKeHHs, a caMe (HOopMasbHO-JIOTIYHUM i
TOPiBHAJIBHO-TIPABOBUM — AJIA 3’AICYBaHHA OCOOJIMBOCTEN MpeaMeTa 3JI0YMHY Ha CyYaCHOMY eTalli pO3BUTKY
MpaBOBO1 HAyKU Ta HOPMAaTHBHOI 6a3u. Pe3ysbratomM JOOCTiIXeHHA € y3arajbHeHHA MO3UI[iil MOO0 Micls
npeaMeTa 3JI0UMHY cepejl eJIeMeHTiB KPUMiHaJIiCTUYHOI XapaKTepUCTHUKU Ta BaXJIMBOCTI HOTrO 3’ACyBaHHS.
OnncaHo HOBeJM 3aKOHOAABCTBAa Ta IXHiM BIJIMB Ha 3’ACyBaHHA IpeaMeTa 3JI0YMHY. Bru3HaueHO BUAU
MaliHa, AKi MOXyTb OyTH mpeaMeToM Jieraiizamii. OmucaHo npobjeMaTUuKy, 3 AKOKH CTUKAITHCA CJIiOUi mif
yac po3ciilyBaHHA BiIMUBaHHA MaiiHa, sIKe MOB’sI3aHe 3 HETUIIOBUM INIpeMEeTOM 3JI0UUHY — «BipTyaJbHUM
akTuBOM». OKpecJIeHO IiJX0au A0 BCTaHOBJIEHHA [Ipe/IMeTa 3JI0YMHY B CyYaCHHUX peaslifix, MOXJIMBOCTI Ioro
TpancdopMallii Ta HOAAIBIIOTO 3’ACyBaHHA, a TAKOX 3aJIy4eHHA 0cib 3i crerialbHUMU 3HaHHAMU. ONKrcaHo
3B’A30K OCOOM 3JIOYMHIA 3 IPeJMETOM 3JIOUYMHY. PO3IJIAHYTO MOXJIMBOCTI BUKOPHUCTAHHA MiXHapOLHOTO
CIiBpOOITHUIITBA [J1A 3’ACYBaHHA NpeaMeTa Jierajiszallil MaiiHa Ta foro igeHTudikarii

m KutiouoBi cjioBa: mpeaMer 3JI0UMHY; Jieraiisallis; HellpaBOMipHa BUT'0Ja; BipTyaJIbHUE aKTHB; OTiBKa;
MiXHapoJHe CIiBpOOiTHUIITBO; MAaliHOBI ITpaBa
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