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Omenan Onexciu Cepeiitosuu,
acipanT  HarmionaneHoi  akamemii
Ciyx0u O6e3neku YKpainu

1010 OKPEMUX ACHEKTIB MPOTUIII KIFEPTEPOPU3MY
B CYHACHHUX YMOBAX (B KOHTEKCTI BUKOPUCTAHHA
CHELIAJIBHUX 3HAHD)

B cyudacHux ymoBax e(eKTHBHE poO3CiHiAyBaHHS OyAb SIKOTO 3J0YHHY
HEMOKJIMBE a00 JIy’Ke YCKJIaJHEeHe 0e3 BUKOPUCTaHHS CIeLialbHUX 3HaHb, B TOMY
4uCcl ¥ pe3yabTaTiB CyqoBoi ekcrepTuszu. OcoOJIMBO 11€ CTOCYETHCS PO3KPUTTS
TaKMX BHUCOKOTEXHOJOTIYHUX 3JIOYMHIB, SIK KiOEpP3JIOUMHM, 3 SKUX HAHOUIBIILY
CYCIJIbHY HEOE3IeKy CTAaHOBUTH KIOEPTEPOPU3M.

BianoBinno no 3akony VYkpainu «IIpo ocHOBHI 3acanu 3a0e3nedyeHHs
ki0epOesnekn YkpaiHu», KiOepTepopusM — TEpOPUCTHYHA MISIBHICTh, IO
3MIIMCHIOETHCS Y KIOeprpocTopl ad0 3 HOro BUKOPUCTAHHAM [1].

3MICT TEpMIHY «KiOepTepopu3M», KpiM TOIO, OXOIUTIOETHCS TMOHATTIM
«TEXHOJIOTTYHHUU TEpOpU3M», Mij sskuM B cTatTi 1 3akony Ykpainu «IIpo 60poTs0y
3 TEPOPU3MOM» BU3HAUCHO: «3JIOYMHH, 1110 BUUHSIIOTHCS 3 TEPOPUCTHUHOIO METOIO
13 3aCTOCYBAHHSIM ... 3aCOOIB €JIEKTPOMATHITHOI Jii, KOMIT'IOTEPHUX CHUCTEM Ta
KOMYHIKAIIIMHUX MEPeXK, BKIIOYAIOYM 3aXOIUICHHS, BHBEICHHS 3 Jady 1
pYWHYBaHHS MOTEHIIHHO HEOE3MEeUYHNX OO0 €KTIB, SIKI MPSMO YU OIMOCEPEIKOBAHO
CTBOpWJIM a00 3arpoXKylOTh BHMHMKHEHHSIM 3arpo3d HaJ3BHYalHOI cHTyallil
BHACIIJIOK IMX i Ta CTAHOBIATH HEOE3MEKy MJisi TEepCOoHATy, HACEJICHHS Ta
JIOBKUJIJISI; CTBOPIOIOTH YMOBH JUIsl aBapiil 1 KaracTpod TEXHOTCHHOTO XapaKTepy»
[2].

Cnin 3a3HaUMTH, IO TUTAHYBAHHS, OpTaHi3allis, MiAr0TOBKAa TEPOPUCTUIHHIX
aKTiB, MiAOYpIOBaHHS /10 BYMHEHHS TEPOPUCTUYHUX AaKTIB, HACHIIbCTBA Haj
b13uYHMMH ocobamu ab0 OpraHizalisiMH, 3HUIICHHS MaTepiaiIbHUX 00’ €KTIB Yy
TEPOPUCTUYHUX UIISAX, MpoMaraHfa 1 MOMIMPEHHS 1J€0JIOTii  Tepopu3My,
BepOyBaHHS TEPOPUCTIB Ta 1HIN CKJIAAOBI, 10 BXOAATH 1O TOHSTTSA
«TEPOPUCTUYHA  JISUIBHICTB», MOXKYTh 3MIMCHIOBATUCH 13 BHUKOPUCTAHHSIM
TEXHIYHUX  MOXJIMBOCTEH  KIOEpHmpocTopy, OCOONMBO 3  ONNISIAY — Ha
PO3MOBCIOJIKEHHST  COLIIAIbBHUX MEPEXk, 1HTEPHET-MECEH/KEPIB, EIEKTPOHHOI
MOIITH Ta FOJIOCOBUX 1HTEepHET-cepBiciB (VoIP).

Pa3zom 3 mum, aHani3 WMOBIPHUX CHOCOOIB BUMHEHHS! TEPOPUCTHUHOTO aKTY
B KiOepmpocTopi a0 3 HOTo BUKOPUCTAHHSIM JI030JI51€ CTBEPDKYBATH, 10 1IEH BUT
3JIOYMHY Jy)Ke ONM3bKHM 70 mepemdadeHoro crarrero 361 KpuminaibHOTO
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KOACKCY VYKpaiHH, SKUH pEeriaMeHTye KpPUMIHAJIbHY BIAMNOBIJAIBHICTD 32
HECaHKI[IOHOBAHE BTPYYaHHS B POOOTY €JIEKTPOHHO-OOYUCITIOBAIBHUX MAIIUH
(KkOMIT’IOTEpiB), aBTOMATHU30BAaHUX CHUCTEM, KOMII'IOTEPHHX MEPEXK UM MEpex
CJIEKTPO3B’SI3KYy, IO MPHU3BEIO JI0 BUTOKY, BTpaTH, MiAPOOKH, OJOKYyBaHHS
iH(opMallii, coTBOpeHHs Mpolecy o0poOku iHdopMalii ado 10 TMOPYIICHHS
BCTAHOBJICHOTO TOPSAKY i1 MapmpyTusamii. ToOTo 3 TeXHIYHOI TOYKH 30Dy
MEXaHI3M BYMHEHHS «KiOeprepakTy» (aKTHUHO HE  BIAPI3HAETHCS  BIJ
«HECaHKIIIOHOBAaHOTO BTPYYaHHS.

Takum uynMHOM, Ha Hamly IyMKY, HarajibHOIO € MOoTpeda BU3HAYCHHS Y
BITYM3HSHOMY 3aKOHOJABCTBI TOHATTS KiOepTepakTy, SKe, Ha BIAMIHY Bif
BU3HAuUeHHS KiOeprepopusmy B 3akoHi VYkpainu «lIpo ocHOBHI 3acamu
3a0e3nedeHHs KibepOesneku YkpaiHu», He Oylne 3aHaaTo IIMPOKHM, a
BKJIFOYATHME UITKI O3HAaKM 3JIOYMHY, 30KpEMa, XapaKTepHI OCOOIMBOCTI
TEXHIYHOTO XapaKTepy, 10 J03BOJIUTh BUKOPUCTATH Il O3HAKH Y TOMY YMCII1, iJ]T
4ac MPU3HAUYCHHS CY/I0BUX EKCIIEPTH3.

Bapro 3ayBaxkutH, 1m0 oOcAr crnemiaibHUX 3HaHb y cdepl 1HDopMaIiitHuX
TEXHOJIOTIM TpHU PO3CIITyBaHHI KIOEP3JOYMHIB € 3HAYHO MIMPIIUM 3a O00CsT
«3BUYAMHUX) CHEUIATbHUX KOMIT IOTEPHUX 3HaHb, 1110 BUKOPUCTOBYIOTHCS IiJT Yac
JIOCYJIOBOTO PO3CIIyBaHHS 1HIIUX 3JI0YMHIB. Y JTaHOMY BUMAIKY €(EKTHUBHICTbH
MOIIIYKY, BUSABJICHHS, (piKcallii Ta BUITy4YeHHs [MUGPPOBUX CIiIB MPABOMOPYIICHHS
noTpedye TaKOXK JTOCKOHAIUX 3HaHb CIIOCOOIB BUMHEHHS K10€P3JI0UHHIB.

CriBpoOITHUKY KIOEPMOJILIT UM CIITYOMY, SIKUA HE BOJIOAIE CHEIlaIbHUMHU
3HAHHSIMH, CaMOCTIHHO Oyne CKIagHO BIJIPI3HUTH, HANpUKIad, 301 B poOOTI
anapaTypu ad0 HEHaBMHUCHY MOMUJIKY OfepaTopa BijJ HACHIJKIB HUIECHPSIMOBAHOI
ki0epaTaku, 30KpeMa, 13 3aCTOCYBaHHSM LIKIJIMBOIO MPOrPaMHOIO 3a0€3MeYEHHS.
AO00, HampuKiaa, 3pO3yMITH TEPENOBHEHI TEXHIYHHUMHU TEPMIHAMM TMOSCHEHHS
aaMiHicTpatopa arakoBaHoi cuctemMu. Ilpu 1pOMy cCHiil BpaxoBYBaTH, IIIO
aJMIHICTpaTOp MIr OYTH CHUIBHUKOM 3JI0Y4MHY a00 MIT HEHAJICKHUM YHUHOM
HaJAIITyBaTH CUCTEMY, BHACIIIJIOK YOTO KibepaTaka cTajga MOKIUBOIO. 3pO3yMiJIo,
0 B TaKOMYy BHWIIQJIKy BIH HaMaraTUMEThCA MPUXOBATH BiJl MPaBOOXOPOHHHUX
OpratiB BKazaHi fii. BUsBuTH npoTupivys y ciIoBax aJMiHICTpaTopa ciiauomy 6e3
CreIiajbHUX 3HaHb 3a BKa3zaHUM (axom Oyjae BKpal CKiIagHO ab0 HaBITh IIJIKOM
HEMOKJIHBO.

TakuM YMHOM, BIJCYTHICTH Y CHIAYOrO (ONEPAaTHUBHOTO CHIBPOOITHHKA)
CHeliajJbHUX 3HaHb MOXE BUKIMKATH TPYIHOIIl TPH BHUPIIIEHHI OCHOBHUX
3aB/laHb MPOBEJEHHS CAAYMX (PO3IIYKOBHX) Jiil: BUSBIICHHS €JIEMEHTIB CKJaay
Ki0ep3JI0uMHy, BUXOASIYM 31 CHIAOBOI 1H(OpMAIlli; BCTaHOBJIEHHS OOCTAHOBKH
BUMHEHHS KiOEp3JIOuMHY, Yacy, MicIls, crnoco0y, MOTHBIB 1 3Hapsab HOro
BUMHECHHSI, BU3HAYCHHS TPEAMETY 3JIOYMHHOTO TOCATaHHS; BU3HAYCHHS PO3MIpy
3aMoMAISIHOI IIKOJM; BHUOKPEMJIEHHS XapaKTEepHHX O3HAK BUAY KiOEp3JI0YMHY;
BCTAHOBJICHHSI 1HIMX O0Ci0, MPUYETHUX JO BYMHEHHS KIOEP3JIOYMHY, a TaKOXK
croco0y MOro mMpuxoBYBaHHS.

Kle TEOPETUYHUX 3HAHb y chepl KOMI IOTEPHUX TEXHOJOTIH HeoOXiaH1 i
OpPaKTUYHI HABUYKM POOOTH 3 KOMITIOTEPHMM 1 TEJIEKOMYHIKaliiHUM
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oOnaJHaHHSAM, a TaKOX CHEIlai30BaHUM MpOrpaMHUM 3ale3neueHHsIM. Kpim
TOTrO, SK BX€ 3a3Hayajgocs, HEOoOXIJHI 3HAHHS CIOCOOIB Ta METOJIB peai3allii
kibeparak. Ile 703BOJMUTH HAMOUIBII €(PEKTHMBHO 3aCTOCOBYBATH CIHEIllali30BaHI
KpPUMIHAJICTUYHI MMPOTrpaMHO-anapaTHi 3aco0u JUIs MOIIyKy, dikcarlii, BUITydeHHs
Ta MOJAJIBIIOr0 AOCIIKEHHS ITU(POBUX CIIIB KIOEP3TOUHHY.

Jlo cmemiamizoBaHuWX 3aco0iB i1 BHSBICGHHS HUGPOBUX  CHIAIB
Ki0€ep3JI0UKHIB MOKHA BIIHECTH:

- eKCIIEpTHE ~ mporpaMHe  3a0e3medeHHs I KPUMIHATICTUYHOTO
JOCTIPKEHHST KOMIT I0TepHUX HOCIiB iHpopmariii, Hanpukiay «Forensic Toolkity,
«EnCase Forensicy», «X-Ways Forensicsy;

- MOOUTBHI KOMIUIEKCH, IO JIO3BOJISIIOTH J00yBaTH, JACKOAYBAaTH Ta
aHani3yBaTu UU(POBY 1H(POpMaIIIO, OTpUMaHy 3 MOOUIBHUX IMPHUCTPOIB, 30KpemMa
«Cellebrite UFED Touch 2», «kMSAB XRY Field»;

- mporpaMHe 3a0e3NedyeHHs] 3 BIJHOBJIICHHS KOMIT IOTEpHUX HOaHux «R-
Studio», «UFS Explorer» Toro.

[Ipu po3ciimyBanHi KiOep3JIO0UMHIB, @ OCOOIMBO KiOEPTEPAKTIB, AKTyaIbHUM
€ 3aTy4EeHHS crieriaiicTa (Hocid cremialibHuxX 3Hanb y cdepi [T) mas Takux miif:

— Ha eTaIl MATOTOBKU KOXKHOI CI1au01 Aii;

— TPH TOUTYKY CIIJIB 3JI0YMHY, JUIsI BUSBIICHHS SKUX MOTPIOHE crieliaibHe
anaparse 1 (a00) mporpamHe 3a0e3MeUeHHS;

— s miadopy TOHSTHX, SKI BOJOAIIOTH HaBUYKAMU poOOTH 3
KOMIT FOTEPHOIO TEXHIKOK Ta TEJIEKOMYHIKAIMHUMH MEpeXaMHu 1 BOJIOAIIOTH
3HAHHSIMU B c(epl KOMIT IOTEPHUX TEXHOJIOTIH (100 MaTh 3MOry KBasli)iKOBaHO
OMKCATH B CYA1 A1l IPaBOOXOPOHIII Ta MiATBEPAUTH JOTPUMAHHS 3aKOHY);

— JII1 BHECEHHS B TIPOTOKOJIA CIIIAYMX M1 JJOAATKOBUX HAOUHUX MaTepiaiiB
(cxem TomosOrii Mepexi, CKPIHIIOTIB BIKOH THPOrpaM, pO3APYKIBOK 3BITIB
JIarHOCTUYHUX YTHJIIT YU JIOT-(aiisIiB TOIIO);

— JUIsl TIPaBWJIBHOTO BUJIyYEHHS Ta YMAaKyBaHHS KOMIT IOTEPHOI TEXHIKH,
TEJIEKOMYHIKaIIHOTO 00JIaTHaHHA Ta IHIINX 3aCO01B BUMHEHHS 3JI0YHHY;

— Ha eTarl MPU3HAYEHHS EKCIEPTH3U I MPaBUIBLHOTO (OPMYITIOBAHHS
MUTaHb Ta BUOOPY HEOOXIAHUX ISl MPOBEJEHHS eKCTIEPTHU3H 00’ €EKTIB TOIIO.

[lincymMoBytouM BUIICHABEIEHE, HE3BAKAIOUM Ha ICHYIOYl HayKOBI
HampaifroBadas [3, 4, 5], HarajapbHOIO 3aUIIAETHCS TMOTpeda y KOMILIEKCHOMY
HAayKOBOMY JIOCHII)KEHHI NMPOOJIEMHUX MUTAaHb BUKOPUCTAHHS CHEIIaJIbHUX 3HAHb
IpU poO3CIiayBaHHI KiOEpP3JIOUMHIB, a TAKOXX CHUCTEMHHMX 3MIH B YKPaiHCBKOMY
3aKOHOAABCTBI y cepi mpoTumali kibeprepopusmy. BkazaHi 3akOHOJaBYl 3MiHU
MOBUHHI TOPKHYTHUCS HE JIMIIE YAOCKOHAJIIEHHS Ta yHi(IKallli TepMiHOJOTTYHOTO
amapaTty, ajie W poO3MOAiTy MIACIIIHOCTI 1 BHU3HAYEHHS HOBUX MEXaHI3MIB
B3a€MO/IIi Cy0’€KTIB, 3aIIHUX y cpepi mpoTuii Kibeprepopusmy.
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Onanacenko Beponixa Pycmamigna,
3100yBau  BMILOI OCBITM  CTYHEHS
OakanaBp HaBYaJIbHO-HAYKOBOI'O
iHctuTyT No2 HarrionanbHOi akajgemii
BHYTPIILIHIX CIIPaB

Hayxosuii kepienux:

Ilpuxoovko KOpiu Ilaenoeuu,

JOLIEHT Kadenpu KpUMIHATICTUYHOTO
3a0€3MEeUYCHHs] Ta CYJIOBUX EKCIEPTHU3
HaBuanbHo-HaykoBoro iHCTUTYTy No2
HarmionanpHoi akamemii  BHYTPINTHIX
CIpaB, KaHIUAAT IOPUIUYHUX HAYK

HOPMATHUBHO-IIPABOBA PEIJIAMEHTALIA CJIYXKBOBOI
AIAJBHOCTI IHCIIEKTOPA-KPUMIHAJIICTA

TeMa HOpMATHBHO-TIPABOBOI perjiaMeHTallisl MO0 CIYKO00BOI JisITBHOCTI
1HCIIEKTOpa-KpUMIHAIICTa € YK€ aKTyallbHOIO, 00 KOXXHOrO JHS 1HCIEKTOP-
KPUMIHAJIICT 3[IMCHIOE BHUi3J Ha Micle MOoMAil 1 TUM CaMUM BUKOHYKOYH CBOIi
CJ1y’k00B1 00OB’SI3KM BCTYIIA€ B CYCH1JIbHI BIJTHOCUHHU.

Curyamii 1mom0 3adydeHHs  IHCIIEKTOpa KpUMiHaAjicTa OyBaloTh
MaKCHMAaJIbHO PI3HOMAaHITHI, 3arajoM caMe BIiJI SKOCTI POOOTH 1HCIEKTOpa-
KpUMIHAJIICTA 3aJCKATh TOJAIBIIMA CTaH PO3CHIIYBAaHHS KPUMIHAJIHLHOTO
MIPOBAKEHHS 1 PO3TJIIS] CIpaBu B Cy/l. Big TOro HaCKUIbKH SKICHO CIEMIaTICT -
KPUMIHANICT BUKOHA€ CBOIO POOOTY, YM TO MPHU OIS MiCUs MOAIl YM TO NPHU
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