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m Abstract. Since the Criminal Procedure Code of Ukraine was introduced, researchers have repeatedly
suggested the removal of the institution of operational search activities, arguing that all investigative (search)
actions could be conducted within criminal proceedings or by adopting a new law. The study aimed to
analyse the theoretical and legislative problems of adapting the European experience of regulating these
institutions. To achieve the purpose of the study, the general scientific and special legal research methods
were used: comparative legal, systemic and structural, and logical and legal analysis. The study established
that the Law of Ukraine “On Operational Investigative Activity”, adopted in 1992, as of 2025, does not meet
regulatory, institutional and social realities, is constructively obscure and inconsistent with European law.
The law is not consistent with the Criminal Procedure Code of Ukraine adopted in 2012. The study critically
analysed the researchers’ vision of the state and prospects of the development of criminal intelligence. Based
on the analysis of international experience (the United States of America, the United Kingdom, the Federal
Republic of Germany, the Czech Republic, the Slovak Republic, the Republic of Slovenia, and Hungary),
the study identified the main approaches to possible further development of national criminal intelligence
legislation. Positive and controversial aspects of each of them are identified. The study provided suggestions
and recommendations regarding the Draft Law of Ukraine “On Criminal Intelligence”. The results of the study
can be used to develop and adopt new legislation in the field of criminal intelligence

m Keywords: criminal intelligence activities; measures; draft law; offences; units; operational and investigative
activities

» Introduction

Building a state governed by the rule of law involves reflected in structural reforms of law enforcement.
the protection of the rights, freedoms and interests of One of the areas of change is the radical optimisa-
individuals, and the state’s recognition of the social tion of criminal procedural and operational-search
value of civil society institutions, which is directly legislation, which is directly reflected in the practice
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of their application, in line with the Comprehensive
Strategic Plan for Reforming Law Enforcement Agen-
cies as Part of the Security and Defence Sector of
Ukraine for 2023-2027".

With the adoption of the new Criminal Proce-
dure Code of Ukraine? (CPC) in 2012, the crim-
inal procedure has undergone significant, often
conceptual changes. For procedural development
and effective practical implementation of the CPC
provisions, several departmental regulations were
adopted to overcome the existing gaps in their en-
forcement. Thus, the legislator has limited the rights
of the units engaged in operational and investiga-
tive activities (OIA) by defining Article 8 of the Law
of Ukraine “On Operational and Investigative Activ-
ities”® as such, in which the norms are essentially
referential to the norms enshrined in the relevant
articles of Chapter 21 of the CPC of Ukraine*, and
the results of OIA are not covered by the court as
evidence in criminal proceedings. At the same time,
the OIA should function as a separate institution,
and its relationship with the CPC and other laws
should be regulated by law and comprehendible by
all participants in the criminal process. However,
it is worth noting that the existing gaps and incon-
sistencies in the legislation that appeared after the
CPC of 2012 came into force resulted in shortcom-
ings in the work of operational units of various law
enforcement agencies, as the initiative to conduct
operational and investigative activities within the
framework of operational and investigative cases
was lost, and efforts were mainly directed at fulfill-
ing the investigator’s instructions to conduct covert
investigative (detective) actions in the framework
of criminal proceedings.

Ukraine is possibly the first country to regulate
the issue of operational and investigative activities
at the level of a legislative act, however, as of 2025,
there are inconsistencies between the legislation and
social realities and regulatory inconsistencies. Most
European countries follow the path of clear sepa-
ration of criminal procedural activity and criminal
intelligence activity. However, the current Law of
Ukraine “On Operational and Investigative Activi-
ties” does not meet such requirements. Therefore,
for law enforcement agencies to be effective in com-
bating criminal offences, there is a need to rethink
the foundations of operational and investigative ac-
tivities and to work on lawmaking in this area.

The topic of criminal intelligence in the activi-
ties of law enforcement agencies in Ukraine and in-
ternationally has been addressed by many scholars.
J. Barlatier (2020) analysed the transformation of ap-
proaches to criminal investigations in the context of
the growth of cybercrime, emphasising the transition
from traditional methods to the use of criminal intel-
ligence. The study identified four stages of the gradu-
al loss of effectiveness of classical investigations due
to the massive nature of cybercrime and proposes a
holistic approach to criminal intelligence as more
adapted to modern challenges. In the context of in-
tegrating international experience in the legislative
regulation of criminal intelligence, the article empha-
sised the need to harmonise legal norms for effective
data exchange between countries. This will facilitate
arapid response to transnational cyber threats and in-
crease the effectiveness of law enforcement measures.

Subsequently, S.V. Albul (2024), in a thorough
analysis of criminal intelligence in the activities of
law enforcement agencies of foreign countries, in the
activities of the police authorities of the Republic of
Lithuania, addressed the intelligence function of the
operational and investigative activities of the Nation-
al Police of Ukraine. D.V. Viedienieiev & O.G. Seme-
niuk (2024a) conducted a study aimed at identify-
ing the main socio-legal and operational factors that
determine the place and functions of the institution
(structures) of criminal intelligence of law enforce-
ment agencies and special services in ensuring the
national security of Ukraine, in combating organised
crime and incorporating current threats to the na-
tional security of Ukraine in wartime. In subsequent
studies, a scientific reconstruction and generalisation
of the evolution of the organisational and function-
al structure of the criminal intelligence structures
of the National Police of Ukraine as a promising
means of combating organised crime and a form of
operational and investigative activity was conducted
(Viedienieiev & Semeniuk, 2024b). D. Usov (2024)
investigated the current problems of adapting the in-
ternational experience to the legislative regulation of
criminal intelligence in Ukraine. The study analysed
the key aspects of several practices, in the field of
legal support and coordination of law enforcement
agencies. In the context of the integration of interna-
tional experience, the study emphasised the need to
eliminate regulatory inconsistencies in national leg-
islation. S.M. Kniaziev (2018) analysed the basics of

! Complex Strategic Plan for Reforming Law Enforcement Agencies as Part of the Security and Defence Sector of Ukraine for 2023-
2027. (2023, May). Retrieved from https://zakon.rada.gov.ua/laws/show/273/2023#n9.

2 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17/ed20120413#Text.
3 Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.

ua/laws/show/2135-12#Text.

4 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17/ed20120413#Text.
5 Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.

ua/laws/show/2135-12#Text.
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intelligence analytics and presented the forms and
mechanisms of criminal intelligence elements used
in the current conditions of the National Police.

Thus, the study aimed to examine the legal and
organisational framework for the functioning of the
criminal intelligence institute in law enforcement
agencies of European countries and to regulate this
issue at the legislative level in Ukraine. For this pur-
pose, several research tasks were conducted:

1) critical analysis of scientific publications on
the subject;

2) analysis of trends in the historical develop-
ment of the institution of criminal intelligence and
identification of regulatory inconsistencies related to
its regulation;

3) justification of recommendations and propos-
als for their solution.

= Materials and Methods

Certain international legal acts regulating authorised
operational units of law enforcement agencies and
establishing the procedure for conducting criminal
intelligence activities were used. Based on the anal-
ysis of these materials, the study proposed to intro-
duce the provisions into national legislation on crim-
inal intelligence activities. To achieve the purpose of
the study, both general scientific and special meth-
ods were used. Thus, with the help of the comparison
method, the author identified the obsolescence and
inconsistency of the Law of Ukraine “On Operational
and Investigative Activities”! with the existing social
and legal realities, and the inconsistency with the
European practice of legislative consolidation of the
criminal intelligence institute. The terminological
method was used to study the terms used in interna-
tional legal acts on criminal intelligence, the devel-
opment and clarification of the content and scope of
the concepts of criminal intelligence activities, the
establishment of the relationship and subordination
of concepts, their place in the conceptual framework
of the theory on which the study is based. The his-
torical and legal approach was used to determine the
path of formation of criminal intelligence and the le-
gal acts regulating it in the activities of law enforce-
ment agencies.

The method of systematic analysis of legal acts
identified inconsistencies between the provisions of
|

the above-mentioned Law, after the adoption of the
CPC of Ukraine?, the Laws of Ukraine “On the Nation-
al Police™®, “On the National Anti-Corruption Bureau
of Ukraine™, “On the State Bureau of Investigation™,
“On Intelligence™, etc. The modelling method was
used to create a model and form the doctrinal basis
for the development of the draft Law of Ukraine “On
Criminal Intelligence”. The formal legal method de-
termined the peculiarities of the legislative formation
of criminal intelligence.

m Results

The period of Ukraine’s modern history has raised
the issue of legal regulation of the activities of oper-
ational units in combating criminal offences, which
was reflected in the adoption by the Verkhovna Rada
of Ukraine on 18 February 1992 of Law of Ukraine
No. 2135-XII". The ongoing reform of law enforce-
ment agencies in Ukraine and the adaptation of op-
erational and investigative legislation to European
Union standards have shown that criminal intelli-
gence has been working effectively and continuous-
ly improving in foreign countries for many years in
the fight against crime. Its main purpose is to obtain
preventive operational information and assist law
enforcement agencies in combating criminal offences
(Blystiv, 2017). The analysis of the study shows that
the term “intelligence” has been used in the activities
of law enforcement agencies more actively.

In the early twentieth century, criminal intel-
ligence was used by law enforcement agencies to
combat crime. Notably, the term “Intelligence-led
policing”, which is popular in Europe and can be
translated as “intelligence-oriented policing”. This
term appeared in the UK around 1990 when the
Kent Police developed a new approach to combat
the growth of property crime amid budget cuts. The
idea was to focus on information gathering and crim-
inal intelligence, targeting a small group of criminals
responsible for most property crimes. The police re-
sponded only to emergency calls, referring others to
the appropriate services. This approach improved the
use of limited resources. This idea is an improvement
on the concept of criminal intelligence, which em-
phasised proactive surveillance (Mallory, 2007).

Traditional reactive surveillance is based on a
system of regular checks, rapid response to citizen

! Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.
ua/laws/show/2135-12#Text.

2 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17/ed20120413#Text.
3 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
4Law of Ukraine No. 1698-VII “On the National Anti-Corruption Bureau of Ukraine”. (2014, October). Retrieved from https://zakon.
rada.gov.ua/laws/show/1698-18#Text.

5Law of Ukraine No. 794-VIII “On the State Bureau of Investigation”. (2015, November). Retrieved from https://zakon.rada.gov.ua/
laws/show/794-19#Text.

6 Law of Ukraine No. 912-IX “On Intelligence”. (2020, September). Retrieved from https://zakon.rada.gov.ua/laws/show/912-20#Text.
7 Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.
ua/laws/show/2135-12#Text.
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calls, and the use of police officers for criminal inves-
tigations. Intelligence-led policing is therefore based
on the idea that the main function of the police is to
prevent and detect crime, not to respond to crimes
that have already been committed (Mallory, 2007).
Until the mid-50s of the twentieth century, intelli-
gence activities were used only to a limited extent. It
was only in the 1960s that intelligence units began
to appear in the law enforcement agencies of foreign
countries. International experience shows that since
the 1970s, law enforcement agencies have been ac-
tively forming and improving such an institution as
“criminal intelligence”, which in most leading coun-
tries is tasked with preventive activities and provid-
ing warning information about illegal (criminal) acts
and acts as a source of information for law enforce-
ment agencies. In the late twentieth century and ear-
ly twenty-first century, criminal intelligence units
were established in many countries: Austria, Bel-
gium, Canada, Finland, Greece, Mexico, the Nether-
lands, Sweden, Turkey, the United States, the United
Kingdom, Lithuania, etc. (Blystiv, 2017).

The term criminal intelligence has also been and
is used in the activities of law enforcement agencies
in Ukraine. Thus, until 2015, there was a criminal in-
telligence unit within the Main Directorate for Com-
bating Organised Crime of the Ministry of Internal
Affairs of Ukraine!, and in the process of reforming
the Ministry of Internal Affairs of Ukraine in 2015
and creating the National Police, a criminal intelli-
gence unit was created within the structure of the
criminal police of Ukraine, whose main efforts are
designed for the timely detection and termination of
the activities of organised groups or criminal organ-
isations (Motsa, 2022). The organisation and tactics
of these criminal intelligence units are not regulated
at the legislative level, and their activities are regu-
lated only by departmental orders and instructions,
which are mostly restricted (Podobnyi, 2016). At the
legislative level in Ukraine, criminal intelligence ac-
tivity as a specific type of activity has not been regu-
lated, and therefore there is no systematic approach
and tool for law enforcement agencies to counter
criminal offences in the new conditions, in particu-
lar, martial law and post-war.

Scholars have different interpretations and ap-
proaches to the understanding of criminal intelligence
and criminal intelligence activities in law enforce-
ment. The very concept of intelligence, intelligence
measure, intelligence activity, and intelligence infor-
mation is reflected in Law of Ukraine No. 912-IX2
D. Usov (2024), correlating the concepts of “com-
petitive intelligence”, “economic intelligence”, and

“intelligence activity” in the economic sphere in the
political dimension, notes that intelligence activity is
a system of overt and covert, technical, social and
analytical measures carried out by the subjects of the
intelligence community to obtain information of an
economic nature. However, the concept of criminal
intelligence is discussed only at the level of scientific
debate (Lemieux, 2008; Blystiv, 2017). According to
L.P. Katerynchuk (2016), criminal intelligence is “the
activity of obtaining, obtaining, analytical process-
ing of information on crime trends, individual crimes
and persons involved in them, forecasting options for
the development of events and identifying risks”.

D.V. Viedienieiev & O.G. Semeniuk (2024a) be-
lieve that criminal intelligence is a component of
operational-search activities, representing a type of
activity carried out by operational units of Ukrainian
law enforcement agencies involving the search for,
acquisition, recording, evaluation, forecasting and
use of information through a system of intelligence,
search, information and analytical measures, includ-
ing the use of operational and operational-technical
means, aimed at the timely prevention, detection and
neutralisation of real and potential criminal threats
to public safety, and the protection of individuals,
the state and society from crime. V.A. Boyko (2021)
defined criminal intelligence as a type of intelligence
activity and a form of covert investigation conducted
by specially authorised entities that ensure the pen-
etration of information sources into organised crimi-
nal groups, including with the use of operational and
operational-technical means, to collect intelligence
on their activities and infrastructure.

Thus, criminal intelligence is a system of overt
and covert actions conducted by authorised units of
law enforcement and intelligence agencies to prevent,
detect, stop and solve criminal offences, ensuring na-
tional, state, military and public security and law and
order by searching for and recording information.

A significant role in the implementation of crim-
inal intelligence is played by its information support.
For example, R.I. Blahuta & A.V. Movchan (2020) re-
fer to criminal intelligence as analytical intelligence,
as one of the main areas of information and analyti-
cal support of the OIA, based on the organic unity of
all forms of information and analytical work, which
is used primarily in cases where traditional means
and methods of the OIA cannot be used, are danger-
ous or require significant efforts or costs for the im-
plementation. S.M. Kniaziev (2018) refers to criminal
intelligence as the fundamentals of intelligence ana-
lytics as planning and management, collection, colla-
tion, evaluation, analysis, dissemination of data and

!Law of Ukraine No. 3341-XI “On the Organisational and Legal Foundations of the Fight Against Organised Crime”. (1993, June).

Retrieved from https://zakon.rada.gov.ua/laws/show/3341-12#Text.

2 Law of Ukraine No. 912-IX “On Intelligence”. (2020, September). Retrieved from https://zakon.rada.gov.ua/laws/show/912-20#Text.
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re-evaluation of data. The effective involvement of
an intelligence analytics unit is extremely important
for law enforcement agencies in the context of pro-
viding a deeper understanding of the criminal envi-
ronment and identifying methods of countering crim-
inal groups. The tasks of intelligence include not only
the desire to “know everything”, i.e. to obtain intelli-
gence but also to analyse and study certain scenarios
of the situation, propose possible solutions, develop
geopolitical projects and actively participate in their
implementation, etc. The use of intelligence analytics
makes it possible to put forward reasonable hypoth-
eses in the process of predicting potential criminal
manifestations with the subsequent implementation
of appropriate measures by law enforcement and oth-
er state agencies. The use of raw information and its
transformation into operational data is a sequential
process that includes the stages of planning, target-
ing, collection, collation, assessment, analysis, dis-
semination and reassessment.

O.V. Bohinskyi (2017) identified criminal intelli-
gence as a model of organising police activities based
on intelligence, which involves the use of a cyclic al-
gorithm for processing intelligence information, and
the content of criminal intelligence itself closely over-
laps with the analyst’s work algorithm, which the an-
alyst adjusts, incorporating the specific circumstanc-
es. T.I. Blystiv (2017) scientifically substantiated that
in most economically developed countries, the activ-
ities of criminal intelligence units are aimed at col-
lecting and analysing operationally relevant informa-
tion to prevent the commission of criminal offences.

For many years, Austria, Belgium, Sweden, the
United States, the United Kingdom, France, China,
and Lithuania have been effectively operating and
constantly improving criminal intelligence in the law
enforcement system. The most common strategies
that outline the criminal intelligence process are the
British National Intelligence Model (Association of
Chief Police Officers, 2005) and the American one
(United States Department of Justice, 2003). The
American “National Criminal Intelligence Sharing
Plan” is an organisation of police activity based on
intelligence or a model of police activity. The report
of the Working Group on Criminal Justice Research
and Development, issued in the United States in 1976,
defines the term as follows: criminal intelligence is
the systematic collection, evaluation and synthesis of
data on persons suspected or known to be criminal
(Department of Justice et al., 2009).

A functional European model of criminal intel-
ligence is only possible if law enforcement agencies
in Member States strengthen their efforts to fully
implement the concept of “intelligence-led policing”

(Sebek, 2015). This also implies an organisational re-
thinking, shifting the focus from investigative/reac-
tive measures to a preventive/information-oriented
approach. At the EU level, the European Criminal In-
telligence Model should be based on a common legal
framework for intelligence management with unique
procedures for intelligence collection, assessment,
storage, analysis and dissemination, as well as an ed-
ucation and training aspect. In some countries, this
model has been implemented to a large extent, while
in others it has been implemented poorly. Among the
former is Italy, whose experience in the field of crim-
inal intelligence was highlighted by S. Matiz (2022).
The study highlighted the difficulties of criminal
intelligence activities in the presence of criminal
groups with a high level of organisation, in particu-
lar the mafia. At the same time, the study noted that
despite all the difficulties, Europol’s achievements in
criminal intelligence have proved that the European
law enforcement agency is on the right track to be-
come an effective and fully operational institution in
the fight against organised crime.

It is also necessary to study the experience of
other Central and Eastern European countries in the
field of criminal intelligence, where these principles
have not been fully implemented. According to the
joint study of P. Nyeste & L. Fidler (2022), in Hun-
gary in 2018, the Law of Hungary “On the Police™
was amended to reflect international experience in
the field of criminal intelligence. The amendments to
Art. 46 (8§ 2) of the above-mentioned law provided for
the adoption of preventive measures to prevent crime
as one of the priorities. According to it, crime preven-
tion is not only the task of criminal intelligence units
but a set of measures that also includes the mainte-
nance of civil order and traffic police patrolling ac-
tivities. To achieve the above goals, it is stipulated
that the need for intelligence and covert information
gathering at the organisational level, the priorities of
such activities, and the implementation of tasks are
constantly monitored and adjusted as necessary. It
also sets out the criteria for the use of covert informa-
tion gathering for crime prevention. The final stage of
the regulation concerns the use of the most restricted
means of information gathering for crime preven-
tion purposes, which require judicial authorisation.

In 2017, the Criminal Procedure Code of Hunga-
ry? was amended to include the methods and rules
of covert information gathering, which mitigated
the practical problem of law enforcement agencies
arising from the distinction between the regulation
of the collection of secret information within crimi-
nal proceedings and criminal proceedings. P. Nyeste
& L. Fidler (2022) highlights that according to the

! Law of Hungary No. XXXIV “On the Police”. (2009, November). Retrieved from https://njt.hu/jogszabaly/1994-34-00-00.124#PR.
2 Criminal Procedure Code of Hungary. (2018, January). Retrieved from https://njt.hu/jogszabaly/2017-100-00-00.
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Hungarian Criminal Procedure Law, the possible pur-
poses of collecting classified information are: crime
prevention, undercover operations, protection of per-
sons and objects, preparation and implementation
of protection programmes, and the use of technical
means with court authorisation. Other purposes in-
clude international cooperation, the protection of in-
telligence officers and organisations, and the recruit-
ment and protection of informants.

Hungarian criminal procedure law provides for
the possibility of covertly gathering secret informa-
tion without a court order and without linking it to
a specific crime in the following cases: use of an in-
formant; collection and verification of information
while concealing the real purpose of the process with
the help of an undercover police officer or detective;
covert surveillance of a person, apartment, other
room, public place or vehicle, collection of informa-
tion about events and recording of what was discov-
ered by technical means; replacing a person by a po-
lice officer to protect their life and physical integrity;
obtaining data to establish the fact of communication
via an electronic device or information system, to
identify the device or system or determine its loca-
tion; requests for data from service providers with
the permission of the prosecutor. Mandatory court
authorisation is required for the following measures:
secret search; secret surveillance of private premises;
confidential access to cargo; wiretapping; and secret
monitoring of information systems'.

In Slovakia, according to the information provid-
ed by the authors, the key role in the legal regulation
of criminal intelligence is played by section 39a of
the Law of Slovakia “On the Police Force”?. At the
same time, in Slovakia, criminal intelligence is used
minimally and has a limited specification compared
to the EU and Europol, where it is used to study or-
ganised and transnational crime. Thus, in Slovakia,
criminal intelligence is exclusively a means of col-
lecting, concentrating and evaluating information
about crimes and their perpetrators. This situation,
according to P. Nyeste & L. Fidler (2022), this situa-
tion requires legislative changes.

The case of Slovenia is also noteworthy, as dis-
cussed in D. Potpari¢ (2014). Among the peculiarities
of the Slovenian law enforcement system, the author
highlighted the existence of separate structural units

operating in the field of criminal intelligence, namely
6 regional units and the National Centre for Criminal
Intelligence. The author also highlighted numerous
shortcomings of criminal intelligence in this coun-
try. The study identified the following obstacles to
effective criminal intelligence in Slovenia: misunder-
standing of information ownership rights, ineffective
use of information obtained by police to maintain
power or due to lack of trust in its protection, and
subjective assessment of data. The study also demon-
strated that the Slovenian police have not created
favourable conditions for the successful implemen-
tation of new methods, including public support for
the police; education and training in criminal intelli-
gence; improved analytical capabilities; and the use
of a project-based approach to the development and
implementation of the new model.

A review of the legislation of European coun-
tries has shown that the legislation defines criminal
intelligence measures, and the timing and urgency
of their implementation, which help the authorised
law enforcement and intelligence agencies to effec-
tively counter criminal offences. For example, Ger-
man laws provide that the Federal Criminal Police
Office may obtain information employing technical
means without a court or prosecutor’s permission
regarding: the number of a mobile device and the
card number used in it; the location of the mobile
device®. According to the North Rhine-Westphalia
Police Act* (§ 16a (note 10) “Collection of data by
surveillance”), the police may collect personal data
employing planned or actual surveillance that lasts
24 hours or no more than two days without a court
order. Longer-term surveillance (more than two
days) requires an order from the local court in the
area where the police authority is located. The order
must be in writing and limited to a maximum of three
months. The law provides for criminal intelligence
activities in urgent cases®. With the permission of
the Head of the Federal Criminal Police Directorate,
it is possible to listen to telephone conversations or
record words that are not spoken in public outside
the home; covert surveillance, including the use of
technical means designed for surveillance to investi-
gate or locate a person; and entry into a home by a
confidential informant or undercover police officer
(covert/secret investigator).

! Criminal Procedure Code of Hungary. (2018, January). Retrieved from https://njt.hu/jogszabaly/2017-100-00-00.
2Law of Slovakia “On the Police Force”. (1993, July). Retrieved from https://www.slov-lex.sk/ezbierky/pravne-predpisy/SK/

77/1993/171/.

3 Law of the Federal Republic of Germany “On the Federal Criminal Police Office and Cooperation Between the Federal Government and
the States in Criminal Police Matters”. (2017, June). Retrieved from https://www.gesetze-im-internet.de/bkag 2018

4North Rhine-Westphalia
id=3120071121100036031.

Police Act. (2025, May).

Retrieved

from https://recht.nrw.de/Imi/owa/br_text_anzeigen?v_

5 Law of the Federal Republic of Germany “On the Federal Criminal Police Office and Cooperation Between the Federal Government and
the States in Criminal Police Matters”. (2017, June). Retrieved from https://www.gesetze-im-internet.de/bkag 2018.
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Law of the Czech Republic No. 273/2008! pro-
vides that in urgent cases, the police and special ser-
vices may initiate criminal intelligence measures,
namely: interception and recording of telecommu-
nications (including wiretapping and monitoring
of e-mail); surveillance of persons and property
(covert physical and electronic surveillance); use of
agents (infiltration of agents into criminal groups);
securing evidence (including covert actions to gath-
er evidence); monitoring financial transactions
(monitoring bank accounts and transactions); ac-
cess to premises (covert entry into premises to gath-
er evidence or install surveillance devices) but they
must notify the court or prosecutor within 48 hours.
This Law specifies the time limits for criminal intel-
ligence measures, in particular: a) interception of
telecommunications: initial authorisation is granted
by a court for a period of up to 3 months, with the
possibility of extension for the same period upon
new authorisation; b) surveillance: the duration is
determined by the prosecutor or the court depend-
ing on the nature of the case (up to 3 months, with
the possibility of extension); c) infiltration (use of
an agent) — the duration depends on the complexity
of the operation and is agreed with the prosecutor
or court (usually up to 6 months); d) access to prem-
ises — conducted based on a court order valid for 2-4
weeks, depending on the circumstances; e) monitor-
ing of financial transactions is usually permitted for
up to 6 months, with the possibility of extension.

The Law of France No. 2015-9122 defines crim-
inal intelligence measures and the timeframe for
their implementation, in particular: interception
of communications (conducted within 4 months);
physical surveillance (up to 1 month); online search
(up to 1 month by court order or with the consent
of the prosecutor); infiltration (agent maintenance)
is conducted as part of the operation, the timeframe
varies depending on the circumstances (usually up
to 6 months); control of financial transactions usu-
ally up to 3 months. The Law of the United States
of America No. HR49522 defines the list of criminal
intelligence measures and the timeframe for their
implementation, including electronic surveillance
(interception of telephone conversations, e-mail and
other communications) — 30 days; covert entry (to
install surveillance devices or collect evidence) — 10-
14 days; infiltration of agents (infiltration of agents

into criminal organisations); surveillance (may be
conducted without a court order in the case of open
monitoring; in criminal investigations, surveillance
orders are normally valid for 30-60 days.

However, Ukrainian legislation does not con-
tain the concept of operational-search measures,
does not define their list, and the time limits for
conducting operational-search measures, as well as
covert investigative (search) actions, are provided
for in the Criminal Procedural Code of Ukraine (Ar-
ticle 249, up to two months), and OIA materials
cannot be used as evidence in criminal proceedings.
Following the requirements of Article 10 of Law of
Ukraine No. 2135-XII°, materials obtained through
pre-investigation proceedings are used as grounds
and reasons for initiating pre-trial investigation; to
obtain factual data that may be evidence in crimi-
nal proceedings; to prevent, detect, stop and inves-
tigate criminal offences; reconnaissance and sabo-
tage against Ukraine, search for persons who have
committed criminal offences and persons who have
disappeared without trace; to ensure the safety of
court employees, law enforcement agencies and per-
sons involved in criminal proceedings, their family
members and close relatives, as well as employees
of Ukrainian intelligence agencies and their close
relatives, persons who confidentially cooperate or
have cooperated with the intelligence agencies of
Ukraine, and members of their families; for mutu-
al information exchange between departments au-
thorised to conduct operational and investigative
activities and other law enforcement agencies; for
informing state bodies per competence.

Analysis of the activities of leading law enforce-
ment agencies shows that the main priorities of the
work of authorised criminal intelligence units are
gradually shifting towards a preventive (anticipa-
tory) response to illegal acts. This can be explained
by the fact that in the course of carrying out crim-
inal intelligence activities, the authorised criminal
intelligence units identify the causes and conditions
that contribute to the commission of a criminal of-
fence and take measures to eliminate them, thus
preventing persons from committing illegal acts.
If a crime has already been committed, measures
are taken to prevent it at the stage of preparation
or attempted crime to prevent grave consequences.
Accordingly, the CPC of Ukraine adopted in 2012

!Law of the Czech Republic No. 273/2008 “On the Police of the Czech Republic”. (2008, June). Retrieved from https://www.

zakonyprolidi.cz/cs/2008-273.

2Law of France No. 2015-912 “On Intelligence Activities”. (2015, July). Retrieved from https://www.legifrance.gouv.fr/loda/id/

JORFTEXT000030931899.

3 Law of the United States of America No. HR4952 “Electronic Communications Privacy Act”. (1986, October). Retrieved from https://

www.congress.gov/bill/99th-congress/house-bill /4952.

4 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17/ed20120413#Text.
5 Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.

ua/laws/show/2135-12#Text.
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stipulates that the main duty of the units that con-
duct operational and investigative activities fol-
lowing the requirements of Article 7 of the Law
of Ukraine No. 2135-XII “On Operational and In-
vestigative Activities”! is “within their powers fol-
lowing the laws that constitute the legal basis for
operational and investigative activities, to take the
necessary operational and investigative measures to
prevent, detect and stop criminal offences promptly
and to expose the causes and conditions that facili-
tate the commission of criminal offences, to conduct
preventative operations”.

Based on international law and criminal intelli-
gence experience, criminal intelligence activities can
be defined as a system of overt and covert measures
and means used by authorised employees of law en-
forcement and intelligence agencies to prevent, de-
tect, stop and solve serious and particularly serious
crimes to ensure national, state, military, public
safety and law and order by searching for and re-
cording evidence of criminal offences. The follow-
ing was considered to be among the main tasks of
criminal intelligence activities: prevention of crimi-
nal offences, their detection, suppression and inves-
tigation; obtaining information about events or ac-
tions (inaction) that pose a threat to national, state,
military, military-technical, scientific-technical,
public safety, the security of critical infrastructure
and law and order; searching for persons who are
hiding from pre-trial investigation bodies or courts,
evading criminal punishment, as well as searching
for missing persons, identifying unidentified persons
and unidentified corpses; and providing criminal in-
telligence support for criminal proceedings.

Thus, the experience of European countries has
demonstrated a division between criminal proce-
dural activities and criminal intelligence activities,
which justifies the adoption of a new Law of Ukraine
“On Criminal Intelligence” which will regulate is-
sues of operational-search measures and means,
criminal intelligence proceedings, criminal analysis,
the formalisation and use of the results of criminal
intelligence activities, and cooperation with under-
cover agents, international cooperation, control and
supervision of criminal intelligence activities, and
which will replace the Law of Ukraine “On Opera-
tional-Search Activities” which has been amended
more than 50 times since its adoption and does not
comply with modern principles of law-making, its
provisions are outdated and do not reflect all the
changes that have taken place in legislation in the
21* century.

= Discussion

In national legislation, criminal intelligence is most
often associated with operational and investigative
activities and analytical intelligence. To implement
the best practices of leading foreign countries into
national legislation and improve the relevant in-
ternational cooperation between law enforcement
agencies in combating criminal offences, scientific
understanding and legislative regulation of criminal
intelligence are required. For example, the European
Criminal Intelligence Model (ECIM) is a standard-
ised system for collecting, processing, analysing and
using information, the main product of which is an
assessment of organised crime threats used for intelli-
gence management in law enforcement agencies. The
Law on Criminal Intelligence adopted by the Seimas
of the Republic of Lithuania on 2 October 2012 is
worth a special mention. On 1 January 2013, this
Law came into force, and the Law of the Republic of
Lithuania “On Operational Investigative Activities”
became invalid. This Law establishes the legal ba-
sis and principles of criminal intelligence activities,
principles and objectives of criminal intelligence ac-
tivities, rights and obligations of subjects of criminal
intelligence activities, the procedure for conducting
criminal intelligence activities, participation of per-
sons in criminal intelligence activities, use of crimi-
nal intelligence information, as well as financing, co-
ordination and control of criminal intelligence?. The
issues of regulatory and legal regulation of criminal
intelligence in their scientific works were raised by
S.V. Albul & O.Y. Korystin (2015), who developed a
concept for the development of criminal intelligence
of internal affairs agencies, which defines the main
directions and principles of improving management,
organisational and staffing structures, legal, person-
nel, resource, scientific and other support for law en-
forcement activities of the bodies of the Ministry of
Internal Affairs of Ukraine in this area based on the
analysis and assessment of the security of the indi-
vidual, the state and society in the field of combating
crime. The study notes that the areas of implemen-
tation of this concept are organisational and tactical
forms of criminal intelligence, operational search,
operational search prevention and operational devel-
opment. In addition, criminal intelligence of internal
affairs agencies should be carried out during pre-trial
investigation and execution of sentences.

O.V. Boginskyi (2017), analysing the introduc-
tion of the Institute of Criminal Intelligence in the
activities of the National Police, stated that there is a
pendulum trend in the strategic and tactical aspects

! Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.

ua/laws/show/2135-12#Text.

2 Law of the Republic of Lithuania Law of the Republic of Lithuania No XI-2234 “On Criminal Intelligence”. (2012, October). Retrieved
from https://e-seimasx.Irs.It/portal/legalAct/1t/TAD/e9d29ac0094d11ef8e4be9fad87afa59?jfwid = -j98sgp2pc.
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of development. On the one hand, there is a shift to-
wards democratisation, widespread introduction of
modern methods of working with the population,
more rational use of forces and means, and combat-
ing criminal offences; on the other hand, in some
aspects, there are attempts to introduce counter-re-
forms aimed at returning to old methods of work,
including the so-called stick indicator system.
Summarising the existing experience of progres-
sive countries, the positive results in combating crim-
inal offences, and the legislative approach to regu-
lating such activities, it is possible to state that the
issue of transitivity of operational and investigative

activities and criminal intelligence is relevant for na-
tional science and practice and requires its legislative
consolidation in Ukraine. The study proposed the
structure of the draft Law of Ukraine “On Criminal
Intelligence”, which should define the main terms
used therein to facilitate legal understanding and, as
a result, further enforcement of the provisions con-
tained therein, tasks, principles, legal basis, grounds
for implementation, financial and logistical sup-
port of criminal intelligence activities and criminal
intelligence secrets. The structure of the Draft Law
of Ukraine “On Criminal Intelligence”, presented in
Table 1, seems appropriate.

Table 1. Proposed structure of the law on criminal intelligence

Units that conduct criminal intelligence activities and their powers, training of employees, use of undercover officers, legal and

1 social protection of subjects of criminal intelligence activities
9 Types, subjects, terms and conditions of criminal investigative measures, measures in exceptional urgent cases and under special
conditions

3 Peculiarities of consideration by the court of applications for permission to conduct criminal investigative measures
Means of criminal intelligence activities, assistance in their use. Information and analytical support, analytical work using

4 analytical tools, and the conclusion of analytical work in cases specified by the Criminal Procedure Code of Ukraine may
be recognised as evidence in criminal proceedings. Criminal intelligence proceedings, conditions for conducting criminal

intelligence, search and operational proceedings
5 Criminal intelligence support in criminal proceedings. Observance of human rights during temporary restriction of constitutional
rights in the course of criminal intelligence activities
6 Procedure for notifying persons of criminal intelligence activities carried out against them

The procedure for protecting constitutional rights in court. Acquaintance of the prosecutor, pre-trial investigation body,
7 | investigating judge, court with criminal intelligence materials and the procedure for transferring criminal intelligence materials
to the pre-trial investigation body, prosecutor

8 Use of materials from criminal intelligence activities. General terms of tacit cooperation are defined

9 Recruitment for covert cooperation Access to information about covert agents

10 Legal and social protection of persons involved in covert cooperation. Principles of international cooperation, international legal

assistance in criminal intelligence activities

11 Exchange of information obtained as a result of criminal intelligence activities and participation in international operations

12 Control and supervision of criminal intelligence activities, including state, departmental and non-departmental control
Subjects of prosecutorial supervision. The subject of prosecutorial supervision. Competence of prosecutors who supervise the

13 observance of the law in the course of criminal intelligence activities. Information and analytical support of prosecutorial

supervision

Source: compiled by the authors

The proposed draft law, in contrast to the current
and previous drafts23*5 differs in that it covers the
positive international experience of criminal intelli-
gence legislation, as well as the work of scholars and
practitioners of Ukrainian law enforcement agencies
on criminal intelligence.

m Conclusions

The Law of Ukraine “On Operational-Investigative
Activity”, adopted in 1992, displays all signs of mor-
al obsolescence and structural wear and tear, and is
inconsistent with existing social and legal realities,
as well as with the practice of European countries,

! Draft Law of Ukraine No. 9187 “On Criminal Intelligence”. (2006, March). Retrieved from http://wl.cl.rada.gov.ua/pls/zweb2/

webproc4_1?id = &pf3511 =27067.

2 Draft Law of Ukraine No. 2134 “On Operational and Investigative Activities”. (2008, June). Retrieved from https://ips.ligazakon.net/

document/JF1NAOOB.

3 Draft Law of Ukraine No. 4778 “On Operational and Investigative Activities”. (2016, June). Retrieved from https://ips.ligazakon.net/

document/JH30QO00A.

4 Draft Law of Ukraine No. 6284 “On Operational and Investigative Activities”. (2017, April). Retrieved from http://w1.cl.rada.gov.ua/

pls/zweb2/webproc4_1?pf3511 =61497.

5 Draft Law of Ukraine No. 1229 “On Operational and Investigative Activities”. (2019, September). Retrieved from http://wl.cl.rada.

gov.ua/pls/zweb2/webproc4_1?pf3511 =66597.
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most of which are moving towards a clear separation
of criminal procedural activity and criminal intelli-
gence activity. However, the current Law of Ukraine
“On Operational-Investigative Activity” does not
fully meet these requirements, and amendments to
it are considered inappropriate. For example, the
law does not contain explanations of terms and the
use of ambiguous definitions, the duties assigned to
operational units are inconsistent with the grounds
for conducting operational-investigative activities,
there is no legislative provision for the support of
criminal proceedings, and operational staff are de-
prived of the opportunity to act independently and
only conduct as per the instructions of the investiga-
tor. In practice, this has led to investigators, when
opening criminal proceedings for a criminal offence,
first having to give operational units a formal order
to establish the circumstances of the crime and con-
duct “all necessary investigative (search) actions”.
The information received in response from opera-
tional units usually forms the basis for putting for-
ward theories about the commission of the crime,
planning investigative actions, establishing priori-
ties for the investigation, and justifying requests to
the prosecutor and investigating judge regarding the
need to conduct investigative (search) actions, etc.
The absence of specific legal measures authorised by
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m AHOTamisg. 3 MOMEHTY BBeJleHHsd B Iito KpuMiHaJIBHOTO MPOLEeCYaJbHOTO KOJeKCy YKpaiHU JOCiAHUKU
HeoAHOPa30BO BUCJIOBJIIOBAJIN i€l0 JIiKBiAALlil iHCTUTY Ty OllepaTUBHO-PO3IIYKOBOI AislJIbHOCTi, OOI pyHTOBYIOUH
1{e MOXJIMBICTIO IPOBOAWTH BCi cJliui (po3MmyKoBi) Ail B MexaxX KpUMiHaJIbHOTO MPOBAKEHH Y1 IPUNHATTA
HOBOT'0 3aKOHY. MeTor0 po6oTu OyB aHaJIi3 TEOpPEeTUYHHUX i 3aKOHOAAaBUMX NpobJjeM ajanTallil EBpOoneichbKoro
JOCBifly peryyloBaHHA IUX iHCTUTYTIB. J[JI JOCATHEHHA MeTH JOCJIiJ)KeHHs BUKOPUCTAaHO 3arajlbHOHAayKOBi
Ta cleliajibHi OPUANYHI MEeTOAU JOCIIi)KeHHA: NOPiBHAIBHO-IIPABOBUI, CUCTEMHO-CTPYKTYPHUM Ta JIOTiKO-
IOpPUANYHUN aHali3. BctaHOBJIeHO, 10 3aKoH YKpaiHu «IIpo onepaTuBHO-PO3IMIYKOBY MiAJIbHICTh», AKUN 0yJI0
npuiiHATO 1992 poky, ctaHoM Ha 2025 pik Ma€ BCi 03HaK{ HEBiAMOBiAHOCTI HOPMATUBHUM, iHCTUTYLINHUM i
CYCIILJIBHUM peaJtisiM, KOHCTPYKTUBHOI 3HOIIEHOCTi 11 HeBiAMIOBiAHOCTI HOpMaM €BPONEIChKOTO MpaBa. 3aKOH
He y3roaxyerbca 3 NpuiHATUM 2012 poky KpuMiHanapHUM mporecyajbHHUM KOAEKCOM YKpaiHu. Y CTarTi
KPUTUYHO ITPOAHasli30BaHO OaueHHs NOCIiAHUKAMU CTaHy U [epCleKTUB PO3BUTKY KPHUMiHaJIbHOI PO3BigKMU.
Ha ocHoBi ananizy mixkHapogHoro aoceifny (Cnosyueni Illtatu Amepuky, Benuka Bputanisa, ®enepatusHa
Pecny6stika HimewyunHa, Yecbka Pecry6itika, CioBanbka Pecry0Oitika, Pecriy6siika CyioBeHis1, YropiiyuHa) 6yJio
BHOKPEMJIEHO OCHOBHI MiAXOAW A0 MOXJIMBUX MOAAJIBIINX NIIAXIB PO3BUTKY HalliOHAJIbHOTO 3aKOHOIaBCTBa
PO KpUMiHaJIbHy PO3BiAKY. BU3HaueHO NO3UTUBHI Ta ANCKYCiliHiI aclleKTH KOXXHOTO 3 HUX. HagaHo nmpomno3uiii
Ta peKoMeHAallil I[oA0 MPOEKTy 3aKOHY YKpaiHU «[Ipo KpuMiHaJbHY pO3BiAKYy». Pe3ysbTatul OOCITiIXKEHHA
CTaHyTh y Harofi mif yac po3pobsieHHA Ta MPUUHATTA HOBOT'O 3aKOHOJABCTBA B TaJly3i KpUMiHaAJIbHOL PO3BiAKU

m KUtlouoBi cJjioBa: KpuMiHaJIbHO-PO3BiAyBaJibHA [isUTbHICTh; 3aXO[U; 3aKOHOIPOEKT; IMPaBOMNOPYIIEHHS;
MiAPO3iJIN; ONepaTUBHO-PO3IIYKOBA AifAJIbHICTh
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