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Cyber protection of critical infrastructure facilities in the context of war has become one of the
most important tasks for ensuring the security of the entire country. Today, enemy attacks in the
digital space are accompanied by phishing, the spread of disinformation, and the risks of leaking
official information. Energy networks, transport hubs, communications, water supply systems, and
government registers are at risk. Disabling these facilities can completely paralyze the activities of
state structures. For law enforcement agencies, this creates serious difficulties, since the usual
methods of investigating crimes become little effective against professional hacker groups or foreign
agents of the aggressor state.

Modern threat analysis shows that cyberattacks during the war are not aimed at obtaining
money, as is the case in ordinary crime, but at large-scale data destruction, stopping industrial
equipment and completely blocking communication. The enemy often tries to act with other people’s
hands, disguising his special services as independent activists or ordinary extortionists in order to
hide the direct participation of his state. Because of this, it is extremely difficult for law enforcement
officers to prove the involvement of specific persons in the crime. Law enforcement agencies have to
work ahead of schedule and constantly learn new tactics and techniques that enemy hackers use to
infiltrate closed networks [1].

In order to reduce the risk of cyber attacks and promptly respond to their detection, it is
necessary to implement a cyber hygiene policy at enterprises and monitor compliance with its
requirements. The policy provides for monitoring of computer networks for vulnerabilities and
operational isolation of vulnerabilities, in the event of detection of suspicious activity. When
protecting critical infrastructure, there is a factor of leakage or service information or violation of its
integrity. SIEM-based database protection involves monitoring databases, monitoring all service file
changes, monitoring login and logout attempts, and recording abnormal behavior in the system [7].

Using a DLP system will allow you to focus on monitoring network traffic to protect against
powerful DDoS attacks that try to shut down servers [2, 8]. The system provides for full control over
the data transmission channel, encryption of traffic and data from unauthorized access, and protection
of information devices from third parties [8].

In addition to technical aspects, great attention should be paid to the training of employees,
because ordinary phishing (dangerous emails) remains the easiest way for hackers to bypass system
protection. The training consists in familiarizing the basic concepts of cyber hygiene, compliance
with the basic safety requirements in the digital environment, as well as being supported by checking
the level of knowledge of employees. In the event of cyberattacks, the main task of — is to quickly
recover from secure backups and simultaneously collect all digital evidence for future lawsuits [3].

Technical analytics and open source intelligence (OSINT) is becoming the main tool for
investigating cyber incidents. To establish the type of threat and the source of its origin, experts use
such analytical platforms as «VirusTotal» and «Any.Runx». Specialized search engines «Shodan» and
«Censys» [4] are used to find unsecured servers and identify vulnerabilities in the system. Also, law
enforcement officers constantly check possible leaks of official and confidential information about
employees and critical enterprises through «Have | Been Pwned» services, and discover hidden
channels in the so-called «Dark Web>» [5]. The use of the mentioned technical means helps to establish
the probability of a threat at the initial stage, when the enemy only analyzes for the presence of weak
points, which allows timely use of the model of protection of digital systems.

Reliable protection of the digital space is impossible without close interaction in the middle of
the law enforcement structure, as well as proper coordination of mass media. Since most important
facilities belong to private or utility companies, law enforcement agencies must quickly transfer
technical data about new threats, since the response time for such threats is quite short. Of particular
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importance is proper communication with the media in case of emergencies, or when internal threats
are identified in the operation of critical infrastructure facilities. The lack of reliable data over long
periods of time creates the spread of misinformation as well as distorted information, which the
enemy uses to create panic and chaos among the local population. Timely, simple and clear
explanations from the official press regarding the nature of the problem and the timing of its
elimination help to maintain peace in society, coordinate the further activities of law enforcement
agencies, and monitor further developments [6].

Protecting critical infrastructure from cyber threats therefore requires law enforcement to move
to a whole new level of technical training. Combining the latest information protection systems and
analytical tools provides reliable both external and internal protection of critical infrastructure.
Constant training of personnel, enterprises in the basics of digital security and quick exchange of
information between the state, interaction with the media allows you to create an effective protection
system capable of withstanding any attacks.
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Mamrwowenko Onena leaniena, npogecop kagedopu kpuminarvrozo npasa HABC, kanouoam nayx
3 0epIHCcaABHO20 YNPABIIHHA, 0OYeHM

PO3MEXYBAHHS KOJIABOPAIIIHHOI JISIJIBHOCTI
TA CYMIXKHUX AIAHb

YiTke BCTAHOBJIEHHS O3HAK, SIKi JO3BOJIAIOTH PO3MEXYBATU CKJIAJ MEBHOTO KPHUMIHAJIBHOTO
MPAaBOMOPYIIEHHS Ta CKJIaJud CYMDKHUX 3 HUM JisiHb, € HEOOX1THOIO YMOBOIO JUIsl BCTAHOBJICHHS
MPaBUIBHOI IPABOBOI OIIIHKM (PAKTMYHMX OOCTaBMH BUYMHEHOT'O CYCIUJIBHO HEOE3NEYHOIo MisTHHS.
[IpaBunbHa KBamigikalis CyCHUIBHO HEOE3MEeYHOro JisiHHS BHMAara€ BCTAHOBJICHHS YITKHX
PO3MEXYBaTbHUX JiHIN MI>)K BUNHEHUM KPUMIHAJIbHUM MIPABOMOPYIICHHSM 1 CyMIKHUMU J1STHHSIMH.
BBaxkaemo, 1110 po3MexyBaHHSI CKJIaA1B KPUMIHAJIBHUX [TPaBONOPYIIEHD — 1€ IOPUANYHA TISIbHICTD,
sIKa peasli3yeThCsl B X0/l CTBOPEHHSI KpUMIHAIbHO-TIPABOBUX HOPMATHBHUX MPHUIHCIB, TIIyMayeHHS
HopM KpuminanbHoro kozekcy VYkpainum (mami — KK), a Takox y mporeci 3aiiiCHEHHS
KpUMIHaJIbHO-IIPAaBOBO1 KBadiQikalii Ta MOJsIrae y BCTAHOBJIEHHI MiCIsSl KOHKPETHOTO CKJIaay
KPUMIHaJIBHOTO MIPABOIMOPYILIEHHS Y CUCTEM1 CKJIa/11B KPUMIHAJILHUX MPABONOPYIIEHD 31 CIUIBHUMU
O3HaKaMH Ta CHCTeMI BCIX 3aKOHOJIABUMX MOJIeNie KPUMIHAJIBHO-KapaHOi TOBEIIHKH, IO
BIIPOBAJI)KY€ETHCS UISIXOM OPIBHAHHS 3MICTY O3HAK CKJIa/11B TPABOIMOPYILIEHbD 1 TOJISTA€ Y BUSBIICHH]
CyTi iX 3B’SI3KIB OJIH 3 OJTHUM.
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