Cekuin 7
KPUMIHAJIBHE ITPABO, KPUMIHOJIOI'TA
TA KPUMIHAJIBHO-BUKOHABYE ITPABO

3anopoaceuv A. K., xypcant 3-ro Kypcy
HaBYAIbHO-HAYKOBOrO  iHCTHTYTy Nol
HamionanpHoi akajemii BHYTPINITHIX CIIpaB
Hayxosutl ~ KkepignuK: — JOLCHT Kadenpu
KPHMIHOJIOT1i Ta KPUMiHAJILHO-BUKOHABYOTO
nmpaBa HamionanmpHOT akajgeMii BHYTpIIIHIX
CrpaB, KaHAWAAT  IOPUIMYHHAX  HAYK
Muponmwk T. B.

HATIPSIMHU PEAJII3AIIIT KPI/IMIHOJIOFI‘IHOI IHOJITUKHN
B IHOOPMALIMHOMY IPOCTOPI

[MporpamMHe 3abe3meveHHs, IO B YMOBax CTPIMKOTO
TEXHOJIOTIYHOTO PO3BUTKY IOCTIHHO YIOCKOHAIIOETHCS BiIITOBITHO
JI0O BUMOT' CY4aCHOCTi, € TUM 00 €KTOM iHTeneKTyaanO'f BIIACHOCTI,
SKWI  3a3HAa€ HAWOLIBIIOrO BILUIMBY BiJl NPABONOPYIICHb, IO,
BIZMIOBI/IHO, 3YMOBJICHI CYTTEBOIO p0361>KHICTIO MDXK BHTpaTaMu
IHTEJICKTyallbHUX PECypCiB Ha CTBOPEHHS KOMIT FOTEPHUX MpPOTpaM
Ta BUTPATaMH Ha IX HE3aKOHHE KOIFOBaHHS Ta PO3IIOBCIOKEHHSI.

SIK CBIUMTH CTATUCTHKA, MPOTATOM OCTAHHIX POKIB yKpaiHII
Jenax dYacTilie KymyloTh TOBapW OHJIAWH, IMOMHS TIPAIiOIOTh 13
0aHKIBCBKMMH  paxyHKamMH Ha  IEpPCOHAJBHOMY  KOMII IOTepi,
3MIMCHIOIOTh IDIaTeXi Yepe3 Cy4acHI TEeXHOJIOTIUHI TPHCTPOI,
HaIpUKIaJ, IIAHIIETH Y1 cMapT(OHH. 3po3yMiso, YOMY TaKi iHTEpHET-
MOCIYTH HaOyBalOTh CTPIMKOTO IOLIMPEHHS, a/pke 1€ 3pY4HO Ta
Ha0araTo IMIBUIIIIE, aHIK BUCTOIOBATH YEPIH Ta 3alIOBHIOBATH YUCIICHHI
namipii B OaHKIBChbKHX ycTaHoBax. IIpoTe 3pocTaHHsS MOMMyJSIPHOCTI
CHCTEM OHJIAWH-OAHKIHTY CIIOHyKae KiOepmmaxpaiB BHTaIyBaTH Ta
BTUTIOBATH B OKUTTA JEJajl BHUTOHYCHINI CIHOCOOHM KpPajiKOK
(hina"coBoi iH(OpMAIIi, a MOTIM TpomIeH i3 eIeKTPOHHHX PaxXyHKIiB
KOpPHUCTYBaYiB.

AMepHUKaHCHKUM  AJIBIHCOM  BHUPOOHHKIB ~ IPOTPaMHOTO
3abesreuenHs (BSA), skuii BXoAuTh 10 MiXHApOIHOTO allbsSHCY
inTenekryansHoi BrnacHocti (I[PA), Oyno KoHCTaTOBaHO, MO
2003 poxy B YkpaiHi piBeHb 3II0YMHIB, TIOB’S3aHUX 3 HE3aKOHHUM
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BIATBOPCHHSM Ta PO3MOBCIO/UKCHHSM KOMII'IOTEPHHX 1porpam i 6a3
naHux, craHoBuB 91 % (Ha KOXXHOMY 3  JIOCHiIKEHUX
100 komn’torepiB Ha 91 Oysi0 BHSBIEHO TMipaTChbKe MPOTPaMHe
3abe3nedenns). Hamani cmoctepiranocs TMeBHE 3MEHIICHHS ITHOTO
piBasa (2007 poky — 83 %), ame mnoumHatoun 3 2008 poky
CIIOCTEPITAEThCS  TTOCTYIIOBE 3POCTAHHA PIBHSA KOMIT IOTEPHOTO
nipatctBa, y 2011 poui BiH carayB 86 %, a'y 2017 poui — 90 %.

Taki HeraTWBHI TEHJACHII CBiAYaTP TPO Te, IO TMEpen
MPAaBOOXOPOHHMMH ~OPraHaMH IOCTAlOTh HOBI 3aBJAaHHS IOJO0
BU3HAUEHHS CTPATETiYHHX HaHpHMlB iX HISTBHOCTI, MOIIYKY HOBHX
nmxomB bi (o) 60pOTI>6I/I 3 KOMIT FOTEpHUM HlpaTCTBOM SKi ©
BIAMOBianM peamisM Ta BpaxOBYBAIM TEHACHLII pPO3BUTKY
CyCHUIBCTBA ¥ JIepiKaBH.

JuHamika 31m0unHIB y cdepi BHKOPUCTAHHS EJICKTPOHHO-
OOYHCITIOBAJBHUX ~ MamivH  (KOMIT'IOTEpiB),  aBTOMAaTH30BaHUX
CHCTEM, KOMIT'IOTEPHHX MEpPEeK 1 Mepex  eJICKTPO3B’s3KY
301IBIIYETBCS 3 KOXKHUM pokom: 2010 — 190, 2011 — 131, 2012 —
138, 2013 — 595, 2014 — 443, 2015 — 598, 2016 — 818. A cratucTuka
3aCy/KEHUX 0cCi0 3a BUMHEHHS 3JI0YMHIB y MiK cdepl Hapasi Taka:
2010 - 69, 2011 — 56, 2012 — 80, 2013 — 49, 2014 — 37, 2015 - 31,
2016 — 24.

KiGep3mounnn ™MokHa KiacudikyBaTH Ha JBa BHIH:
TpagMLiAHI  3710YMHHM, 1[I0  BYMHAIOTBCS 32  JOINOMOTOIO
KOMIT'FOTEpHUX  TeXHoyorii Ta  IHTepHeTy(maxpaiictBo 3
BukopuctanHsiM EOM, He3akoHHe 30upaHHS BIIOMOCTEH, IO
CTaHOBIISITh KOMEPUiiHY TAa€MHHUIIO, MUIIXOM HECaHKI[IOHOBaHOTO
JOCTYIY 10 KOMII I0TepHOI iH(opMarii ToIo), Ta HOBi 3JI0YHHH, IO
CTaJlM MOXKJIMBI 3aBISIKM HOBITHIM KOMIT FOTEPHUM TEXHOJOTisM
(3mounnn nependadeni posainom XVI KK Ykpainn). Haitwacrime 3
BUKOPUCTAHHSIM KOMIT'IOTepa Ta I[HTepHETy BUYMHSAIOTHCS Taki
TpPaauIiiiHi 370YMHU: MOPYIIEHHS aBTOPCHKOTO MpaBa i CyMDKHHUX
mpas (cT. 176); maxpatictso (cT. 190); He3aKoHHI il 3 JOKYMEHTaMH
Ha Tepekas, IUIATIKHUMH KapTKaMH Ta iHIIAMH 3ac00aMH JOCTYITY
0 OaHKIBCBKMX paxyHKiB, OONaIHAHHAM JUIS iX BHTOTOBJICHHS
(cT. 200); yxmieHHS Bix CIUIaTH IMOAATKIB, 300piB (000OB’SI3KOBHX
miarexiB)  (cr.212);  BBe3eHHs, BUTOTOBIEGHHA, 30yT i
PpO3nOBCIOKeHHS TOpHOTpadiyanx npeameTiB (ct. 301); He3akoHHE
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30MpaHHA 3 METOI0 BUKOPHCTaHHS a00 BUKOPHCTaHHS BiJIOMOCTEM,
II0 CTAHOBJIATH KOMEPIiiHy a00 6aHKIBChKY TaeMHHIIO (CT. 231).

Crorogai B YkpaiHi KiOEp3JIOYMHHICTH PETYJIOIOTh TaKi
HOPMATHBHO-TIpaBOBi akTh: KOHBeHINiS mMpo KiOEp3IIOUYNHHICTD,
3akoH  Ykpaimm  «lIpo  patudikamito  KonBenmii  mpo
kibep3nounuHicTh», KK Ykpainu.

Crenu¢ika 0pOro BUAY 3JOYMHHOCTI MOJISATAE Yy TOMY, IO
TOTYBaHHS Ta CKO€HHS 3JIOYMHY 3IIMCHIOETHCS, NPAKTHYHO HE
BIIXOASIYM BiJ] «po0OYOro MiCIs», 3JIOYUHU € JIOCTYITHUMU;
OCKUJIbKM KOMIT'IOTE€pHA TEXHIKa MOCTIHHO [eleBINae; 3JI0YHMHU
MOYKHA CKOIOBaTH 3 OyAb-fKOI TOYKH 3eMHOI KyJi, Y OyIb-sKOMY
HACEJICHOMY IyHKTI, a OO0’ €KTH 3JIOUMHHUX TIOCATaHb MOXYTh
3HAXOUTHCH 32 TUCAYI KIIOMETPIB BiJ 3704yuHIsg. Kpim Toro, n0Boi
CKIIAJHO BUSABHTH, 3adiKCYyBaTH Ta BHIYYATH KPUMIHATICTHYHO-
3Hauymly iHGOpMamifo TpPH BHKOHAHHI CIOUUX Oid  JuId
BUKOPHUCTAHHS il B SKOCTI pedoOBOTO J0OKa3y. Yce Iie, 0e3yMOBHO, €
repeBaramMu IS KiOep3I0dnHITIB.

Crioco6iB BUMHEHHS «KiOEp3/I04HNHIB» Ha CHOTOJIHI TOCTATHBO:
BUKpaJICHHS KOMIT'10TepHOi iH(popMmarnii, DoS-araku, nedeiic,
PO3TOBCIOKEHHS IIKIIJTMBUX Tporpam (BipyciB), KapAWHT, (QIilInHT,
CTHpaHHS TporpaM abo0 MJaHuX, pO3CHJIKA JHUCTIB (crmamiB),
CTBOpEHHS (PiKTHBHUX iHTEPHET-ayKIiOHIB TOLIO.

[NepmionpuumMHOI0 PO3BUTKY KiOEpP3TOUYMHHOCTI, SK i OyIb-
sKOro Oi3Hecy, € NpUOYTKOBIiCTb, @K€ BOHa HEHMOBIPHO
npuOyTKoBa. BemnuesHi cymMu Tpomieil 3’SBISIOTbCS B KHIICHIX
3JI0YMHIIB Y Pe3yJbTaTi OKPEeMHUX BeNUKUX adep, He TOBOPSYH BXKE
PO HEBENWKI CyMH, SIKi HIyTh MPOCTO MOTOKOM. Jpyra mpuymHa
pocTy KiGep3moYMHHOCTI K Oi3Hecy — Te, IO YCIiX CIpaBu HE
MOB’S3aHWA 3  OUIBIIMM  PU3HKOM. Y  peajdbHOMY  CBITi
IICUXOJIOTTYHUHA AaCHEeKT 3J0YMHY IPHUITYyCKae HAsBHICTh JEIKUX
KOINTIB CTPUMYBaHHS. Y BipTyaJIbHOMY CBITI 3J0YHHII HE MOXYTh
0auuTH CBOIX KEPTB, OyAb TE€ OKpeMi It abo Il opraHizarii, SKi
BOHU BHOpanu Al aTakd. 1'paOyBaTw THX, KOrO TH He Oauuil, 1O
KOTO HE MOXKEII AOTATTHCA PyKOI0, HabaraTo Jierme.

IIpeBeHTHBHI 3aX0AW BXKE HE [OMOMAraiTh, i 3 KOKHUM
pPOKOM IIKOAa 30UIBIIYETHCS, a 3JIOYMHU CTAlOTh BCE OUIBII
«BULIYKaHMMI». Haiinmommupenimi — e 310M 6a3 JaHuX KOMIIaHii Ta
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YPAIOBHUX OpTaHi3amiid, BUBEACHHS 3 JIaJy MPOMHCIOBHX 00’ €KTIB.
Jo muporo, Hampukianm, mpHU3BENa araka Bipycy Ha IpaHCHKY
AEC y bymepi.

Och, HampuKIaa, OMHA i3 HaWOUTeIT mpoctux cxeM. Illaxpai
KpaZyTb 3apIUlaTHI pPaxyHKH CHiBpOOITHHKIB KommaHii. Ilotim
OpoJNalTh X Ha YOPHOMY pUHKY, A€ PO3LIHKKA TOYHHAIOTHCS
Bin $ 3,5 3a paxyHok. ICHye TakoX IHIIWI BapiaHT — 3aJIMIIATH IIi
JaHi co0i ¥ POCTO MEePEBECTH TPOIII 3 COTCHb 1 TUCSY OAHKIBCHKUX
KapT Ha cBiii paxyHok. lllopiunuii 30MTOK JHIIEe Big TaKOi CXEMH
aMepHKaHChKi KoMIaHil orfintoo B § 1 mup.

YKpalHChKOIO TPOOJIIEMOI0 € SK HENOCTaTHSA KUIbKICTh
JEpXKaBHUX  EKCIepTiB B  00NacTi  KOMIT IOTePHO-TEXHITHOL
eKCHepPTH3H, TaK 1 CKIAJHOINI 3 BBEICHHAM B IPAaBOBE IIOJE
JocmipKkeHb (axiBIiB KOMepLUiiHUX opraHizanii. Tumosuil TepMmiH
MPOBENCHHS KOMII IOTEPHO-TEXHIYHUX EKCIIePTU3 CTAHOBHUTH Bij
MiBpOKY 1 BHINE Yepe3 BHCOKY 3aBaHTAKEHICTh MNPOQiIbHUX
JICp’KaBHUX ycTaHOB. Bech 1ieli uac MiIO3pIOBaHUM  MOXeE
nepebysartu B CI30.

[IpoGyiema mpodiTaKTUKHU 1 CTUMYJIIOBAHHS KiOEP3JI0UYNHHOCTI
B YKpaiHi — 11 KoMIIeKcHa mpobsieMa. ChOTO/IHI 3aKOHM TOBHHHI
BIIITOBIATH BHUMOTaM, IO NIPEI SABIAIOTHCS CYYaCHHUM piBHEM
pPO3BUTKY TexHOJOTiH. IlpiopuTeTHUM HampsIMKOM € TaKOX
opramizamisi B3a€MOJii 1 KOOpIWHAIlSA 3YCHIb IPAaBOOXOPOHHHUX
OpraHiB, CHEICIY>K0, CyIOBOi CHCTeMH, 3a0e3meueHHs  ix
HeoOXiIHOI0 MarepiallbHO-TeXHIYHO 0Oa3oro. JKomHa pmepikaBa
ChOTOJTHI HE B 3MO3i MPOTHCTOSATH KiOEP3TOYMHHOCTI CaMOCTIiHHO.
HaranpHoto € HE0OXiJHICTh aKTUBI3alii MiXKHAPOJHOI CHIBIpalli B
uiii coepi. ExcnepTu BHEBHEHi: caMe Xakepd B HEAAICKOMY
MalilOyTHOMY CTaHyTh 3arpo30K HOMEP OJIUH, 3MICTHBIIU
Tepopu3M. He3Bakaioum Ha BipTyasIbHICTH 3JI0YMHIB, 30UTOK BOHH
3aB/AIOTH IIIKOM CIIPaBKHIH.

OTxe, MH BB@XaeMO, IO HAWKpaIIdM CIOCOOOM MPOTHAIi
BHUCOKOTEXHOJIOTIYHOI 3JIOYMHHOCTI MOKHA BB@KATH peaIi3arlito
BUIEPEIDKAIOUOT0 TIPABOBOIO PETYIIOBAHHS. TakoX CIiNl JOAaTH, IO
BIZICYTHICTh €IMHOI MI>KHAPOHOI HOPMATHBHOI MPaBOBOi 0a3H, iCTOTHI
BIIMiHHOCTI B HaITiOHAJILHUX 3aKOHOIABCTBAX KpaiH, 00’ €THAHMX 1/IE€T0
CIUTEHOI OOPOTHOM 3 KOMIT'IOTEPHOIO 3JIOUYMHHICTIO, Ta BIICYTHICTH
€IMHOTO TIIXOMy MO BU3HAYEHHs MOHATIHHOTO arapary pO3TJISHYTOL
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CYKYITHOCTI CYyCITUIPHO HEOE3MEeYHHX [isIHb CYTTEBO YCKIIAIHIOIOThH
e(eKTUBHY MPOTHIIIO BUKOPHCTAHHIO KOMIT TOTEPHUX TEXHOJIOTIH MpH
3IIMCHEHH] 3JI0UYMHIB.

Jns  yIoockoHaneHHS TEXHIYHOI CKJIAMOBOi 3a0e3IedeHHS
Oesneku iHpopMaLiifHOro MpoCcTOpy HacaMmepea NOTPiOHO:

— OHOBJIIOBATU CHUCTEMH Oe3MeKH (BKIIOYAIOYM aHTUBIPYC) i
omepaliiiHy cuCTeMy pa3oM 3 MOSIBOIO IXHiX HOBUX BEpPCil;

— CTBOPIOBATH PE3CPBHI KOIIT NaHKX;

— HE BIJKPUBATH MiJO3PLIi JIMCTH, IO IPUXOAATH Ha MOIITOBY
CKPUHBKY;

— HE CKadyBaTH TporpamHe 3a0e3MedcHHS 3 HelepeBipeHUX
a00 migo3piuX JKeper;

— OHOBHTH onepauiﬁHi CUCTEMH 1 CUCTEMH O€3IEKH;

—3a0I0KyBaTH Ip-agpecH 1 JOMCHHI IMeHa, 3  sKHX
BiZI0OyBaJIOCs MOIIUPEHHS MIKIJTUBUX (1)aI/IJ'IlB

- 3a60p0HHTH 30epiranHs  maponiB B LSA Dump vy
BIIKPUTOMY BUTJISIII

— 3aMIHUTH BCi TIApojIi Ha CKIAAHI JJIs 3amoliraHds OpyTa 3a
CIIOBHUKOM;

— IIOCTaBUTH OJIOKYBaHHSI CIUIMBAIOUUX BIKOH;

—3aCTOCYBaTH Cyd4acHi 3acoOu BUSBICHHA BTOPTHEHb 1
MICOYHUIIIO IS aHaTi3y (aiiis.

— 3a00pOHUTH BUKOHAHHS TaKWX 3aBlaHb, K Viserion, rhaegal,
drogon.

Pomaniox A. M., xypcanT 2-ro Kypcy
HaBYAIbHO-HAYKOBOTO  IHCTHTYTy  No 2
HanionanbsHoi akanemii BHyTPILIHIX cripas
Hayxosuii  xepignux: noueHt Kadeapu
KpuMiHampHOrO  mpaBa  HarmionanbHOT
akazemii BHYTPIIIHIX COpaB, KaHAHIAT
opuanYHuX Hayk Yaoanwk B. /1.

KIHKA SIK CYB’EKT 3JIOYNHY

BuBueHHI0  chepr  KpUMiHAIBHO-TIPABOBHUX  JOCHIIKEHBb
3JI0YMHHOCTI Cepell KIHOK MPUALISIOTh HEJIOCTATHBO YBAaru, 3 OIS
Ha 1O I mnpoOieMa 3aMIIAEThCS HaraibHOW. OJHAK, MONpH
CyO’€KTUBHE CTaBJICHHS 10 3a3HAYCHOTO IWTAHHA, I TpodiiemMa €
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