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■ Abstract. The situation of the spread of hybrid means of warfare contributes to the rapid growth of 
information crimes of various forms and methods of commission, including those of a complex nature. The 
purpose of this study was a thorough critical understanding of the main approaches to countering relevant 
types of cybercrime. The study used systematic, comparative and legal, formal and logical, and functional 
methods. It was noted that in the national legislation on the legal regulation of the field of cybersecurity, 
there are a number of gaps that complicate cooperation with other states in countering cybercrime and 
reduce the effectiveness of security measures, and also suggested ways to eliminate them. The need to 
streamline the conceptual framework that serves the field of cybersecurity (for example, providing a clear 
definition of the concept of cyberwarfare), and harmonise national legal norms with relevant international 
legislation, considering the expediency of unifying the legal norms of different states when regulating 
the actions of the parties for the effectiveness of international cooperation in combating cybercrime, 
was emphasised. It was noted that overcoming global cybersecurity problems requires consolidating the 
efforts of the world's states, improving legal and technical mechanisms, and establishing the foundations 
of a security culture in cyberspace. The need to create an effective mechanism that would simultaneously 
guarantee information security of the state and protect democratic rights and freedoms was noted. The 
practical significance of the results obtained lies in the possibility of using them to improve national 
legislation in the field of cybersecurity and countering cybercrime, in particular, in the development and 
adjustment of regulatory legal acts considering the requirements of international law and the provisions 
of the Budapest Convention

■ Keywords: cybersecurity; cyberspace; cyberwarfare; hacker; information; ethical standards; international 
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In times of digital transformation of public rela-
tions, computer and information technologies, due 
to the rapid development and expansion of the use 
of the Internet, computers, mobile gadgets, and oth-
er digital technologies, have become an integral 
part of human life and at the same time one of the 
biggest challenges for the national security of coun-
tries. Nowadays, rapidly developing, they cover all 

spheres of life  – the economy, critical infrastruc-
ture, public administration, social communications, 
etc., and, accordingly, the risks associated with the 
misuse of digital resources are growing. Thus, cy-
bercrime is one of the most pressing problems of 
our time, and its manifestations (cyber-attacks, fi-
nancial fraud, unauthorised access to information 
systems, the spread of malicious software, etc.) are 

■ Introduction
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a phenomenon that is not inferior in importance 
and prevalence to classical methods of committing 
crimes, especially in the context of a full-scale war 
between Ukraine and the Russian Federation, when 
cyberspace, like land, sea, air, and space, has really 
turned into a separate very important field of mil-
itary operations. The aggressor country resorts to 
cyber threats using the latest technical means (crim-
inal cyber-attacks, espionage, fraud, etc.) as part of 
the implementation of hybrid forms of aggression 
against economic, political, technical, military and 
information security and sovereignty of Ukraine, 
aimed at destabilising critical infrastructure and 
information systems of the country, and therefore, 
the search for ways to prevent the main types of 
cybercrime, develop cybersecurity strategies to pro-
tect citizens, and continuously improve mechanisms 
to counteract this type of crime becomes particular-
ly relevant. The emergence of AI, blockchain, and 
other new digital technologies are forcing cyberse-
curity professionals around the world to constantly 
review their methods of combating cybercrime. 

Thus, despite the fact that various aspects of the 
problem of cybercrime have been actively studied 
for decades, the extreme intensity of changes in this 
area (in 2025, the very nature of cyber threat risks 
in the world has changed significantly  – in cyber-
space, as a huge strategic domain, powerful resourc-
es are being created for political and economic dom-
inance, and the priorities of countering risks are 
gradually shifting towards continuous adaptation 
to them), the continuous invention of new ways of 
committing cybercrime by intruders and, according-
ly, the need for constant development of effective 
methods of countering them, the emergence of new 
trends in understanding this issue in the context of 
world discourse, they determine the timeliness of 
scientific research.

Various aspects of the problem of cybercrime and 
ways to counteract it are constantly in the focus of 
attention of the global scientific community. Thus, 
E.H. Spafford et al. (2023) argued that society is ex-
posed to significant risks, including threats in energy, 
communications and transportation systems; privacy 
violations; data falsification; and new types of theft 
and fraud have also emerged. However, if earlier the 
subjects of cybercrime were individual criminals, an-
archists, extremists, cyberterrorists, then the modern 
world is more characterised by terrorist networks 
that seek to seize the tools of democratic governance 
(DeMillo & Spafford, 2025).

S.B. Karvatska  et al.  (2025), after studying 
key data protection, cyber defence, and cyberwar-
fare issues, noted their simultaneous technological 
uniqueness and legal certainty. They also stressed 
the importance of creating a harmonised interna-
tional legal framework for resolving cybersecurity 

and data protection issues. R.  Shak  (2024) spoke 
about the development of narrow (information se-
curity protection) and broad (combating all types 
of offences committed using information and tele-
communications technologies) approaches to un-
derstanding the concept of cyber-violation or cyber-
crime. The narrow approach focuses on protecting 
information security, while the broad approach 
covers all types of criminal acts committed using 
information and communication technologies. The 
researcher noted that it is necessary to develop a 
unified approach to the definition of cyber viola-
tions and develop legislation in accordance with new 
challenges in the field of cybersecurity. M.I. Krasko 
& A.I. Tsevukh (2025) defined cybercrime as a so-
cio-legal phenomenon that has a hybrid nature: it si-
multaneously functions within technical, economic, 
legal, and even political systems. The main features 
of cybercrime are anonymity, dynamism, cross-bor-
der nature, and high technology. These character-
istics make it impossible for countries to respond 
effectively alone.

The purpose of this study was to critically ex-
amine the main approaches to combating such cy-
bercrimes

■ Materials and Methods
For this research, a number of principles, approach-
es, and methods were applied to achieve scientific 
objectivity and comprehensive coverage of the top-
ic. First of all, it is necessary to note the use of an 
interdisciplinary (interdisciplinary) approach, since 
information security issues, which at first glance ap-
pear to be purely technical in nature, relate to vari-
ous scientific fields, primarily legal, social, econom-
ic, financial, security, etc., and should be considered 
in the socio-legal and, to a large extent, political 
sphere. The study was also characterised by a crim-
inological approach, which helped to analyse the 
nature of cybercrime, its manifestations, features of 
the identity of a cybercriminal hacker, mechanisms 
of occurrence of their criminal behaviour, etc. The 
research methodology included: a systematic meth-
od – to investigate the typology of cybercrime, high-
lighting the components of the system of response 
and protection to cyber threats, etc.; comparative 
legal – to analyse international and national cyber-
security legislation for positive achievements and 
shortcomings; a formal logical method – to formu-
late the author’s opinion on certain aspects of the 
study based on the scientific analysis carried out; 
functional – to determine the subjects of legal regu-
lation of the problem of cybercrime.

To conduct a study of the legal regulation of 
cybercrime problems, the authors mainly used the 
experience of the European Union and Ukraine, in 
particular during the war. During the analysis of 
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laws and regulations, it was studied and analysed as 
international legal documents, including the Con-
vention on Cybercrime1, (Budapest Convention), 
United Nations Convention Against Cybercrime 2, 
and Ukrainian: Cybersecurity strategy of Ukraine3, 
Criminal Code of Ukraine4 (section “Crimes in the 
sphere of use of electronic computers (computers, 
systems and computer networks and telecommuni-
cation networks”), in particular Article 361 “Unau-
thorised interference in the operation of information 
(automated), electronic communication, information 
and communication systems, electronic communica-
tion networks”, laws of Ukraine “On Amendments 
to the Criminal Procedure Code of Ukraine and the 
Law of Ukraine “On Eectronic Communications”5, 
Law of Ukraine “On the Main Principles of Ensuring 
Ukraine’s Cybersecurity”6, etc.

■ Results and Discussion
Cybercrime is a collection of offences committed 
using information and telecommunications technol-
ogies that encroach on information security and/or 
use a computer, and other devices that provide access 
to the network, as a tool or means of committing a 
crime (Shak, 2024). As of 2025, along with the term 
“cybercrime” in international and Ukrainian legal 
science, such concepts as “criminal acts in the field 
of computer information” and “crimes committed us-
ing information technologies” were most often used.

The phenomenon of cybercrime is cross-border in 
nature. Due to the global and cross-border nature of 
computer and telecommunications systems and the 
possibility of identity falsification, situations arise 
when a person commits an offence from one continent 
against an object on another, and its results appear 
on a third (Dulepa, 2021; Dykyi et al., 2025). Events 
take place in cyberspace, in which T.V. Fedorenko & 
V.V. Fedorenko (2023) considered two components:

1) information in digital format, which exists in 
two forms: static (files stored on media) and dynamic 
(network packets, data streams, commands, and re-
quests that circulate in networks are processed by au-
tomated systems and submitted to the user in graphic 
or text form); 

2)  technical infrastructure, IT technologies and 
software tools that provide the main processes of 

1 Convention on Cybercrime. (2001, November). Retrieved from https://www.coe.int/en/web/cybercrime/the-budapest-convention.
2 United Nations Convention Against Cybercrime.  (2024, December). Retrieved from https://zakon.rada.gov.ua/laws/show/3551-
12#Text.
3 Decision of the National Security Council of Ukraine “On the Strategy of Cybersecurity of Ukraine”. (2021, August). Retrieved from 
https://zakon.rada.gov.ua/laws/show/n0055525-21#Text. 
4 Criminal Code of Ukraine. (2001, April). Retrieved from https://kku.com.ua/chastyna-2/rozdil-16/. 
5 Law of Ukraine No. 2137-IX “On Amendments to the Criminal Procedure Code of Ukraine and the Law of Ukraine ‘On Electronic 
Communications’ to Enhance the Efficiency of Pre-Trial Investigations “Hot on the Trail” and Counter Cyberattacks”. (2022, March). 
Retrieved from https://zakon.rada.gov.ua/laws/show/2137-20#Text. 
6 Law of Ukraine. No. 2163-VIII. “On the Main Principles of Ensuring Ukraine’s Cybersecurity”. (2017, October). Retrieved from https://
zakon.rada.gov.ua/laws/show/2163-19#Text.
7 Council of Europe Convention on Cybercrime. (2001, November). Retrieved from https://surl.li/fuzlrz.

working with information  – its collection, process-
ing, storage and transmission: Internet infrastructure 
and network communications, computer equipment, 
mobile devices, and other gadgets.

Advanced cyber threats are characterised primar-
ily by their global scale, due to the lack of geograph-
ical boundaries on the Internet. Any cyberattack can 
potentially target information systems and networks 
located in different countries, which significantly 
complicates the coordination of international efforts 
to counter cybercrime. An additional risk factor is the 
high level of anonymity in the digital environment: 
attackers often use anonymous networks or fictitious 
digital identities, which significantly complicates 
their identification and legal liability.

The problem of attributing cyber-attacks is par-
ticularly difficult, since various technical means 
are used to hide the real source of interference, in 
particular, IP spoofing, routing traffic through inter-
mediate nodes, or using botnets. As a result, estab-
lishment of the initiator of an attack is often a long 
and resource-intensive process. Moreover, advanced 
cyber threats are characterised by a high level of in-
novation: cybercriminals are constantly improving 
their methods, actively introducing the latest tech-
nologies, in particular artificial intelligence, machine 
learning, and advanced cryptographic solutions. This 
not only increases the effectiveness of criminal ac-
tions, but also significantly complicates the function-
ing and adaptation of cyber defence systems (Haiduk 
& Zverev, 2024; Krasko & Tsevukh, 2025).

The main characteristic features of cybercrimes 
that distinguish them from other threats are spatial 
boundaries, the possibility of global development in 
the shortest possible time, the lack of subject binding 
to specific actions in cyberspace (usually cyber-attacks 
are carried out by competent persons at the appropri-
ate order of the subjects of confrontation) (Dolzhen-
ko,  2020). There is no clear regulatory framework 
for classifying cybercrime (Dovzhenko,  2019). In 
accordance with the Council of Europe Convention 
on Cybercrime7, cyber activity of a criminal nature 
is conventionally divided into four groups: offences 
against the confidentiality, integrity, and availability 
of computer data and systems (illegal access, data in-
terception, interference with data and systems, abuse 

https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://zakon.rada.gov.ua/laws/show/3551-12
https://zakon.rada.gov.ua/laws/show/3551-12
https://kku.com.ua/chastyna-2/rozdil-16/
https://www.coe.int/en/web/cybercrime/the-budapest-convention
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of devices); computer-dependent crimes (forgery and 
fraud related to computers); crimes related to content 
(in particular, crimes related to child pornography); 
violations of copyright and related rights.

Yu.V.  Nedilko  (2018) proposed an alternative 
division into aggressive and non-aggressive cyber-
crimes. Aggressive ones include cyberterrorism, 
threats of physical violence (including via email), cy-
ber espionage, cyber stalking, and the creation and 
distribution of child pornography. Non-aggressive 
include cyber theft, cyber vandalism, cyber fraud, 
cyber espionage, distribution of spam and malicious 
software. The emergence of numerous cyber threats 
has forced the international community to develop a 
legal framework for the security of cyberspace. The 
first international legal act that took measures to 
unify the list and signs of cyber violations was Con-
vention on Cybercrime1, which has been ratified by 
67 states. In this document, states parties are invited 
to criminalise encroachments on such objects as in-
formation (computer) security, property, intellectual 
property, and actions related to the distribution of 
illegal content on information networks (child por-
nography; information of an extremist nature). A 
similar interpretation of cybercrime can be traced in 
other directives such as NIS22 and CER3 countries – 
parties to the Convention on countering attacks on 
information networks, and maintaining the security 
of networks and information systems (Shak, 2024).

The UN and EU documents on cybercrime men-
tion not only “computer” offences that encroach on 
information security, but also other criminal acts that 
use a computer as a weapon (computer-facilitated) 
or a means of offence (computer-related). This opin-
ion seems to be generally correct, since the use of 
information and telecommunications technologies 
as a tool or means of criminal encroachment on any 
objects increases the effectiveness of criminal ac-
tivity, giving it a qualitatively new form, making it 
cross-border, large-scale, and difficult to study. How-
ever, according to R.  Shak  (2024), the above-men-
tioned documents of the UN and the European Un-
ion do not say anything about countering the use of 
information and telecommunications technologies as 
weapons in military and political conflicts, for inter-
fering in the internal affairs of states, carrying out 
subversive, terrorist, espionage and sabotage activ-
ities, etc. However, national approaches to criminal 

1 Council of Europe Convention on Cybercrime. (2001, November). Retrieved from https://surl.lt/lzzdfv.
2 Directive of the European Parliament and of the Council No. 2022/2555 “On Measures for a High Common Level of Cybersecurity 
Across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and Repealing Directive (EU) 2016/1148 (NIS 
2 Directive)”. (2022, December). Retrieved from https://www.nis2-info.eu/full-text. 
3 Directive of the European Parliament and of the Council No. 2022/2557 “On the Resilience of Critical Entities and Repealing Council 
Directive 2008/114/EC”. (2022, December). Retrieved from http://data.europa.eu/eli/dir/2022/2557/oj
4 Law of Ukraine No. 2163-VIII “On the Main Principles of Ensuring Ukraine’s Cybersecurity”. (2017, May). Retrieved from https://zakon.
rada.gov.ua/laws/show/2163-19#Text.
5 Criminal Code of Ukraine. (2001, April). Retrieved from https://kku.com.ua/chastyna-2/rozdil-16/.

legislation in the field of countering cybercrime, law 
enforcement practices, and methods of maintaining 
criminal statistics differ significantly from country to 
country. Thus, no criminological analysis can fully 
cover the global scale of this problem (Dolia, 2024).

Ukrainian legislator defines cybercrime as a so-
cially dangerous act in cyberspace and/or with its 
use, the responsibility for which is provided for by 
the law on criminal liability and/or which is recog-
nised as a crime by international treaties of Ukraine4. 
In addition, the concept of “cybercrime” combines 
criminal offences provided for in Section XVI of the 
Criminal Code of Ukraine5 “Crimes in the sphere of 
use of electronic computers (computers, systems, 
and computer networks and telecommunication net-
works”, and registered criminal proceedings with a 
qualifying mark in the card on a criminal offence – 
“using high information technologies and telecom-
munications networks”. According to Section XVI of 
the Criminal Code of Ukraine “Crimes in the sphere 
of use of electronic computers, systems, and comput-
er networks and telecommunication networks”, the 
main types of cybercrime are: unauthorised interfer-
ence in the operation of computer systems, creation 
and distribution of malicious software, illegal sale 
or disclosure of information with restricted access, 
illegal actions with data on the part of persons who 
have access to them, violation of the rules of oper-
ation or protection of information, and obstruction 
of networks by mass mailings (articles 361-363-1). 
In addition to Section XVI of the Criminal Code of 
Ukraine, cybercrime can also include a number of 
other offences committed using information tech-
nologies. In particular, these are crimes in the field 
of intellectual property (Article  176, Article  229), 
illegal actions with bank documents and payment 
cards (Article 200), fraud and theft (Article 185, Ar-
ticle  190), violation of bank secrecy (Article  231), 
and offences related to the distribution of pornogra-
phy (Article 301). Special attention should be paid 
to crimes committed through social networks and 
other Internet resources: driving to suicide (Arti-
cle  120), bribery of voters (Article  160), violation 
of equal rights of citizens (Article  161), violation 
of the secrecy of correspondence (Article 163), ex-
tortion (Article  189), causing property damage by 
deception (Article  192), terrorist activities (arti-
cles 258-2, 258-4), encroachment on state symbols  

https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://www.nis2-info.eu/full-text
http://data.europa.eu/eli/dir/2022/2557/oj
https://kku.com.ua/chastyna-2/rozdil-16/
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(Article 338), and threats or violence against jour-
nalists and officials (Article 345-1, Article 350).

Military realities have led to amendments to the 
current legislation in the field of digital technolo-
gy protection, in particular, the adoption of laws 
No. 2137-IX1 and No. 2149-IX2, which, on the one 
hand, simplified the order the collection and veri-
fication of evidence, including in proceedings re-
lated to countering cybercrime, and on the other 
hand, determine a number of issues regarding the 
proportionality of interventions to restrict human 
rights (most of the changes made contain general, 
not special (under martial law) norms). Article 361 
of the Criminal Code of Ukraine,3 “Unauthorised 
interference in the operation of information (auto-
mated), electronic communication, information and 
communication systems, electronic communica-
tion networks”, which updates the terminology and 
classification of crimes provided for in Article 361 
(replacing the outdated “electronic computing ma-
chines (computers)” with “information (automated) 
systems”. There were also changes in terminology, 
which are reflected in the Law of Ukraine “On elec-
tronic communications”4, provides for the use of the 
terms “information, automated systems, electronic 
communications and communication systems” in-
stead of “computers, automated systems, computer 
networks and telecommunications networks”. This 
is done in accordance with other laws of Ukraine 
related to cybersecurity.

According to the cybersecurity strategy of 
Ukraine5, key challenges and cyber threats include: 
the active use of cyber tools in international compe-
tition, which increases the risk of cyber-attacks on 
state and critical infrastructure; the rapid develop-
ment of information and communication technolo-
gies, in particular, cloud and quantum computing, 
5G networks, Big Data, the Internet of Things, arti-
ficial intelligence, etc., which creates a competitive 
nature of the development of cybersecurity tools and 
complicates the adaptation of defence mechanisms; 
the militarisation of cyberspace and the develop-
ment of cyber weapons, which makes it possible to 
secretly conduct cyber-attacks to support combat op-
erations, intelligence and subversion and influence 
on strategic objects unsystematic introduction of 
new technologies, digital services, and mechanisms 

1 Law of Ukraine No. 2137-IX “On Amendments to the Criminal Procedure Code of Ukraine and the Law of Ukraine ‘On Electronic 
Communications’ to Enhance the Efficiency of Pre-Trial Investigations “Hot on the Trail” and Counter Cyberattacks”. (2022, March). 
Retrieved from https://zakon.rada.gov.ua/laws/show/2137-20#Text.
2 Law of Ukraine No. 2149-IX “On Amendments to the Criminal Code of Ukraine to Improve the Effectiveness of Combating Cybercrime 
under Martial Law”. (2022, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2149-20#Text. 
3 Criminal Code of Ukraine. (2001, April). Retrieved from https://kku.com.ua/chastyna-2/rozdil-16/.
4 Law of Ukraine No. 1089-IX “On Electronic Communications”.  (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/1089-20#Text. 
5 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defense Council of Ukraine of 14 May 
2021 “On the Cybersecurity Strategy of Ukraine”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/2021#Text.

of electronic interaction of citizens with the state, 
which is carried out without proper assessment of 
cyber risks and security measures, which increases 
the vulnerability of state systems.

Therefore, under Ukrainian law, information 
crimes can take various forms and be committed in 
various ways. In addition, the actions of cybercrim-
inals are often complex and combine several inter-
related offences (Dumchykov, 2022). In the security 
sector of Ukraine, there is a full range of major “clas-
sic” cybercrimes, and their number is growing almost 
2.5 times every year. Ukraine is a participant in the 
world’s first cyber war, which poses one of the great-
est threats to its and global cybersecurity, using a 
combination of actions in cyberspace and psycholog-
ical information operations as part of a hybrid war. 
There is no single point of view on the term “cyber 
war” among researchers, and it has not received a 
single definition in Ukrainian legislation. It is main-
ly defined as the latent influence of information on 
individual, group, and mass consciousness through 
propaganda methods, disinformation, and manipu-
lation to form new views on the socio-political or-
ganisation of society (Dmytruk et al., 2022), through 
convergent threats (threats that combine financial, 
political and propaganda motives) to create a real 
danger of cyberterrorist attacks and sabotage on na-
tional information systems (Chaplyk, 2020; Antosh-
chuk & Luchyk, 2025). There are different types of 
cyber-attacks, including massive and targeted ones. 
All of them are aimed at state resources and criti-
cal facilities. Russian cyber-attacks ignore any rules, 
affecting infrastructure, humanitarian organisations, 
private and state-owned enterprises. Russian hackers 
do not recognise borders and restrictions, attacking 
various states if they help Ukraine.

Of particular danger is the activities of organised 
cybercrime groups that carry out targeted attacks on 
critical infrastructure, financial institutions, and gov-
ernment systems. Both transnational criminal net-
works and state structures of authoritarian regimes 
are actively involved in this process, using cyber-
space for espionage, data theft, and destabilisation 
of political processes. The most common types of at-
tacks remain ransomware (ransomware by encrypt-
ing data), phishing, and malware, which are con-
stantly being improved, significantly complicating  

https://kku.com.ua/chastyna-2/rozdil-16/
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their detection and neutralisation even for highly 
qualified specialists.

Along the way, it should be noted that during the 
war, Ukrainians have become more emotionally vul-
nerable, and scammers use this to adjust their schemes 
to current problems (Chekmaryova, 2024). For online 
fraud, they use computers, phones, and other devices 
to collect and view data (Chaplyk, 2020). Despite the 
technological complexity of advanced threats, up to 
60% of incidents are caused by the human factor and 
begin with the opening or downloading of malicious 
content. In 2025, with the extreme intensification 
of the introduction of AI in criminal activities and 
the availability of Ransomware-as-a-Service (RaaS), 
Phishing-as-a-service (PhaaS), AI-aided attack suites, 
this trend only increased – there was a “psychologi-
cally accurate” phishing with the personalisation of 
the target in each letter or message.

The Russian Federation is constantly increasing 
its offensive cyber arsenal, which can cause seri-
ous and irreversible destruction, first of all, of the 
information systems of state bodies of Ukraine and 
critical information infrastructure facilities, in order 
to disable them, gain hidden control, and conduct 
intelligence operations. In addition, they are used 
for information influence on the population, inter-
ference in elections, etc. Its integral part is the so-
called “black” hackers. The significance of the “hack-
ing” depends on the context and motivation of its 
use. Hackers are motivated by various factors, such 
as social justice, lucrative hacking, or political be-
liefs. This motivation affects their future goals and 
actions. Negative hacking can lead to cybercrime, 
such as identity theft, fraud, cyber-attacks, etc. Some 
hackers can break into users’ personal information 
space and privacy. Most hacking activities are ille-
gal and can have serious legal consequences (Datsen-
ko & Yavorska,  2023). In particular, within hacker 
communities, this type of cybercriminal can be dis-
tinguished as political cybercriminals. An example is 
the hacking activity of Russian cybercriminals since 
2014, which has become especially active with the 
beginning of a full-scale invasion. However, during 
the war years, its goals underwent certain transfor-
mations. Thus, for example, if at the beginning of a 
full-scale invasion, Russian cyber-attacks were aimed 
at the Ukrainian military and the authorities, then 
later the focus shifted to causing as much harm as 
possible to the civilian population.

1 Order of the State Special Communication Service of Ukraine No. 54 “Basic Cybersecurity Measures and Methodological Recommendations 
for Implementing Basic Cybersecurity Measures, which Introduce the Updated Cybersecurity Framework (CSF) 2.0 of the National 
Institute of Standards and Technology (NIST) of the USA”. (2025, January).Error! Hyperlink reference not valid. Retrieved from https://
ips.ligazakon.net/document/FN086217. 
2 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/4651-17#Text. 
3 Сivil Procedure Code of Ukraine. (2004, March). Retrieved from https://zakon.rada.gov.ua/laws/show/1618-15#Text. 
4 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/4651-17#Text. 

The aggravation of cyber threats is increasingly 
manifested in the field of disinformation campaigns 
and cyber espionage, which poses a serious challenge 
to national security and socio-political stability of 
the state. The ENISA Threat Landscape  (2025) re-
port contains information on almost 5 thousand con-
firmed cases of cyber violations in EU member states, 
which indicates their consistency. For this purpose, a 
network environment is created in which the inter-
ests of states and criminal structures intersect. There 
is a gradual transition from single attacks to “strate-
gic influence operations”, which acquire a complex 
character, combining elements of information ma-
nipulation, espionage, destabilisation, etc.

In response to these challenges, the government 
of Ukraine is taking active measures to strengthen cy-
ber defence. Thus, the State Special Communications 
Service has introduced new legislative initiatives. By 
Order No. 541 of 30 January 2025, it approved the 
Basic Cybersecurity Measures and Methodological 
Recommendations for Implementing Basic Cyberse-
curity Measures, which introduced the updated Cy-
bersecurity Framework (CSF) 2.0 of the US National 
Institute of Standards and Technology (NIST). In this 
regard, M.M. Chaplyk (2020) highlighted the cyber-
front in hybrid wars, which are attributed to a new 
type of war, where economic motives often fade into 
the background. The concept of cyber front encom-
passes large-scale attacks on government agencies, 
information systems, law enforcement agencies, en-
terprises and critical infrastructure, including cyber 
espionage and disinformation dissemination, includ-
ing deepfakes created by AI for mass manipulation of 
consciousness.

Furthermore, the current Criminal Procedure 
Code of Ukraine2 does not contain the concept of 
“electronic evidence”, unlike, for example, the Civ-
il Procedure Code of Ukraine3 (Article 100). But the 
legislator suggests considering computer data as a 
document (paragraph 2 of Article 99 of the Criminal 
Procedure Code4). However, a document is a perma-
nent, fixed material object, while computer data can 
be quickly changed or deleted, including remotely. In 
addition, the way electronic information is displayed 
largely depends on the software and hardware with 
which it is viewed. In practice, among researchers 
(Hutsaliuk, 2025), there is some confusion between 
the concepts of “electronic evidence” and “electron-
ic document”, defined in the Law of Ukraine “On 

https://ips.ligazakon.net/document/FN086217
https://ips.ligazakon.net/document/FN086217
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Electronic Documents and Electronic Document 
Management”1. Contemporary international legal 
instruments in the field of combating cybercrime 
emphasise the key role of international cooperation 
and information exchange, in particular, with re-
gard to data stored in electronic form. In addition, 
the investigation of both traditional and war crimes 
committed during the aggression of the Russian Fed-
eration, in the vast majority of cases, requires the 
receipt, analysis, and proper storage of electronic 
evidence, which is critical for establishing the truth 
and ensuring justice.

Thus, there are the following main threats in the 
field of cybersecurity in Ukraine:

▪ hybrid aggression of the Russian Federation in 
cyberspace;

▪ active build-up of the aggressor state’s arsenal 
of offensive cyber weapons, the use of which can 
lead to irreparable and irreversible destructive con-
sequences;

▪ the focus of Russian cyber-attacks is mainly 
on information and communication systems of state 
bodies and objects of critical information infrastruc-
ture in Ukraine;

▪ the use of cyber-attacks as an element of special 
information operations, which makes it possible to 
manipulate public opinion, interfere in electoral pro-
cesses, and discredit Ukrainian statehood;

▪ damage to information resources, public pro-
cesses and citizens, undermining confidence in infor-
mation technologies and significant material losses;

▪ use of cyberspace to commit crimes against the 
foundations of national security of Ukraine, includ-
ing criminal offences related to the legalisation of 
proceeds from crime, human trafficking, illegal traf-
ficking in weapons, military supplies, explosives, and 
narcotic drugs;

▪ organised and government-sponsored cyberat-
tacks of other states, the purpose of which is to steal 
sensitive information for political, economic or mili-
tary purposes (cyber espionage);

▪ intelligence and subversive activities aimed at 
destabilising state and economic systems.

All these cyber threats are extremely difficult 
to counter and require continuous improvement of 
both technological solutions and strategies aimed 
at protecting information systems and data. Nowa-
days, it is advisable to build a system of response and 
protection based on an integrated approach to risk 
assessment, which provides for the introduction of 
comprehensive methods for analysing cyber threats 
in the technological, economic, political, legal, and 
environmental spheres, in particular through insti-
tutional integration with the ENISA-CERT system to 

1 Law of Ukraine No. 851-IV “On Electronic Documents and Electronic Document Management”. (2003, May). Retrieved from https://
zakon.rada.gov.ua/laws/show/851-15/ed20030522#Text.

expand the exchange of intelligence data on threats, 
which would allow for a more detailed assessment of 
hazards and timely application of effective counter-
action measures. Simultaneously, current challeng-
es in the field of cybersecurity make it necessary to 
develop theoretical foundations, which involves the 
development of new approaches to understanding 
and assessing risks, studying current trends, analys-
ing the characteristics of threats and possible con-
sequences, and developing methodological founda-
tions for managing cyber risks. The growing number 
of cyber incidents actualises the creation of new cy-
ber defence concepts focused on updating security 
strategies and approaches, developing innovative 
technologies, implementing modern standards, im-
proving professional training of specialists, and ex-
panding partnerships between government agencies 
and the private sector, improving the level of pro-
tection of critical infrastructure in accordance with 
the requirements of NIS2. Cyber defence should be 
based on a comprehensive combination of techno-
logical, organisational, and legal measures, includ-
ing the introduction of advanced security systems, 
improvement of security management mechanisms, 
compliance with legal requirements, and the devel-
opment of a security culture both in organisations 
and in society as a whole (Haiduk & Zverev, 2024), 
in connection with which the development of scien-
tific and educational initiatives in the field of cyber 
defence is of particular importance.

All of the above measures constitute a cyberse-
curity strategy. Cybersecurity as a counteraction to 
cybercrime is a state of protection of key interests of 
the individual, society, and the state during the use 
of computer systems and networks, which minimises 
damage from incomplete or unreliable information, 
negative information impact, adverse consequences 
of it, and unauthorised access or violation of the in-
tegrity, confidentiality, and availability of data.

In the global dimension, cybersecurity consists of 
implementing a set of measures aimed at protecting 
networks, software, and information systems from 
digital attacks. Such protection covers preventive ac-
tions, including regular software updates, the use of 
complex passwords and multi-factor authentication, 
and training citizens in basic cybersecurity rules. 
An important role is played by regulatory measures 
that provide for the development and continuous 
improvement of legislation in the field of counter-
ing cybercrime. An integral element is international 
cooperation, which consists in the exchange of in-
formation about cyber threats, joint identification 
and suppression of cybercriminals, and the creation 
of specialised law enforcement units to investigate  
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cybercrime. However, the development of new secu-
rity technologies, in particular encryption, incident 
mining, and other innovative solutions, and ensuring 
the ethical use of information technologies by ad-
hering to appropriate standards and preventing their 
criminal use, is of great importance.

According to Ukrainian legislation, cybersecurity 
is the protection of vital interests of a person and cit-
izen, society, and the state in the process of using cy-
berspace, which ensures the sustainable development 
of the information society and digital communication 
environment, timely detection, prevention, and neu-
tralisation of real and potential threats to the nation-
al security of Ukraine in cyberspace (paragraph  5, 
part 1, Article 1 of the Law of Ukraine “On the Main 
Principles of Ensuring Ukraine’s Cybersecurity”1).

Information security in Ukraine is becoming of 
key importance as an integral component of the na-
tional security of the state. This, in turn, involves the 
adoption of special laws that regulate access to infor-
mation, personal data protection, countering cyber-
crime, and control over media and social networks. 
Martial law requires the introduction of additional 
measures aimed at restricting access to certain types 
of information, controlling media and Internet plat-
forms, and protecting critical information infrastruc-
tures from risks (Sashchenko, 2022). The legislation 
should also provide for the development and appli-
cation of the latest technologies, in particular, AI for 
preventing cyber-attacks, and other innovative meth-
ods of protecting information resources.

The development and implementation of state 
policy in the field of preventing and countering cy-
bercrime are processes carried out within the nation-
al cybersecurity system and can be considered from 
the standpoint of organisational legal, organisational 
technical, and law enforcement aspects. There is a 
growing need for state interaction with society and 
the international community in order to overcome 
this negative phenomenon (Kravtsova, 2018), in par-
ticular, the implementation of national legislation in 
the international creation of a common cybersecurity 
platform for rapid information exchange since cyber-
crime daily threatens global peace, security, and sta-
ble development of international relations (Karvats-
ka et al., 2025).

Cyber-attacks often cover several countries, 
which makes them difficult to investigate and pre-
vent. A centralised system for sharing data on cy-
ber-attacks, new criminal methods, and vulnerabil-
ities will allow states to jointly respond quickly to 
threats. Such a platform can provide analytical re-
ports, warnings about new attacks, and recommen-
dations for government and business. International 

1 Law of Ukraine No. 2163-VIII “On the Main Principles of Ensuring Ukraine’s Cybersecurity”. (2017, May). Retrieved from https://zakon.
rada.gov.ua/laws/show/2163-19#Text.

cooperation in the field of countering cybercrime is 
complicated due to the different vision of this prob-
lem by the states of the world, which is conditioned 
by different approaches to defining key concepts, 
blurred differentiation of various phenomena that 
require verified cooperation mechanisms, differenc-
es in approaches to ensuring the security of personal 
data, and a high level of mutual distrust that hinders 
cross-border partnership.

■ Conclusions
The subject of research was the investigation of the 
phenomenon of cybercrime in the current state in 
the context of the risks that this phenomenon pos-
es for global security and security of Ukraine dur-
ing the Russian-Ukrainian war, its features, main 
areas of counteraction against the background of 
modern realities were highlighted, an analysis 
of Ukrainian and international legislation in this 
area, etc., was carried out, as a result of which a 
number of conclusions were drawn.

Having considered the technical and socio-legal 
aspects of the phenomenon of cybercrime, it can be 
argued that at the moment it is impossible to com-
pletely eliminate cyber threats due to their intensive 
and continuous technological development, but it is 
necessary to develop an adaptive mechanism that 
will include raising security standards through a 
multi-level system of redundancy and segmentation 
of networks, threat intelligence sharing, creating a 
global secure cyberspace, applying special education-
al programmes, etc.

The analysis of international legislation showed 
that the international legal framework in the field of 
cybersecurity with the development of information 
technologies requires constant updating (for exam-
ple, it is necessary to regulate the use of artificial 
intelligence at the legislative level); inconsistency of 
regulation and approaches to cyber defence in differ-
ent countries of the world significantly complicate 
the consolidation of efforts in the fight against cyber-
crime, countering cyber threats and cyber-attacks, 
which have become an integral part of hybrid wars. 
It is also important to unify the conceptual frame-
work for adapting international legislation to new 
challenges in the field of cybersecurity.

Ukrainian lawmakers of the Criminal and Crim-
inal Procedure Codes of Ukraine have made the 
necessary changes to the legislation, supplementing 
laws and regulations with articles that, among other 
things, specify the liability for certain types of cyber-
crimes, which makes it possible to avoid legal con-
flicts in the classification of crimes and comply with 
certain rules of procedural law, in particular, with 
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regard to covert investigative (search) activities in 
the digital environment. It was concluded that these 
changes are appropriate and timely, with the caveat 
that the introduction of full, total censorship even in 
wartime does not seem acceptable. In a democratic 
state, the authorities must guarantee the observance 
of democratic rights and freedoms even in wartime. 
Therefore, it is necessary to create an effective mech-
anism that would ensure state information security 
and respect for human rights, while simultaneously 
allowing people not to feel the effect of encroach-
ments on freedoms and democracy.

In the course of the study, it was found that 
cybersecurity should be deeply integrated into the 
global security system, since, as already noted, cy-
bercrime is transnational in nature and can have a 
destructive impact on the political, economic, and 
social stability of states. Moreover, Ukraine cur-
rently has a number of systemic problems, such as 
fragmented cyber defence policies, uncoordinated 
actions with partner states (NATO, the European 
Union, the United States, Great Britain, and Cana-
da), and inefficient use of international technical as-
sistance received from them aimed at strengthening 
cyber resilience, in particular, irrational use of cy-
ber defence software and hardware received within 
the framework of international technical assistance. 
Thus, the issue of developing a national model for 
ensuring cybersecurity of enterprises, institutions 
and organisations, including non-governmental 

ones, coordination of efforts and interaction of law 
enforcement agencies, special services, the judicial 
system, and their proper personnel and material 
and technical support, exchange of information on 
preventing and combating cybercrime, in particu-
lar, the development of conceptual approaches to 
the implementation of state policy in the field of 
ensuring the rights of citizens in cyberspace (espe-
cially the most vulnerable groups of the population, 
especially children), the development of a culture of 
cyber hygiene, etc., becomes relevant.

The problem of cybercrime requires constant at-
tention of scientists, in particular, research should be 
carried out in the areas of countering cyber violations 
and cybercrime, network wars, creating a secure cy-
berspace that includes the protection of information 
systems, networks and technologies, improving legal 
regulation, both at the international level and at the 
level of individual states, developing new concepts of 
comprehensive cybersecurity, etc.
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■ Анотація. Ситуація поширення гібридних засобів ведення війни сприяє стрімкому збільшенню 
кількості інформаційних злочинів, різних за формою та способами вчинення, серед яких і такі, що 
мають комплексний характер. Метою цього дослідження було ґрунтовне критичне осмислення 
основних підходів до протидії відповідним видам кіберзлочинів. У дослідженні використано системний, 
порівняльно-правовий, формально-логічний, функціональний методи. Зазначено, що в національному 
законодавстві з правового регулювання сфери кібербезпеки є низка прогалин, які ускладнюють 
співпрацю з іншими державами в протистоянні кіберзлочинності та знижують ефективність заходів 
безпеки, запропоновано шляхи їх усунення. Акцентовано на необхідності впорядкування понятійного 
апарату, що обслуговує сферу кібербезпеки (наприклад, надання чіткої дефініції поняття кібервійни), 
а також гармонізації національних правових норм із відповідним міжнародним законодавством з 
огляду на доцільність уніфікування правових норм різних держав під час регламентації дій сторін для 
забезпечення ефективності міжнародного співробітництва в боротьбі з кіберзлочинністю. Зауважено, що 
подолання глобальних проблем кібербезпеки потребує консолідації зусиль держав світу, удосконалення 
правових і технічних механізмів, утвердження засад культури безпеки в кіберпросторі. Засвідчено 
необхідність створення ефективного механізму, який водночас гарантував би інформаційну безпеку 
держави й захищав демократичні права та свободи. Практичне значення отриманих результатів полягає 
в можливості їх використання для вдосконалення національного законодавства у сфері кібербезпеки 
та протидії кіберзлочинності, зокрема під час розроблення і коригування нормативно-правових актів 
відповідно до вимог міжнародного права та положень Будапештської конвенції

■ Ключові слова: кібербезпека; кіберпростір; кібервійна; хакер; інформація; етичні стандарти; 
міжнародна співпраця
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