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Abstract

The relevance of this study was conditioned upon the scientific originality and practical significance of the
use of unmanned aerial vehicles in the detection, investigation, and prevention of criminal offences. The
purpose of this study was to investigate topical issues of using UAVs in two aspects - as a technical forensic
tool and as a tool and means of committing a criminal offence. The research methodology included a set of
general scientific and special methods that allow assuming and concluding on the specific features of using
a UAV in the detection, investigation, and prevention of criminal offences. Thus, this study was based on
a diagnostic method for cognition of social and legal phenomena and concepts in their development and
interdependence. Along with this, general and special research methods were used, namely comparative
legal, system-structural, statistical, logical, and other modern methods of scientific cognition. The theoretical
framework of this study included studies of scientists and practitioners in the field of criminal procedure and
forensics. The regulatory framework of the study included the norms and provisions of current regulations
and their practical implementation in the law enforcement sphere. The study examined topical issues related
to the UAV as a modern technical forensic tool and object of forensic research. The paper considered certain
aspects and features of the use of UAVs in the detection, investigation, and prevention of criminal offences. To
this end, various aspects of the use of UAVs as modern technical forensic tools were comprehensively analysed,
distinguishing theoretical foundations of application, statutory regulation, organizational, technological, and
scientific-methodological support. The features of using UAVs as a tool and means of committing criminal
offences were determined. The study investigated typical traces left as a result of using UAVs, features of
their logging and seizure. Considering investigative situations, the sequence, and specifics of conducting an
inspection and seizure of a UAV and its elements at the initial stage of the investigation were determined, as
well as an indicative list of issues for their expert investigation was provided. The significance of the results
and practical value of this paper is that it highlights the specific features of using a UAV as a technical forensic
tool and object of forensic research, formulates scientific and methodological recommendations for the use
of unmanned aerial systems in the investigation, solving, and prevention of criminal offences. The study also
defines the areas for improving Ukrainian legislation to regulate legal relations in the field of criminal justice
on the use of unmanned aerial systems by law enforcement agencies
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Introduction

Over the past few decades, human has conquered more
natural forces than in the entire previous history of
humankind. Presently, the use of modern information
and digital technologies is no longer considered some-
thing fictional. Moreover, due to their accessibility and
technical capabilities, they have found their wide appli-
cation not only in the military sphere, but also in law
enforcement activities (Kharchenko et al., 2005; Zhi-
lin, 2011; Bakutin, 2020). This circumstance substan-
tially influenced the transformation of forensic science
and gave an impetus to the digitalization of mod-
ern criminalistics, saturating it with electronic-digital
devices, tools, systems, and electronic communication
exchange between them. Currently, the scientific liter-
ature uses the term “digital criminalistics” increasingly
often. Emphasizing its revolutionary importance, scien-
tists and practitioners define its further development as
one of the priority areas for improving forensic knowl-
edge (Kolodina & Fedorova, 2022).

The practical implementation of information and
digital technologies in forensic activities is the intro-
duction of unmanned aerial vehicles (UAVs, drones)
into the work of law enforcement agencies (Bilous,
2016; Bakutin, 2020).

From a forensic standpoint, a drone can be consid-
ered an aircraft without a pilot, crew, or passengers on
board, equipped with an engine that lifts it into the air due
to aerodynamic forces, works both in automatic mode and
through remote control, and which can be equipped with
special technical and forensic means of aerial and non-ae-
rial influence, video and photo equipment, as well as other
devices and equipment for reconnaissance and mon-
itoring of airspace, terrain, and aquatic environment.

Therewith, the rapid development of informa-
tion and telecommunication systems has not bypassed
crime. Existing as a social phenomenon, crime has suc-
cessfully mastered the achievements of technological
advance, adapting them into its activities. Thus, for
instance, according to leading international organiza-
tions, even today the losses caused by criminal offences
in the use of the latest information and telecommunica-
tions systems can be compared with the income from
illegal trafficking of narcotic drugs and weapons. More-
over, many torts in this area stay hidden, which charac-
terizes their high latency (Korshenko, 2020; Computer
crimes in the USA, 2022).

The analysis of scientific literature and law
enforcement practice suggests that UAVs enable the
commission of a considerable large number of crimi-
nal acts related to espionage, terrorist activities, collab-
orationism, smuggling, human life and health, obtain-
ing illegal benefits, trafficking of drugs and psychotropic
substances, illegal arms trafficking, illegal obtaining of
restricted information, disruption of aircraft traffic, secu-
rity of critical infrastructure facilities and, as a result,
national security in general (Blaguta & Movchan, 2020).

Such a wide range of applications of drones in
criminal activities is primarily explained by many indi-
vidual characteristics that allow using drones as tools
and means for committing criminal offences. These fea-
tures include the technical capabilities of the UAV, which,
along with its small size, low visibility, relatively low
price and availability, allow one to do the following:

- perform air delivery of items to protected ground
objects.

- equip drones with diverse types of weapons and
high-precision electronic devices.

- perform automatic (autonomous) piloting that
does not require long-term special training.

- engage in large-scale acts that can cause consid-
erable damage, destruction, and casualties (Kanchenko,
2015; Holotov et al., 2017).

Notably, unlike military doctrine, in legal science,
the discussion of problematic issues related to the use of
UAVs as a technical forensic tool and object of forensic
research is relatively a new area of scientific research.
However, some of their aspects, specifically those related
to the use of drones in the activities of police, were
covered in the studies of Ye. Bakutin (2020), V. Bilous
(2016), R. Blahuta (2020), V. Holotov et al., (2017),
M. Kobets (2017), Ye. Kuzmenko (2016), A. Movchan &
M. Movchan (2020), S. Moslenko & S. Zelenskyi (2020),
K. Sporyshev et al.,, (2018), etc. Admittedly, the scien-
tific and theoretical developments of these authors are
important for solving the problem of using UAVs by law
enforcement agencies in the performance of their tasks,
but they do not fully solve the complex issues concerning
the specific features of using UAVs as a technical forensic
tool and object of forensic research. Thus, for instance,
most of these studies contemplate the role of the legal
principles for conducting aviation operations using
UAVs in criminal justice (Holotov et al., 2016; Movchan,
& Movchan, 2016; Moslenko & Zelenskyi, 2020), as well
as the main areas for improving the legislative regulation
of the use of UAVs in police activities (Kuzmenko, 2016;
Kobets, 2017; Bakutin, 2020). Therewith, some authors
consider the UAV as one of the means of establishing
objective truth in criminal proceedings (Moslenko &
Zelenskyi, 2020), which, according to the author of this
study, requires clarification. Firstly, in the conditions of
the adversarial principle and the presumption of inno-
cence, the use of such a philosophical category as “objec-
tive truth” is not entirely appropriate, and there is always
the possibility of judicial errors. Secondly, those means
of proof included in the criminal procedure, cannot fully
ensure the objective institution discussed in the phil-
osophical literature. Furthermore, using induction as
one of the Aristotelian methods of cognition in criminal
proceedings, it is not possible to obtain true knowledge.
That is, if the activities of law enforcement agencies were
aimed at establishing the objective truth, then in such
circumstances justice would lose its significance.
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In turn, the author of this study proposes to con-
sider UAVs in two aspects: as a technical forensic tool
and as an object for forensic research. Since UAVs allow
obtaining not only evidentiary information that is vital
to solve, investigate and prevent of criminal offences, but
also enable the commission of a considerably large num-
ber of torts prescribed by the law on criminal liability.
In this regard, this study will reveal the specific features
of using UAVs as a technical forensic tool and object of
forensic research in greater detail. For this, the tasks of
this study were formulated as follows:

- to determine the features and technical capabilities
of using UAVs in law enforcement, forensic, and crimi-
nal activities.

- to identify general and special forensic tasks of
using UAVs as a technical forensic tool, as well as to
describe the specifics of conducting an investigative
inspection using UAVs on the example of eccentric, sec-
tor-wise, linear (frontal), and nodal inspection methods.

- to identify the main typical traces that can be left
at the scene of an accident as a result of illegal use of
UAVs, as well as to determine the features of their log-
ging (recording) and seizure.

- to identify typical investigative situations at the ini-
tial stage of the investigation where the UAV was used
as a tool and means for committing a criminal offence.

- to consider the general specifics of the tactics of
conducting an investigative inspection of a UAV detected
at the scene from a structural perspective.

- to formulate and justify proposals regarding the
improvement of the current legislation in the part
related to the use of UAVs when solving, investigating,
and preventing criminal offences, as well as to formu-
late topical issues for further research.

Thus, the purpose of this study was to develop
theoretical provisions that cover the specific features
of using UAVs as a technical forensic tool and object of
forensic research.

Materials and Methods

The regulatory framework of this study included laws
and sub-legislative acts, the norms and provisions of
which govern certain issues of the use of UAVs, namely:
the Air Code of Ukraine No. 3393-VI dated 15.05.2011%,
Criminal Procedural Code of Ukraine No. 4651-VI dated
13.04.20122, Criminal Code of Ukraine No. 2341-I1I dated
05.04.20013, Code of Ukraine on Administrative Offences
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as amended on 26.05.2022% Rules for the use of flights
by unmanned aviation complexes of the State Aviation
of Ukraine, approved by Order of the Ministry of Defence
of Ukraine No. 661 dated 08.12.2016°%, Instructions on
the use of technical devices and means that have the
functions of photo and film shooting, video recording,
photo and film recording equipment, video recording by
police bodies, approved by the Order of the Ministry of
Internal Affairs of Ukraine No. 1026 dated 18.12.2018°.

The theoretical framework of this study included
the studies of scientists and practitioners in the fields of
criminal procedure and forensics, who investigated indi-
vidual issues related to the subject under study, namely
the use of UAVs in police activities; features of intro-
duction of unmanned aerial technologies into forensic
practice; legal grounds and problematic issues of legal
regulation of the use of drones in the activities of law
enforcement agencies, etc.

This study was based on a diagnostic method for
cognition of social and legal phenomena and concepts in
their development and interdependence. This method
was used to investigate regulations, analytical materi-
als, concepts, and opinions of authors regarding certain
issues included in the subject of this study.

Along with this, theoretical and empirical
research methods were employed. For instance, the
descriptive analytical and dogmatic methods were used
to analyse the interpretations of legal categories, formu-
lations of definitions, clarifications of the terminology,
formulations of proposals for improving the current leg-
islation on the subject under study. Comparative legal
and formal legal methods were used to analyse regula-
tions governing the activities and powers of police bod-
ies and divisions, as well as certain issues concerning the
use of UAVs in the airspace of Ukraine. Using the mod-
elling method, conclusions were formulated, as well as
proposals for improving the current legislation.

Results and Discussion

An unmanned aerial vehicle as a technical forensic
tool. Due to its versatility, the use of UAVs in law enforce-
ment and forensic expertise provides an opportunity
to effectively implement the tasks set at relatively low
financial costs, which previously required the use of not
only a considerable number of personnel, but also gen-
eral aviation’. Furthermore, the use of drones elimi-
nates the risks of accidents involving participants in

!Law of Ukraine No. 3393-VI “On Air Code of Ukraine”. (May, 2011). Retrieved from https://zakon.rada.gov.ua/laws/show/3393-17#Text.
2Criminal Code of Ukraine: Law of Ukraine No. 4651-VI. (April, 2012). Retrieved from https://zakon.rada.gov.ua/laws/show/4651.
3Criminal Code of Ukraine: Law of Ukraine No. 2341-III. (May, 2001). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
*Code of Ukraine on Administrative Offences. (May, 2022). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10#Text.

SOrder of the Ministry of Defense of Ukraine “On the Approval of the Rules for the Use of Flights of Unmanned Aircraft Complexes of the State
Aviation of Ukraine” No. 661. (December, 2016). Retrieved from https://zakon.rada.gov.ua/laws/show/z0031-17#Text.

S0rder of the Ministry of Internal Affairs of Ukraine No. 1026 “On the Approval of the Instructions on the Use of Technical Devices and Means
that Have the Functions of Photo and Film Shooting, Video Recording, Photo and Film Recording Equipment, Video Recording by Police
Bodies”. (December, 2018). Retrieved from https://zakon.rada.gov.ua/laws/show/z0028-19.

’Criminal Code of Ukraine: Law of Ukraine No. 4651-VI. (April, 2012), op. cit.
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such operations, which are accompanied by an explosion
or fire hazard, injuries, or death of people. This means,
for instance, neutralization of explosive objects or mine
clearance of premises, pursuit of criminals, establish-
ing their location, conducting various search and rescue
operations (Bilous, 2016).

In this regard, the author of this paper agrees
with the opinion of some scientists and practitioners
who believe that the use of UAVs for forensic purposes
should not be limited to merely examining the scene of
an accident, it is much broader?®. Thus, the modern devel-
opment of information technologies allows equipping
drones with special, digital equipment that can identify
individuals who are wanted in the video stream, or those
included in the relevant databases of law enforcement
agencies, as active participants in mass riots, individu-
als involved in terrorist activities, organized crime and
banditry, simulate their 3D images and store the infor-
mation received in the relevant information resources.
The use of such complexes can be especially effective
during public events, sports competitions, protests, civil
unrest, as well as in other places of mass gathering of
people where it is technically impossible to install sta-
tionary surveillance systems (Blaguta & Movchan, 2020).

Another successful example of the adaptation
of unmanned telecommunications systems in forensic
activities is the use of UAVs during search activities to
search for missing persons, especially when it comes to
densely wooded areas, forests, mountainous areas, and
other hard-to-reach or dangerous places.

One of the priority areas of using the capabilities
of the unmanned aerial vehicle is to establish the facts
of poaching, illegal mining, illegal felling, illegal planting
of narcotic plants, and the detection and elimination of
underground drug laboratories.

The technical capabilities of the UAV allow effec-
tively implementing measures to prevent the commis-
sion of criminal offences by air patrolling objects of
the main pipeline and railway transport. Features of
this monitoring are the use of not only analogue, but
also multichannel video recording in real time. This
enables simultaneous observations in several spectral
ranges (visible, infrared, radar, thermal imaging, etc.),
thereby allowing to track objects both at night and in
conditions of poor visibility (Korshenko, 2020).

Using aerial photography of the terrain, it is also
possible to obtain orthophotomaps, digital models of the
terrain and 3D images, and innovative software allows
performing hyperspectral and multispectral imaging and
laser scanning of the terrain, premises, structures, and
other investigated objects.

Unmanned aerial systems became particularly
popular during the Anti-Terrorist Operation and the Joint
Forces Operation in the east of Ukraine. There, drones
were used for operational purposes to identify and

eliminate places of permanent and temporary deployment
of militants, their checkpoints, storage places for weapons,
ammunition and military equipment, reconnaissance and
sabotage groups, unexploded ordnance, as well as instal-
lation and monitoring of customer devices, their inter-
ception, and geolocation (Kharchenko et al., 2005; Inter-
departmental scientific and practical conference, 2021).

Presently, drones are widely used in patrolling
residential areas and the state border. For instance, in
2021, according to the State Border Service, 60 drones
of the Chinese company DJI Matrice 300 were purchased
with a total cost of more than 50 million hryvnias, which
are already successfully used today during the protec-
tion of the state border of Ukraine (2021).

UAVs also enable effective search and count-
er-intelligence activities for obtaining and implement-
ing operational information, which is important to solve,
investigate, and prevent criminal offences. The technical
capabilities of drones, together with supplementary, spe-
cial, optical devices with which they are equipped, not
only prevent the risks of their unwanted detection, but
also provide the opportunity to detect, inspect, investi-
gate, control, record, and monitor various objects, terrain,
and environment during law enforcement intelligence.

Thus, UAVs can be classified as separate, special
forensic technical means capable of effectively perform-
ing measures to obtain forensic information essential for
the investigation and prevention of criminal offences.

In this regard, the use of drones in law enforce-
ment activities, according to their functional purpose,
can be systematized into general and special forensic
tasks. General forensic tasks include procedural, intelli-
gence, investigatory, and search and rescue tasks. In turn,
special forensic tasks can include:

- the use of drones in law enforcement intelligence,
including the search for criminals hiding from pre-trial
investigation and court bodies, conducting both overt
and covert surveillance, examining premises, buildings,
structures, terrain, vehicles, etc,;

- the use of drones to solve preventive tasks, includ-
ing prevention of offences, recording offenders at the
scene, stopping and preventing criminal attacks, photo
and video recording (including in real time), certain
circumstances of offences, their consequences, partic-
ipants, tools and traces left by them, conducting opera-
tional and official activities to protect public order and
public safety, etc.;

— the use of drones during the investigation and
solving of certain types of criminal offences, including
for technical forensic organization of the investigator’s
activities, the identification and preliminary examination
of physical evidence, the search for people, animals, and
things in hard-to-reach or dangerous places, the collec-
tion of samples and the removal of objects for further
forensic investigation, ensuring the personal safety of

I Law of Ukraine No. 3393-VI. “On Air Code of Ukraine”. (May, 2011). Retrieved from https://zakon.rada.gov.ua/laws/show/3393-17#Text.
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participants in criminal proceedings, tracking and fixing
the whereabouts of suspects, etc.

Considering the above, it is possible to conclude
that the effectiveness of the use of UAVs as a technical and
forensic tool can take place during the following activities:

— survey of large areas. It is most effective to carry
out such an inspection during the search and recording
of objects visible from the air left as a result of a plane
crash, illegal felling, illegal sowing and cultivation of nar-
cotic plants, as well as the identification of individuals
hiding from the investigation and the court in a densely
wooded area, etc.

- survey of the area in extreme conditions, e.g., during
the investigation of socially dangerous acts, in conditions
of threat to ecological safety, in the event of threats of
snow avalanches, landslides, mudslides, rock falls, etc.

— monitoring road signs and road users to detect and
record violations of the traffic rules.

— inspection of the scene during the pre-trial
investigation.

- searching for individuals hiding from investigative
bodies and the court, as well as pursuing them on hot
tracks.

The choice of particular tactics and methods of
using UAVs in each of these cases depends not only on
the number of drones involved, their technical capabil-
ities, the size of the surveyed area, weather conditions
and time of day, but also on the purpose and a set of
tasks that need to be solved.

Thus, in case when it is necessary to detect
the maximum possible number of traces and elements
of an event, the centre of which is known and located in
arelatively small plane, it is advisable to use the eccentric
survey method, which lies in the rectangular movement
of the drone with a gradual expansion of its flight angles.

Given the relatively small area of the surveyed
area, during the eccentric method, as a rule, only one UAV
is used with a relatively moderate wind speed, or its com-
plete absence (no-wind conditions). Therewith, the cen-
tre of the survey is always its starting point (see Fig. 1).
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Figure 1. UAV movement during
the use of the eccentric survey method

When the survey centre is known, and the region
of the surveyed area has a rounded shape of a relatively

Law Journal of the National Academy of Internal Affairs, 12(4), 61-71

vefimenko I

small area, it is advisable to use the sector-wise sur-
vey method, where the starting point of its beginning is
located at a distance outside its centre (see Fig. 2).

-
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Starting ,/ \

point | centre

Figure 2. UAV movement during
the use of the sector-wise survey method

When the investigator does not have a clearly
defined centre, or it is not known, it is possible to apply
the concentric survey method, which lies in surveying
objects from the periphery along a narrowing spiral, to
the imaginary centre of the scene (see Fig. 3).
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-

Figure 3. UAV movement during
the use of the concentric survey method

When there is a need to survey large or extended
areas, e.g., when there is information about illegal felling
or illegal planting of narcotic plants, a linear (frontal)
or nodal inspection method may be applied. In this case,
the centre is irrelevant, and therefore these methods
can be applied both in the presence of the survey cen-
tre and in its absence.

Furthermore, linear and nodal methods allow
using two or more UAVs simultaneously, which affects
the time, flexibility, and effectiveness of the survey
(see Figs. 4 and 5).
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Figure 4. UAV movement during the
use of the linear (frontal) survey method
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Figure 5. UAV movement during the use of the nodal survey method

When deciding on the choice of one of the listed
survey methods, one also needs to consider the technical
specifications of the UAV, namely:

— the presence of a system that allows separating the
flight control of the UAV from the control of its camera.

— availability of supplementary technical equipment
(added photo and video cameras, lighting sources, radio
stations, other repeaters, sensors, and laser locators of
various functional purposes, etc.).

— flight performance characteristics of the engine.

— the presence of a gyroscope, which is the main node
responsible for the orientation of the drone in space.

— the availability of online data transmission capabil-
ities in HD video format.

— the presence of the function of loss of commu-
nication with the operator and transition of the flight
system to automatic operation mode with unassisted
return of the UAV to the launch point along the marked
trajectory.

— the availability of automatic tracking, using GPS
(Global Positioning System) of the drone’s flight path
and returning it to the launch point, or performing
a flight according to a predetermined program along
a marked flight path.

In this context, there are only three space coun-
tries in the world (the USA, Japan, and China) that have
the necessary number of satellites in orbit to create
a full-fledged navigation system.

There are two such navigation systems in the
United States. The first of which is open to public
access, which allows its use for commercial purposes
(it can be use it on civilians’ gadgets), and the sec-
ond GPS navigation system is closed and intended only
for solving military and reconnaissance tasks. The mil-
itary GPS, unlike the commercial one, is more precise.
This system cannot be used in free access because it
works through closed, coded communication channels,
which are practically impossible to trace and intercept.
The owner of an open navigation system is entitled to
independently make adjustments and system errors to
the GPS operation without notifying users.

Despite the space past, unfortunately Ukraine
does not have its own navigation system, which forces
Ukrainians to use the American GPS for public access.

An unmanned aerial vehicle as an object of
forensic research. Investigating topical issues related
to UAVs as a technical forensic tool, it is impossible to
ignore the fact that criminal underworld could not but
take advantage of the technological advance of human-
ity in the aviation industry.

Thus, according to the results of studying inves-
tigative and judicial practice, there has recently been
a tendency for illegal use of UAVs over high-security
facilities and critical infrastructure facilities. Specifically,
drones are used to illegally transfer prohibited items,
including phones and SIM cards, to places of deprivation
of liberty. The communication tools obtained in this way
are used by convicts to commit telephone fraud. This
is confirmed by the results of statistical studies, which
indicate that more than half of all illegal “call centres”
are located in penitentiary institutions and pre-trial
detention centres.

Therewith, only a few people are brought to real
criminal responsibility for committing such acts. The
consequence of this is that Article 307.2 of the Criminal
Code of Ukraine prescribes liability only for the trans-
fer of narcotic substances to places of deprivation of lib-
erty?. As for the illegal transfer of phones, computers,
and other prohibited items to individuals held in pre-
trial detention centres and penitentiary institutions, this
is the subject of an administrative offence under Article
188 of the Code of Ukraine on Administrative Offences?.

The issue of unauthorized filming, which violates
the right to inviolability of private and personal life of
citizens, also requires special attention. Thus, using
a UAV, it is possible to conduct an aerial survey of the
private (personal) life of citizens, as well as property
belonging to them, to further publish provocative photos
and videos on the Internet, which can adversely affect
the business reputation of an individual and/or humili-
ate their honour and dignity (Kobets, 2017).

During the illegal use of UAVs in the airspace,
there is also a threat to people’s lives and health. The
possibility of accidents caused, for instance, by a UAV
falling on passers-by, their vehicles, houses, and other
property located within the perimeter of its flight
is not excluded. Furthermore, the use of UAVs over
critical infrastructure objects or within air routes can

!Order of the Ministry of Defence of Ukraine “On the Approval of the Rules for the Use of Flights of Unmanned Aircraft Complexes of the State
Aviation of Ukraine” No. 661. (December, 2016). Retrieved from https://zakon.rada.gov.ua/laws/show/z0031-17#Text.

2Criminal Code of Ukraine: Law of Ukraine No. 2341-III. (May, 2001). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3Code of Ukraine on Administrative Offences. (May, 2022). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10#Text.
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lead to particularly dire consequences, or even disas-
ters. This primarily indicates that the UAV as an air-
craft is a source of increased danger, since its unau-
thorized use by an incompetent person can lead to
irreparable consequences for people, society, and the
state as a whole.

Notably, in 2018, non-compliance with the rules
for operating a drone over an airport in the UK led to
the cancellation of hundreds of flights. To identify and
stop the offence, not only police units were involved, but
also the Royal Armed Forces. Since according to Brit-
ish legislation, the use of drones within a 1-kilometre
radius from the perimeter of the airfield is prohibited
(Kuzmenko, 2016).

This allows concluding that the illegal use of
drones can lead to grave consequences, and therefore
UAVs can be attributed not only to one of the means of
technical and forensic support, but also to one of the
objects of forensic research.

In this context, special attention should be paid to
the typical traces left as a result of the use of UAVs, as well
as their recording and seizure during procedural actions.

In the classical sense, all traces that can be left
during the commission of a criminal offence, including
by a drone, can be divided into three groups, namely:

- material traces, displayed in the form of damage or
destruction of the hull (fuselage) of the drone itself, its
individual parts, elements, devices, equipment, or video
recordings or photographs with it, delivery and launch
vehicles, etc.

- perfect footprints, reflected in the memory of eye-
witnesses, victims, suspects, etc.

- virtual (electronic-digital) traces, displayed in the
random-access memory of an unmanned device or on
its information carriers.

This division allows identifying at least four
investigative situations of surveying the scene of an acci-
dent at the initial stage of the investigation of a criminal
offence, namely:

— direct detection of a drone at the scene, without
cargo attached to it (prohibited items, objects, etc.);

— direct detection of a drone at the scene, with cargo
attached to it.

— detection of only cargo at the scene, probably trans-
ported and dropped by a drone.

— detection of individual parts of elements and
devices at the scene of an accident, as well as their frag-
ments, which are probably components of the drone or
cargo transported by it.

Without delving into the tactics of conducting an
investigative survey in each of the listed cases separately,
this study will only try to consider its general specifics
structurally, which include the following:

— measures to protect the scene of an accident
and resolving issues concerning the origin of objects
found on the site, as well as their potential threat to
human life and health and the environment (e.g., their
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pertinence to explosive or toxic devices, chemical or
radioactive substances).

— actions to register the detected objects at the scene
(directly of the UAV itself, its parts and fragments, the
cargo transported and dropped by it, etc.), with the man-
datory use of three types of recording (orientational,
nodal, detailed (large-scale).

- removal and packaging of objects discovered at
the scene, with early resolution of issues regarding the
type of container to pack the removed objects in, its seal-
ing capacity, and further storage location. Such packag-
ing may include cardboard boxes, polymer containers,
panels made of synthetic or natural fabric, including
bags made of durable material (matting, burlap, leather,
synthetic materials).

Special attention should be paid to traces of fin-
gerprint, or biological (tracological) origin reflected on
the identified objects. Such traces, as an example, can
include traces of layering or peeling of paint, glue, fin-
gerprints, as well as arbitrarily applied marks with vari-
ous slogans, flags, emblems, symbols, and other identify-
ing marks. All these traces require immediate recording
and removal at the scene of the incident and subsequent
referral for forensic examination with identification,
diagnostic, situational, and other issues.

1. Recording the results of the inspection in the
record of the scene of the incident, where data on the
type of UAV, its serial number and markings, the con-
dition of the body and its individual parts, the pres-
ence of other equipment, its condition, the presence
and packaging of cargo attached to it, its contents,
weight, type of attachment, etc. are subject to man-
datory reporting.

2. Transportation of objects seized at the scene
for their further forensic examination. In this context, to
achieve forensic tasks, all detected parts and fragments
of the drone and the cargo transported by it are sub-
ject to a mandatory expert forensic investigation. Such
parts and fragments can be distinguished as follows:

1. Investigation of the device itself and its individ-
ual parts and body fragments. For this purpose, several
forensic tasks must be solved, which lie in determin-
ing the method of manufacture of the drone discovered
at the scene (industrial, hand-crafted, or modified), its
name, model range, market value, availability in free sale,
functional purpose, found in its design changes, conver-
sions, other features, their purpose and designation.

2. Research of the control unit and navigation sys-
tems of the drone. In this regard, modern UAVs are
equipped with full-fledged computer systems consist-
ing not only of a processor, random access memory and
installed operating systems, but also added control units
and space radio navigation sensors.

Usually, the specified equipment contains foren-
sically significant information that can be the subject
of computer-technical expertise research, and provide
answers to a number of questions related to:
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— type of control unit and data about its computer
system (model, parameters, tactical and technical char-
acteristics, installed operating system, scope of appli-
cation, etc.).

- Autopilot system data, including geolocation marks
regarding the start of the flight, its route, end, and return
location in case of loss of communication with the drone.

- alist of operator commands received by the drone
control system.

— altitude, speed, time, coordinates, hover point, and
other indicators of the drone’s position in space during flight.

3. Research of added flash memory. An essen-
tial object of forensic research of the drone is its flash
cards and memory cards of technical devices that it was
equipped with. These objects contain archival informa-
tion that can provide answers regarding the flight path,
its duration, satellite navigation coordinates, photo and
video images of the area, objects, things, and people that
were recorded by the drone operator during the flight.
All this data can be used to determine the owner of the
UAV, its operator, as well as the main places, locations,
and purposes of operating the drone.

4. Research of power supply units and power plant
systems. The power plant system and power units may
contain information about the engine manufacturer,
model, type, fuel cell, electric battery, fuel brand, compo-
sition, quality, origin, etc. Using comprehensive technical
and technological expertise, it is also possible to solve
several issues related to the power, load capacity, speed,
range, and other technical specifications of the drone.

5. Research of radio communication systems and
remote-control channels. During the study of these
systems, it is possible to determine the radio commu-
nication channel from which control commands were
received, its security, user authentication protocol, con-
trol distance, etc.

6. Research of supplementary devices, equipment,
weapons, and objects transported by the drone. The
technical capabilities of the drone allow equipping it
with supplementary electrical devices, various types of
weapons, as well as mechanisms designed for fixing and
transporting them. In this regard, it is necessary to figure
out the purpose of the objects seized at the scene, their
technical data and specifications. Thus, when providing
an explosive device for expert research, it is necessary to
determine its type, model, manufacturing method, com-
position, and power in TNT equivalent.

Conclusions

Based on the results of this study, it is possible to draw
the following conclusions:

Despite the noted positive trends in the intro-
duction of unmanned aviation in the activities of law
enforcement agencies of Ukraine, a complex of problem-
atic issues currently stays unresolved. Firstly, this refers
to insufficient equipment of police bodies and units with
unmanned aerial systems. Secondly, this refers to the

lack of a centralized management system and proper
regulation of issues concerning the involvement of oper-
ators in the use of UAVs in procedural and law enforce-
ment intelligence for the solution, investigation, and pre-
vention of criminal offences.

In this regard, the introduction of unmanned
aerial systems in the activities of law enforcement agen-
cies, along with their advantages, still requires consid-
erable financial costs, and not only for the purchase of
unmanned systems, but also for their maintenance and
training of qualified operators. This circumstance has
created conditions under which it is now almost impos-
sible to properly equip police bodies and units with
unmanned aerial systems.

Proceeding from this, for proper technical support
of law enforcement agencies with modern unmanned
aerial systems, they should be concentrated in the subor-
dination of a specially created single unit in the National
Police system, which would have a legal basis, provided
an appropriate purpose, tasks, area, and place of use, to
be involved in the implementation of tasks assigned to
law enforcement agencies.

Therewith, the legal grounds and limits of the use
of drones by law enforcement agencies in their activities
are becoming important. They must be brought into line
with the constitutional norms that define the rights and
freedoms of human and citizen. This refers to the fact
that if the use of a drone concerns the receipt or disclo-
sure of confidential, official, or secret information (e.g.,
the right to the privacy of personal and family life), then
the restriction of these rights can take place only by a cor-
responding court decision and in cases clearly defined
by law. Otherwise, obtaining information with restricted
access will be considered illegal, which as a result
implies the occurrence of legal liability defined by law.

The rapid development of the implementation of
the capabilities of UAVs in criminal activities forces, in
the near future, to develop and adopt special sub-legis-
lative acts and regulations that would govern the issue
of the organization of interaction between the bod-
ies and units of the National Police in the fight against
enemy drones and the mechanism of combating crimi-
nal offences committed using UAVs.

A separate scientific study is required on
the grounds and procedure for law enforcement agen-
cies to apply technical developments in the fight against
enemy drones, which can be divided into three groups,
namely:

- gun-type anti-UAV systems (e.g., a launcher for dis-
arming glider-type UAVs Sky Wall 100);

- systems for combating UAVs of the radio-electronic
type (e.g., a device that works on radio-electronic radi-
ation Drone Defender V2 from the American company
Battelle).

— systems for combating UAVs of the laser type (e.g.,
the HELMD laser radiation system from the Boeing com-
pany, which is in service with the United States).
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AHoTauia

AKTya/lbHICTD TeMM [JOCHi/PKeHHs 00yMOBJIeHAa HAyKOBOK HOBU3HOK Ta INPAKTUYHOI 3HAUYILiCTIO
BUKOPHUCTAHHS 6e3MiJIOTHUX JITaJbHUX amnapaTiB mif 4yac po3KpUTTS, pO3C/AiyBaHHs Ta MoNepepKeHHs
KpHUMiHaAJbHUX IpaBoNopylleHb. MeTOl CTaTTi € AOCHAIKeHHs aKTyaJbHUX NHUTaHb BUKOPUCTAHHA
6e3niJIOTHOTO JIiTa/JIbHOTO anapara y BOX acleKTax, 1o-Meplle, SK TEXHIKO-KPUMiHaJiCTUYHOTO 3ac06y Ta,
no-Apyre, K 3HapsAAAs U 3aci6 YYMHEHHS1 KPUMiHAJbHOTO MpaBoNnopylieHHs. MeTo0/10Tisl AOCaiPKeHHS
BKJ/IOYAE CYKYNHICTb 3arajJbHOHAayKOBHUX 1 CHeLia/lbHUX METOZiB, 10 A03BOJATb CHOPMYJIIOBATU
NpUNylLieHHs Ta CGOPMYJIIOBATH BUCHOBKH 111010 0COGJIMBOCTEN BUKOPUCTAHHS 6€3MiJIOTHOrO JiTaJbHOTO
amnaparTa Mmifi yac pO3KpUTTH, PO3CJIiJyBaHHA Ta MNolepeKeHHs KPUMiHa/JIbHUX NpaBoNoOpylleHb. Tak,
OCHOBY [,0CJIiI>KEHHSI CTAHOBUTD JiarHOCTUYHUK MeTO/, i3HAaHHS COLjia/IbHUX i NPaBOBUX SBUIL i IOHATH
y IX PO3BUTKY Ta B3aEMOOOYMOBJIEHOCTi. BUKOpHUCTAHO 3arajibHi Ta cHeljiaJibHi MeTOAM AOC/i/PKEeHHH,
30KpeMa MNOPIiBHAJBHO-NPABOBUM, CUCTEMHO-CTPYKTYPHUH, CTAaTUCTUYHMH, JIOTIYHUH Ta iHWI cydacHi
MeTOJM HAayKOBOTro NisHaHHA. TeopeTHU4YHe MiAIPYHTSA LOCJIIJ)KeHHS CTAHOBJATb HAyKOBi NMpali BYeHUX i
MpPaKTHUKIB y rajaysi KpuMiHaJbHOTO Npoliecy Ta KpUMiHaaicTUKU. HopMaTHUBHO-NIPaBOBOO 623010 CIYTYIOTh
HOPMH U N0JIOKEHHS YNHHUX HOPMAaTHUBHO-NPAaBOBUX aKTIiB, IX MpaKTH4YHa peasi3alif B IpaBOOXOPOHHIN
codepi. Y cTaTTi gocaipkeHO aKTyasbHi NUTAHHA M[0J0 6€3MiJIOTHOTO JIiTAIbHOTO anapaTa K Cy4acHOTO
TeXHIKO-KpUMiHa/MiCTUYHOro 3aco6y ¥ 06’eKTa KPUMiHAJTICTUYHOTO AOCHi[KeHHs. Po3risHyTo okpemi
acleKTH ¥ 0COGJIMBOCTI BUKOPUCTAHHSA LIUX anlapaTiB Mij 4ac pO3KPUTTS, PO3CIiAyBaHHS Ta NoNepePKeHHS
KpUMiHa/JbHUX NpaBONOpylleHb. 3 Ii€l0 METOKW IMPOBEJEHO KOMIJIEKCHUN aHaJji3 pi3HOMaHITHUX
acleKTiB BHUKOPHUCTAHHS O6€3MiJIOTHUX JiTaJbHUX amapaTiB fK Cy4YaCHUX TeXHiKO-KpUMiHaJiCTUYHUX
3aco6iB 3 BHOKpeMJIEHHAM TeOpPeTHYHHUX 3acaf, 3aCTOCYBaHHS, HOPMaTHBHO-IPABOBOI'0 PEryJOBaHHS,
opradizaniiHoro, HayKOBO-Te€XHIYHOTO Ta HAyKOBO-METOAWYHOTO 3abe3nedeHHs. JlociipkeHO THUMOBI
CJIiIM, 10 3a/TMIIAITHCS BHACIIIOK BUKOPUCTAHHS 6e3MiJIOTHUX JIiTaIbHUX allapaTiB, CXapaKTepU30BaHO
0CO6JIMBOCTIIXIPOTOKOJIIOBaHHSA TaBUIY4YeHHS. 3ypaxyBaHHAM CJIiJYUX CUTyaL|ili BU3HAYEHO [TOC/IiJOBHICTh
i cnenundiky npoBesieHHs OTJ/sALy Ta BUJAYy4YeHHs 6e3MiJIOTHOro JiTasbHOrO amnapara, Horo ejgeMeHTiB Ha
MOYaTKOBOMY eTalli po3CJiAyBaHHS, a TaKOX HaBeJeHO OPIEHTOBHUM IepeJliK MUTaHb A/ eKCIepTHOTO
JOCJIiIKeHHA. 3Ha4yLiCTh pe3y/bTaTiB | IpaKTUYHA LIHHICTb CTATTi MOJIATA€E B TOMY, 110 B Hil BUCBITJIEHO
0CO6GJIMBOCTI BUKOPUCTAHHS 6e3MiJIOTHOrO JIiTaJbHOTO anapaTa K TeXHiKO-KpUMiHaJIiCTUYHOro 3acoby
1 00’€KTa KPUMIiHA/MICTUYHOIO AOCHiIKeHHs, cGOPMYJIbOBAHO HAyKOBO-METOAMYHI pekoMeHJalil 1010
3acTOCyBaHHA 0€3IMiJIOTHUX JiTaJlbHUX KOMILJIEKCIB Mifl 4yac po3KpUTTS, po3C/Ii[yBaHHs Ta MONepepKeHHs
KpUMiHaJbHUX IpaBONOpylLIeHb, a TaKOX BHU3HA4Y€HO HANpsAMU BJOCKOHAJIEHHA YKpPalHCHKOTO
3aKOHO/ZIaBCTBA 3 METOI BpETryJIIOBAaHHS NPaBOBiJHOCHH y cdepi KpuMiHajsbHOI IOCTHUIiI 3 NUTaHb
BUKOPHUCTAHHS 6€3MiJIOTHUX JiTaTbHUX KOMIIJIEKCIB OpraHaMu NPaBoNops iKYy
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