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m Abstract. In the period of post-war reconstruction, an urgent issue for Ukraine will be the issue of integration
into the supranational infrastructure of the European Union, including the electronic communications
industry. Given the above, the research aims to reveal the impact of discretion on a digital single market
in the electronic communications area. Using the dialectical general philosophical method, a current era
of discretion in a post-industrial society, which is closely associated with a large-scale digitalization of
all processes of building new models of technical solutions in the context of revolutionary standalone,
evolutionary non-standalone, compromise approaches, is presented. Using the specific scientific system-
structural method, the structure of the Open Radio Access Network framework for the convergence of the
electronic communications market, such as open internal RAN stack interfaces (HTTP Live Streaming; Lan-
Like Switching), open Northbound interfaces (management, optimization, orchestration), open interfaces
for hardware and software disaggregation (VRAN functions running on Network Functions Virtualization
Infrastructure), was demonstrated. The evolution of RAN has gained special attention in the context of
openness and virtualization, using the general scientific formal empirical method of comparison, based on
a combination of Open Radio Access Network and Cloud Radio Access Network regarding vRAN as a key
enabling technology. The practical value of the results is that key issues of legal policy and the prospects of
its coordination with revolutionary transborder processes of building a coherent GAIA-X network ecosystem
based on a new generation communication technology have been revealed, including privacy, justice and
non-discrimination, responsibility, consistency with human rights
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» Introduction

The current era of post-industrial society is closely
related to the large-scale digitalization of all process-
es of building a new cross-border model of the elec-
tronic state. In the period of post-war reconstruction,
an urgent issue for Ukraine is, in particular, the issue
of integration into the supranational infrastructure of
the European Union, including the electronic com-
munications industry. For the effective implementa-
tion of this process, it is important to use relevant
discretionary tools for ensuring the formation and
development of the electronic state, which, of course,
are electronic communications. During such activi-
ties in the electronic communications market, a set of
processes begins regarding the establishment, imple-
mentation, and development of electronic communi-
cations to meet the needs and interests of the state
and society, specific users of the electronic commu-
nications networks and consumers of the electronic
communications services.

The establishment and implementation of the
economic process management policy, in particular,
in the industrial dimension, as well as the organiza-
tional and legal mechanisms for regulating the func-
tioning of the electronic communications market,
remains an unresolved issue. The main part of activ-
ities in the electronic communications market has a
discretionary nature, as it provides free discretion of
operators or providers on the appropriate exercise of
their powers. Therefore, disputes regarding the im-
plementation of the competence of authorized enti-
ties, as well as regarding the guarantees of technical
security, protection of personal data and the interop-
erability of systems might arise.

At the national level of research activities re-
garding the use of electronic communications, the
latest approaches have the following directions: dig-
ital transformation; operation of the “rule of law”
principle; specifics of management; and procedural
issues. For example, L. Shymchenko (2022) stud-
ied the indicators of communications effectiveness
in the context of digitalization. At the same time,
the approach is not fully covered, considering how
exactly electronic communications contribute to the
digital transformation of Ukraine and how to ensure
the implementation of the national European inte-
gration policy. O.P. Metelev (2022) outlined the pos-
sibilities of using electronic communications during
the administration of justice.

The Ukrainian doctrine is quite detailed regard-
ing the application of the “rule of law” principle, in
particular, in the context of implementing legisla-
tion on electronic communications. A. Donchenko &
O. Petryshyn (2023) interpret this principle as the

basis of democracy, including the use of electronic
communications during the functioning of the me-
dia, as described by S. Burlakov (2020). V.M. Laze-
bnyi (2021) highlighted the regulations for the use
of electronic communications during information
removal. V.B. Marchenko (2023) detailed implemen-
tation features of electronic commerce under the
provisions of the Law of Ukraine “On electronic com-
munications”!. However, the issue of harmonizing
Ukrainian legislation on electronic communications
with the latest European regulatory practices, as well
as the legal approaches of supranational judicial au-
thorities, requires additional attention. The manage-
rial dimension of the administrative telecommunica-
tions law functioning has been clarified by O.S. Fe-
dorenko (2021) and R. Shchupakivskyi (2019). The
issue of cross-border cooperation within the frame-
work of the interaction of electronic communications
markets needs further clarification.

The research aims to reveal technological and le-
gal aspects of the O-RAN functioning in the context
of defining clear limits for exercising discretionary
powers by the participating subjects of the electronic
communications market.

= Materials and Methods

General philosophical, scientific, and specific meth-
ods were used to describe theoretical and practical is-
sues of digitization as a strategic factor in the unity of
the content component and external form of reflection
related to increasing efficiency and productivity from
using digital technologies and social transformation.

A formal-legal method as the specific research
method was used to outline the gradual integration
of all spheres of state and public life in the digital
universe in terms of globalization, harmonization,
decentralization, and empowerment. The dialectical
general philosophical method was used to highlight
the digitalization in the electronic communications
area as the mechanism (platform) of the informa-
tion society, the internal market of information and
communication technologies via the build-up of effi-
ciency and productivity from the use of digital tech-
nologies, ensuring equal opportunities for everyone
to access information, knowledge and services, in-
creasing confidence and security in using informa-
tion and communication technologies. This legal
category was studied based on the general research
method of formalization as discretionary, charac-
terized by such features as reliability, appropriate
quality, and quantity, as well as ease of use and
universal access to digital services. The axiomatic
general research method was used to describe the

! Law of Ukraine No. 1089-IX “On Electronic Communications” (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/

show/1089-20.
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adequacy of pricing policy, considering the interests
of the maximum number of consumers (users).

A deductive method as the general research
method of theoretical research was used to outline
a large-scale expansion of the digital technologies
scope among the subjects of private law; the ser-
vice orientation, speed of response to the needs of
the consumer (user), including the update of digital
services and their use in real-time; the adaptability
of digital services to the needs of local technological
ecosystems.

Accordingly, the general research method of uni-
ty of historical and logical was used to clarify the fea-
tures of national and transboundary legal policies re-
garding the discretion on a digital single market con-
sistent with the revolutionary cross-border processes
of institutionalizing a coherent network ecosystem
based on 5G and 6G. In this regard, the compara-
tive legal and system-structural methods were used
to prioritise technological convergence, economies of
scale, convergence of access and formation of met-
ro-networks through the architecture of a switched
packet via Voice over IP technology, synchronization
of time-division multiplexing transmission systems, a
set of consolidated broadband services such as “tri-
ple” and “quadrilateral” service (considering the ad-
dition of mobile communication). Empirical general
methods of observation, description and comparison
were used to outline the normative provision of spa-
tial integration of the electronic communications
markets, based on updating the corresponding legal
framework in terms of the use of electronic communi-
cations through infrastructure shifts, i.e. the introduc-
tion of machine communication through the prism of
creating conditions for advanced high-speed mobile
broadband communications, universal availability
of the latter, public anonymity and high reliability.

A hypothetical method has provided an oppor-
tunity to formulate recommendations regarding a
GAIA-X network ecosystem functioning, considering
the necessity to secure the tracking processes and
guarantee personal status.

m Results and Discussion

In 2018, 5 mobile carriers collaborated to launch
the O-RAN Alliance (O-RAN Alliance Continues...,
2020), which has already united operators and pro-
viders worldwide, e.g., from China, Taiwan, Japan,
United Kingdom, India, Germany, etc (44 Chinese
companies have..., 2020). Major European Operators
(Deutsche Telekom AG, Orange S.A., Telefonica S.A.,
and Vodafone Group Plc) are supporting the rollout of
Open RAN (Major European operators accelerate...,
2023). Italian operator TIM (Telecom Italia Mobile)
has also joined this initiative (Tomas, 2021) of col-
laboration to transform the Radio Access Network.
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As of September 2023, 13 countries have signed a
Memorandum of Understanding, 11 have implement-
ed a commercial launch of such an initiative, 10 are
at the pre-commercial stage, 7 are in deployment,
and 11 are in testing. Open Test and Integration Cen-
tres are located in the countries of America and Asia.

O-RAN structuring framework has instrumental
and procedural characteristics. It could be consid-
ered as a dynamic category in the electronic com-
munication market’s convergence. In its technical
dimension, it deals with openness and virtualization
based on a combination of ORAN and Cloud RAN re-
garding VRAN as a key enabling technology. From
its legal perspective, international legal sources for
the regulation of relations in the area of electronic
communications (international conventions, interna-
tional treaties and agreements, directives) are to be
primarily taken into account regarding the legal sta-
tus of public administration, operators and providers
(electronic communications operators and providers
of electronic communications services), entities re-
ceiving services in the area of electronic communica-
tions (consumers and/or users), as well as the protec-
tion of individual rights and freedoms.

Software implementations of functionality might
be considered one of the key factors of change dur-
ing the implementation of the O-RAN framework
(Hanselman, 2019), considering the technologi-
cal base, software, communication speed, and data
protection capabilities (Parallel Wireless, 2020).
An Open VRAN is built to accelerate 5G Open RAN
deployments. The xRan was designed for this task,
which is now incorporated into O-RAN. ORAN de-
fines the interfaces at the level, that which 3rd Gen-
eration Partnership Project does not (Third Genera-
tion Partnership Project Agreement, 2007). O-RAN
does define interoperable profiles for F1 that have
been defined for the 5G HTTP Live Streaming.

Technical solutions could have the following ar-
eas of discretionary implementation (Fig. 1): revo-
lutionary standalone approach, based on the packet
core, providing the latest services with ultr a-min-
imal delay, in particular, network segmentation, a
new set of services with minimal delay for restructur-
ing of technological solutions; evolutionary non-stan-
dalone approach with the development of existing
technologies and products, possible simulation in
combination with the “shake” approach, but with de-
teriorating quality or bandwidth service capabilities;
compromise approach. It is important to consider
the gold and millimetre frequency bands within the
global map and synchronization, as well as the real
effects and implementation problems. Radio network
design involves stopping innovation from suppliers,
and telecom industry leaders, and using open-source
developments to collaborate.
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Revolutionary standalone approach

Evolutionary non-standalone approach

Compromise approach

Separate network development

Increasing speeds
In a new frequency range
Development of existing

Support of old solutions
Application of separate
standalone elements

Figure 1. Discretionary implementation of technical solutions
Source: compiled by the author based on current technical solutions

O-RAN concerns the flexible architecture, being
interoperable, with split and deployed layers with
open communication (Kazemifard & Shah-Mansouri,
2021). O-RAN allows multiple architectural options.
ORAN defines interfaces between various modules.
These interfaces are fairly generic and could be used
internally within a “box” if required. A primary ad-
vantage of ORAN is the possibility of innovation
within the module. For a transboundary dimension,
virtualized central unit server requirements are es-
sential, regarding high central processing unit in-
tensive, medium intensive, low storage intensive,
high (SRIOV) input/output intensive, possible cryp-
to hardware acceleration, no timing support, virtual
machine, hardware-based container for virtualiza-
tion, law environment constraints (standard indoor
form factor compute, cases, temp hardening, Net-
work Equipment-Building System compliance).

It is possible to form an intermediate conclusion
that within the O-RAN common transport infrastruc-
ture. There are no solutions for hybrid automatic re-
peat request timing limit in 5G New Radio. Fronthaul
is to have a minimum bandwidth usage even with
no user equipment traffic. The constraint is to be on
the operation of the random-access channel window,
which could be set to 10ms. Fronthaul requires strict
synchronization phase accuracy, but cluster relative
sync could be used.

5G applications might be based on the cloud vir-
tual reality regarding the appropriate quality of ex-
perience in “vertical” services, including the use of
the Non-Real-Time RAN intelligent controllers and
Near-Real-Time RAN intelligent controllers. As such,
the O1 interface collects data for training in Non-Re-
al-Time RAN intelligent controllers. The central unit
software module helps support data provisioning to
Near-Real-Time RAN intelligent controllers and Non-
Real-Time RAN intelligent controllers and executes

4

quality of service enforcement decisions from Near-
Real-Time RAN intelligent controllers. The machine
learning models about the multidimensional data
could be trained offline in a Non-Real-Time RAN
Intelligent Controller. The model inference is to be
executed in a Near-Real-Time RAN Intelligent Con-
troller. The Non-Real-Time RAN intelligent control-
lers could apply the Al quality of service policies to
re-allocate RAN resources via the same service and
Near-Real-Time RAN intelligent controllers could im-
plement these policies on central units / distributed
units through the E2 interface (Li & Akman, 2020).
Frontal security is a discussed issue. Some operators
deploy IPSec on backhaul, as well as for Midhaul.
The deployment strategy of IPSec on xHaul varies a
lot from one part of the world to another. IPSec could
be a useful tool for control and management messag-
ing. The use of security encapsulation will vary on
the level of trust the operator has in its infrastructure.

Convergence processes eliminate differences
between the Anglo-Saxon and continental systems
of law (Mykhailina & Hotsulyak, 2021). A legal
framework is to be formed for adopting architec-
tural decisions, using the resources and the latest
technologies based on dynamic topology through
the prism of consumer-oriented activities of govern-
ment structures within the electronic communica-
tions industry (smart terminals, cloud technologies,
personalized media centres, etc.). Accordingly, su-
pranational law, as part of the regulation of activ-
ities of the subjects of the electronic communica-
tions market, objectively appears as the universal
pluralistic regulatory order for their behaviour. The
described model allows for establishing formalized
criteria at the normative level for the effective use
of electronic communications in the conditions of
public and private life digitalization. There are
rules of law on electronic communications relating
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to the recognition of legal facts (validation rules)
and those that establish conduct standards in the
light of law-making facts, including conflict of laws,
interpretations, and rules of logic operations (the
rules of legal facts exegesis).

Within the GAIA-X initiative (an initiative that
develops, based on European values, digital gov-
ernance that can be applied to any existing cloud/
edge technology stack to obtain transparency, con-
trollability, portability and interoperability across
data and services), it is crucial to adhere to the
provisions of completion and antitrust law. The
European Union Digital Markets Act is a legislative
proposal that covers gatekeeper platforms and their
obligations, data sharing between gatekeepers and
business users (avoiding discrimination within the
gatekeeper platform; data sharing obligations with
business users inside the platform; data sharing
with business users outside the platform); anti-com-
petitive behaviour (tying and bundling, self-prefer-
encing); advertising; app stores; mergers and merg-
er policy (effects of mergers and acquisitions in the
digital world, pre-emption, synergies, innovation);
enforcement and the information gap between plat-
forms and regulators; fair platform behaviour'. For
the GAIA-X network ecosystem, regulations on an-
ticompetitive behaviour and self-preferencing are
exceptionally important.

The risks for GAIA-X and O-RAN ALLIANCE
members of non-conforming with Regulation
2016/679% (General Data Protection Regulation)
and the CLOUD Act® also remain. One such risk,
concerning global processing services under su-
pra-regional agreements, is data controllers’ func-
tioning, etc (Rojszczak, 2020). This issue is particu-
larly relevant, as tracking is often about the status
of persons or their geolocation, as well as data from
digital certificates often used in mobile applica-
tions. This is a restriction on the fundamental con-
ventional rights and could lead to the disclosure of
pseudonymised data, especially if the information
systems are centralized and/or if the information is
released publicly.

It is advisable to preserve the essence of the
rights and freedoms of individuals using this tra-
ditional three-part test, with an emphasis on the
proportionality of such intervention. According to

the ECtHR’s settled case law, to determine the com-
pliance of a measure with the principle of legali-
ty, it is necessary to analyse three criteria (Fig. 2):
1) whether such a measure is lawful (provided by
national law); 2) whether the purpose of such a re-
striction is legitimate; 3) whether such a measure
is proportional to the goal (ensures a fair balance
between the interests of society and the need to re-
spect the fundamental rights of the individual). If
at least one of these criteria is not met, the ECtHR
finds that the state has violated Article 1 of Proto-
col No. 1 to the Convention for the Protection of
Human Rights and Fundamental Freedoms®. The
aforementioned case does not adhere to such crite-
ria. The following principles are breached: privacy;
justice and non-discrimination; responsibility; and
consistency with human rights.

Justice and

non-
discrimination
Consistency
with human Responsibility
rights\
Limited nature
of interference
In certain
defined Necessity
circumstances
Proportionality

Figure 2. Guaranteeing the personal status within
the tracking processes

Source: compiled by the author based on case law

(Breyer v. Germany, 2020)°.

However, requiring personal data from mobile
operators does not always violate the right to priva-
cy. The European Court of Human Rights has stated
in the case “Breyer v Germany” that the interference

! Proposal for a regulation of the European Parliament and of the Council on contestable and fair markets in the digital sector (Digital
Markets Act). (2020, December). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri = CELEX:52020PC0842.
2 Regulation (EU) 2016/679 "On the Protection of Natural Persons Concerning the Processing of Personal Data and the Free
Movement of Such Data (General Data Protection Regulation)". (2016, April). Retrieved from https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32016R0679.

3 The Clarifying Lawful Overseas Use of Data Act (CLOUD Act). (2022, December). Retrieved from https://www.eurojust.europa.
eu/publication/cloud-act.

4 European Convention on Human Rights. (1952, March). Retrieved from https://www.echr.coe.int/documents/d/echr/convention_
ENG.

5 Case of Breyer v. Germany App No. 50001/12. (2020, January). Retrieved from http://hudoc.echr.coe.int/eng?i=001-200442.
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might be of a limited nature regarding certain de-
fined circumstances (paras 61, 95, 100, 103)!. The
state is to take care of a certain balance between the
means of influence, an adequate assessment of illegal
actions and the goal to be achieved. The principle of
proportionality must ensure that an appropriate bal-
ance is struck between any adverse effects that might
be caused by the rights, freedoms, or interests of the
parties to the legal relationship, as well as the objec-
tives of the actions. The principle of proportionality
provides for the use of means proportionate to the
objectives pursued, ensuring, through measures tak-
en, a clear balance between the public interest and
the interests of individuals. Disclosing personal data
and its use for any kind of research is unlawful.
Consequently, the relevant conditions for the dig-
italization of the electronic communications market
and protection of the rights, freedoms, and legitimate
interests of consumers of the electronic communica-
tions services (users), the rights and legitimate in-
terests of operators and providers of electronic com-
munications are to be institutionalized. From the or-
ganizational and legal perspective, this point of view
means that the conditions for the entry of the na-
tional market segment to the cross-border electronic

A category object

communications space are formed by streamlining
the procedures for the cooperation of subjects of the
electronic communications law.

Prospects for implementing artificial intelligence
in the context of electronic communications func-
tioning are related to the possibility of digitizing the
identity of the law enforcement officer. It is about
creating the “core” of a single ecosystem of artificial
intelligence at the national and supranational lev-
els for decision-making based on the best personal
and professional qualities of a person from the gene
pool of nations and a computer as a system of inter-
connected information. Such models and algorithms
will allow, through prognostic and evaluative cogni-
tive activity, to simulate the processes of conscious
human activity while working with various objects
of the subject area and other individuals. The final
decision is to be made in the symbiosis of human
and artificial intelligence. The representation of the
pairing of the interaction of people and technology is
considered optimal at the current stage of the global
development of mankind. Such a possibility of intro-
ducing artificial intelligence during the exercise of
discretionary powers is a constructively solvable un-
certainty and a completely solvable variation (Fig. 3).

One variant from the described set

(which could be called a variation)

Intrinsic solvability,which means that each subset is descriptive,
that is, each subset corresponds to at least one function, from

A category

the object of the set to all subsets to which the object belongs

External solvability, which means that each class of domain
objects corresponds to at least one subset

A set with a partition that has complete solvability

concerning the domain

Figure 3. Introducing artificial intelligence during the exercise of discretionary powers

Source: developed by the author

On 9 June 2020, the Council of the European Union
presented its Conclusions on shaping Europe’s digital
future®. Considering the provisions of this regulatory
act, an urgent issue in the context of using the latest
technologies of electronic communications is the cre-
ation of such an infrastructural environment where
digital sovereignty and security are guaranteed, risks
are minimized, conditions for connectivity are created,
and post-crisis issues, which stand before humanity,

will be resolved. It is about the formation of strategic
international digital value chains and the provision of
common European Union values that contribute to sus-
tainable development, the institutionalization of fair
competition on a global scale, autonomy, and trans-
parency in the behaviour of subjects of the electronic
communications market, as well as promoting human
rights and fundamental freedoms, considering the posi-
tion of the state, civil society, and scientific community.

! Case of Breyer v. Germany App No. 50001/12. (2020, January). Retrieved from http://hudoc.echr.coe.int/eng?i=001-200442.
2 Council conclusions on Shaping Europe’s Digital Future. (2020, June). Retrieved from https://www.consilium.europa.eu/

media/44389/5t08711-en20.pdf.
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Thus, a challenge, which needs an urgent solu-
tion to achieve a substantial boost, is the attraction
of investments, recovery planning, and the develop-
ment of high-impact infrastructure projects, in par-
ticular, in the cross-border format, which will create
conditions for the leadership of the European elec-
tronic communications market in the global dimen-
sion based on innovation and creativity. Considering
the deployment of European Union-wide Gigabit net-
works, it is also important for Ukraine to reformat
electronic communications markets appropriately,
focusing on both global scale standards and national
digital capacity to guarantee all-inclusive access to
high-capacity digital infrastructures based on value
chains. An important aspect of both legal policy and
research activities is the formulation of a coordinated
approach for members of the European and Ukraini-
an communities, both regarding the common frame-
work for the functioning of electronic communica-
tions markets and ensuring cybersecurity during 5G
and 6G deployment.

At the current stage of developing the electronic
communications market in national and supranation-
al dimensions, a scientific and practical discussion
aims to evaluate the impact of the legal provisions on
the electronic communication markets convergence,
in particular, using empirical general methods of ob-
servation, description and comparison regarding the
inextricable connection of such convergence with the
transitional digitalization process. The main goal of
scientific guidance is to advocate for public policies
that support the development and implementation of
open and interoperable technological solutions in the
electronic communications market that are not only
innovative but also secure, including wartime calls,
in particular for the use of radio frequencies. The
discussion on relevant practical technical solutions
deals with ensuring convenience, universality, dis-
tribution, as well as observability and rationality of
behaviour, transformation via virtualization through
platforms in real-time, with dynamic updates from
agency programs based on a combination of docu-
mentary and technical parts. It is about standard in-
terfaces and network architecture for a decomposed,
virtualized, open, and intelligent system.

The contemporary doctrine on digitization, in-
cluding the electronic communications area, outlines
the use of the legal and algorithmic normative sys-
tems, researched by P. Friedl (2022) in the Anthro-
pocene, described by A. Camacho (2023) when con-
trolling market power in the digital economy, which
has been outlined within the digital services act. A
characteristic feature of the European doctrine is the
support of a practically established position regarding
the adoption of a comprehensive regulatory act on
electronic communications. The systematized norma-
tive act on electronic communications is to cover the
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scope of application, objectives, and principles; the
institutional framework; the rules on market entry;
the end-users rights; the obligations aimed to stim-
ulate competition; the rules on universal service and
must-carry (de Streel & Hocepied, 2021). It is worth
agreeing with F. Liberator & J. Konidaris (2021) who
single out such sources of law as treaties and conven-
tions, regulations, directives, decisions, recommen-
dations, communications, and notices, considering
the proper cases. In the latest studies, special atten-
tion is paid to the “soft law” in the regulatory process
to comply with European expectations (Sulev, 2020).
The positions, proposed in this study regarding
the technical characteristics of ORAN are supported
by doctrinal approaches considering the minimum
delay function placement and resource allocation
in mobile networks (Kazemifard & Shah-Mansouri,
2021). S.F. Schwemer et al. (2021) noted that the cur-
rent liability exemption regime is to focus on trans-
mission in, or access to, a communication network,
as well as storage. In the context of the provisions of
the ORAN Alliance outlined in the article, could par-
tially support the outlined approaches, but consider
the risks of excessive freedom in the electronic com-
munications market. In the conditions of the digital
economy, A. Camacho’s (2023) conclusion is to be
considered relevant regarding the essential require-
ment to pay attention to ethical and service circum-
stances for the use of mobile networks concerning
adaptive law, in terms of the latest technological rev-
olution and the aggravation of armed aggression.
One can agree with P.I. Colomo (2022), con-
sidering the market analysis procedure as the ideal
of future-proof regulation with the ability to adapt
to the economic and technological evolution of the
industry. The approach of the integral “social” pol-
icy in establishing the digital society and economy
deserves special approval regarding the balance
between the “access rights and protection” and the
“industrial policy” for the producers (Ruck, 2020).
The author’s development of this approach relates to
the formulation of the comprehensive practice of the
electronic communications market participants’ be-
haviour, in particular, in the context of interpersonal
relations, the introduction of artificial intelligence
into the information and technical systems of opera-
tors and providers, as well as for security solutions. It
is necessary to consider such privacy issues when us-
ing mobile applications as contact tracing, and use of
personal data, on the one hand, as well as restrictions
that violate interoperability on the other.
Particularly, O. Kokoulina (2023) deals with dig-
ital contact tracing regarding key subjects, technical
processes, and data protection. The balance between
privacy and transparency is a top issue against data
exploitations by online platforms with a zero-price
business model, which A. Toth (2023) has proven.
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It is worth considering the opinion of researchers
about the feasibility of reconciling transparency and
privacy, particularly, in CLOUD Act agreements (Ro-
jszczak, 2020) and tracing apps (Kokoulina, 2023).
For Ukraine, the outlined approaches are extremely
relevant, since the post-war reconstruction concerns,
in particular, cross-border integration of electronic
communications markets. This process requires co-
ordinated regulatory regulation, management prac-
tices, and interoperability of networks and services.

m Conclusions

The legal policy related to digitalization concerns the
introduction of 5G and 6G in the transition to a dis-
cretionary technological mode. It is a whole ecosys-
tem that can ensure the development not only of the
communications industry but of the country’s wel-
fare as a whole, in particular, through revolutionary
change. Key issues of coordinating the legal policy
with revolutionary transborder processes of build-
ing a coherent GAIA-X network ecosystem refer to
applying a new generation of communication tech-
nologies in the context of guaranteeing security and
trust, system federalism, transparency and open-
ness, digital sovereignty, opportunities for develop-
ment and introduction of innovations to achieve a
balance between the harmonization of the regulato-
ry array in the area of electronic communications,
the performance of rights and legitimate interests of
the subjects of the electronic communications mar-
ket and ensuring the synchronism of this process.
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O-RAN architecture is truly open, covering ac-
cessible internal RAN stack interfaces (HTTP Live
Streaming, Lan-Like Switching), open Northbound
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defines distributed unit (including radio) categories
that determine transport latency.

The prospects for conducting additional research
are intricately linked to the multifaceted technical
and legal aspects surrounding the operational dy-
namics of a GAIA-X network ecosystem, which is
founded upon cutting-edge next-generation commu-
nication technologies. Moreover, there is a compel-
ling need to address and ensure the robustness of
tracking processes and safeguard the personal status
of individuals, particularly in the context of acquir-
ing data sourced from digital certificates.
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Barikova

OuncKpeuia Ta pUHKU eIeKTPOHHUX KOMYHIiKauin:
nepcnekTtusa O-RAN

AHHa BapikoBa
KangupaT 1opuANYHUX HAyK
HarioHasibHa akajieMisi BHyTPIIlIHiX CIIpaB
03035, n1. ComoM’siHcbKka, 1, M. KuiB, Ykpaina
https://orcid.org/0000-0002-9707-0106

m AHoTamis. ¥V mepioj micasBOEHHOI Biq0Oy/I0BU aKTyaJIbHUM MUTAHHAM i YKpainu Oyle, IOMiX iHIINX,
NUTaHHA iHTerpanii B HagHaIliOHaJIbHY iHGpacTpykTypy EBpomeiicbkoro Coio3y, 30KpeMa B Tajy3b
eJIeKTPOHHUX KOMYHIiKallili. 3 OrJiAAy Ha 3a3HaueHe, MeTOI0 CTATTi OyJIO BUABJIEHHs BIUJIMBY JUCKpeLil
Ha e€OUHUN NUQPOBUN PUHOK y cdepi eJeKTpOHHNX KOMYHiKaliil. 3 BHKOPUCTAHHAM [iaJIeKTUYHOTO
3arajgbHO(}isI0COPCHKOTO METOHy NpeNCTaBJIeHO CydYyacHy epy JAUCKPETHOCTI B IOCTiHAyCTpiaJbHOMY
CyCIiJIbCTBI, fIKa TiCHO MOB’A3aHa i3 mMHpokoMacmTabHOo NU@poBi3alli€lo BCiX npoueciB NoO0yJ0BHU HOBUX
Mofesiell TeXHiYHUX pilleHb y KOHTEKCTi peBOJIIOLiHOr0 aBTOHOMHOI'O, €BOJIIOLiNTHOTO HEeaBTOHOMHOTO,
KOMIIPOMICHOI'O MiAXOAiB. I3 3acTocyBaHHAM KOHKPETHO-HayKOBOI'O CHCTEMHO-CTPYKTYPHOTO METOOy
MIpOAEeMOHCTPOBAaHO CTPYKTypy O-RAN (Bimkputoi Mepexi pafiofoCTymy) AJiA KOHBEpPTeHIil PUHKIB
eJIeKTPOHHUX KOMYHiKalliii: BifkpuTi BHyTpimHi iHTepdelicu creka RAN (komMyHikaliliHUI TPOTOKOJ AJ1A
MOTOKOBOI mepefaui Mefia Ha ocHOBi HTTP; komyTalis, cxoxa Ha JIOKaJbHY Mepexy), BiOKpuTi MmiBHiuHi
inTepdelicu (kepyBaHH:A, ONTUMIi3allisA, opkecTpOBKa), BiAKpUTi iHTepdelicu i Ae3arperalii anmapaTHOTo
Ta mporpamMHoro 3abe3nedeHHs (PyHkLil VRAN, 110 nparioioTh Ha iHQpacTpyKTypi BipTyasizanii MepexeBux
¢dyukuii). Po3sutok RAN npuBepHyB yBary B KOHTEKCTi BiIKpUTOCTi Ta BipTyasisalii 3 BUKOPUCTaHHAM
3araJjbLHOHayKoBOro (pOopMajibHOT'O eMIIipUYHOr0 MeTOAy IOpiBHAHHA Ha OcHOBi moegHaHHA ORAN i
Cloud RAN, mpuuomy VRAN pO3TJISHYTO SIK KJIFOUOBY TEXHOJIOTiYHY TEXHOJIOTi0. BHUCBITJIEHO TOJIOBHI
NUTAHHA NPaBOBOl MOJITUKU Ta MEPCHeKTUBU 11 y3TOJKEeHHS 3 PEeBOJIIIiMHUMH TPaHCKOPAOHHUMH
npoijecamMu MoOyZoBU LiJlicHOI MepexeBoi ekocucTteMu GAIA-X Ha OCHOBI KOMYHiKaLiiHUX TeXHOJIOTiH
HOBOTO IOKOJIiHHA, 3 OIJIAAY Ha IMPUBATHICTh, CIpaBelJIMBICTh i HeOUCKpPUMiHALli0, BiANOBiJaJbHICTB,
Y3TOXEHiCTh 3 TpaBaMMu JIIOAWUHMU. [IpakTHUHa LiHHICTh AOCIIi)KEHH [10JIATAE B MOXJIMBOCTi BUKOPHUCTAaHHA
3anpoNoOHOBAHUX aBTOPOM peKOMeHJalill y cdepi gep>kaBHOrO peryJiloBaHHsA eJeKTPOHHUX KOMYHikanin
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