10. Jluct [oHEUBKOrOo HAyKOBO-JOCTITHOTO IHCTUTYTY CYIOBHX
ekcrieptu3 Ne 224/07-45 Bin 14.05.2020.

11. Jluct JIpBiBCHKOTO HAyKOBO-JOCHIZHOTO IHCTHTYTY CYIJOBHX
ekcrieptu3 Ne 2168/02/1349-02-2020 Bix 07.05.2020.

12. Jluct IlomraBchKoro BimmineHHS XapKiBCBKOTO HAayKOBO-
JIOCITITHOTO THCTUTYTY CyI0BUX ekcrnepTu3 im. 3aci. npod. M.C. Bokapiyca
Ne 478/19-22/2020 Bix 05.05.2020.

13. Jlucr XepcoHcbkoro BimmineHHs OJechbKOro  HAayKOBO-
JOCHITHOTO IHCTHTYTYy cyaoBux ekcmeptu3z Ne 09-25/M-1-Bux. Bifg
08.05.2020.

14. Jluct BommHChKOTO BinmimeHHsS JIBBIBCBKOTO  HayKOBO-
JOCITITHOTO 1HCTUTYTY cynoBux ekcreptus Ne 477-12-20 Bix 05.05.2020.

15. Jluct UYepHiriBcbkoro BigmineHHs KHIBCBKOTO HayKOBO-
JOCIIAHOTO IHCTUTYTY CynoBux ekcrmeptu3z Ne 24/10-16/738-20 Bin
05.05.2020.

Mansapuyk Oxcana Mukonaigna,

3m00yBad CTyIIEHS BUIOI OCBITH OakanaBpa
HHI Ne 2 HamtionanpHOT akafgemii BHYTPIIIHIX
crpaB

Hayxosuii kepienux: Ilpuxoovko 10. I1.,
JIOLICHT Kadepu KpUMIHATICTHYHOTO
3a0e3neueHHs Ta cynoBux ekcrieprus HHI No 2
HarmionansHOi akageMii BHYTpIIIHIX CIIpasB,
KaHIHMAAT IOPUINYHIX HAYK

MOKJIMBOCTI CYYACHHUX JOCJTIIKEHb
CYJOBO-BAJIICTUYHOI EKCIIEPTU3H

KpuminamicThaae IOCHiIKeHHS 30poi B IIMPOKOMY PO3yMiHHI
CHpsIMOBaHE Ha BHSBJICHHS, (iKcalilo, JOCTIJDKEHHS CIiJiB BUMHEHHS
KPHMIHaJIbHOTO MPABOIOPYIICHHS. 3aCTOCYBAHHs BOrHENAIBHOI 30poi npy
BUMHCHHI  KPUMIiHAJIBHOIO TMPABOMOPYIICHHS  MPU3BOATE 110 MOABH
YHUCIIEHHUX CIHIAIB Ha MICI[ MOJii, M0 B TOJATIBIIOMY po3citigyBaHHi
JIONIOMAraroTh MPaBOOXOPOHHMM OpraHam MiHTH [0 ICTHHH Ta NOKapaTH
BUHHHX. 3Ha4HY POIIb y PO3CIIIyBaHHI KpI/IMlHaJ'IbHI/IX PABOIIOPYIICH,
0co0MBO BOMBCTB, TEPOPUCTUYHHUX AKTIB, BIHICBKOBHX 3JIOYHMHIB Ta iHIINX,
Bifirpae cymoBo-OamicTHyHa ekcmepTtr3a. lle 3ymMoBIeHO TWM, IO Ha
ChOTOJHINIHIN AeHb B YKpaiHi BOrHeMmagbHa 30posi cTasia OlIbI JOCTYITHOIO
JUIS 3BUYAMHUX TPOMAJISIH dYepe3 HeCcTaOUIbHYy TOJITHYHY CHUTYaIlilo,
BOEHHUI KOHQIIIKT Ha CXOJi KpaiHu.

Huni cymoBa Oamictuka cdopMmyBaigack SK Taly3b HayKd
KPUMIHAJICTUKHA, BOHA MA€ CBill TMpeIMET, METOMIHW, 3aBIAHHSA, 00 €KTH
JIOCIIJKEHHS.

CymoBa OainicThka — I¢ Taly3b KPUMIHAJIICTHYHOI TEXHIKH, IO
BUBYAE PyYHY BOTHENAIBHY 30poro, O0HOBI pHIacy, iX CKJIaJ0BI YaCTHHH
Ta eJEeMEHTH, CIHigM iX i, a TakoX 3aKOHOMIPHOCTI BimoOpakeHHS Ta

277



oTpuMaHHs iH(OpPMAIlI MPo Taki 00’€KTH, Ta PO3poOJse Ha I OCHOBI
MIpUHOMH, METOMIH 1 3acO0M 30MpaHHA Ta JOCIIIKEHHS BOTHETTAIBHOT 30poi,
00HOBHX TIPHIIACIB 1 CIIIIB IX 3aCTOCYBaHHS 3 METOIO PO3CIITyBaHHS Ta
MOTIepEKEHHSI KPUMIHATIBHUX MPABOMIOPYIIIECHb.

Ha ocHOBI Tamy3si KpUMIHATICTHYHOI TEXHIKH OalliCTHKH,
chopMyBaBcs 1€ OAMH HANpsIM CYIOBHX €KCHEPTH3 — CYIOBO-OalliCTHYHA
eKCIIepTHU3a, M0 JOoNoMarae MpaBOOXOPOHHMM OpraHaM B pO3CIIiJyBaHHI
KPUMiHaJbHUX  MNPABONOPYIICHb  MOB’S3aHUX 3  BHUKOPUCTAHHAM
BOrHemayipHOi 30poi Ta OoempunaciB no Hei. BuBYeHHsSM nHTaHs,
OB ’S3aHUX 3 TMPOBENCHHIM CYIOBO-OATICTUYHHX EKCIePTH3, 3aiiMainch
Taki gociigHuky, sk B.B. Apemonkos, B. €. beprep, B. 10. Bnagummupos,
b. M. €pmonernko, M. M. 3iockin, A.B. Kodanos, b. M. Komapunens,
0. M. KyGimpkuit, C. [I. Kycranosmu, B. H. Jlamin, B. C. Mirpudes,
B. M. ITneckaueBchkuii, I'. A. Camconos, 1. O. Canoxnikos, €. M. TixoHOB,
B. ®@. YepBakos Ta iH.

CynoBo-0anicTUYHa eKCIepTH3a NPU3HAYAETHCS IS BUPILICHHS
3HAQUYHOTO  Koja  mnuTaHb  igeHTH(ikaniiinoro,  knacudikamiiHoro,
CUTYaIIITHOTO Ta JiarHOCTUYHOTO XapakTepy, OB’ A3aHMX 13 JOCIIIKCHHIM
BOTHENAJBHOI 30poi, 00HOBUX MPHUIIACIB, CIiIB MMOCTPIITY, IKi MOXKYTb OyTH
BHSBJIICHI Ha caMiid 30poi YW eleMeHTaX MaTPOHIB, HAa IOIMIKOIKCHIX
MIEPEIIKOaxX, MOTEePIIIIOMY a00 0c00i, sKa CTPLIIA.

CynoBo-0agicTHYHA €KCIepTHU3a — 1€ JOCIIKCHHS BOTHEMAIbHOT
30poi, OoempumaciB i CHigiB  TOCTpily, 3AiHCHIOBaHE 0co0aMu
(excmepTramu), 10 MalOTh CICIialbHI 3HAHHSA B rajy3i CyIOBOI OaliCTHKH
Ta OynM 3aimydeHi JUIs MPOBEACHHS JOCHIDKCHHS 00 €KTIB OaliCTHYHOrO
TIOXOJ/IKECHHS.

Jlo OCHOBHUX 3aBJjaHb JJOCIIJKEHb BOTHENIANBHOI 30poi Ta 060i0BHX
TIPUNACiB 10 Hei HaJeKaTh:

YCTaHOBIICHHSI HAJIS)KHOCTI 00’€KTIB J0 BOTHENaNbHOI 30poi abo
KOHCTPYKTHUBHO MOJIOHUX /10 Hel CTPiNIsoUnX BUPOOIB;

YCTaHOBIICHHSI HAJISKHOCTI 00’€KTIB 710 OOENMpPUIIACiB BOTHENAIBHOT
CTpisenbKoi 30poi a00 KOHCTPYKTHBHO TO/II0OHUX 10 HUX BUPOOIB;

BU3HAYCHHS BH]Y, CUCTEMH (MOJIelIi) Ta Kaixiopy BorHenanbHol 30poi
Ta OOEMpPHIIACIB 10 HEl, a TAKOK KOHCTPYKTHBHO MOAIOHHUX JTO HUX BUPOOIB;

BH3HAYCHHS CTaHy (CIpaBHOCTI) 30poi, OoempumaciB mo Hei Ta
MPUIATHOCTI iX 0 CTPLIBOWH;

YCTaHOBIICHHSI CIIOCO0Y BHUTOTOBIICHHS a0o (hakTy mepepoOKu
BOTHEMaJIbHOT 30poi, OoenpumnaciB 10 Hei Ta KOHCTPYKTHBHO IMOJIOHHUX /10
HUX BUPOOIB;

BCTaHOBJIGHHS HAJEKHOCTI OO0’€KTIB /0 4YacTWH (JeTaieil)
BOTHEMAIILHOI 3001 TOIIIO.

O0’ekTaMu  JOCTIDKEHb  CyIOBO-OQIICTHYHOI  €KCIEPTH3U €
BOTHETaJIbHA 30posi Ta MOAIOHI 0 HEl CTPUIAIOYI NMPHUCTPOI 3 ypaKeHHSIM
LTl 32 PaXxyHOK KIHETHMYHOI €Hepril CTPUITHOTO cHapsijia K (i3MYHOTO
Tima, a TakoX OolfoBI mpumacm 10 BOTHemanbHOi 30poi. SIkmio
KOHKPETH3YBaTH Ta PO3IISHYTH IUTAaHHS OO0 €KTIB CyJOBO-0aicTHYHOT
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eKCTIEPTU3HM OUIbII JEeTaNbHO, TO IX CJIJ MOJUIMTH Ha JBI BEJHMKI TPYIH:
OCHOBHI Ta JOJATKOBI.

Tox, aHai3yrouM Bce BHILE3a3HaYeHe, MOXKHA IIe Pa3 HaroJIOCHTH
Ha TOMY, L0 CYIOBO-OATiCTHYHA EKCIIEPTH3a € IOCHTh BAaXJIMBUM Ta
iHpOpMaiHHIM JOCHIIPKEHHSIM, IO MPU3HAYAETHCA IS BHPIMICHHA
LIMPOKOTO KOJIa MUTaHb KPHMIHAJIBHUX MpoBauKeHb. CaMe 3aBIsIKH
OaNiCTHYHIA eKCIepTU3i LIOAHS PO3KPUBAIOTHCS COTHI MPAaBONOPYIIEHb, a
3JI0YMHII HECYThb NOKapaHHS BIINOBIAHO /O YWHHOTO KPHUMIHaJIBHOTO
3aKOHO/IaBCTBA.
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Mameoosa Jleiina lllaxmapiena,

acmipaHT Kadeapu KpUMIHAICTHKH Ta CYA0BOL
MeauiuHn HarioHanmsHOT akageMii BHYTPIlTHIX
cripaB

®OPMYBAHHS OKPEMOI KPUMIHAJICTUYHOI METOJUKH
PO3CJIAYBAHHS KIBEP3JIOYUHIB

CpoOrosiHi OJIHIED 13 OCHOBHHMX MpOOJeM Yy CBITI € CTpiMKe Ta
NOCTiMHE 3pocTaHHs piBHA Kibep3nounHHOCTI. Cy4acHi TeHIeHIIT PO3BUTKY
iHpOpMAaLiHHIX 1 TETCKOMYHIKAIIHHUX TEXHOJIOTIH HE TUTBKH MOKPAIIYIOTh
Ta TOJIMIIYIOTh SIKICTh HOBCSIKIEHHOTO JKUTTS JIIOJJMHY, ajle # CTBOPIOIOThH
CIPUATINBI YMOBH UL BAMHEHHS KiOep3II0UnHIB.

Hocnimxennst Komanau pearyBaHHS Ha iHOWAEHTH 3 Oe3NeKkH B
naboparopisx F5(F5 Labs Security Incident Response Team) mokasye
3HauHe 30inbmIeHHs Kibepatak mig dac maHaemiiCOVID-19, 3okxpema
3pocia KiTBKICTh aTak Ha KOMITIOTEpPHI CHCTEMH 3 HaMipoM 3pOOHTH
KOMII'FOTEpHI peCypCcH HEAOCTYITHUMH JUIsI KOpHUCTyBadiB [1].

MikHapoaHuit PO3pOOHHUK AHTUBIPYCHOTO MIPOTPaMHOTO
3abe3neueHHs, ekcnepr B oOnacTi kibep3axucty — kommanisi ESET
OTIPHJIIOJTHHJIA OCHOBHI TEHJIEHIII mommpeHHs [HTepHeT-3arpo3 3a TpeTii
kBaprasn 2020 poky. Y 3BiTi kommanii ESET 3a3HadeHo, 10 KiJTbKiCTH
crpob arak Ha MPOTOKOJI BijjaneHoro potodoro croiay (Remote Desktop
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