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revising traditional Eurocentric curriculum content to include the representation 

of ethnocultural groups traditionally unrepresented in it. 

The following approaches to education content should be taken into 

account – comparative, interdisciplinary, conceptual, problem solving, 

humanistic, cultural.  
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INFORMATION WAR AS AN TOOL OF WAR PROPAGANDA:  

LEGAL GROUNDS OF COUNTERACTION 
 

Actuality of theme. Globalization and the information technology 

revolution have become integrators of classic and new forms, means, methods 

and technologies of war. Currently, Ukraine is actually in a state of information 

war, as it is constantly the object of informational aggression, propaganda and 

pressure in all spheres of social relations from Russia. That is why, in such 

conditions, the development and simultaneous approbation of mechanisms and 

means of countering such propaganda will mark their effectiveness. 

Russian aggression towards Ukraine is an indisputable fact that does not 

cause doubts, but requires an appropriate response. Today, such a reaction is 

insufficient mainly due to the fact that the aggression of one state against another 

requires, at a minimum, the following things: first, a clear identification of the 

nature, scope and causes of such aggression; secondly, it is necessary not only to 

counteract the aggression itself, but also to prevent its spread, including in the 

middle of the country, which requires the creation of an appropriate 

organizational and legal system within the national framework, which, again, 

requires certainty at the level of categorical and terminological device 

Research status. International legal aspects of war propaganda and 

information warfare have been the subject of scientific analysis by domestic and 

foreign researchers such as Y. Malik, O. Frolova, S. Lyulko, M. Zinchenko, M. 

Kearney, T. McGonagle, G. Michael, D. Box. The purpose of the study is to 
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analyze countermeasures and prevention of war propaganda and informational 

threats in Ukraine. 

Presenting main material. Considering the fact that at the international legal 

level, the information war has not yet received the necessary consolidation and 

development at the level of the categorical apparatus, although it is recognized as 

incompatible with the steady development of the enemy, the aggressive activity 

of the subjects of international law, however, the international community has not 

taken practical measures to counter it developed Such a situation does not mean 

the ineffectiveness or low level of effectiveness of international legal measures 

and means of countering war propaganda, but we are convinced of their 

inadequacy. 

According to O.O. Vergolyas, the current level of intensification of war 

propaganda activities turns it into a major informational threat. That is, on the 

negative informational impact of a technical or psychological nature, which 

makes it impossible or difficult to preserve national values. And that is why we 

can testify that the propaganda of war has turned into an independent means of 

waging war of a new formation - informational and hybrid war [1]. 

We agree with the scientist's opinion that "information war is a set of 

purposeful informational influences carried out by the subject of influence on 

informational systems or social processes using information technology means, 

informational resources and communications by creating factors that inhibit 

sustainable development or transform the stability of the state, society, a person 

with the aim of achieving dominance, superiority, monopoly in various segments 

of human existence" [2]. Therefore, we consider it expedient to continue 

researching the current issue at the doctrinal level. 

On this occasion, A. Golovka emphasizes that the low level of the ability to 

resist information threats, as well as the low quality of criminal prosecution for 

the commission of crimes of war propaganda, is the result of "incompleteness of 

the process of forming the regulatory and legal framework for ensuring 

information security, therefore, we consider it necessary to return to the issue of 

adopting a single legislative act in the field of countering information threats to 

Ukraine, countering and prosecuting war propaganda and ensuring information 

security in Ukraine. This law should incorporate the main principles, including 

international legal principles, regarding the implementation of information 

security, the minimization of military and other threats in terms of countering war 

propaganda and any discrimination against the Ukrainian state, the Ukrainian 

people, etc. [3]. 

Attention should be paid to the need to develop, along with the Information 

Security Doctrine, the National Mental Health Protection Strategy. Obviously, it 

is about the fact that by negatively influencing the human consciousness and the 

public consciousness in general by means of war propaganda, there is a 

deformation of the public perception of the role of the state, the growth of a 

persistent conviction of the inability of the state to protect its own sovereignty 

and create conditions for stable national security. 
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Therefore, we come to the conclusion that the legal consolidation of any 

mechanisms, measures, means of international legal responsibility or measures to 

counter propaganda of war must necessarily have appropriate support at the level 

of national legislation. 
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