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Abstract
The study analyses the statutory provisions of national and European legislation, the practice of the ECHR and 
national courts in protecting employees' right to privacy in the performance of labour functions. The problem 
of preserving the “private autonomy” of employees when the employer exercises control over the performance 
of such functions using technical means and methods is investigated. The need for a normative definition of 
the limits of restrictions on workers' rights and freedoms in the context of such control has been argued. The 
purpose of the study is to substantiate the expediency of normative consolidation in the national legislation 
of certain guarantees for employees in the event of interference of the employer's economic (disciplinary) 
authorities in the sphere of their private autonomy during the use of technical means. The scientific originality of 
the study is conditioned by the fact that the issue of the legality of wiretapping telephone conversations, control 
over electronic correspondence and communication of employees in social networks during the performance 
of their work functions is part of a set of publications on the limits of employer intervention using technical 
means in the private life of employees. The subject of the study shows the relevance of the regulatory definition 
of private autonomy of employees and its boundaries by national legislation regarding legal guarantees against 
employer encroachments. Protection of the rights of employees during the performance of their work functions 
from interference by the disciplinary authorities of the employer in the sphere of their private autonomy, 
surveillance of communication in electronic information networks, the content of telephone conversations, 
electronic, and other correspondence cannot be effective without a regulatory definition of the permissible 
limits of such interference in the private life of employees
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Introduction
The rapid development of technologies, and conse-
quently  – the expansion of technical capabilities for 
removing information from transport telecommuni-
cations and electronic information networks, public 
and hidden wiretapping, control over electronic corre-
spondence and communication of individuals in social 
networks, considering the provision of state and public 
security, are becoming an integral part of modern life. 
The use of special means to monitor the lives of citi-
zens helps to solve many problems: record (document) 
events and/or acts of persons; control the situation 
and/or prevent events that lead to negative consequences, 
etc. At the same time, it poses a threat to the privacy of 
every citizen's life.

The problem of expanding the scope of use of 
special means has become acute due to anti-terrorist 
and anti-epidemic measures, which provide for total con-
trol over the population of the state and/or its individual 
strata in almost all spheres of public, and sometimes 
personal life. In connection with the establishment of 
quarantine in Ukraine and the introduction of long-
term restrictive anti-epidemic measures to prevent the 
spread of COVID-19 caused by the SARS-CoV-2 corona-
virus on its territory, the issue of monitoring the per-
formance of labour functions in conditions when all or 
a significant part of employees are forced to introduce a 
remote form of work [1] has been updated.

Unfortunately, the number of such threats and 
challenges to humanity will continue to increase. At the 
same time, a logical and fundamental question arises 
regarding the boundaries of the use of special means of 
control in such conditions, that is, the boundaries be-
tween the general public danger as a “public good” and 
private life as a “personal good” of a particular person [2].

Therefore, there is an extremely difficult, but 
urgent problem of fixing in the labour legislation such 
norms that would, on the one hand, provide an oppor-
tunity for the employer to control the performance of 
employees' duties, in particular using technical means 
of surveillance, and on the other – ensure the imple-
mentation of the labour rights and guarantees of em-
ployees provided for by the Constitution of Ukraine, in 
particular, the right to a personal zone at the time of 
performing their labour duties, not allowing actions that 
degrade their honour and dignity [3].

It is important that video surveillance, wiretap-
ping and other measures of control over employees are 
not discriminatory, which now has various forms and 
manifestations [4-8].

Aspects of this problem became the subject of 
research by specialists of various branches of law. In 
particular, the issue of violation by employers of the 
right to respect for the private life of employees was 
considered by O.M. and O.V.  Drozdovs  [9], problems 
on the right to respect and secrecy of correspondence: 
O. Belichak, D. Bushkov, I. Vietuhova [10], D. Sergeyeva, 

I. Smolkova, N. Ustymenko, O. Fatyanov, V. Fedorenko [11], 
P. Shevchuk, et al.

At the same time, comprehensive research in 
the field of labour law on the problems of ensuring the 
right of employees to privacy and a personal zone at the 
time of performing their work duties is not enough.

Considering the existence of an objective need to 
regulate labour relations regarding the control powers 
of the employer over the performance of employees' 
duties through recordings of their telephone conver-
sations with corporate phones, control over their elec-
tronic correspondence and communication in social 
networks, provided that their labour rights and guaran-
tees are implemented, including the right to a personal 
zone at the time of performing such duties, the purpose 
of this study is a comprehensive analysis of theoretical 
and practical problems and the formulation of scientif-
ically based conclusions and proposals for improving 
the current and prospective legislation in this area of 
law.

Presentation of Main Material
In the context of the economic crisis, the narrowing of 
sales markets for products and services and, as a result, 
the reduction of business entities, the demand for the 
use of labour is rapidly decreasing. This means that the 
actual dependence of employees on employers is only 
increasing. Taking advantage of this dominant position, 
employers believe that they can use their power with-
out any restrictions in organising and controlling the 
production process. 

Employers apply the following control measures: 
recording employees' phone conversations with corpo-
rate phones; monitoring their email correspondence 
and communication in social networks, and collecting 
other personal data. Due to quarantine measures, when 
new types (forms) of hired labour are used and the 
possibility (necessity) of performing labour functions 
outside the “stationary” workplaces of employees, such 
control is becoming more and more relevant.

Disciplinary power of the employer, according to 
the definition of I.V. Lazor, provides for the organisation 
of hired labour and its management, the use of legal 
and organisational means to ensure compliance with 
the established order in production when employees 
perform the work assigned to them. Such powers of the 
employer are not only appropriate, but also necessary 
in the conditions of market relations  [12]. During the 
implementation of such guiding functions of the disci-
plinary authorities, the employer will try to control em-
ployees as much as possible, using available technical 
capabilities, while not restricting their rights and free-
doms.

The expansion of the scope of application of spe-
cial means of control over employees is a global trend. 
For example, since January 2020, in accordance with 
the provisions of regulation 2016/679, amendments to 
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the Polish labour code, employers have received a legal 
mechanism with extensive opportunities for supervi-
sion of employees. In particular, employers can control 
their employees by monitoring their email, recording 
their phone calls, or tracking employees' corporate in-
stant messaging directly at the workplace. The new cor-
porate rules include provisions prohibiting the use, for 
example, of official mail for personal purposes or man-
datory labelling of sent personal messages, etc. [13].

The author shares the position of I.M. Vaganova, 
who notes that the compulsory nature of the use of 
technical means of control is based on psychological 
influence, which is legitimate, since it implies a voluntary 
volitional perception of observation by an employee. 
The compulsoriness of these measures is manifested 
in the fact that with the help of special systems, a per-
son is forced to voluntarily refuse to perform illegal 
actions against the employer's property, and the use of 
special control systems mobilises the employee during 
the performance of labour duties, encourages clearer 
compliance with internal labour regulations [14].

Although the latest technologies make it easier 
for the employer to exercise control over the employee, 
in particular, over their private life, but they make it 
more difficult for the employee to identify this control, 
to protect their right, and this problem is aggravated 
by objective inequality between the parties to the em-
ployment relationship. Therefore, the priority area 
for the development of modern labour legislation in 
Ukraine is the renewal of the national legal system, 
the creation of an effective mechanism for guarantee-
ing and ensuring the rights of employees during the 
implementation of the employer's control functions to 
determine the grounds, conditions, purpose, and lim-
its of the use of such control, and therefore, the scope, 
features and grounds of existing restrictions on the 
rights and freedoms of employees guaranteed by law.

To determine the limits of such interference and, 
as a result, the restriction of the employee's rights, it is 
necessary to clarify the concept of “the right to privacy 
of the employee during the performance of their work 
functions”, because only this is the line beyond which 
the employer's economic (disciplinary) power no longer 
operates.

Defining is the provisions of Articles 8-11 of 
the Convention for the protection of human rights 
and fundamental freedoms ratified by Ukraine on 
November  4, 1950, according to which the exercise 
of rights by a person is not subject to any restrictions 
other than those provided for by law and necessary 
in a democratic society in the interests of national se-
curity and public peace, in order to prevent crimes, 
protect health and morals, or protect the rights and 
freedoms of others [15]. According to Part 1 of Ar-
ticle  8 of the convention, everyone has the right to 
respect for their private and family life, their home 
and correspondence.

The right to this privacy is also provided for in 
Articles 28, 31, 32 of the Constitution of Ukraine, speci-
fied in the provisions of Article 270 (the right to inviola-
bility of personal and family life, the right to respect for 
dignity and honour, the right to secrecy of correspon-
dence, telephone conversations, telegraph and other 
correspondence), Article 301 (the right to privacy and 
its secrecy), Article 302 (the right to information) and 
Article  307 of the Civil Code of Ukraine. According to 
the rules of Article 271 of the Civil Code of Ukraine, the 
content of an employee's personal non-property right is 
their ability to freely, at their own discretion, determine 
their own behaviour in the sphere of private life [16].

In addition, Part  4 of Article  23 of the Law of 
Ukraine “On Information” prohibits the collection of 
information about a person without his/her prior 
consent, except in cases provided for by law [17]. Ac-
cording to the decision of the Constitutional Court of 
Ukraine No. 5-zp of October 30, 1997, it is prohibited 
not only to collect, but also to store, use, and distribute 
confidential information about a person without his/her 
prior consent [18].

At the same time, I.M. Vaganova, studying the is-
sues of compliance with the rights of citizens to their 
privacy, shares the thesis of civil law specialists who 
consider “private life” a category that cannot exist within the 
framework of labour relations, because the main purpose 
of establishing control systems in places where the em-
ployer's property is concentrated is to record: the facts 
of theft both during working and non-working hours; 
actions that can further provide the owner with an evi-
dence base in cases of disputes with counterparties or 
persons who have committed mercenary offences [14]. 
The study strongly disapproves this position, because, 
firstly, performing labour functions, the employee does 
not lose their human rights and freedoms, and therefore 
the right to their privacy, and secondly, considering the 
content of Part 2 of Article 9 of the Civil Code of Ukraine, 
according to which the provisions of this code apply to 
labour relations, if they are not regulated by other legis-
lative acts (in particular labour). Due to the lack of reg-
ulatory regulation by labour legislation of the right of 
employees to their personal (private) life and its secrecy, 
in particular, the secrecy of correspondence, telephone 
conversations, telegraph and other correspondence, etc. 
during the performance of labour functions, it is consid-
ered quite reasonable and logical to apply the norms of 
civil legislation to these legal relations.

In national legislation, the concept of “personal 
life” is mainly used as a synonym for the concept of “pri-
vate life” or, along with family life, as part of private life 
(Article 15 of the Criminal Procedure Code of Ukraine), 
but there is no regulatory definition of it. According to 
the definition contained in the academic Explanatory Dic-
tionary of the Ukrainian language, “personal” is one that 
directly concerns a person, is associated with them [19]. 
At the same time, according to the provisions of Article 9 
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of the Constitution of Ukraine, Article  19 of the law 
of Ukraine “On International Treaties of Ukraine” of 
June 29, 2004 No. 1906-IV [20], Article 17 of the law of 
Ukraine “On the Execution of Decisions and Application 
of the Practice of the European Court of Human Rights” 
of February 23, 2006 No. 3477-IV, the norms of interna-
tional law are part of the national legislation, they are 
applied in accordance with the procedure provided for 
the norms of national legislation, and the courts apply 
when considering cases the convention and the prac-
tice of the court as a source of law. However, there is no 
definition of “private life” in European legislation, which 
also applies to the decision of the European Court of Hu-
man Rights (ECHR). In particular, the ECHR decision in 
”Peck v the United Kingdom” states that the convention 
does not cover the content of the term "private life", 
since it describes it as “a term with a broad meaning 
that cannot be defined” [21]. According to D. Vitkauskas, a 
lawyer for the ECHR Secretariat, the European Court of 
Justice does not give a clear definition of the concept of 
private life, because the court quite deliberately avoids 
such attempts and prefers to focus mainly on a specific 
issue, considering it necessary to note that “private life” 
is a broad concept that is not subject to an exhaustive 
definition [22].

An example is the ECHR's decision in “Nimit v Ger-
many”, which states that it would be too strict to limit 
privacy to an intimate circle where everyone can live 
their personal life as they prefer, rather than completely 
exclude the outside world from this circle. At the same 
time, the concept of “private life” cannot be interpreted 
in a restrictive sense; respect for personal life should 
also partially cover the right to establish and develop re-
lationships with other people; it is not always possible to 
clearly distinguish between these concepts and because 
you can also carry out activities that relate to both pro-
fessional and business, and, conversely, it is possible to 
do things that do not belong to the professional sphere 
in the office or commercial office premises [23].

Based on the study of judicial precedents of the 
ECHR regarding the rights of employees in the perfor-
mance of their duties, it can be stated that the concept 
of private life belongs to the sphere of direct personal 
autonomy, which includes aspects of moral integrity, 
goes beyond the narrow limits of guarantees of life free 
from unwanted publicity. Given this concept, the ECHR 
considers that the right to respect for “private” life also 
implies psychological integrity of a person, and the use 
of technical means of control is precisely coercive in na-
ture and is based on psychological influence, which can 
be legitimate, because it implies a voluntary volitional 
perception of observation by an employee.

It is seen that the personal (private) life of an 
employee is a special part of the private sphere of their 
life (private zone), covering the time of performance of 
his labour functions and consists in various relations, 
phenomena, events, behaviour, etc., that do not have 

public significance, including the sphere of their work, 
defined and regulated by a person. Considering the fact 
that employers naturally seek to protect their business, 
their confidential information, the practice of the ECHR 
confirms the legality of monitoring employees during the 
performance of their work functions and prior warn-
ing about such surveillance, in particular, reading their 
work correspondence, listening to conversations, etc. 
And although actions regarding supervision on the part 
of the employer can be recognised as legal and keep the 
entire labour collective in “good shape”, however, this 
is not unlimited. The employer's economic right ends 
where such actions begin to affect the rights and free-
doms of employees, that is, there must be boundaries. 
Although for whatever purpose it would not justify what 
methods and means of surveillance the employer would 
not use (records of telephone conversations with corpo-
rate phones; control over electronic correspondence and 
communication in social networks, etc.), in fact, this is 
access, collection, processing, accumulation and storage, 
use, deletion or destruction, transfer of personal (per-
sonal) data of the employee in the meaning of the Law 
of Ukraine "On personal data protection" of June 1, 2010 
No.  2297-VI  [24]. In addition, the employee's personal 
data obtained as part of such surveillance is confidential 
information, since it is information about them as an in-
dividual, and its processing without the consent of this 
person, according to the law, is unacceptable, except in 
cases clearly defined by law.

Considering personal conversations, communi-
cation using messaging programmes (Viber, WhatsApp, 
Skype, etc.) and in social media, checking their own 
email distracts employees from performing work func-
tions (although a well-known researcher on the organ-
isation of management D.  Meister defends a different 
opinion) [25], as well as the ability to transfer trade se-
crets to unauthorised persons, employers try to control 
employees by tapping corporate phones, perlustration 
of correspondence (secret printing and viewing of pri-
vate letters), etc. Admittedly, it is not a fact that the dis-
closure of corporate information can occur exclusively 
with the use of corporate means of communication, it 
is possible mainly by negligence. Although for the most 
part, such disclosure occurs outside the employer's 
control, there is a question of access to and use of corpo-
rate (confidential) information, and this is the exclusive 
competence of the employer. An interesting practice of 
the ECHR has developed in this regard.

The ECHR judgment of 25 June 1997 in “Alison 
Halford  V. the United Kingdom of Great Britain and 
Northern Ireland” on the protection of private life while 
using the office telephone states that the ECHR case-
law certifies that telephone conversations from office 
premises and from home fall within the meaning of 
Article 8 of Section 1 of the Convention, and therefore, 
Article 8 is applicable to this part of the complaint. In 
addition, the court noted that it was reasonable that 
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the applicant's calls from her office were tapped by the 
police with the primary aim of collecting materials that 
would help them defend themselves in the gender dis-
crimination proceedings brought against them [26].

The decision of the ECHR in the case “Uzun v. 
Germany” is relevant from the standpoint of protecting 
the personal data of employees regarding tracking the 
movement of a person using GPS tools. The court found 
that monitoring the applicant through a global system 
of positioning and processing and using the informa-
tion obtained in this way was an interference with the 
exercise of his right to privacy, protected by Article 8 of 
Section 1 of the Convention [27].

Important is the decision of the Grand Chamber 
of the ECHR of September 5, 2017, in the case “B. Mihai 
Bărbulescu v. Romania” regarding the protection of pri-
vacy when using a company phone and correspondence 
using the Yahoo Messenger online chat service via the 
internet, sent from the workplace. The court noted that 
Article 8 of the Convention guarantees the right to “pri-
vate life” in a broad sense, covering the right to lead a 
“private social life”, that is, the ability of an individual 
to develop their social identity, and this right establishes 
the ability to get closer to others to establish and de-
velop relations with them. The court considers that 
the concept of “private life” may include professional 
activities or activities taking place in a public context. 
Restrictions in a person's professional life may fall un-
der Article 8 if they affect the way they build their own 
social identity by developing relationships with others, 
because it is in the process of working life that most 
people have almost the highest opportunity to develop 
interaction with the outside world, and for the legality 
of verification, the employee must be warned about all 
the features before starting it.

The ECHR has defined the criteria for assessing 
the proportionality of the measures used to control the 
correspondence of employees, the purpose of whether 
employees are sufficiently protected from the possible 
arbitrariness of employers, namely: (1)  whether the 
employee was warned in advance and clearly about 
the nature of the inspection; (2) the scope of such in-
spection and the degree of interference in the privacy 
of the employee (the content of the correspondence 
is checked; the whole or only part of the correspon-
dence, or the check is limited in time and by the num-
ber of persons involved in the check); (3) whether the 
employer has legal grounds for justifying the need 
to check the content of the correspondence, because 
since the check of the content of the correspondence 
involves a more significant “interference”, it should 
have a weightier justification; (4) whether a less intru-
sive control system than direct access to the content of 
the employee's correspondence could have been im-
plemented; (5)  whether the employee had adequate 
guarantees, especially in cases where the inspection 
by the employer was of the nature of “intervention”, 

and in the absence of a warning, the inspection is im-
possible; (6) the employee's unconditional opportunity 
to challenge in court actions regarding the employer's 
inspection of such correspondence [28].

Consequently, telephone calls and personal cor-
respondence from premises where economic activities 
are carried out probably fall under the concepts of “pri-
vate life” and “correspondence” under Article 8 of the 
Convention. It is logical to conclude that electronic mes-
sages sent from work should also be protected under 
Article 8 of the Convention, and information obtained 
as a result of monitoring a person's use of the Internet 
(“Copland v. the United Kingdom”) [29]. This approach 
of the ECHR corresponds to Parts 1 and 2 of Article 306 
of the Civil Code of Ukraine  [16]. It is seen that such 
“surveillance” within the enterprise, organisation, in-
stitution of employees can also be prevented by pre-
scribing an appropriate provision in the internal labour 
regulations, which are developed and approved by the 
employer not alone, but only in agreement with repre-
sentatives of the labour collective, which should indi-
cate the purpose of recording telephone conversations, 
monitoring electronic correspondence and visiting so-
cial networks, etc., with restrictions provided for by the 
established norms. If the information collected in this 
way is considered “risky” (it poses a particular risk to 
the rights and freedoms of personal data subjects, con-
tains, in particular, information about the location, state 
of health, political views, etc.), its processing should be 
notified within thirty working days from the date of 
the beginning of such processing in accordance with 
the established procedure to the Commissioner for the 
processing of personal data (Part 1 of Article 9 of Law 
No. 2297-VI).

National judicial practice is also being formed re-
garding the violation of the right to privacy of telephone 
conversations, which causes mental suffering and is a 
presumption of causing moral harm to a person, if the 
offender does not prove the absence of their guilt. The 
content of the decision of the Supreme Court of Ukraine 
dated September 27, 2017 in case No. 6-1435cs17, ac-
cording to which a telephone conversation involving 
the use of obscene language took place between the 
plaintiff and an employee of a car service, is indicative. 
The plaintiff was warned that the conversation would 
be recorded, and he agreed. After some time, the re-
cording of the conversation was posted on the YouTube 
video hosting site without the plaintiff 's consent. The 
Supreme Court of Ukraine, guided by the presumption 
of guilt of the offender (defendant) in this type of tort, 
noted that it is the defendant (the employer of the rude 
person) who must prove the absence of their guilt in 
the fact that as a result of their violation of the right to 
secrecy of telephone conversations, the plaintiff expe-
rienced emotional unrest, because only then there are 
no grounds for collecting moral damage from the of-
fender. The APU also noted that the plaintiff 's proof of 
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mental suffering is unacceptable, given the legal essence 
of the constitutional right to secrecy of telephone conver-
sations. The court showed the need to take into account 
Article  276 of the Civil Code of Ukraine, according to 
which the violated personal non-property right must be 
restored by the court with compensation for moral dam-
age caused by its violation. In this case, the restoration of 
the plaintiff's personal non-property right to the secrecy of 
the telephone conversation would be the removal of its 
recording from free access on the network, that is, from 
YouTube, and the defendant would have to provide relevant 
evidence to the court in this regard [30].

Although, in this case, it was a violation of the 
private life of another person (client of the employer), 
when the employee himself could violate these rights 
of another person, it is important that the judicial 
practice regarding the secrecy of telephone conver-
sations during work is formed primarily considering 
the requirements of Part 2 of Article 13 of the Law of 
Ukraine “On the Judicial System and Status of Judges” 
of June 2, 2016 No. 1402-VIII regarding the obligation 
to execute court decisions that have entered into legal 
force by everyone, as for individuals and legal entities 
throughout Ukraine [31].

Therefore, based on the analysis of judicial prac-
tice, the following conclusion is obtained: if before 
listening/recording/viewing, the employer receives 
consent from all participants in the conversation (in 
particular, the employee), then the ban on surveillance 
does not work, because if all persons have agreed to 
track their communication (that is, that it will not be 
secret), then the constitutional guarantee to ensure 
the employee's right to privacy is not applied. Howev-
er, if such consent is not obtained, and surveillance is 
conducted, in particular hidden, then for violation of 
this right of the employee, the employer's officials face 
criminal punishment: under Article  163 (violation of 
the secrecy of correspondence, telephone conversa-
tions, telegraph or other correspondence transmitted 
by means of communication or through a computer); 
Article 182 (violation of privacy); for viewing in social 
networks  – Article  361 (unauthorised interference in 
the operation of electronic computers (computers), 
automated systems, computer networks or telecommu-
nication networks) of the Criminal Code of Ukraine of 
April 5, 2001 year No. 2341-III [32].

At the same time, the right to private life, the 
personal zone of the employee during the performance 
of their duties, along with determining the terms of 
the employment contract, are absolutely unchanged, 
even when the employee can give consent to interfere 
in such a private zone. An example is the current Swiss 
law, which provides for the establishment of mandato-
ry norms aimed not only at protecting the fundamental 
rights of the employee as the weakest party to the con-
tract, but also at developing the entrepreneurial auton-
omy of the employer and the state economy as a whole.

According to Article 319 of Title X of the Swiss 
law of obligations of March 30, 1911 (with subsequent 
amendments), the protection of an employee's identity 
means the protection of life, health, and respect for the 
personal moral rights of an employee, it is carried out 
imperatively. These mandatory legislative norms that 
restrict the autonomy of the will of the parties when 
concluding or changing an employment contract are 
aimed at protecting the social and personal rights of 
the employee. The content of these norms cannot be 
changed by the will of the parties to the employment 
contract either in the direction of deterioration of the 
situation of both parties, or in the direction of deterio-
ration of the situation exclusively of the employee, pri-
marily in the aspect of protecting their personality [33].

Therefore, even if the employer, using its domi-
nant position, finds convincing words for the employee 
about the possibility of violating the boundaries of his 
private life, the latter, according to the requirements of 
the law, cannot grant such permission. If, without re-
ceiving the employee's alleged objection, the employer 
still violates such limits, this should be considered an 
offence.

Since the Verkhovna Rada of Ukraine is delay-
ing the adoption of the Labour Code, the study sug-
gests that the analysed practice of the ECHR gives 
grounds to regulate legal relations between employ-
ers and employees to ensure the right to privacy of the 
latter right now. At the same time, in order to prevent 
discrimination and violation of the right to privacy of 
an employee (personal data subject) in the draft La-
bour Code of Ukraine of December 27, 2014 No. 1658, 
prepared for the second reading, is provided for in Ar-
ticle 29 “Control over the performance of employees' 
labour duties” [34]. If there are no objections to Part 2 
of this Article, even after taking into account the pro-
posals to the content of this Article between readings 
from the standpoint of observing the rights of the em-
ployee, the proposed version of Part 1 of this norm is 
still not perfect. The legislators did not consider the 
fundamental and practical comments contained in the 
analytical note of the National Institute for Strategic 
Studies, either regarding the term “features of produc-
tion”, or regarding the ban on the collection and stor-
age by the employer of information about the personal 
life of an employee (the need to determine the list of 
information that is considered confidential, the estab-
lishment of a ban or at least strict regulation of the 
possibility and procedure for its publication, except 
in cases defined by law), or regarding the restriction 
and regulation on the installation of such technical 
means [35]. Consequently, the adoption of Article 29 
of this draft law, taking into account these comments, 
will be aimed at protecting the labour rights of em-
ployees and strengthening the guarantees of their 
rights to privacy when performing their labour func-
tions.
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The scientific originality of the study lies in the 
fact that the issue of the legality of the employer's con-
trol over an employee using technical means has been 
comprehensively investigated, considering their types, 
legal requirements, in particular, the practice of the 
ECHR and national judicial practice. This actualises 
the need for a thorough study of the regulatory regula-
tion of technical control of employers over employees 
using the removal of information from transport tele-
communications and electronic information networks, 
wiretapping, control over electronic correspondence 
and communication of persons in social networks. The 
study substantiates the expediency of normative con-
solidation in the legislation of Ukraine of the concept of 
private life of an employee during the performance of 
labour functions, defines possible limits for restricting 
the rights and freedoms of employees from interference 
by the employer's economic (disciplinary) authorities 
in the sphere of its private autonomy.

Conclusions
Ukraine, as a state governed by the rule of law, must 
ensure the fulfilment of its international obligations, 
in particular, in the field of human labour rights, and 
the protection of employees from the arbitrariness of 
employers when they exercise control over employees 
using technical means.

Legal regulation of the protection of personal 
data of employees obtained, in particular, during the 
recording of their telephone conversations on corpo-
rate phones agreed with them; control over their elec-
tronic correspondence and communication in social 
networks, etc., needs to be developed based on the 
experience of the countries of the European Union, 
which have gone through the process of developing 
an effective mechanism for ensuring the right of em-
ployees to a personal zone during the performance of 
their duties. The studied practice of the ECHR allows 
regulating these relations between employers and em-
ployees in Ukraine to ensure the latter's right to privacy. 
At the same time, without a high-quality settlement of 

such legal relations at the state level, there are risks of a 
significant number of disputes (conflicts) regarding the 
violation of employees' rights, in particular, the protection 
of their personal data, which requires resolution at the 
legislative and local levels.

Therefore, it seems appropriate to define the 
concepts of “private life” and “personal zone of the 
employee at the time of performing work duties” at 
the legislative level. Article  2 of the Labour Code of 
Ukraine “Basic labour rights of employees” should be 
supplemented with Part  3, which provides for additional 
guarantees for protecting the right of employees to re-
spect for their private life and the secrecy of personal 
correspondence, communication in electronic informa-
tion networks, telephone conversations, electronic and 
other correspondence.

Supplement Article  2 (Basic principles of le-
gal regulation of labour relations) of the draft Labour 
Code of Ukraine of December 27, 2014 No. 1658 with 
subparagraph 6-1, stating it in the following wording: 
“6-1) ensuring the right to the private life of an employee 
during the performance of their labour functions, in-
cluding the right to a personal zone at the time of per-
formance of such duties by an employee”.

The last sentence of Part 1 of Article 29 of the 
draft should read as follows: “During the exercise of 
control, including video, audio, etc., actions that de-
grade the honour and dignity or violate other rights of 
employees, including their right to privacy, the secrecy 
of personal correspondence, communication in elec-
tronic information networks, telephone conversations, 
electronic and other correspondence, in particular, using 
telephones and other technical means of the employer 
are not allowed”.

Part 1 of Article 29 of the draft should be sup-
plemented with paragraph 2, stating it in the following 
wording: “During the exercise of control, it is not al-
lowed to collect, store and disclose information about 
the personal (private) life of employees without their 
written consent.  The list of such confidential information 
is established by law”.
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Анотація
У статті здійснено аналіз норм національного та європейського законодавства, практики Європейського 
суду з прав людини й національних судів щодо захисту права працівників на приватне життя під час 
виконання трудових функцій. Досліджено проблему збереження «приватної автономії» працівників 
під час здійснення роботодавцем контролю за виконанням таких функцій із застосуванням технічних 
засобів і способів. Аргументовано необхідність нормативного визначення меж обмеження прав і 
свобод працівників в умовах такого контролю. Метою дослідження є обґрунтування доцільності 
нормативного закріплення в національному законодавстві певних гарантій для працівників у разі 
втручання хазяйської (дисциплінарної) влади роботодавця у сферу їхньої приватної автономії 
під час використання технічних засобів. Наукова новизна дослідження полягає в тому, що питання 
правомірності прослуховування телефонних розмов, контролю за електронним листуванням і 
спілкуванням працівників у соціальних мережах під час виконання ними трудових функцій є частиною 
комплексу публікацій щодо меж втручання роботодавця з використанням технічних засобів у 
приватне життя працівників. Предмет дослідження засвідчує актуальність нормативного визначення 
національним законодавством приватної автономії працівників та її меж щодо правових гарантій від 
зазіхань роботодавця. Охорона та захист прав працівників під час виконання ними трудових функцій 
від втручання дисциплінарної влади роботодавця у сферу їхньої приватної автономії, стеження за 
спілкуванням в електронних інформаційних мережах, змістом телефонних розмов й електронної та 
іншої кореспонденції не можуть бути ефективними без нормативного визначення допустимих меж 
такого втручання в приватне життя працівників
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