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m Abstract. This study aimed to substantiate the legal nature of the materials and conclusions of a
blockchain systems analyst, establish criteria for their procedural assessment, and synthesise approaches
to use in criminal proceedings. The methodological design combined a review of scholarly literature with
formal legal and comparative legal methods, case-law analysis, and conceptual modelling. The study
substantiates the legal nature of materials and conclusions prepared by a blockchain systems analyst as
independent results of applying specialised knowledge, generated through the professional analytical
processing of distributed-ledger data. Distinctions between the analyst’s materials and conclusions were
identified in terms of their legal nature, content, functional purpose, and role in the evidential process;
both were also differentiated from a forensic expert’s opinion and a specialist’s consultation. It was
established that the procedural assessment of an analyst’s materials and conclusions should be based on
the classical criteria of relevance, admissibility, and reliability, taking account of the particularities of
their formation rather than the technical characteristics of blockchain technology. Relevance is determined
by the connection between the results of blockchain analysis and the facts to be proved; admissibility,
by the lawfulness of obtaining the source data, the transparency of the analytical methodology, and the
possibility of its independent verification; and reliability, by the reproducibility of results, the verifiability
of heuristic models, algorithmic transparency, and the scientific soundness of the conclusions drawn.
A conceptual model for the comprehensive procedural assessment of a blockchain systems analyst’s
materials and conclusions was developed. It comprises three interrelated stages: assessment of the
source of evidential information, assessment of the blockchain-analysis methodology, and assessment
of the results of analytical activity. The findings may be used by investigators, prosecutors, defence
counsel, forensic experts, and blockchain systems analysts when assessing blockchain-analysis materials,
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determining their evidential value, and ensuring consistent approaches to the use of such evidential

information in criminal proceedings

m Keywords: criminal proceedings; digital evidence; evidential information; procedural assessment;

virtual assets

= Introduction

The development of blockchain technology and the
growing use of crypto-asset transactions have led to
the use in criminal proceedings of new sources of
digital information generated from distributedledg-
er data. In the investigation of criminal offences,
materials and conclusions prepared by blockchain
systems analysts are used following the analysis of
transactions and relationships between crypto-as-
sets. At the same time, the criminal procedure legis-
lation of most states does not define their procedural
status or the procedures for obtaining, verifying, and
assessing them. This creates uncertainty regarding
their admissibility and evidential value. The limited
treatment of these issues in procedural law neces-
sitates comprehensive scholarly research into the
legal foundations for using the materials and con-
clusions of blockchain systems analysts as a source
of evidential information.

The expanding use of virtual assets and block-
chain technologies in various areas of social relations
has given rise to a distinct field of research concern-
ing their application in the detection, investigation,
and proof of criminal offences. The first group of
scholarly studies comprises studies on forensic sup-
port for the investigation of criminal offences in-
volving virtual assets and blockchain technologies.
V.M. Shevchuk (2026) examined blockchain as one
of the promising tools for providing forensic support
to law-enforcement activities and demonstrated that
its use creates additional opportunities for recording,
preserving, and verifying digital information. The
author associated the practical value of this technol-
ogy not only with ensuring data integrity, but also
with expanding the possibilities for documenting
evidential information under martial law and amid
the growing number of cyber threats. The practical
application of blockchain technologies was further
considered by D. Ovsianiuk et al. (2025a). Drawing
on international experience, the authors showed that
the effectiveness of investigating criminal offences
involving virtual assets depends on the use of spe-
cialised tools for analysing blockchain transactions,
the capacity for international information exchange,
and the application of contemporary forensic meth-
odologies. Summarising developments in this field,
K.V. Martynenko (2026) drew attention to trends in
research on the investigation of criminal offences in-
volving virtual assets. The analysis showed that the
most extensively developed issues remained the iden-
tification and seizure of crypto-assets, international
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cooperation between competent authorities, and the
use of specialised software in investigations.

The proliferation of digital assets in criminal pro-
ceedings has prompted another strand of research
concerned with their legal nature, their place in the
evidential framework, and the criteria for their pro-
cedural assessment. Unlike forensic studies focus-
ing on the detection and analysis of digital assets,
scholars working in this area have concentrated on
identifying procedural mechanisms for using such
information in criminal proceedings and defining
the conditions under which it may acquire eviden-
tial value. In this context, O.P. Metelev (2025) pro-
posed an approach whereby virtual assets should be
assessed not only as a new category of digital objects,
but also as a source of evidential information whose
use requires due regard to the particularities of proof
in criminal proceedings. The author argued that the
evidential value of crypto-assets is determined not
solely by their technological properties, but also by
the lawfulness of obtaining the relevant information,
the possibility of verifying it, and its proper proce-
dural assessment. This approach was further devel-
oped in the study of O.S. Starenkyi (2026), which
focused on the use of virtual assets in proof in crimi-
nal proceedings. The author concluded that applying
traditional rules of evidential assessment to digital
assets involves a number of difficulties arising from
insufficient legal certainty regarding their procedural
status. At the same time, the study demonstrated that
resolving this issue requires clear criteria for the ad-
missibility of such information, capable of ensuring
consistent approaches to its assessment in criminal
proceedings. Issues concerning the procedural as-
sessment of digital evidence were further explored
by V.V. Romaniuk & S.Ye. Ablamskyi (2024). Hav-
ing synthesised the provisions of criminal procedure
legislation and contemporary judicial practice, the
authors concluded that the admissibility of digital ev-
idence is determined not by its electronic form, but
by compliance with general procedural requirements
governing the collection, recording, examination,
and assessment of evidential information.

A separate strand of research has developed
around the use of blockchain technology as a means of
ensuring the integrity of digital evidence and improv-
ing forensic procedures for handling it. S.M. Shinde
& V.R. Gurrala (2023) examined the issue of ensur-
ing the integrity of digital evidential information
in cloud forensics. The authors demonstrated that
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integrating blockchain technology with digital-evi-
dence storage systems enabled changes to information
to be monitored, improved its protection, and provid-
ed additional safeguards for confirming the authentic-
ity of digital data. Blockchain was therefore consid-
ered primarily as a technological tool for maintaining
the integrity of digital information in forensic practice.
The development of this line of research can also be
seen in the study of I. Lavin & D.R. Llanos (2026), who
linked the use of blockchain technology to ensuring
continuity in the chain of custody of digital evidence.
The solutions proposed by the authors were based on
the possibility of recording every procedural action
involving digital information. This provides addition-
al safeguards for transparency in handling evidence
and simplifies verification of its processing history.
An analysis of the scholarly literature showed
that existing studies address the use of blockchain
technologies and virtual assets in criminal proceed-
ings, including forensic aspects of examining digital
assets, ensuring the integrity of digital evidence, and
determining its procedural status. However, compre-
hensive studies of the legal nature of the materials
and conclusions prepared by blockchain systems an-
alysts as a result of applying specialised knowledge
in criminal proceedings are virtually absent. The cri-
teria for their procedural assessment and the particu-
larities of their use in the practice of applying the
law also remain insufficiently explored. The study
aimed to determine the legal nature of the materials
and conclusions prepared by a blockchain systems
analyst, substantiate criteria for their admissibility
in criminal proceedings, and systematise approaches
to their use in the application of the law. Its objec-
tives were to clarify the legal nature of such materi-
als and conclusions and determine their place within
the evidential framework of criminal proceedings;
examine the criteria for assessing their admissibility,
relevance, and reliability, as well as the procedural
features of their use as evidential information; and
analyse the practice of US courts in using the materi-
als and conclusions of blockchain systems analysts in
criminal proceedings and synthesise the approaches
developed for their procedural assessment.

= Materials and Methods

The study is a theoretical legal investigation incor-
porating case-law analysis and conceptual model-
ling. Its methodological design combined a review of
scholarly literature with formal legal and compara-
tive legal methods, case-law analysis, and conceptual

modelling. The literature review was used to sys-
tematise doctrinal approaches to defining the legal
nature of the materials and conclusions prepared by
blockchain systems analysts and to establish their
place within the evidential process in criminal pro-
ceedings. The comparative legal method was used
to compare the materials and conclusions of block-
chain systems analysts with comparable outputs aris-
ing from the application of specialised knowledge in
criminal proceedings, particularly a forensic expert’s
opinion and a specialist’s consultation or explana-
tion. The comparison was conducted according to
the criteria of legal nature, the person responsible
for preparing the material, the subject matter of the
examination, the content of the result obtained, and
its functional purpose in criminal proceedings. The
theoretical basis for the comparative analysis com-
prised the scholarly studies of T.D. Albright (2023)
and A.M. Ayub et al. (2025), which address the use of
specialised knowledge, digital evidence, and the re-
sults of blockchain analysis in criminal proceedings.
The formal legal method was applied to exam-
ine the regulatory foundations for using the materi-
als and conclusions of blockchain systems analysts
in criminal proceedings. At the international level,
Articles 14, 16, 18, and 19 of the Convention on Cy-
bercrime!, which govern procedural mechanisms for
obtaining, preserving, seizing, and disclosing com-
puter data, were analysed. Articles 7-9 of the Second
Additional Protocol to the Convention on Cybercrime
on Enhanced Cooperation and Disclosure of Electron-
ic Evidence?, concerning international access to elec-
tronic evidence and cooperation between competent
authorities and service providers, were also exam-
ined. To assess whether blockchain-analysis materi-
als comply with international standards for the use of
digital evidential information, the provisions of the
Financial Action Task Force (2021), which establish
approaches to obtaining, documenting, and using
electronic evidence in cross-border criminal investi-
gations, were also analysed. At the national level, the
study was based on Articles 71, 84-86, 94, and 101
of the Criminal Procedure Code of Ukraine®, which
govern the use of specialised knowledge, define the
concept of evidence, establish criteria for its rele-
vance, admissibility, and reliability, regulate the as-
sessment of evidence, and determine the legal nature
of a forensic expert’s opinion. The analysis of these
provisions aimed to establish the applicability of gen-
eral procedural rules of proof to the materials and
conclusions of blockchain systems analysts and to

! Convention on Cybercrime. (2001, November). Retrieved from https://www.coe.int/en/web/cybercrime/convention-on-cybercrime.
2 Second Additional Protocol to the Convention on Cybercrime on Enhanced Co-operation and Disclosure of Electronic Evidence. (2022,
May). Retrieved from https://www.coe.int/en/web/cybercrime/second-additional-protocol.

3Criminal Procedure Code of Ukraine. (2012,

17?lang = en&amp;amp;utm#Text.
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determine their place within the evidential frame-
work of criminal proceedings. The conceptual model-
ling method was used to develop a model for the com-
prehensive procedural assessment of the materials
and conclusions of blockchain systems analysts. The
model was constructed by synthesising the findings of
the literature review and international and national
legal instruments. The modelling process identified
the structural elements of procedural assessment,
including the stage of comprehensive assessment,
the subject matter of assessment, the content of pro-
cedural verification, and the assessment outcome.

The case-law analysis method was used to exam-
ine approaches to the use of blockchainanalysis ma-
terials in criminal proceedings. The empirical basis
for this stage of the study comprised the following
US court decisions: Case of the United States v. Grat-
kowski!, Case of the United States v. Harmon?, and
Case of the United States v. Sterlingov®. Ukrainian
court decisions were also analysed, namely the Rul-
ing of the Appeal Chamber of the High Anti-Corrup-
tion Court in Case No. 991/10335/23* and the Rul-
ing of the Shevchenkivskyi District Court of Kyiv in
Case No. 761/11447/24°. The US cases were selected
because they contain reasoned judicial assessments
of blockchain analysis, including its use to recon-
struct the movement of digital assets, establish links
between crypto-addresses, and assess the analytical
methods employed. The Ukrainian cases were incor-
porated into the empirical basis in order to examine
the various national methods of assessing information
about virtual assets, crypto-wallets, and transactions,
as well as the evidential value of such information in
criminal proceedings. The application of US case law
was purely comparative and did not involve the trans-
fer of any US procedural standards into Ukrainian
criminal procedure. It enabled a comparison between
the conceptual model developed in this study and the
ways in which blockchain analysis is treated in anoth-
er legal system, while the Ukrainian court decisions
were used to check whether the model was compat-
ible with the nation’s own procedural approaches.

m Results

Legal nature of the materials and conclusions

of a blockchain systems analyst

in criminal procedure

The development of distributed ledgers and the in-
creasing use of transactions involving crypto-assets

have changed both the methods employed for re-
cording digital information and the way in which
this information is used in criminal investigations.
When blockchain technology was first being devel-
oped, it was mainly seen as a means of ensuring that
data could not be altered. But since large amounts
of transaction data have been accumulated, this has
given rise to a particular kind of professional activity
concerned with examining the digital traces left in
distributed ledgers. As a result, the aspect of inter-
est in legal proceedings is not the blockchain entries
themselves, which are publicly accessible and can be
checked by any member of the network, but rather
the outcomes of the specialised analytical work car-
ried out on them. This type of analysis enables the
reconstruction of the movement of digital assets, the
identification of links between addresses, the deter-
mination of the nature of the financial transactions,
and the drawing of conclusions about circumstances
that may be pertinent to criminal proceedings (Wu &
Zheng, 2020; Watters, 2023).

An examination of the various scholarly methods
shows that legal doctrine is slowly becoming more
distinct between the notions of “blockchain data”,
“blockchain evidence”, and “blockchainanalysis
materials”, even though their exact meanings have
still not been uniformly established (Harris, 2023;
Chen et al., 2024). It is still generally the case that
evidential value is linked to the distributed-ledger
entries themselves. Yet this view does not take into
account the fact that blockchain records only contain
information regarding transactions that have already
taken place, while determining their legally relevant
significance requires specialised knowledge, analyt-
ical algorithms, and a professional interpretation of
the results. Because of this, it is not the individual
blockchain entries that have procedural importance,
but rather the materials and conclusions produced by
a blockchain systems analyst as a result of a thorough
analysis of the digital data.

Even though there has been an increasing amount
of research into the analytical examination of block-
chain data, legal scholarship has not arrived at a con-
sensus regarding the term for the professional who
carries out this type of work. Different scholarly pub-
lications refer to this person as a specialist in block-
chain data analysis, a researcher of digital transac-
tions, a specialist in forensic blockchain analysis, or
a specialist in investigating crypto-asset transactions

! Case of the United States v. Gratkowski. (2020, June). Retrieved from https://www.govinfo.gov/app/details/USCOURTS-ca5-19-50492.
2 Case of the United States v. Harmon. (2020, July). Retrieved from https://case-law.vlex.com/vid/united-states-v-harmon-893236324.
3Case of the United States v. Sterlingov. (2024, February). Retrieved from https://caselaw.findlaw.com/court/us-dis-crt-dis-

col/115886148.html.

4Ruling of the Appeal Chamber of the High Anti-Corruption Court in Case No. 991/10335/23. (2024, October). Retrieved from https://
opendatabot.ua/court/122788762-d3bb098fe38ee6185f61abeale44ec4?.
® Ruling of the Shevchenkivskyi District Court of Kyiv in Case No. 761/11447/24. (2024, April). Retrieved from https://zakononline.ua/

court-decisions/show/118588220.
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(Pasupuleti, 2024; Pérez et al., 2025). No matter what
terms are employed, the essence of this profession-
al activity is unchanged: it involves examining data
from a distributed ledger using special methods for
analysing digital transactions. This analysis leads to
the conclusion that the duties of such a specialist do
not stop at the technical processing of information.
They also include setting up connections between
digital assets, reconstructing the paths that these
assets have taken, identifying transaction patterns,
interpreting the results obtained, and reaching con-
clusions about circumstances which might be of legal
significance in criminal proceedings. On this basis,
a blockchain systems analyst should be regarded as
a specialist who uses specialised knowledge, analyt-
ical methods, and dedicated software to carry out a
thorough examination of distributed-ledger data, to
identify the informational links between digital ob-
jects, and to prepare the materials and conclusions
for use in establishing circumstances that are legally
relevant in criminal proceedings.

The materials prepared by a blockchain systems
analyst represent an independent outcome of intel-
lectual and analytical work. They are based on the
original information found in a distributed ledger and
also include the results of its systematisation, classi-
fication, visualisation, and interpretation. Different
from the information which is directly stored in the
blockchain, these materials are the result of special-
ised analytical techniques that enable the detection
of hidden connections between digital assets, cryp-
to-wallet addresses, the temporal features of transac-
tions, and other information elements (Ovsianiuk et
al., 2025b). Hence, they must not be seen as a simple
reproduction of blockchain data, since they include
extra informational value that has been generated
through professional analytical processing.

Blockchain analysis does not generate any new
digital evidence and does not change the content of
the information stored in a distributed ledger. In-
stead, its aim is to organise, compare, and interpret
large amounts of transaction data so as to identify
legally relevant connections between digital assets,
crypto-wallet addresses, and other informational ob-
jects. The materials and conclusions produced by a
blockchain systems analyst are therefore independ-
ent outcomes of professional analytical work. They
are not simply a direct reflection of the entries in
the blockchain, since they result from the application
of specialised knowledge, analytical techniques, and
professional judgement to the digital data in ques-
tion. It is this which gives them independent value in
legal proceedings and means that their procedural as-
pects must be examined separately from the features
of blockchain technology. This way of proceeding
is in line with trends in digital justice, where block-
chain is used not only as a technology for ensuring
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the integrity of information but also as a means of
producing analytical materials that have evidential
importance for the application of the law (Alyas et
al., 2025; Ardian et al., 2025).

At the same time, the materials and the conclu-
sions of a blockchain systems analyst should not be
considered as equivalent products of professional
activity. They differ from each other both in terms
of content and in their functional role within the
evidential process. The materials give an account
of the course and the results of the analysis carried
out, comprising analytical reports, diagrams show-
ing the movement of digital assets, tables of trans-
actions, the results of address clustering, graphical
models of the links between crypto-wallets, the
temporal features of the transactions, and other
information derived from the examination of dis-
tributed-ledger data (Fahmideh et al., 2023). Their
main function is to establish and document the in-
formational links and to allow the results of the
analysis to be verified. The conclusion of a block-
chain systems analyst has a different legal status. It
is not merely a summary or a visual representation
of the data collected, but the outcome of a profes-
sional assessment of the facts as established, using
specialised knowledge and analytical techniques. It
is in the conclusion that the information obtained
is interpreted, the causal relationships between the
digital objects under investigation are proved, and
general findings are set out regarding the routes by
which digital assets have been transferred, the na-
ture of the interactions between crypto-addresses,
and other circumstances which may be relevant to
criminal proceedings. The distinction proposed al-
lows the materials and the conclusions of a block-
chain systems analyst to be seen as closely related
yet separate outputs of analytical work. While the
materials mainly serve an informative and docu-
mentary purpose, the conclusion offers an analyt-
ical synthesis of the findings and their professional
interpretation. This relationship enables the legal
character of both to be described not as separate
items of blockchain data, but as the result of apply-
ing specialised knowledge to the information con-
tained in a distributed ledger.

To ascertain the legal status of the materials and
conclusions produced by a blockchain systems ana-
lyst, it is necessary to differentiate them from the re-
sults obtained when specialised knowledge is applied
in the course of criminal proceedings. Even though
all these outputs are aimed at establishing circum-
stances pertinent to criminal proceedings, the mate-
rials and conclusions of a blockchain systems analyst
are different from a forensic expert’s opinion or a
specialist’s consultation or explanation in respect of
the way in which they are prepared, the kind of spe-
cialised knowledge used, the content of the results
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arrived at, and their role in the evidential process. A
thorough comparative analysis is therefore required

in order to establish their legal nature. The findings
of this analysis are given in Table 1.

Table 1. Comparative characteristics of the results of applying specialised knowledge
in criminal proceedings

Comparison | Materials of a blockchain Conclusion of a blockchain Forensic expert’s Specialist’s consultation
criterion systems analyst systems analyst opinion or explanation
. . 1t of an exper 1t of lyin
Result of professional Result of the professional Resu.t ol an expe t R.es.u t of applying
. L . . . examination carried specialised knowledge to
analytical activity documenting | assessment and interpretation . . O
Legal nature N . N . out through the provide technical, scientific,
the findings of an examination | of the findings of an analysis L . .
Ll L application of or advisory assistance
of distributed-ledger data of distributed-ledger data L L -
specialised knowledge in criminal proceedings
Prepared by Blockchain systems analyst Blockchain systems analyst Forensic expert Specialist
. Distributed-ledger data, digital | Results of analysing digital Material, digital, or Cer}m}stances requiring
Subject . . ? specialised knowledge to
transactions, crypto-assets, transactions and the patterns other objects whose . -
matter of . . L . explain them or provide
L crypto-wallet addresses, and links established examination requires .
examination T i technical support
and digital links between them specialised knowledge .
for procedural actions
Analytical reports, transaction A synthesis of examination Oral or written
- - . Answers to the .
tables, address-clustering results, | results, interpretation of the uestions posed explanations,
Content of graphical diagrams of digital- | facts established, substantiation 4 ns p 4 recommendations, and
Lo . ? substantiated by the . .
the result | asset movements, visualisations of relationships between results of the expert technical consultations
of network links, and other digital objects, and formulated L P enabling the use of
. . - . examination performed .
outputs of analytical processing analytical conclusions specialised knowledge
Recording, systematising, Providing a professional Proyldmg a Facilitating procedural
. and documenting the results assessment of the facts substantiated forensic . .
Functional . . . .. A actions and clarifying
of blockchain-data analysis established and explaining expert’s opinion on . .
purpose . L . o issues requiring
for subsequent use their legally significant circumstances requiring L.
R . . . . specialised knowledge
in criminal proceedings relationships specialised knowledge

Source: compiled based on T.D. Albright (2023), A.M. Ayub et al. (2025)

What the comparison shows is that the findings
and conclusions of a blockchain systems analyst be-
long to a distinct category of results obtained as a
result of the application of specialised knowledge
and cannot be entirely included within any of the
conventional institutions of criminal procedure. The
way in which their studies differ from that of a fo-
rensic expert is not merely because it does not result
from a formal expert examination, but primarily due
to the nature of the analytical work involved. This in-
volves processing large amounts of distributed-ledger
data, detecting hidden links between pieces of infor-
mation, and then interpreting them in a profession-
al manner. At the same time, it is different from a
specialist’s consultation or explanation in the extent
of the analytical processing and in the fact that it fo-
cuses on producing a coherent set of findings rather
than just assisting with individual procedural steps.

Given what has been said above, the position that
the materials and conclusions of a blockchain systems
analyst should have within the evidential framework
of criminal proceedings must be based on their infor-
mational and cognitive purpose. On their own, they
do not prove legal facts nor do they determine their
evidential value. Yet they do allow for the gather-
ing, organisation, and professional interpretation of
information which may either confirm or disprove
the circumstances that are within the scope of proof.
The informational value of such materials consists
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not just in recording individual transactions or the
technical features of how a blockchain operates, but
mainly in the ability to establish connections between
digital assets, crypto-addresses, the temporal aspects
of transactions, the behavioural patterns of the peo-
ple who carry out the transactions, and other circum-
stances that cannot be seen from the original data of
a distributed ledger alone. It is precisely their ability
to build a coherent informational model of the events
under investigation that gives them a stand-alone im-
portance within the structure of criminal procedural
proof and sets them apart from other outcomes of the
application of specialised knowledge.

Admissibility of the materials and conclusions

of a blockchain systems analyst

as evidential information

The fact that the materials and conclusions of a
blockchain systems analyst cannot be judged merely
on the technical features of blockchain technology
should be obvious. While the immutability of entries
in a distributed ledger, the cryptographic protection
of the information, and the decentralised storage of
data describe how digital data is created, they do not
determine the evidence value of that data in criminal
proceedings. Since the analyst’s materials and con-
clusions are the result of specialised knowledge being
applied to the information found in the blockchain,
their procedural assessment must follow the general

Scientific Journal of the National Academy of Internal Affairs, 31(3)
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rules relating to proof in criminal cases rather than
the technical features of the information system.

The conclusion is in line with the international
standards relating to electronic evidential informa-
tion. Specifically, Articles 14, 16, 18 and 19 of the
Convention on Cybercrime' set out the procedur-
al procedures for obtaining, preserving and seizing
computer data, yet they do not include any special
rules for evaluating different kinds of digital infor-
mation. The same approach is taken in Articles 7-9 of
the Second Additional Protocol to the Convention on
Cybercrime concerning Enhanced Co-operation and
the Disclosure of Electronic Evidence?, since these
Articles regulate international access to electronic
evidence and cooperation between the competent au-
thorities and service providers without changing the
general procedural criteria for assessing it. Interna-
tional legal regulation thus starts from the idea that
the way in which electronic information is obtained
does not affect the general requirements applicable
to its evidential value.

The same approach is taken in Ukraine’s crim-
inal procedure law. Articles 84-86 of the Criminal
Procedure Code of Ukraine® set out what constitutes
evidence and determine its relevance and admissibil-
ity without providing for a special procedural regime
regarding information obtained through blockchain
technologies. Article 94 of the Criminal Procedure
Code of Ukraine lays down general rules for evalu-
ating any evidence on the grounds of its relevance,
admissibility, reliability and sufficiency when taken
as a whole. The use of specialist knowledge is regu-
lated by Article 71 of the Criminal Procedure Code
of Ukraine, which deals with specialists, and by Arti-
cle 101, which concerns the forensic expert’s opinion.
These provisions form the basis for deciding where
the materials and conclusions of blockchain systems
analysts fit within the evidential framework of crimi-
nal proceedings. The analysis leads to the conclusion
that their procedural evaluation should involve mod-
ifying the traditional criteria of relevance, admissi-
bility and reliability to take account of the particular
features of how they are produced. Blockchain analy-
sis does not give rise to a separate kind of procedural
evidence and does not call for a distinct set of assess-
ment criteria. What is specific about it is the com-
bination of the original distributed-ledger data, the
specialised methods of analytical processing and the
professional interpretation of the results obtained.
Because of this composite character, the traditional
evidential criteria must be clarified in relation to the

materials and conclusions of blockchain systems ana-
lysts, not their regulatory basis being altered.

The fact that the materials and conclusions of a
blockchain systems analyst are relevant does not de-
pend on the fact that they are based on data from
a distributed ledger, but rather on their ability to
confirm or disprove the circumstances that are with-
in the scope of what must be proven in a particular
criminal case (Tsymbaliuk, 2025). From this point of
view, information about transactions, crypto-wallet
addresses, or the routes taken by crypto-assets has no
standalone evidential value. Such value only appears
when an objective link has been made between the
results of the blockchain analysis and legally relevant
facts which have to be proven. Hence, the criterion
of relevance should not be seen as simply the pres-
ence of digital information in a distributed ledger,
but rather as the capacity of that information to con-
firm specific elements of the subject matter of proof.

This method is in line with the general principles
of proof in criminal proceedings, according to which
only evidence that is either directly or indirectly con-
nected with the facts of the case is considered to be
relevant (Articles 84 and 85 of the Criminal Procedure
Code of Ukraine). The same kind of reasoning can be
found in the Convention on Cybercrime*, where Ar-
ticles 14, 16, 18 and 19 set out the procedural rules
for obtaining and preserving computer data without
attributing to it any predetermined evidential value.
This shows that the international standards also re-
quire electronic information to be evaluated on the
basis of its connection with the subject matter of the
proof, and not according to the way in which it was
created or stored.

The particular value of the materials and con-
clusions produced by a blockchain systems analyst
stems from the fact that their informational worth
does not come from looking at individual blockchain
entries, but rather from the results of a thorough an-
alytical analysis (Mollajafari & Bechkoum, 2023). It
is only through the analytical identification of the
connections between transactions, crypto-addresses,
digital assets, the temporal features of transactions,
and other information elements that it becomes pos-
sible to link the findings to the subject matter of the
proof. Hence, when assessing the relevance of such
materials, it is not adequate to examine each distrib-
utedledger entry on its own, but rather the evidential
value of the analytical model that has been devel-
oped — which shows the relationship between the
digital data and the circumstances pertinent to the

! Convention on Cybercrime. (2001, November). Retrieved from https://www.coe.int/en/web/cybercrime/convention-on-cybercrime.

2 Second Additional Protocol to the Convention on Cybercrime on Enhanced Co-operation and Disclosure of Electronic Evidence. (2022,
May). Retrieved from https://www.coe.int/en/web/cybercrime/second-additional-protocol.

3 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17?lang = en&utm.

4 Convention on Cybercrime. (2001, November). Retrieved from https://www.coe.int/en/web/cybercrime/convention-on-cybercrime.
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criminal proceedings — should be taken into account.
By adopting this approach, the traditional criterion
of relevance can be applied consistently to the ma-
terials from blockchain analysis without the need to
establish a special procedural regime for this kind of
evidential information.

The admissibility of the materials and conclu-
sions prepared by a blockchain systems analyst de-
pends on whether the way in which the information
has been obtained, processed, and presented is in
line with the requirements of criminal procedure
law. The fact that specialised analytical tools have
been used does not by itself give rise to procedural
grounds for treating the materials as admissible ev-
idence. The key factors are whether it is possible to
establish the lawful origin of the source data, to trace
the sequence of the analytical processing carried out,
to verify the methods employed, and to ensure that
procedural safeguards are in place so that all parties
involved in the criminal proceedings can check the
results (Oliinyk et al., 2020).

This method is in line with the general provisions
of criminal procedure law as they pertain to the ad-
missibility of evidence. So far as the Criminal Proce-
dure Code of Ukraine! is concerned, Article 86 de-
fines admissibility on the grounds of the lawfulness of
the procedure used to obtain evidential information,
whereas Article 94 deals with its assessment in terms
of relevance, admissibility, reliability and sufficien-
cy when taken into account together with other evi-
dence. Moreover, Articles 16, 18 and 19 of the Con-
vention on Cybercrime? lay down the rules concerning
the rapid preservation, production, search and seizure
of computer data and ensure the procedural legitima-
cy of the source of digital information, but do not
create a presumption of admissibility for information
obtained from electronic systems. The same approach
is taken in Articles 7-9 of the Second Additional Pro-
tocol to the Convention on Cybercrime concerning
Enhanced Co-operation and Disclosure of Electronic
Evidence®, which regulate access to electronic evi-
dence in cases that are transnational and require com-
pliance with procedural safeguards regardless of the
means by which the digital information is obtained.

The analysis shows that, when it comes to a
blockchain systems analyst, the question of procedur-
al admissibility goes beyond just checking that the
primary blockchain data was obtained lawfully. It is
also necessary to examine the whole analytical pro-
cess, including the specialised software employed,

the analytical algorithms used, the criteria for clus-
tering addresses, the methods employed for linking
up digital assets, and the possibility of independent-
ly reproducing the results obtained. If any one of
these elements cannot be verified or if its application
cannot be open to objective examination, this casts
doubt not only on the reliability of the analyst’s con-
clusions but also on the procedural admissibility of
the materials produced as evidence.

This conclusion is in line with the interna-
tional methods of using blockchain analysis in fi-
nancial investigations. The Financial Action Task
Force’s (2021) recommendations on virtual assets
and virtual asset service providers call on competent
authorities to make use of analytical tools in order
to track the movement of digital assets, while stress-
ing the importance of ensuring that the information
acquired is verifiable and can be used in criminal
proceedings in accordance with national law. The
admissibility of the materials and conclusions of a
blockchain systems analyst should therefore be seen
as a combined procedural criterion involving the le-
gality of obtaining the original digital information,
the transparency of the analytical method, the pos-
sibility of independently verifying the methods em-
ployed, and the protection of the procedural rights
of the parties involved in the criminal proceedings. It
is this combination of factors, not the technical fea-
tures of blockchain technology or the reputation of a
specific analytical platform, that decides whether the
results of the blockchain analysis can be accepted as
admissible evidence.

One cannot equate the reliability of the materials
and the conclusions of a blockchain systems analyst
with the immutability of the entries in a distributed
ledger. While the immutability of blockchain data en-
sures the integrity of the information in the relevant
ledger, it does not guarantee that the results of any
subsequent analytical processing are correct. It fol-
lows that a procedural assessment should cover not
only the original digital data but also the methodolo-
gy employed to examine it, the analytical algorithms
used, the soundness of the conclusions reached, and
the possibility of verifying them independently. This
method of assessment is in line with the general prin-
ciple laid down in Article 94 of the Criminal Proce-
dure Code of Ukraine*, which provides that the court
is to evaluate each item of evidence in terms of its
relevance, admissibility, reliability, and sufficiency
when taken together with the other evidence.

! Criminal Procedure Code of Ukraine. (2012,

17?lang = en&amp;amp;utm#Text.

April).

Retrieved from https://zakon.rada.gov.ua/laws/show/4651-

2 Convention on Cybercrime. (2001, November). Retrieved from https://www.coe.int/en/web/cybercrime/convention-on-cybercrime.
3 Second Additional Protocol to the Convention on Cybercrime on Enhanced Co-operation and Disclosure of Electronic Evidence. (2022,
May). Retrieved from https://www.coe.int/en/web/cybercrime/second-additional-protocol.

4Criminal Procedure Code of Ukraine. (2012,

17?lang = en&amp;amp;utm#Text.

April).
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It has been determined that the special feature of
blockchain analysis is the multi-stage processing of
digital data, involving the use of clustered address-
es, the identification of digital assets, the mapping
of network links, and a number of other analytical
techniques. At this stage, information is generated
which is not directly present in the blockchain but is
the result of the application of specialised analytical
methods. As a result, the reliability of an analyst’s
findings and conclusions depends not just on the au-
thenticity of the source data but also on the scientific
validity of the methods employed and on the possi-
bility of verifying the results by independent means.

A sign of the reliability of blockchain analysis is the
ability to reproduce the results. Where the same meth-
od is applied to identical source data and yet different
results are obtained, this shows that the conclusions
reached cannot be adequately verified and therefore
have reduced probative value. Just as important is the
transparency of the analytical algorithms employed.
When closed software packages are used, and their
mode of operation cannot be checked by the other par-
ties involved in the criminal proceedings, it becomes
impossible to evaluate the reliability of the materials
produced. For this reason, research in the field of digital
forensics stresses that the probative value of blockchain
analysis depends directly on recording all the stages of
the analytical process, allowing the analysis to be car-
ried out independently again, and making the methods
used transparent (Dudani et al., 2023; Su, 2025). Spe-
cial attention is also paid to the evaluation of the heu-
ristic models used to cluster crypto-addresses and to es-
tablish connections between digital assets. Unlike the
cryptographic mechanisms that underlie the operation
of blockchain, heuristic algorithms are based on prob-
abilistic assumptions regarding the behaviour of net-
work users, and this may result in incorrect outcomes
(Vozniuk et al., 2020). It is possible therefore that
crypto-addresses will be incorrectly attributed, that

independent wallets will be improperly grouped, or
on the other hand that the actual links between them
will fail to be detected. It follows that the cluster-
ing results cannot be regarded as definitive proof of
the circumstances in question and must be checked
against other sources of evidence.

The analysis indicates that relying solely on the
criteria of relevance, admissibility, and reliability does
not allow for a full evaluation of the materials and
conclusions produced by a blockchain systems analyst.
Although each of these criteria relates to a separate
feature of evidential information, none of them by it-
self is sufficient to enable an assessment of the specific
nature of the results obtained from blockchain anal-
ysis, since these results are the product of combining
digital data with specialised methods for examining it
and with professional interpretation. It has been shown
that a proper procedural assessment of such materials
involves three closely related lines of review. The first
of these relates to adherence to the procedural rules
concerning the acquisition and use of evidential infor-
mation. The second deals with the scientific validity
of the blockchain-analysis methodology, covering the
verifiability of the algorithms employed, the transpar-
ency of the analytical procedures, and the reproduc-
ibility of the results achieved. The third is concerned
with the content of the conclusions reached, examining
their logical consistency, completeness, and agreement
with the digital data obtained as a result of the exami-
nation. Consequently, because of the special character-
istics of the materials and the conclusions produced by
a blockchain systems analyst, a thorough procedural
assessment is required. This assessment must be car-
ried out not only by means of the normal evidential cri-
teria, but also via an interconnected system involving
procedural-legal, scientific-methodological, and evi-
dentialanalytical review. This approach to evaluation
is due to the particular nature of blockchain analysis
when it is applied in criminal proceedings (Table 2).

Table 2. Conceptual model for the procedural assessment of the materials and conclusions
of a blockchain systems analyst

Stage of
comprehensive
assessment

Subject of assessment

Content of procedural review

Assessment outcome

Materials and conclusions
prepared by the analyst as outputs
arising from the acquisition
and use of digital information

I. Assessment
of the source
of evidential
information

Verification of the lawfulness of obtaining the source
data, the relevance of the materials to the subject
matter of proof, and compliance with procedural

requirements for their preparation and use

Establishing the procedural
permissibility of using the
materials and conclusions

in criminal proceedings

Blockchain-analysis methods
and the procedure used
to conduct the analytical
examination

II. Assessment
of the research
methodology

Assessment of the transparency of the algorithms
applied, the reproducibility of results, the verifiability
of heuristic models, and the completeness of the
documentation of analytical procedures

Establishing the scientific
soundness and reliability
of blockchain-analysis
results

III. Assessment
of the results
of analytical

activity

Materials and conclusions
prepared by a blockchain
systems analyst

Verification of the logical consistency of the
conclusions, their correspondence with the source
digital data, the completeness of the interpretation

of the facts established, and consistency

with other evidence in criminal proceedings

Establishing the evidential
value of the materials
and conclusions
of a blockchain
systems analyst

Source: compiled based on O. Olukoya (2021), F. Casino et al. (2022), F. Nujumudeen et al. (2026)
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The model suggested changes the way in which
the procedural evaluation of the materials and find-
ings of a blockchain systems analyst is carried out by
shifting the emphasis from examining the individual
characteristics of the evidential information to eval-
uating the whole process by which it is generated.
It enables the results of a blockchain analysis to be
treated as a single entity in the context of procedur-
al review, with the legality of the way digital data
was obtained, the scientific validity of the methodol-
ogy used, and the logical strength of the conclusions
reached being interconnected components of this one
assessment process. The practical advantage of the
model is that it offers a general approach to the as-
sessment of the materials and conclusions of a block-
chain systems analyst, regardless of the software
employed, the kind of blockchain network involved,
or the type of digital assets under examination. It
permits the use of consistent criteria for procedur-
al review both in the pre-trial investigation and in
judicial proceedings, and at the same time provides
a methodological foundation for establishing a uni-
form legal practice in the use of blockchain analysis.

Application of the materials and conclusions

of a blockchain systems analyst

in criminal proceedings

It is necessary to test the consistency of a theoretical
model designed for assessing the materials and find-
ings of a blockchain systems analyst against the actu-
al methods that have developed in legal practice. The
evidential value of the results of a blockchain anal-
ysis is finally determined at trial, the court having
not only to decide whether the results can be used
to support circumstances pertinent to a criminal case
but also to judge whether the examination methods
employed were adequate, whether the conclusions
reached are well grounded, and whether they are in
agreement with the other evidence. Thus, by examin-
ing the case law, it is possible to discover the criteria
which in fact come into use when evaluating block-
chain-analysis materials, no matter what the specific
features of the individual criminal cases are.

The decisions of the courts show a change in
the way blockchain-analysis evidence is evaluat-
ed: rather than viewing blockchain technology as
a technical tool for recording digital information,
the courts now assess the outcome of professional
analytical work carried out by examining distrib-
uted-ledger data. Today’s judicial scrutiny does not
stop at information regarding the movement of digi-
tal assets; it also looks at the validity of the methods
employed to reconstruct that information, the veri-
fiability of the algorithms used, the reliability of the
|

connections made between crypto-addresses, and
the extent to which the analytical conclusions are
sufficient to support legally relevant facts. This sug-
gests that a comprehensive approach has developed
towards the evaluation of the materials and conclu-
sions provided by a blockchain systems analyst, one
that goes beyond checking the technical accuracy of
the entries in the blockchain. It is for this reason that
the following analysis aims to identify general pat-
terns in the way such materials and conclusions are
used in criminal proceedings and to ascertain how
well the judicial approach corresponds with the con-
ceptual model of comprehensive procedural assess-
ment set out in this study.

Approaches to the use of blockchain-analysis ma-
terials in criminal proceedings are most fully illus-
trated by judicial decisions in which the results of
analyses of public blockchain networks have been as-
sessed. An examination of such decisions shows that
the scope of judicial review increasingly encompasses
not only information on digital transactions, but also
the methods used for its analytical processing. This is
directly relevant to determining the evidential value
of the materials and conclusions of a blockchain sys-
tems analyst. The only case in which the court exam-
ined the admissibility of blockchain-analysis material
was the Case of the United States v. Gratkowski'. This
case dealt with whether information derived from ex-
amining publicly available data on the Bitcoin net-
work could be used to prove certain circumstances
in a criminal trial. The court started from the as-
sumption that transaction data is stored in a publicly
accessible distributed ledger and that its analytical
processing allows the reconstruction of the pathways
of digital asset movements and the establishment
of links between individual transactions. The court
admitted the use of specialised blockchain-analysis
tools for tracing cryptoassets and for subsequently
identifying digital addresses, even though the court
did not independently assess the scientific validity of
the methods employed.

The same approach can be seen in the Case of the
United States v. Harmon?, with the difference that
blockchain analysis was applied on a wider scale.
Beyond reconstructing the flow of digital assets, the
findings from the analytical investigation were em-
ployed to establish financial connections between
various transactions, to identify the methods used for
hiding the origin of crypto-assets, and to confirm that
a money-laundering scheme had operated via the
Helix cryptocurrency-mixing service. In reaching its
conclusion, the court essentially acknowledged that
the results of blockchain analysis can be used to re-
construct complicated financial relationships, on the

! Case of the United States v. Gratkowski. (2020, June). Retrieved from https://www.govinfo.gov/app/details/USCOURTS-ca5-19-50492.
2 Case of the United States v. Harmon. (2020, July). Retrieved from https://case-law.vlex.com/vid/united-states-v-harmon-893236324.
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condition that they are supported by other evidence.
At the same time, the main emphasis continued to be
on the evidential value of the circumstances proven,
while the scientific reliability of the methodology in
question had not yet become an independent matter
for procedural evaluation.

A more thorough method of evaluating materials
obtained from blockchain analysis is demonstrated
in the Case of the United States v. Sterlingov!, in
which the court’s analysis did not stop at the results
of the blockchain analysis but also included a judg-
ment of the scientific validity of the methodology
employed to arrive at those results. The court looked
into the operating principles of the Chainalysis Re-
actor software, the specific aspects of applying tech-
niques for clustering cryptoaddresses, the means by
which digital assets were attributed to particular
individuals, and the possibility of testing the meth-
odology against scientific-reliability standards estab-
lished in the case law using the Case of Daubert v.
Merrell Dow Pharmaceuticals, Inc.2. In that case, the
court did not merely consider the findings and con-
clusions of the blockchain systems analyst but also
examined the reproducibility of the analytical re-
sults, the transparency of the algorithms employed,
and the possibility of independently verifying the
conclusions reached. This kind of approach indicates
that judicial evaluation involves not just the out-
come of the blockchain analysis but also the process
by which that outcome is reached, something which
is directly pertinent to assessing the evidential value
of the materials in question.

An examination of court rulings shows that, even
though there are differences in the factual situa-
tions of criminal cases, the way in which the courts
have evaluated materials produced by blockchain
analysis is in line with the model of comprehensive
procedural assessment set out in this study. In the
Case of the United States v. Gratkowski®, the em-
phasis was placed on deciding whether information
derived from a public blockchain could be used, in
other words, on judging the source of the evidential
information. In the Case of the United States v. Har-
mon*, the court evaluated the evidential value of the
blockchain-analysis results together with other evi-
dence, thus showing a move towards looking at the
outcomes of the analytical work. The most thorough
|

approach is seen in the Case of the United States v.
Sterlingov®, where the court looked not only at the
findings of the analysis but also at the scientific va-
lidity of the blockchain-analysis methodology em-
ployed. This demonstrates that the model proposed
is not merely an abstract theoretical idea, but rather
mirrors actual patterns that are already present in
current legal practice when assessing the materials
and conclusions of blockchain systems analysts. The
need for the source data to have a lawful and veri-
fiable origin, for the analytical results to be linked
to the subject matter of the case, for the methodolo-
gy to be transparent, and for the results to be repro-
ducible, independently verifiable, and supported by
other evidence is common to all cases. These criteria
are in agreement with the general provisions of Ar-
ticles 84-86 and 94 of the Criminal Procedure Code
of Ukraine® and can therefore be applied when as-
sessing blockchain-analysis materials in Ukraine. At
the same time, the Daubert standard, the procedural
rules concerning the admission of expert evidence,
the binding character of court decisions, and the US
courts’ views on reasonable expectations of priva-
cy with regard to public blockchain data reflect the
specific features of the American legal system. They
can therefore be used only as a point of comparison,
and not as criteria to be directly applied in Ukrainian
criminal procedure.

The way in which the Ukrainian judicial sys-
tem evaluates documents relating to virtual assets
is somewhat different. In its Ruling of the Appeal
Chamber of the High Anti-Corruption Court in Case
No. 991/10335/23” examined information about
crypto-wallets, transactions involving Bitcoin and
Tether USD, a seed phrase (which is a mnemonic
phrase used to regain access to a crypto-wallet), the
records of the inspection of the information, and the
transaction data in order to conclude that the virtu-
al assets in question belonged to a specific person.
The court placed more emphasis on evidence show-
ing the establishment of the wallets, the possession
of them, and actual control over the assets, taking
into account the entire body of this information. It
also considered separately the documents relating to
the inspection of the information on the virtual as-
sets and the transactions, as well as the arguments
that the seed phrase and the crypto-wallets belonged

! Case of the United States v. Sterlingov. (2024, February).

col/115886148.html.

Retrieved from https://caselaw.findlaw.com/court/us-dis-crt-dis-

2Case of Daubert v. Merrell Dow Pharmaceuticals, Inc. (1993, June). Retrieved from https://www.govinfo.gov/app/details/

USREPORTS-509/USREPORTS-509-579.

3 Case of the United States v. Gratkowski. (2020, June). Retrieved from https://www.govinfo.gov/app/details/USCOURTS-ca5-19-50492.
4 Case of the United States v. Harmon. (2020, July). Retrieved from https://case-law.vlex.com/vid/united-states-v-harmon-893236324.

5Case of the United States v. Sterlingov. (2024, February).

col/115886148.html.

Retrieved from https://caselaw.findlaw.com/court/us-dis-crt-dis-

6 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17?lang = en&utm.
7 Ruling of the Appeal Chamber of the High Anti-Corruption Court in Case No. 991/10335/23. (2024, October). Retrieved from https://
opendatabot.ua/court/122788762-d3bb098fe38ee6185f61abeale44ec4?.
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to someone else. Finally, the court decided that the
circumstances established were enough to keep the
relevant virtual assets seized.

Another feature of the Ukrainian approach can
be seen in the Ruling of the Shevchenkivskyi District
Court of Kyiv in Case No. 761/11447/24!. In this
case, a detective from the Department of Detectives
for Economic Protection in the Field of Virtual As-
sets of the Bureau of Economic Security of Ukraine
submitted an application for temporary access to
certain items and documents. The court rejected
the application since the prosecution had not stat-
ed which circumstances in the criminal proceedings
were to be proven by the information requested or
what material importance it had in establishing those
circumstances. The ruling therefore demonstrates the
application of the general procedural criterion of ev-
idential value irrespective of the digital form of the
information: access to information must be justified
by its specific connection with the circumstances to
be established in criminal proceedings.

A comparison of USA and Ukrainian judicial
practice indicates different degrees of development
in approaches to the procedural assessment of block-
chain-analysis materials. In US practice, the subject
of judicial assessment has gradually expanded from
verifying the source of blockchain information and
its evidential value to examining the scientific reli-
ability of blockchain-analysis methods. In Ukraine,
this method is still in its early stages of development.
Although Ukrainian courts have already incorporated
various aspects of the proposed model — particularly
when looking at the link between digital information
and the circumstances in issue, the information’s or-
igin, and its consideration together with other evi-
dence - a full evaluation of the blockchain-analysis
methodology, including its reproducibility and scien-
tific reliability, has not yet reached the level of devel-
opment found in current US practice. This indicates a
transformation of blockchain analysis from an auxil-
iary technical tool into a specialised means of obtain-
ing evidential information. The identified patterns
support the need to distinguish blockchain-analysis
materials from the conclusion of a blockchain sys-
tems analyst as distinct procedural forms through
which specialised knowledge is used.

m Discussion

The study substantiated that the materials and con-
clusions of a blockchain systems analyst are products
of applying specialised knowledge and cannot be
reduced to a reproduction of information contained
in a distributed ledger. This approach made it pos-
sible to distinguish primary blockchain data from
|

the results of their professional analytical processing
and to determine the independent place of the ana-
lyst’s materials and conclusions within the eviden-
tial framework of criminal proceedings. The findings
are consistent with those of H.F. Atlam et al. (2024),
whose systematic review of research in blockchain
forensics showed that the principal areas of develop-
ment remain the improvement of transaction-analy-
sis methods, crypto-address clustering, and the trac-
ing of digitalasset movements. However, the authors
focused primarily on the functional capabilities of
blockchain-analysis tools, while the procedural sta-
tus of the results of such analytical activity was not
examined separately. In the present study, the focus
was shifted from the technological characteristics of
blockchain analysis to the legal nature of the materi-
als and conclusions produced through its use, which
made it possible to identify them as independent
products of applying specialised knowledge.

M. Frowis et al. (2020) examined the conditions
under which the results of cryptocurrency forensic
examinations retain their evidential value. The au-
thors demonstrated that documenting the examina-
tion procedure, the possibility of reproducing it, and
control over the integrity of the results are decisive.
This approach accords with the findings of the pres-
ent study, but addresses the forensic aspect of the
issue primarily. The study further shows that, even
where the requirements of forensic reliability are
met, the materials and conclusions of a blockchain
systems analyst require a separate procedural-le-
gal assessment. Their evidential value depends not
only on the manner in which the examination was
conducted, but also on the nature of the analytical
result produced. The evidential value of blockchain
data was also examined by O.A. Musbih (2026) in
a study devoted to the use of blockchain entries in
criminal proceedings. The author argued that the
defining characteristics of such entries are their au-
thenticity, integrity, and verifiability, which permit
their use as a source of evidential information. The
findings of the present study do not contradict this
conclusion, but offer a different level of analysis.
Whereas O.A. Musbih regarded blockchain entries
themselves as the object of assessment, the present
study identifies the materials and conclusions of a
blockchain systems analyst as the result of intellectu-
al and analytical activity formed on the basis of those
entries. This distinction explains why the procedural
assessment of blockchain-analysis results cannot be
confined to verifying the properties of primary dis-
tributed-ledger data.

The study also substantiated that the procedur-
al assessment of the materials and conclusions of a

! Ruling of the Shevchenkivskyi District Court of Kyiv in Case No. 761/11447/24. (2024, April). Retrieved from https://zakononline.ua/

court-decisions/show/118588220.
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blockchain systems analyst cannot be limited to veri-
fying their compliance with the traditional criteria of
relevance, admissibility, and reliability. The proposed
conceptual model is based on the need for a compre-
hensive assessment of three interrelated components:
the lawfulness of obtaining and using digital informa-
tion, the scientific soundness of the blockchain-anal-
ysis methodology applied, and the logical cogency of
the analytical conclusions drawn. This approach takes
account of the particular manner in which evidential
information is formed through the professional ana-
lytical processing of distributed-ledger data. A sim-
ilar issue was explored by L.A. Haji et al. (2026) in
a study on ensuring continuity in the chain of cus-
tody of digital evidence and assessing its lawfulness
in criminal proceedings related to post-conflict in-
vestigations. The authors argued that the evidential
value of digital information depends on the ability to
confirm the immutability of digital data, trace every
stage of their processing, and ensure oversight of the
lawfulness of their use. The findings of the present
study accord with this approach, but extend its scope.
Whereas the study by L.A. Haji et al. associates pro-
cedural reliability primarily with compliance with
requirements for preserving digital evidence, the
present study demonstrates that this is insufficient
for assessing blockchain-analysis materials. In addi-
tion to verifying the source of digital information,
it is also necessary to assess the scientific soundness
of the methods used to examine it and the reason-
ing underlying the analytical conclusions drawn.

The integrity of digital evidence was also exam-
ined by A.Y. Krishna & N. Kumar Chaudhary (2026),
who proposed a model for using blockchain technol-
ogy to document, preserve, and monitor digital evi-
dence in criminal proceedings. Their study conclud-
ed that the use of blockchain increases confidence in
digital evidence by preventing unauthorised altera-
tion and making information-recording procedures
transparent. The present study does not challenge
this conclusion, but demonstrates that ensuring the
integrity of digital data is not equivalent to confirm-
ing the evidential value of blockchain-analysis re-
sults. The immutability of information concerns the
properties of the source data, but does not enable an
assessment of the validity of the analytical method-
ology applied or the soundness of the conclusions
based on it. For this reason, the proposed model of
procedural assessment encompasses not only the
properties of digital information, but also the proce-
dure for its analytical interpretation.

Another line of research is represented by the
study of Y. Park & D. Jeong (2026), which developed
a digital-evidence management model combining fo-
rensic procedures with multi-level access-verification
mechanisms. The authors proceed from the premise
that the proper organisation of processes for storing,
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documenting, and using digital evidence creates the
necessary conditions for ensuring its evidential val-
ue. The present findings generally accord with this
position, but support a broader conclusion. Effective
digital-evidence management does not in itself re-
solve the issue of assessing the materials and conclu-
sions of a blockchain systems analyst, as this requires
verification not only of the process of handling digi-
tal information, but also of the scientific soundness of
the blockchain-analysis methods used and the logical
coherence of the conclusions drawn. In this respect,
the conceptual model proposed in the study may be
regarded as a procedural complement to existing
technical models of digital-evidence management, as
it establishes criteria for assessing the outputs of an-
alytical activity, rather than merely requirements for
their preparation and storage.

The analysis of legal practice showed that the
procedural assessment of the materials and conclu-
sions of a blockchain systems analyst is gradually
moving beyond verification of the authenticity of
digital data. Judicial assessment now concerns not
only information obtained from a distributed ledger,
but also the methods of its analytical processing, the
soundness of the research methods used, and the per-
suasiveness of the conclusions drawn. This makes it
possible to regard blockchain-analysis materials as an
independent object of procedural assessment, whose
evidential value is determined by a combination of
legal, scientific-methodological, and analytical char-
acteristics. Similar trends are evident in the study by
S. Kaya et al. (2026), which addressed the evidential
value of blockchain technology in civil justice. The
authors concluded that the use of blockchain entries
in judicial proceedings is gradually shifting from
viewing them as a technical means of confirming the
authenticity of information to assessing their eviden-
tial value in conjunction with other evidence and the
procedural circumstances of the case. The present
findings accord with this approach, but extend it to
criminal procedure. The study showed that, in crim-
inal proceedings, the subject of judicial assessment
is broader, as it encompasses not only the properties
of blockchain entries, but also the results of profes-
sional analytical activity formed on their basis. This
indicates that the procedural significance of block-
chain-analysis materials is not determined in isolation,
but in the context of assessing the manner in which
they are formed and used in the evidential process.

Another dimension of the issue is addressed in
the study by N. Xiao et al. (2024), which proposed a
blockchain-based digital-forensics model for ensuring
the preservation of evidence and supporting investi-
gations in industrial Internet of Things networks. The
authors argued that the use of blockchain ensures
the integrity of digital information, transparency in
its processing, and the possibility of monitoring all
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operations involving evidence. This approach accords
with developments in digital forensics, although its
main emphasis is on the technological mechanisms
by which the system operates. The findings of the
present study make it possible to complement this
approach with a procedural dimension, showing that
even proper technical arrangements for handling
digital evidence do not remove the need for a sepa-
rate assessment of the materials and conclusions of a
blockchain systems analyst. The evidential value of
such materials is determined not only by the possibil-
ity of tracing the provenance of digital information,
but also by the soundness of its analytical interpreta-
tion and its capacity to confirm circumstances falling
within the subject matter of proof.

A synthesis of the findings supports the conclu-
sion that the development of blockchain technolo-
gies in criminal proceedings is accompanied by a
gradual shift in emphasis from examining the tech-
nical characteristics of digital evidence to develop-
ing procedural approaches for assessing the results
of its professional analytical processing. According-
ly, future research should be directed not only to-
wards improving blockchain-analysis technologies,
but also towards developing uniform procedural
criteria for assessing the materials and conclusions
of blockchain systems analysts. This approach will
help align advances in digital forensics with the
requirements of proof in criminal proceedings and
ensure a more consistent use of blockchain-analysis
results in legal practice.

m Conclusions

It was established that these outputs of professional
activity cannot be regarded as a type of blockchain
data or as a technical reproduction of information
contained in a distributed ledger. They constitute
independent products of applying specialised knowl-
edge, formed through the comprehensive analytical
processing and interpretation of digital data and the
identification of legally significant links between dig-
ital assets, crypto-addresses, and other information
objects. The comparison of the materials and conclu-
sions of a blockchain systems analyst with a forensic
expert’s opinion and a specialist’s consultation or ex-
planation according to five criteria — their legal na-
ture, the person responsible for their preparation, the
subject matter of the examination, the content of the
result, and their functional purpose — supports the
conclusion that they constitute an independent cate-
gory of results arising from the application of special-
ised knowledge in criminal procedure. This indicates
that they cannot be fully equated with existing pro-
cedural institutions.

It was substantiated that the procedural assess-
ment of the materials and conclusions of a block-
chain systems analyst should be based on the general
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criteria of relevance, admissibility, and reliability,
although their content requires adaptation to the
particularities of blockchain analysis. Relevance is
determined by the connection between the results of
analytical processing and the subject matter of proof.
Admissibility encompasses not only the lawfulness of
obtaining the source data, but also the verifiability
of the entire analytical-processing cycle. Reliability
depends on the reproducibility of the examination
results, the transparency of the algorithms used, the
verifiability of heuristic models, and the possibility
of independently confirming the conclusions drawn.
The study resulted in the development of a concep-
tual model for the comprehensive procedural assess-
ment of the materials and conclusions of a blockchain
systems analyst. The study resulted in a conceptual
model that submits the materials and conclusions of
a blockchain systems analyst to three interdependent
stages of procedural scrutiny: the source of the evi-
dential information, the methodology of the block-
chain analysis, and the results of the analytical activ-
ity. Unlike the conventional approach, the proposed
model considers the entire process through which ev-
idential information is formed, from the lawfulness
of obtaining digital data to the logical soundness of
the analytical conclusions.

The analysis of court decisions confirmed that le-
gal practice is gradually moving from assessing the
technical properties of blockchain technology to ex-
amining the scientific soundness of blockchain-analy-
sis methods, the reliability of the conclusions drawn,
and the possibility of their independent verification.
The identified progression of judicial approaches in-
dicates that the proposed model is practically consist-
ent with current trends in the use of blockchain analy-
sis in criminal proceedings. The study is limited by its
reliance on decisions of US courts, where issues con-
cerning the use of blockchain analysis have received
the most thorough procedural treatment. This makes
it necessary to expand the comparative basis of the
research by examining the judicial practice of other
states as it develops. Further research should focus
on developing procedural requirements for the for-
mal presentation of the materials and conclusions of
blockchain systems analysts, defining criteria for as-
sessing individual blockchain-analysis methods, and
examining the use of analytical findings from different
types of blockchain networks in criminal proceedings.
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m AHorarmisa. MeToio JociimkeHHs OyJio OOIpyHTYBaHHs MPaBOBOI MPUPOAM MaTtepiaiiB i BHCHOBKIB
aHaJiTUKa OJIOKYelH-cucTeM, BU3HAUYeHHSA KpUTepiiB 1X mporecyasabHOl OLiHKYU U y3arajJbHeHH: MigXO04iB
[0 BUKOPUCTAHHA B KPUMiHaJIbHOMY NpOBa/XXeHHi. MeTooJ0oTiYHNI qU3aliH JOCIi/I)KeHHA I'PyHTYBaBCsA
Ha IO€JHaHHI aHaJIi3y HayKoBO1 JiiTepaTypu, GOopMaabHO-IOPUANYHOT0, TIOPiBHAJIBHO-IIPABOBOTO METO/|B,
aHaJi3y CyAOBOl MpPaKTUKM Ta KOHLENTYyaJIbHOI'O MOJeJII0BaHHA. Y MOOCJiAXeHHi 3’COBaHO IpaBOBY
NpUpOJY MaTepiasiB i BUCHOBKiB aHaJIiTMKa OJIOKYEH-CUCTEM AK CAMOCTiHNUX pe3yJIbTaTiB 3aCTOCYBaHHA
crierjiaJibHUX 3HaHb, cOOPMOBAHNUX YHACIiAOK NMpodeciiiHOl aHAIITUYHOI OOpOOKU JaHUX PO3MOAiJIeHUX
peecTpiB. BuokpemyeHO BigMiHHOCTI MiX MaTepiajiaMu Ta BHUCHOBKOM aHaJliTMKa OJIOKYEHH-CHCTEM 3a
IXHBOIO IPAaBOBOIO IPUPOA0I0, 3MiCTOM, GYHKIIiOHAJIbHUM IPU3HAUYEHHAM i MicLieM y mpor1ieci Joka3yBaHHs,
a TakoX OOIPyHTOBAHO X BiJMeXyBaHHsA Bifl BUCHOBKY CyJOBOTr0O eKcIlepTa Ta KOHCYJbTallil creniasicTa.
BcTtaHoBJieHO, IO MpoljecyajibHa OIliHKAa MaTepiaJiiB i BHUCHOBKIB aHa/liTUKa Ma€ 3AiHMCHIOBAaTUCA Ha
OCHOBI KJIAaCUUYHUX KPUTEPiiB HaJIE€XKHOCTi, JOMYCTUMOCTi Ta JOCTOBIPHOCTI 3 ypaxyBaHHAM 0COOJIMBOCTEN
iXx GopMyBaHHA, a He TEXHIYHHUX XapaKTepUCTHUK OJOKYelH-TexHoJoril. J[oBeJeHO, IO KpUTepiaMHu
HaJIE)XHOCTI € 3B’A30K pe3yJibTaTiB OJIOKYeH-aHaJiTUKUA 3 ONpeAMeTOM OOKa3yBaHHHA, AOMYCTUMOCTI —
3aKOHHICTh OTPHMMAaHHA BUXIJHUX [OaHUX, IIPO30PIiCTh aHAJiTUYHOI METOAWKM Ta MOXJIHUBICTH 11
He3aJIeKHO] NepeBipKy, a JOCTOBIPHOCTI — BiATBOPIOBAHICTh pe3yJIbTaTiB, IepeBiplOBaHiCTh eBPUCTUYHUX
MoJiesieH, IPO30PiCTh aJrOPUTMIB i HayKOBa OOTpyHTOBaHiICTh CHOPMYJIBOBAHUX BUCHOBKiB. PO3po6iieHO
KOHIIENTyaJlbHy MOJeJjilb KOMILJIEKCHOI IIpollecyajibHOI OI[iHKM MarepiajiB i BHUCHOBKIB aHaJliTUKa
OJIOKYEeH-CUCTeM, KA OXOILUIIOE TPU B3a€EMOIOB’sI3aHi eTamu: OLIiHKY XepeJja A0Ka30Boi iHGopMariii,
OI[iHKYy MeTomoJoril OJoKYelH-aHali3y Ta OLiHKy pe3yJibTaTiB aHaJiTU4YHOI AiAnbHOCTi. OTpuMaHi
pe3yJbTaTu MOXYTh OyTH BHKOPHMCTaHi CHiqUMMM, IPOKypOpaMmu, aJBoKaTaMy, CyJOBUMH eKCIlepTaMH
11 aHaJliTUKaMu OJIOKYeH-CUCTeM IIiJl Yac OLiHIOBaHHA MaTepiasiB 6JI0K4YelH-aHaIiTUKY, OKpeCcJIeHHA 1X
J0Ka30BOr0 3HaUYeHHsA Ta 3abe3neveHHs €QUHUX MiAXO0AiB JO BUKOPHCTAHHA TaKol JOKa30Bol iHpopmarlil
B KpUMiHaJIbHOMY IIpOBa/I>)XeHHi

m Kitlo4oBi cisioBa: kpuMiHasbHe NpPOBaKeHH:; IuGpPOBi oKasy; Joka3oBa iHdopMaris; mpolecyaibHa
OIIiHKa; BipTyaJIbHi aKTHBU
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