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CYBERTERRORISM: CHALLENGE FOR SOCIETY AND LAW 
ENFORCEMENT 

Before we start, we need to understand what is ―cyberterrorism‖ and 

how it is used different terror groups? The term ―cyberterrorism‖ is 

complex and combines two concepts: ―cyber‖, referring to cyberspace, and 

―terrorism‖, whose meaning and scope will be analyzed later. On this basis, 

we can assume that cyberterrorism is a special type of terrorism, where the 

―place‖ or ―medium‖ is carried out in cyberspace. Cyberspace is considered 

―a globally interconnected network of digital information and 

communications infrastructures‖, normally understood to mean the internet 

and, more broadly, computer networks. 

The concept of cyberterrorism usually refers to a range of very 

different actions, from the simple spread of propaganda online, to the 

alteration or destruction of information, and even to the planning and 

carrying out of terrorist attacks via the use of computer networks. As such, 

in order to better understand what cyberterrorism is, this article will begin 

by analyzing the concept of ―terrorism‖ – including its structure, harm 

principle, and elements – as a broad category to which the species 

―cyberterrorism‖ belongs; later, it will delimit the idea of cyberterrorism 

and distinguish it from others with which it has a certain similarity; finally, 

it will raise some of the most important challenges that cyberterrorism 

implies in a global and technologically interconnected world. 

That cyberterrorism is defined by its location or the medium through 

which it is executed can be criticized to some extent. To address such 

criticisms, a comparison can be made to aircraft hijacking terrorist acts, 

such as the 9/11 terrorist attacks on the World Trade Center; or vehicle-

based terrorist attacks, such as when a truck deliberately drove into a crowd 

of people on the Nice promenade in 2016. In reality, the scope of 

cyberterrorism appears to follow the general tendency for many ―real 

world‖ phenomena to be replicated online. Thus, it is common to talk about 

―cyber activism‖ as a type of activism carried out online; or ―cyberbullying‖ 

being a type of bullying which also occurs online. Similarly, it‘s not 

difficult to imagine that, with the rise of terrorism, there has also emerged 

it‘s virtual strain: cyberterrorism. 

However, it is possible to distinguish between two kinds of 

―cyberterrorist‖: The first kind, likely to be more common, is the traditional 

―terrorist‖ that uses the internet as well as information and communication 
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technologies to perpetrate their attacks. In this case, those carrying out 

traditional terrorist attacks take advantage of the benefits offered by these 

technological tools, for example the ability to negatively impact a large 

number of people in a brief period of time without personally physically 

exposing oneself, but from the comfort of their own computer. This applies 

both in the preparation of crime (planning, conspiracy, etc.) and to their 

partial execution (attempted crime) or completion (successful crime.) In the 

case of attacks that make some use of technology, a terrorist can, amongst 

other things, attack the networks that allow for control and supervision of 

industrial processes, systems known as SCADA (Supervisory Control And 

Data Acquisition) or, damage ―critical infrastructure‖, for example the 

water supply and potable water, means of transport and 

telecommunications, health services, etc., which in turn affect a 

considerable number of people. 

Regarding the harm principle, cyberterrorism does not directly attack 

individual interests, that is, those that belong to or serve a specific person or 

a set group of people. On the contrary, cyberterrorism directly affects a 

collective interest, an interest that is owned by or serves the general public. 

As in terrorism, the collective interest directly attacked by cyberterrorism is 

the democratic constitutional order. Hence, it can be affirmed that 

cyberterrorism constitutes an attack against institutional, state, or national 

interests. 

Said characteristics distinguish cyberterrorism from common crimes 

like homicide or assault, but also distinguish cyberterrorism from 

cybercrimes such as computer fraud, all of which directly affect individual 

rather than collective interests. In other words, even if cyberterrorism harms 

or threatens individual interests like the life or health of others, this indirect 

impact is not its ultimate goal, instead the goal is a direct attack on the 

democratic constitutional order. 

As a result we can say that cyberterrorism must comply with the 

structure, harm principle and elements that define terrorism. Consequently, 

if these are not verified, we may be in the presence of a cybercrime and not 

cyberterrorism (for example a computer sabotage.) In terms of its structure, 

cyberterrorism requires the existence of an organization destined to 

perpetrate (cyber)terrorist attacks. Regarding its harm principle, 

cyberterrorism must directly violate a collective interest identified with the 

democratic constitutional order. In terms of its elements, cyberterrorism 

must be executed with the specific purpose of altering constitutional order 

or to topple the legitimately elected government; and must be carried out in 

a manner appropriate to instill terror in people‘s minds, establishing a belief 

that anyone anywhere could be a victim of an attack. 
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Finally, cyberterrorism creates several challenges in a global and 

technologically interconnected world. Committing cyberterrorism involves 

the use of the internet, which offers a series of advantages for those 

participating in the act. In addition, because the real dimensions and 

potential of cyberterrorism are not yet clear, reacting with preparation 

becomes difficult. 
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