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Abstract

The peculiarities of the creation and circulation of virtual assets in the context of their decentralised nature
and limited legal regulation are of not only scientific but also practical interest to both states and other entities
that have the ability and desire to use them in their daily lives. The formation of full-fledged global and national
virtual asset markets is an extremely important step in the context of taking advantage of digitalisation, but
the creation of such markets must be transparent, which cannot be ensured without proper legal regulation.
The research aims to study the legal regulation and reveal the content of virtual assets as a phenomenon
and an instrument from the standpoint of their functional characteristics and the risks that may arise in the
course of their circulation, as well as the abuse in this area and the international experience of combating it.
Comparative legal, analytical, formal logical and synthetic methods of scientific cognition were used in the study
to analyse the legislation of the European Union and other countries and the practice of specialised regulatory
authorities of the United Kingdom and the United States of America concerning their impact on the circulation
of virtual assets. The author draws parallels with the attempts to conduct rule-making processes in Ukraine
and synchronises them with the rule-making work at the international level to create a new conceptual and
regulatory framework and attempt to regulate the status of virtual assets. Several proposals have been made,
the implementation of which will create the preconditions for the development, approval, and implementation
of proper legal regulation of the circulation of virtual assets in Ukraine. Their implementation will enable the
interstate exchange of information to prevent abuses in the field of activity under study, in particular, money
laundering. The results of the study can be used to formulate public policy and improve legislation in the field
of virtual assets circulation
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Introduction

The economy needs clear legal instruments that should
unambiguously and consistently regulate the process-
es in the systems that make up its components. Digital
technologies are an integral part of any modern econo-
my due to their high degree of productivity and techno-
logical capabilities. A distinctive feature of the Ukrain-
ian economy is the introduction of digital technologies
into everyday life, both to speed up management de-
cision-making and to implement them to achieve the
purpose of their adoption. Virtual assets built on block-
chain technology can completely change financial sys-
tems, as these systems do not meet the requirements
of the modern market or the elements that are part of
it in their usual form. The issues of legal regulation of
virtual assets as a phenomenon, solving the problem of
their uncontrolled existence and peculiarities of circu-
lation are not yet sufficiently covered by both foreign
and Ukrainian scholars, which accordingly necessitates
our scientific search and further research in this area.

The issue of legal regulation of virtual assets in the
United States is addressed by M. Inshyn et al. (2018), ex-
ploring the possibilities of legal entities and individuals
to use these assets as legal means of payment. Howev-
er, insufficient attention was paid to the need to intro-
duce such regulation at the federal level, as the authors
focused only on the legislative initiatives of individual
states. To increase the empirical potential of the study,
the author will analyse the practice of the US Securities
and Exchange Commission in dealing with cryptocur-
rency exchanges and the decisions it has made.

The content of the information that should record
the fact of the relevant crypto transfer was analysed
by I. llijevski et al. (2023), noting the need to include
information about the parties to the transfer, although
the ways of its implementation are not fully considered.
The researcher focuses on disclosing the content of the
activities of other bodies that may be involved in the
process of controlling the circulation of such a virtual
asset as cryptocurrency, and the activities of crypto ex-
changes, in particular, in Ukraine and other countries,
and which would prevent abuse in this area. At the same
time, money laundering, which is possible through the
use of virtual assets, was not sufficiently addressed.
This issue is raised by T.V. Pavlenko & M.M. Duchen-
ko (2019). The authors focus on the high level of risk
in the use of cryptocurrencies, revealing the content of
the activities of the financial regulators of the European
Union and the warnings they have made in this regard.
Itis worth noting that this issue requires more scientific
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understanding and the use of the existing practice of
the specified regulators, which is only increasing every
day due to the growing capacity of the virtual asset
market. A. Wadsworth (2018), studying cryptocurren-
cy, points out the possibility of its expression in various
forms, but does not provide a list of them and does not
disclose their content, focusing only on its relation to
the technology of payment infrastructure and achieve-
ments of crypto technologies.

To summarise, it is worth noting that foreign and
Ukrainian researchers have not come up with an un-
ambiguous answer to the question of what cryptocur-
rency is and how it differs from other types of virtu-
al assets, both in terms of content and the specifics of
their acquisition, accumulation, or circulation. At the
same time, the issue of abuse in the handling of virtual
assets has hardly been studied at all, and the existing
abuses are not without subjective perception when as-
sessing actions related to combating money laundering.
This uncertainty poses significant current and potential
threats, not only to the financial and monetary system
of Ukraine but also to any other state, making it possible
for third-party financial influence to be exerted on them
beyond any administrative or criminal law control.

Therefore, the research aims to achieve termino-
logical certainty and establish distinct features of vir-
tual assets as a phenomenon that can harm society. Due
to insufficient legal regulation, particular attention is
devoted to describing the risks and threats arising from
the use of various legal mechanisms in the course of
committing the relevant abuses, so that these abuses
become apparent and are prevented in the future.

Materials and Methods

A range of scientific methods were used in the research.
The comparative legal method was used to analyse the
legislation and analytical documents of the European
Union, the United Kingdom, the United States of Amer-
ica, and Australia, comparing them with Ukrainian ini-
tiatives. The study used the provisions of the Markets
in Crypto-assets Regulation!, the UK National Money
Laundering and Terrorist Financing Risk Assessment
Report (HM Treasury, 2020), and the US Securities and
Exchange Commission’s practice of interaction with
cryptocurrency exchanges (Charges Against Binance)?
The analysis of these documents and the experience
gained formed the basis for the development of pro-
posals for regulating the circulation of virtual assets
in Ukraine. The development of the Regulation on the

! Position of the European Parliament EP-PE_TC1-COD(2020)0265 “Adopted at first reading on 20 April 2023 with a view to the adoption
of Regulation (EU) 2023/... of the European Parliament and of the Council on markets in crypto-assets, and amending Regulations (EU)
No. 1093/2010 and (EU) No. 1095/2010 and Directives 2013/36/EU and (EU) 2019/1937". (2023, April). Retrieved from https://www.

europarl.europa.eu/doceo/document/TC1-COD-2020-0265_EN.pdf.

2 Civil Action No. 1:23-cv-01599 “SEC Complaint against Defendants Binance Holdings Limited”. (2023, May). Retrieved from https://www.

sec.gov/files/litigation/complaints /2023 /comp-pr2023-101.pdf.
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Regulation of Virtual Assets made it possible to pro-
pose the division of virtual assets into forms depending
on their content and content, highlighting their general,
common features and distinctive characteristics. The
Report on the National Money Laundering and Terror-
ist Financing Risk Assessment in the United Kingdom
made it possible to use the experience of specialised
bodies in implementing a systematic analysis of the
processes related to the need to take measures to con-
trol the shadow capital flow. The practice of the US Se-
curities and Exchange Commission’s interaction with
cryptocurrency exchanges, a review of response tools
and attempts to influence the activities of specific cryp-
tocurrency exchanges have pointed to the need to unify
international legal regulation of their activities.

The application of comparative legal and analytical
methods was used to utilise the best practices of bank-
ing and financial regulators in the United States, such
as the Securities and Exchange Commission (SEC) and
the Commodity Futures Trading Commission (CFTC)?,
the work of the Financial Action Task Force on Money
Laundering (FATF) (FATF, 2015) and to provide the au-
thor’s recommendations on approaches to the tracing
and seizure of virtual assets. These methods were used
during the development of the European Parliament
and Council?® Directive on the Prevention of the Use of
the Financial System for Money Laundering or the Fi-
nancing of Terrorism to determine the limits of legal
liability when establishing existing permits or restric-
tions on the exchange of real assets for virtual ones.

The use of formal logical method was used to de-
scribe the mechanisms of abuse of such existing tools
for exchanging fiat currency for virtual tokens as 2P2
(from the English peer-to-peer, person-to-person - from
person to person, from equal to equal) and unregulated
crypto exchanges (operating based on regulated cur-
rency exchanges). New forms of virtual assets — NFTs
and marketplaces as platforms for their purchase/sale -
are also highlighted. This method was used to highlight
the process of illegal use of virtual assets to transfer as-
sets from the real economy to the virtual sphere and to
further move significant amounts of financial resources
without state control and supervision, with the corre-
sponding risks for the state. The synthesis method was
used to develop and propose the use of the concept of
“virtual asset mixing” to describe the process of legali-
sation of financial resources from uncertain sources of
origin and their uncontrolled transfer to another legal
jurisdiction.

https://www.sec.gov/files/litigation/investreport/34-81207.pdf.

from https://zakon.rada.gov.ua/laws/show/985_017#Text.

litigation/complaints/2023/comp-pr2023-101.pdf.

Results and Discussion

As a derivative of blockchain technology, virtual assets
first began to spread in the information space only in
2008, when the study “Bitcoin A Peer-to-Peer Electron-
ic Cash System” was published (Krishnan et al, 2023).
For the proper formation of the definition of term
“cryptocurrency”, the concept of “currency” and con-
sider the world practice should be considered. Thus, in
its standard terms and conditions, the European Bank
for Reconstruction and Development defines “curren-
cy” as the legal tender of a country, which is a legal ten-
der for the payment of public and private debts in that
country?® Although financial regulators in EU countries
have warned citizens that cryptocurrencies are very
risky assets due to their high volatility and speculative
prices, the number of participants in this market is only
growing every year (Pavlenko & Duchenko, 2019).

The legislation of most foreign countries in these
matters is guided by their achievements and peculiar-
ities of the perception of virtual assets. Relevant regu-
lation of the issue under study, in one form or another,
already exists in the United States, the United Kingdom,
Australia, New Zealand, Germany, Austria and France. It
is worth emphasising that this regulation is fragment-
ed and will require the development of supranational
rules in the future, as the circulation of virtual assets
and the peculiarities of ensuring the technical compo-
nent of this issue makes it possible to disregard the
borders of the territories within which modern states
exist. Virtual assets are usually decentralised and are
not controlled by states or their financial or securities
authorities. At the same time, attempts to introduce
control or regulation tools for the circulation of virtual
assets can be seen in the activities of the United States
Securities and Exchange Commission (SEC), when, on
its initiative, the activities of some crypto exchanges
become the subject of court proceedings as part of rel-
evant investigations, including Binance*. This investiga-
tion is being conducted in light of alleged violations of
investor protection and the circulation of virtual assets
treated as securities, as no other legal regulation has
been adopted to which the SEC could appeal. Thus, spe-
cialised authorities are already beginning to use their
control and supervisory functions in their interaction
with the virtual asset market.

Evolution of the terminological uncertainty of
the concept of “cryptocurrency”. Given a certain inac-
curacy in the content of the concepts of “cryptocurren-
cy” and “virtual asset”, the author suggests that when

! Report of Investigation according to Section 21(a) of the Securities Exchange Act of 1934: The DAO No. 81207. (2017, July). Retrieved from
% Directive (EU) 2018/843 “Of the European Parliament and of the Council of 30 May 2018 amending Directive (EU) 2015/849 on the
prevention of the use of the financial system for money laundering or terrorist financing, and amending Directives 2009/138/EC and
2013/36/EU" (2018, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=celex%3A32018L0843.

3 Position No. 985_017 “Standard terms and conditions of the European Bank for Reconstruction and Development”. (2006, May). Retrieved

* Civil Action No. 1:23-cv-01599 “SEC Complaint against Defendants Binance Holdings Limited”. Retrieved from https://www.sec.gov/files/
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defining their content, the following aspects should be
considered - cryptocurrency is not a currency in its
broadest sense, it should be considered the most con-
venient type of virtual asset among those that already
exist. Given the potential protection and support of cen-
tralised states, it is cryptocurrencies that can, based on
the existing supply and demand, and above all, investor
confidence, be a means of accumulating and transfer-
ring the relevant value. Ultimately, cryptocurrencies
can become a type of currency only after they are intro-
duced and recognised by a particular state as a CBDC
(Central bank digital currency). In general terms, cryp-
tocurrency is a type of virtual asset that is intangible
and has other forms of manifestation besides crypto-
currency, but cryptocurrency, due to its universal na-
ture, is the most convenient way to transfer value.

The current absence of regulatory definitions of
what cryptocurrency is indicates the need for proper
legal regulation of this issue. The establishment of such
definitions and their regulatory consolidation should
provide all interested parties with the opportunity to
use such assets and do so in a way that does not threat-
en the traditional financial and monetary system of any
state. Ignoring the above will make it impossible for
any national economy, especially Ukraine’s, to integrate
into the global economy, where the share of virtual as-
sets in turnover and capitalisation is growing rapidly.
So far, virtual assets are not replacing traditional means
of payment or accumulation of value, but in the near
future, this will begin to happen. It is also worth men-
tioning other forms in which virtual assets and capital
transfer instruments are reflected. These, in the author’s
opinion, include tokens of crypto projects (Ethereum,
Tether), crypto exchanges (Cake), proprietary tokens of
crypto networks (Aptos, Arbitrum, Optimism), etc., and
non-fungible tokens (NFTs) or their collections, each of
which has its capitalisation, supply and demand. NFTs
are not a currency, as each of them is unique and inimi-
table, but similar to any other form of virtual asset (im-
age, sound recording, etc.), they can be a means of ac-
cepting and accumulating a certain value, storing, and
transferring itanywhere in the world, including through
the purchase and sale, or even unilaterally destroying it.
Each of the above forms of virtual assets is technically
similar to each other, but they are completely different
in their functional purpose as instruments of both cap-
ital consolidation and its movement between owners.

So far, despite the existing attempts to regulate only
the issuance and circulation of crypto project tokens
and cryptocurrencies?, the circulation of NFTs remains
outside the regulators’ attention, although their cap-
italisation and circulation are becoming increasingly
significant and are already used as a tool for capital
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movement. It is the problem of crypto project tokens
and the possibility of their instrumental use that has
led to the emergence of proposals for the introduction
of CBDC. In particular, the XRP (Ripple) token is cur-
rently used by financial institutions for settlements,
currency exchange, and cross-border money transfers
(Chakraborty et al, 2023). However, the implementa-
tion of CBDC requires a healthy balance, and for this
purpose, Central Banks and special authorised bodies
will have to create new and additional infrastructure,
primarily technical, which should allow the system to be
managed without violating confidentiality and ensuring
the protection of access to relevant information (Hryt-
sai, 2022). This is confirmed by the practice of imple-
menting CBDC in Nigeria in 2021 (Lukianchuk, 2022).
At the same time, even without the adoption of relevant
regulations that would regulate the status of a virtual
asset as a cryptocurrency, the state of California al-
lowed the use of cryptocurrencies in 2014, allowing
corporations, associations, or individuals to use them
along with legal tender (Inshyn et al, 2018). The author
believes that CBDC, in the case of its generalised per-
ception, will not contain any signs of decentralisation
at all, since the issue of its circulation is synchronised
with ensuring the financial security of any state, which
the respective states will both protect and support.
However, this should be preceded by the development
and implementation of appropriate legal regulation.

So far, different countries have different percep-
tions of virtual assets and there is no single view on
their control. For example, in November 2017, New
Zealand, represented by the Financial Conduct Authori-
ty, already equated transactions with digital currencies
with transactions with securities, and Australia passed
a law that began to regulate the activities of crypto-
currency exchanges and obliged them to register with
the Australian Transaction Analysis and Reporting
Centre. The legislative regulation of cryptocurrencies
is a pressing issue that must be addressed both at the
level of each state and at the international level. With
the growing popularity of cryptocurrencies, countries
around the world will be in a hurry to build regulato-
ry frameworks (Lukianchuk, 2021). Some EU countries
(Germany, Austria, France) already have a regulatory
framework for the circulation of virtual assets, includ-
ing cryptocurrencies, and the experience of these coun-
tries can serve as a guide for current and future legisla-
tive developments (Nekit, 2021).

The legal uncertainty of the status and lack of le-
gal regulation of the circulation of virtual assets in the
United States led to the adoption of an Investigative
Report under Section 21(a) of the Securities Exchange
Act of 1934 in July 2017: DAO. This Report % outlined

! Report of Investigation Under Section 21(a) of the Securities Exchange Act of 1934: The DAO No.81207. (2017, July). Retrieved from https://

www.sec.gov/files/litigation/investreport/34-81207.pdf.
2 Ibidem, 2017.
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the possibility and conditions for treating virtual assets
as securities if offered to US residents, or vice versa, as
commodities if such assets are used as underlying in
derivative financial instruments. Given the above and
based on the content of the Report, virtual assets may
be subject to regulation and control measures by either
the SEC or the CFTC.

Risks and concerns regarding the use of virtu-
al asset circulation opportunities. The instrumental
capacity of the virtual asset circulation system creates
opportunities for tax evasion, non-declaration of assets,
terrorist financing, money laundering, and circumven-
tion of the sanctions regime of international settle-
ments, which makes it very attractive to criminals and
the shadow economy (Dupuis et al. 2021). The use of
these instrumental capabilities in the process of circu-
lation of virtual assets by criminals requires the latter
to formulate a strategy for combining large amounts of
cash with the possibility of converting it into a virtual
asset and moving it to another territorial jurisdiction.
This process is also associated with the need to ensure
a high degree of financial confidentiality, which can be
provided by the relevant payment technology and its
inherent transaction processing methods. A centralised
transaction mechanism is characterised by its accessi-
bility to both counterparties and a financial intermedi-
ary (controlled by the state through rules and restric-
tions), which is responsible for its execution and results
in its recording. In contrast, cash-decentralised pay-
ments involve the transfer of cash from hand to hand
and the process is not subject to any record, except by
the parties themselves (Hendrickson & Luther, 2019).

As law enforcement agencies gain more and more
experience in the field of virtual assets, facts of their
use in committing financial crimes are becoming more
frequent. Among them, money laundering occupies a
prominent place (Dyntu & Dykyi, 2018). The author
believes that the only guideline for combating abuse is
the practices established by the FATF, which creates the
need for their implementation in national legislation.
The irreversibility of transactions means that they can-
not be cancelled or appealed, which makes it undoubt-
edly possible to establish a causal link between an ac-
tion and its consequences. This is especially important
in the context of linking the relevant action to a specific
person, even though this area is very convenient for
criminals (Grebenyuk & Chernyak, 2018).

The irreversibility of blockchain transactions is also
a sign of the risk of asset loss or seizure in the event of
both an error in the choice of the recipient and the im-
possibility of blocking such a transaction due to its rap-
id execution. The absence of procedures for legally re-
stricting the circulation of virtual assets demonstrates

the ineffectiveness of any attempts by any specialised
authorities to block such transactions. The only thing
they can do is to impose restrictions on the future circu-
lation of a particular virtual asset, and only if it is deter-
mined by the rules agreed to by the relevant operators
of such circulation (crypto exchanges, marketplaces, or
other platforms) (Akartuna et al,, 2022).

The European Parliament and Council (EU) Direc-
tive on the Prevention of the Use of the Financial System
for Money Laundering or the Financing of Terrorism*
states that banking secrecy is important, as the unreg-
ulated circulation of virtual assets is used by criminals
to move financial resources between different jurisdic-
tions incognito. They do this by using various forms
of these assets with the subsequent withdrawal of re-
sources from virtual to real circulation.

The decentralised nature of such assets makes
their circulation very convenient but uncontrolled
and potentially dangerous. In practice, it is quite easy
for any card account holder to commit such abuse. It
is enough to register on a crypto exchange and use the
aforementioned 2P2 tool. ]. Wu et al. (2021) note that
2P2 is a method of peer-to-peer payment transfer with-
out any centralised supervision, which makes it a tool
for exchanging fiat currency (held on a card account)
for virtual tokens without government control. The
only restrictions on this process will be the limits set by
banks on the movement of certain card accounts held
by the parties involved in the exchange, or the rules of
a particular exchange. But even here, there is a way out,
when such accounts are conditionally leased, and al-
though this contradicts the rules of banks, it cannot be
controlled by them. This technology allows direct peer-
to-peer transactions without intermediaries (Albrecht
et al, 2019). It is blockchain technology and 2P2 pay-
ments through their use by crypto exchanges/crypto
exchanges that have made it possible to transfer cash
into virtual assets and then transfer them anywhere un-
controllably. Significant volumes cannot be exchanged
using 2P2, but in the case of an organised group with
centralised process management, this is acceptable
from an organisational point of view. Another tool for
converting fiat currency into virtual assets is unregulat-
ed crypto exchanges (operating based on regulated cur-
rency exchanges), whose activities are still outside the
scope of any legal regulation and require further study.

The above possibilities can be used to define a new
legal and economic phenomenon - the “mixing of virtu-
al assets”, which can be seen as disguising money from
the real sector of the economy as cryptocurrency to-
kens or NFTs. Mixing with other similar resources/as-
sets is usually done for laundering and disguising them
as a legal asset so that in the future it is impossible to

! Directive (EU) 2018/843 “Of the European Parliament and of the Council of 30 May 2018 amending Directive (EU) 2015/849 on the
prevention of the use of the financial system for money laundering or terrorist financing and amending Directives 2009/138/EC and
2013/36/EU". (2018, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=celex%3A32018L0843.
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separate them from the total volume, and as a result,
complicate the possible criminal legal qualification.

The analysis of these abuses necessitates compli-
ance with the tools of the Financial Action Task Force
on Money Laundering (FATF), which has developed the
Guidance on the application of the risk-based approach
(FATF, 2015). Virtual currencies, according to which de-
centralised virtual assets (so-called cryptocurrencies)
are distributed, mathematically based, open-source
assets that lack central administrators, control, or su-
pervision.

Ways to counteract abuses in the circulation of
virtual assets. To combat money laundering, states,
through specialised authorities, should be able to moni-
tor the use of such virtual assets, including through digi-
tal tracing. Such monitoring and “digital tracing” should
ensure a balanced approach without hindering tech-
nological progress. At the same time, caution, and pru-
dence in the implementation of prohibitions and restric-
tions on the circulation of virtual assets should ensure
progressive movement towards the introduction of new
business innovations. Excessive overregulation may be-
come an obstacle that will force virtual assets to stay
outside the scope of legal regulation and be used solely
as a tool for shadow redistribution of financial resourc-
es. Consistent steps should be taken to develop and im-
plement such legal regulation of the circulation of virtual
assets, which is expected to create the preconditions for
the establishment of a unified international legal frame-
work that would enable the international community to
interact with each other in these matters. This thesis is
confirmed by a study of the impact of the degree of reg-
ulation of the circulation of virtual assets on the econ-
omy by M.M. Duchenko & T.V. Pavlenko (2018). Scien-
tists believe that restrictions and overregulation alone
will hamper market relations. An effective symbiosis of
permits and restrictions is justified, which will protect
both market participants and reduce the likelihood of
criminal influence on it while creating the precondi-
tions for effective taxation of the process of circulation
of virtual assets and bringing them out of the shadows.

The first attempts to consider the risks associated
with the circulation of virtual assets in Ukraine were
made in 2016 at the level of the State Financial Monitor-
ing Service of Ukraine. The Service’s experts analysed
and published the National Risk Assessment Report
on Preventing and Combating Money Laundering and
Terrorist Financing (HM Treasury, 2020). It was devel-
oped following international standards, the content of
which influenced the subsequent adoption of the Law
of Ukraine “On Prevention and Counteraction to Legali-
sation (Laundering) of Proceeds of Crime, Terrorist Fi-
nancing and Financing of the Proliferation of Weapons
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of Mass Destruction”?, which includes both electronic
money and cryptocurrencies among the tools used by
cybercriminals to launder money. These warnings were
also reflected in the National Money Laundering and
Terrorist Financing Risk Assessment (HM Treasury,
2020), which was sent to the British Parliament by the
UK regulatory authorities. This was done because the
scale and complexity of the UK financial services sector
continue to make it attractive to criminals and corrupt
elites seeking to launder criminal proceeds amongst
the vast amounts of legitimate business.

The newly discovered opportunities for digital val-
ue transfers using blockchain technology have led to
greater attention from the Ukrainian banking regulator,
the National Bank of Ukraine, where in 2017 a meeting
of the Supreme Expert Council of the NBU Council was
held to raise the issue of insufficient attention paid to
the circulation of virtual assets by government agen-
cies that are supposed to control and regulate finan-
cial markets. The meeting resulted in the adoption of
recommendations to prevent the formation of risks of
reducing confidence in the hryvnia, which is the only
legal tender in Ukraine, and creating preconditions for
the use of virtual assets to support criminal transac-
tions within the shadow economy, and thus reduce tax
revenues (Novytsky & Fitsa, 2021).

The evolution of science and technology, the combi-
nation of their potential with the will of the profession-
al environment in Ukraine and international experience
have become the primary reasons for legislative regula-
tion of the existence and circulation of virtual assets in
Ukraine. The collaboration resulted in the adoption of
the draft law “On Virtual Assets”? on 17.02.2022, which
was expected to provide basic regulation of the said area
of activity. The legislative initiatives of Ukrainian par-
liamentarians fully reflected the reaction to the emer-
gence of a completely new sphere of social and econom-
ic relations, demonstrating an evolutionary search for
legal answers to the question of the need for their reg-
ulation. However, it is not yet possible to speak of their
successful nature and real implementation due to the
delay in the entry into force of the already adopted Law.
It provides for an important role for the National Secu-
rities and Stock Market Commission and the National
Bank of Ukraine. This indicates an understanding of the
peculiarities of the circulation of virtual assets and the
involvement of these institutions in the issues under
study. The adoption of the draft law indicates not only
trends but also real steps towards the legitimisation of
virtual assets in Ukraine (Kaznacheeva & Dorosh, 2020).

The updated draft law or any other new legislation
in this area should be expected to create conditions for
the legalisation of crypto exchanges, crypto exchanges,

! Law of Ukraine No. 361-1X “On the Prevention and Countermeasures against the Legalization (laundering) of Proceeds Obtained Through
Crime, the Financing of Terrorism and the Financing of the Proliferation of Weapons of Mass Destruction.”. (2019, December). Retrieved from

https://zakon.rada.gov.ua/laws/show/361-20#Text.

2 Law of Ukraine No. 3637 “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.#Text.
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and marketplaces, define the place and role of the bank-
ing system in this matter, and provide for state control
and monitoring to a certain extent. In the author’s opin-
ion, the temporary suspension of the implementation
of legal instruments that would make it possible to reg-
ulate the creation and circulation of virtual assets in
Ukraine legally was due to the simultaneous steps tak-
en by the EU, which in April 2023 approved the MiSA!
regulation on virtual assets to systematise this issue
in the Union. It was the need to harmonise Ukrainian
legislation with EU legislation on this issue that led to
the suspension of legislative steps in this direction in
Ukraine and the adoption of a wait-and-see attitude to-
wards the adoption of basic rules in the EU. So far, there
is no MIA as a coherent legal framework that can be
used, but it should be expected soon, which will open
up the possibility for Ukrainian legislators to synchro-
nise these rules with the norms of Ukrainian legislation.

The need for additional regulatory instruments
and the use of existing developments on this issue in
Ukraine was confirmed by the launch of cooperation
with the world’s leading crypto exchanges by the Na-
tional Agency of Ukraine for Finding, Tracing and Man-
agement of Assets Derived from Corruption and Other
Crimes (ARMA). In particular, to improve the efficiency
of its activities, the Agency has declared in its priorities
that it will develop in the direction of financial analysis,
creation of its IT laboratory, international cooperation
and cooperation with law enforcement agencies, collec-
tion of information from open sources, informatisation,
automation and optimisation of its functions in this
area (Educational and qualification potential..., n.d.).

Summarising different points of view on the per-
ception of virtual assets, it is proposed to divide them
into the following main forms:

1. can be tokenised as tokens of crypto projects or
crypto networks;

2. can take the form of Non-fungible tokens (NFTs),
i.e., they can contain visual, sound, or other value that is
perceived by sound, sight, etc;

3. can be a cryptocurrency if it is recognised by the
Central Bank of Digital Currency (CBDC) at the state lev-
el-adigital currencyissued by the state and backed by it.

According to the author, the common feature of vir-
tual assets is that the system of their circulation is en-
sured by technical decentralisation, i.e., the absence of
a single point of management of the circulation process.
Virtual assets are intangible and exist as a digital code
based on mathematical algorithms. Transactions with
them take place based on limited anonymity (tracking
is possible with the help of specialised scanner algo-
rithms if the wallet address of the sender/recipient of
the asset is linked to a specific individual/legal entity

through KYC (know your customer) verification, which
is common in banking and stock exchange regulation).
Transaction recording is unconditional and irrevocable
and is carried out using blockchain technology. At the
same time, due to limited state regulation, the asset or
value is provided exclusively by venture capital instru-
ments, supply and demand, the authority of the issuer/
developer/implementer team, etc.

As of 2023, no unified international legal regula-
tion of this area exists, except for some attempts and
scattered documents at the EU or US level, but the fur-
ther this issue is being addressed, the more attention is
being paid to it. The decentralised nature of the virtu-
al asset sector makes it difficult for states to supervise
and control the new market and system, which is only
growing in capitalisation and contains financial risks,
without additional legal regulation.

The development of unified rules and interna-
tional legal regulation of the circulation of virtual as-
sets should be preceded by the definition of their con-
cept, classification of forms, identification of common
and general features, peculiarities of safe circulation,
technical support of the process itself, generalisation
of tools to combat abuse, money laundering, and the
nature of taxation. After that, it is worth looking for
answers to derivative issues, such as the activities of
crypto exchanges, crypto exchanges from fiat curren-
cy to virtual assets and vice versa, the mechanism for
implementing CBDC, and the procedure for tokenising
assets. The introduction of a full-fledged circulation of
virtual assets in Ukraine should first be preceded by
clear international rules in this area since the nature
of the movement of these assets is not limited by bor-
ders. These rules, among other things, should be the
basis for creating clear and understandable legal and
procedural instruments. Such instruments may include
procedures, rules, guidelines, etc., the use of which will
enable specially authorised bodies in this area to both
counteract abuses and record, track and qualify rele-
vant illegal acts.

The Ukrainian legal regulation of virtual assets
must necessarily regulate the issue of determining the
status of crypto secrecy analogous to banking secrecy,
establishing its boundaries, subjects of use, restriction,
or access to it. The combination of this secrecy with the
restriction of anonymity, for the security of the use of
virtual assets, namely the linking of crypto wallets to
individuals or legal entities to establish the causal link
between actions related to their use, will make it possi-
ble to introduce and enforce legal liability for violations
in this area. The creation of software systems based on
internationally recognised norms and rules that would
enable the interstate exchange of information between

! Position of the European Parliament EP-PE_TC1-COD(2020)0265 “Adopted at first reading on 20 April 2023 with a view to the adoption
of Regulation (EU) 2023/... of the European Parliament and of the Council on markets in crypto-assets, and amending Regulations (EU)
No. 1093/2010 and (EU) No 1095/2010 and Directives 2013/36/EU and (EU) 2019/1937". (2023, April). Retrieved from https://www.

europarl.europa.eu/doceo/document/TC1-COD-2020-0265_EN.pdf.
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specialised bodies established for this purpose would
make it possible to introduce technical monitoring and
analysis of the circulation of virtual assets through the
use of “digital tracking” of assets whose circulation is
accompanied by risks. Systematising the ways of re-
cording the facts of abuse in the use of virtual assets,
blocking, or restricting their circulation, and introduc-
ing specialised registers of virtual assets and tools for
their use would create the preconditions for training
specialists who would ensure that the interests of the
state are respected above all.

The absence of a clear legal definition of crypto-
currency at the international level leads to the search
for such a definition by Ukrainian experts and scholars.
S. Vasylchak et al. (2017) perceive cryptocurrency as
a derivative of the English “cryptocurrency”, i.e., a vir-
tual currency protected by cryptography, revealing its
meaning as a fast and reliable system of payments and
money transfers based on the latest technologies that
are not controlled by any government. V.H. Soslovskyy
& 1.0. Kosovskyy (2016) characterise cryptocurrency
as an innovative product with the features of a tool for
making payments in a virtual form, based only on soft-
ware algorithms with the use of cryptographic methods
of their protection and access. T. Zheliuk & O. Brech-
ko (2016) propose the perception of cryptocurrency as
a universal tool for making interstate payments with-
out any restrictions, at the level of both legal entities
and individuals. The authors describe it as an instru-
ment with a significant market capitalisation, which
should be considered as a form of international trans-
fer of assets and capital. This statement is conditionally
confirmed by A. Wadsworth (2018), who believes that
digital currency can take different forms based either
on the existing payment infrastructure technology or
on new crypto technology. Given these definitions and
characteristics, the author suggests that when defining
a cryptocurrency, the fact that it is not a currency in the
broad sense, but rather a type of virtual asset, a means
of accumulating and transferring the corresponding
value, should be considered. Cryptocurrencies should
be considered as a currency only after they are intro-
duced and recognised by a particular state as a CBDC.

The views expressed by the author are consistent
with the proposals of V.I. Mykhailovskyi & O.V. Kosti-
uk (2019) regarding the development of uniform in-
ternational legal documents in this area and the imple-
mentation of the principles of CBDC implementation at
the level of individual states. An example would be the
identification of universally recognised international
organisations such as the FATF, which could provide
interstate information exchange to prevent abuse in
this area. At the same time, we should also agree with
V.0. Mandryk & V.P. Moroz (2019), who point out that
the circulation of virtual assets should not contra-
dict the main legislative and bylaw regulations, and
the most effective model of regulation should be their
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integration as a phenomenon, “embedding”, into the
current legislation of Ukraine.

The study confirms the findings of I. Spilnyk &
0. Yaroschuk (2020) that virtual assets, as an un-
controlled and non-personalised means of exchange,
payment, and accumulation, are a challenge to any
centralised banking system, specialised and law en-
forcement agencies in their attempts to have all the in-
formation about the asset and its movement. However,
it is important to remember that this is a completely
new and not fully explored factor that can radically
change the monetary and financial and monetary pol-
icy of any country.

The potential problems of uncontrolled circulation
of virtual assets, outlined by the author, complement
the comments of several foreign researchers, in particu-
lar I. Adam & M. Fazekas (2021). They note that where
legal regulation of any system is absent or imperfect,
attempts to abuse it appear. The sphere of virtual as-
sets circulation is no exception. Existing information
and communication technologies already create oppor-
tunities for corruption or money laundering through
the movement of virtual assets. The potential danger
from the lack of regulation of the circulation of virtual
assets, as noted by the author, is confirmed by the study
of S. Wagman (2022), who examines virtual assets as a
possible haven for criminals, terrorists and those who
evade sanctions. It is important to emphasise that the
romantic attitude to blockchain technology, anonymity,
lack of borders and state control are nothing more than
new opportunities for quick and cheap transfers of vir-
tual values, including for illegal acts.

Conclusions

The introduction of various payment systems has cre-
ated completely new and convenient opportunities
for remote payments, simplifying both business oper-
ations and making it more convenient for consumers
to receive services or purchase goods. The integration
of blockchain technology into everyday life as the next
stage of harnessing the potential of digitalisation will
create additional opportunities for the use of digital
technologies, primarily due to their inherent speed and
information capacity.

The absence of effective legal regulation of this
area, while creating additional and potential opportu-
nities for the economy, finance, and banking sector, in
its current form poses more threats than benefits. In
the existing legal framework, virtual assets can be ful-
ly used as a tool for laundering the proceeds of crime,
cross-border and uncontrolled transfer to another ter-
ritorial jurisdiction and use for an uncertain purpose,
both in Ukraine and abroad. It is emphasised that the
few attempts to regulate the circulation of virtual as-
sets that have been made in the USA, Austria and the
European Union are still fragmentary, not adapted to
each other and do not consider the differences in the
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degree of their technological development concerning
each other. The generalised and already recorded facts
related to the risks of circulation of virtual assets indi-
cate a significant criminal potential and the creation of
preconditions for their use within the shadow econo-
my and international terrorism in particular. It is em-
phasised that optimisation of existing and legal ways
of using fiat currency, with their use in virtual financial
circulation, is not without drawbacks and threats to the
financial and monetary policy of any state.

Advantages and concerns of cryptocurrency are
highlighted - cryptocurrency issued and provided by
the relevant state may give it an unlimited opportunity
to monitor its users (owners). If such control is exer-
cised, it is possible to set restrictions on its spending
or use (movement) by programming appropriate re-
strictions (for example, only for education or payment

of housing and communal services, food, medicine,
entertainment, etc.) Conversely, the possibility of total
transaction tracking to prevent abuse in the shadow
economy sector is an absolute positive, but only if ap-
propriate legal safeguards are in place.

The author’s recommendations can be used in law-
making to create new institutions or improve existing
ones. Further elaboration and resolution of these issues
will make it possible to perceive and use virtual assets
as a benefit and use only their positive aspects while
preventing abuse associated with their circulation.
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NMpaBoBU reHe3mnc ob6iry BipTyasibHUX aKTUBIB
B YKpaiHi Ta CBiTi: pU3MKM Ta 3aCTEepeXKeHHH

AHApPiN HiIKOHUYYK

KaHounpoaTt iopUanyHMX HayK, OOLEHT

KWiBCbKMIM HaLLIOHANTbHWMM €EKOHOMIYHUI YHIBEPCUTET iMeHi Bagmma leTbMaHa
03057, npocn. Bepectencbknia, 54/1, M. Kuis, YkpaiHa
https://orcid.org/0009-0009-0550-9336

AHoTauia

Oco6JiMBOCTi CTBOpeHHs1 Ta 006iry BipTyajJbHHUX aKTUBIB B yMoBax iX JeleHTpasi30BaHOTO XapakKTepy,
06MeXeHOT'0 TPAaBOBOTO Pery/0BaHHS 3yMOBJIIOIOTh He JIMIIe HAyKOBUH, a ¥ MPaKTUYHUH iHTepec 3 GOKY
AK JlepKaB, TaKk W IHIIMUX Cy6’€KTIB, SKi MalTb MOXJIMBICTD i Ga)kaHHS iX BUKOPHUCTOBYBAaTHU Yy CBOEMY
MOBCAKAEHHOMY XUTTi. POpMyBaHHS NMOBHOLIHHOTO CBiTOBOrO Ta HalliOHAJbHUX PHUHKIB BipTyaJbHUX
aKTUBIB € Ha/[3BUYalHO BaXK/IMBUM KPOKOM Yy KOHTEKCTI BUKOPHUCTAaHHS mepeBar nudponisauii, ogHak
CTBOpPEHHS TaKUX PUHKIB Ma€ 6y TH IPO30PHUM, 1110 6e3 HaJIeXKHOT'0 IPABOBOTO PEryIl0BaHHsA 3a6e3Me4ynTH He
BAacTbcA. MeTa cTaTTi NoJIAra€e B JOC/iJKeHHI IPaBOBOTO PeryJIl0BaHHA Ta PO3KPUTTI 3MICTy BipTya/JlbHUX
aKTUBIB K fIBULIA ¥ IHCTPYMEHTY 3 Mo3ULii iX pyHKI[iOHa/IbHOI XapaKTepUCTUKHU Ta PU3UKIB, 1[0 MOXKYTh
BUHUKATHU MiJ 4yac iX o6iry, 370BXUBaHb y Iiiil cdepi Ta cBiTOBOTO JOCBiy 60pOoTHOU 3 HUMU. Y mporeci
JOCJHIPKeHH BHUKOPHUCTAaHO TaKi MeTOJM HAyKOBOTO MNi3HAHHA, fAK MNOPIBHAJBHO-NPAaBOBUH, aHasi3y,
dopMaNbHO-JIOTIYHUM Ta CHHTE3y, IO JAaJd 3MOTYy IMpoaHaIi3yBaTU 3aKOHOJABCTBO EBPONMENCHKOTO
Coro3y ¥ iHIMX KpaiH, NPaKTUKY AiSJIBHOCTI creliasi3oBaHUX peryJaTOpHUX opraHiB Besukoi Bpuranii
Ta CnosnydyeHux lltaTiB AMepukH o0 iX BIUIMBY Ha 06ir BipTya/bHUX akTUBIB. [IpoBesieHO mapaJieni 3i
cnpo6aMu BeJleHHsI HOPMOTBOPYHX NPOLeciB B YKpaiHi Ta CHHXPOHI30BaHO iX i3 HOpMOTBOPY0I0 po6OTOI0 HA
MI>)XHapOJHOMY piBHI 1110/10 CTBOPEHHS HOBOTO NOHATIMHOIO Ta peryJIaTOPHO-NIPaBOBOr0 alapaTy, HaMaraHb
yperyJoBaTH CTaTyC BipTyaJlbHUX aKTHUBiB. BUC/IOBJIEHO HU3Ky NpPONO3ULiH, peasisdalisg KUX CTBOPUTb
nepeAyMOBH [/l po3pobJieHHs, 3aTBep/PKEHHS Ta BIPOBA/PKEHHS HAJIEXXHOI'0 MPABOBOIO PEryJIOBaHHSA
06iry BipTya/JbHUX aKTHUBIB B YKpaiHi. Peasizarnjis ix yMOXX/JMBUTH MiXJep>KaBHUHM 06MiH iHopManiero 3
MeTOI0 HeJIONMyILeHHs 3JI0BXKUBaHb Y JOCIi/pKyBaHil chepi fissbHOCTI, 30KpeMa serajizanii (BigMuBaHHA)
KOWITiB. Pe3ynbTaTu JoCaifpkeHHS MoO)Xe OYTH BUKOPUCTAHO [JJisi GOpPMYBaHHS Jep:KaBHOI MOJITUKH U
YyZ,0CKOHAJIEHHsI 3aKOHO/IaBCTBa y cdepi 06iry BipTyasbHUX aKTUBIB
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