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Identification, collection, and investigation 
of electronic imagery as sources of evidence

Abstract
Given the rapid pace of informatization of society, the number of criminal offences involving the use of 
computers, their software, as well as telecommunications systems is continuously growing. Such illegal actions 
are characterized by leaving traces, including electronic imagery. They can be evidence of the commission of 
criminal offences, which explains the development and improvement of methods for their detection, collection, 
and investigation by law enforcement agencies. However, today such methods of detecting, collecting, and 
investigating electronic imagery of evidence are separately contained in several scientific papers of Ukrainian and 
foreign scientists, which allowed comprehensively covering them in this study. The purpose of this study was to 
review the theory and practice of the activities of authorized entities for the detection, collection, and investigation 
of electronic imagery of evidence. The study uses a set of various methods, namely scientific cognition of real 
phenomena and their connections with the practical activities of authorized bodies for the detection, collection, 
and investigation of electronic imagery (dialectical method), as well as special and general scientific methods 
of legal science. The study showed as follows: usually, investigators and operational officers detect electronic 
imagery independently, or as part of an investigative task force during the investigation of criminal offences, 
or before their commission; the collection of electronic imagery occurs during procedural actions (usually law 
enforcement intelligence actions) both from technical devices with which a criminal offence was committed, and 
from those that were attacked. When extracting electronic imagery, it is advisable to involve a suitable specialist 
(if possible, a cyberpolice officer); an authorized investigator, specialist, and expert are authorized to examine 
electronic imagery. Expert research of electronic imagery belongs only to experts and is carried out using the 
following examinations: computer equipment and software products, telecommunications systems and tools, as 
well as technical and forensic examination of documents. The conducted review will help authorized practitioners 
restore the memory of knowledge about information about the tools for detecting, collecting, and investigating 
electronic imagery, which will ensure the effective implementation of the tasks of criminal proceedings
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Introduction
Since the beginning of the 21st century, there has been 
a continuous development of information technologies. 
This is primarily explained by rapid progress, which 
is manifested in an increase in the functionality of their 
actions and the number of tasks they solve. Informati-
zation has not spared the criminal world. Offenders are 
increasingly committing criminal offences, using infor-
mation technologies as a means of committing and con-
cealing such criminal offences. That is why law enforce-
ment agencies should always be prepared for such 
actions of criminals and ensure a quick, complete, and 
impartial investigation of such facts.

In this regard, law enforcement agencies are 
increasingly faced with electronic imagery in their prac-
tical activities, which obliges them to collect and examine 
such factual data to form a high-quality evidence base.

In an effort to counteract cybercrime and collect 
digital evidence of criminal actions, these bodies intro-
duce appropriate tools for analysing digital evidence into 
their law enforcement infrastructure, as well as use all 
the possibilities of computer forensic expertise (Belshaw 
& Nodeland, 2022). However, as practice shows, not all 
law enforcement officers who work with electronic 
imagery use advanced both Ukrainian and interna-
tional practices, which led to the conduct of this study.

Today, there is no unified approach to the name 
of evidence that is available in electronic (digital) form. 
They are called “virtual traces”, “electronic evidence”, 
“electronic traces”, “computer evidence”, “digital evi-
dence”, “digital (electronic) evidence”, “electronic imag-
ery”, etc. Earlier studies proved that the statement of sci-
entists regarding the name “electronic imagery” is now 
quite well-founded, which is supported (Grebenkova, 
2021). Electronic imagery is a system of information 
and/or computer instructions in an information net-
work or technical medium that can be evidence of a fact 
or circumstances established during an investigation 
(Orlov & Chernyavskyi, 2017). Thus, this paper refers to 
the subject under study using the term specified above, 
and when referring to the scientific achievements of 
other scientists, this paper will use their concept, imply-
ing the term “electronic imagery” with certain features.

Considering the scientific studies of Ukrainian sci-
entists, one can point out a certain intensification of sci-
entific research aimed at solving certain issues of collect-
ing and investigating electronic imagery. Among them, 
the following theses can be distinguished: A. Ratnova 
(2021), A. Skrypnyk (2021), Yu. Kohut (2021). However, 
a comprehensive review of the detection, collection, and 

investigation of electronic imagery as sources of evidence, 
using international practices, has not yet been carried out.

If one pays attention to the global scale of the sub-
ject under study, one can observe certain progress in the 
development of methods of detection, collection, and 
investigation of electronic imagery in the criminal pro-
cedural activities of certain countries (the United States 
of America, the Kingdom of Norway, Great Britain, the 
United Arab Emirates, etc.). First of all, this is explained 
by the fact that such states were among the first in the 
world to introduce electronic technologies in the activi-
ties of their state institutions. However, as determined by 
scientists from Australia (McCord et al., 2022), the King-
dom of the Netherlands (Stoykova et al., 2022), the King-
dom of Norway (Stoykova et al., 2022), the Republic of 
Estonia (Aksamitowska, 2021), the United States of Amer-
ica (Belshaw & Nodeland, 2022), (Holt & Dolliver, 2021), 
(Holt et al., 2020), Great Britain (Tun et al., 2020), Austria 
(Forgó et al., 2017), the Federal Republic of Germany 
(Hawellek et al., 2017), the Republic of Ecuador (Granja 
& Rafael, 2017), the Republic of Peru and other countries, 
such studies are not sufficient. Until now, it has not been 
fully clarified to what extent law enforcement agencies 
use the methodology and tools of digital criminalistics, 
how they implement recommendations and standards 
of digital forensic expertise, and how they receive, inves-
tigate, and analyse digital data sources (Stoykova et al., 
2022). Cyberattacks on electronic media leave certain 
artefacts in the target device’s storage that can detect 
a cybercriminal and its behaviour if handled and analysed 
correctly. Law enforcement agencies of the world use 
several digital forensic tools, both commercial and open 
source, to achieve digital evidence (Javed et al, 2022).

In 2012, the Joint Technical Committee of the 
International Organization for Standardization (ISO) 
and the International Electrotechnical Commission 
(IEC) developed the international standard ISO/IEC 
27037:20121. This standard provides recommenda-
tions for particular actions in working with digital evi-
dence, which include identifying, collecting, extracting, 
and storing potential digital evidence that may have evi-
dentiary value2. Such processes are necessary during 
a pre-trial investigation to ensure the admissibility and 
relevance of electronic imagery during court proceed-
ings. After the publication of this international standard, 
the order of the State Enterprise “Ukrainian Research 
and Training Center for Standardization, Certification 
and Quality Assurance” (SE “UkrRTC”) No. 400 was 
adopted3. Thanks to the latter, on January 1, 2019, the 

1ISO/IEC 27037:2017. (2019). Information technology. Security techniques. Guidelines for identification, collection, acquisition and 
preservation of digital evidence. Retrieved from http://online.budstandart.com/ua/catalog/doc-page?id_doc=74978

2Ibidem, 2019.
3Order of the State Enterprise “Ukrainian Research and Training Center for Standardization, Certification and Quality Assurance” No. 400. “On 
the adoption of national regulatory documents harmonized with European and international regulatory documents, cancellation of national 
regulatory documents, changes to national regulatory documents”. (2017, December).   Retrieved from http://www.leonorm.com.ua/P/
NL_DOC/2017/Nak_400.htm.
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state standard DSTU ISO/IEC 27037:20171 entered into 
force in Ukraine. The adoption of such standards indi-
cates that the state aims to counteract cybercrime and 
those offences that are directly or indirectly related to 
the use of information technologies.

Considering the relevant international prac-
tice and the above-mentioned international and state 
standards for working with electronic imagery, it is 
advisable, according to the authors, to highlight mod-
ern methods of detecting, collecting, and investigating 
electronic imagery during the pre-trial investigation of 
criminal offences. Such a review will help familiarize 
authorized practitioners with a set of modern tools for 
detecting, collecting, and investigating electronic imag-
ery, which in turn will effectively ensure a quick and 
complete investigation of criminal proceedings.

The purpose of this study was to review the theory 
and practice of the activities of authorized subjects for 
the detection, collection, and investigation of electronic 
imagery of evidence.

The objectives of this study are as follows: to 
analyse the scientific studies of scientists and the results 
of a survey conducted by investigators of the National 
Police of Ukraine on this subject.

Materials and Methods
Considering the purpose of the study, the specifics of 
the object and subject of the study, the relevant meth-
odological framework was chosen. It was based on 
the method of scientific cognition of real phenom-
ena and their connections with the professional activ-
ities of authorized subjects (pre-trial investigation 
and inquiry bodies), specialists and experts, as well 
as special and general scientific methods of legal sci-
ence. Among the general scientific methods, the fol-
lowing methods were used: analysis (in the part of 
cognition of the following phenomena: detection, col-
lection, and investigation of electronic imagery by 
law enforcement agencies, specialists, and experts), 
deductions (identification of common law enforce-
ment intelligence actions during which electronic 
imagery is detected and collected), interpretation (of 
the above-mentioned international and state standards 
ISO/IEC 27037:20122 and the state standard of DSTU 
ISO/IEC 27037:20173, classification (identification of 
information carriers on which electronic imagery can 

be extracted). The system-structural method was also 
used, which allowed comprehensively analysing the 
provisions of the following regulations: the Criminal 
Procedural Code of Ukraine (the CPCU) dated April 13, 
20124, the Law of Ukraine “On Forensic Examination” 
dated February 25, 1994 (Law No. 4038 -XII)5, Order 
of the Ministry of Internal Affairs of Ukraine No. 575 
dated 07.07.2017 (Order of MIAU No. 575)6, Order of 
the Ministry of Justice of Ukraine No. 53/5 dated Octo-
ber 8, 1998 (Order of MJU No. 53/5)7, as well as the 
practice of their application. 

Apart from the general scientific methods, spe-
cial methods were also used, namely comparative legal 
(determination of subtypes of examination of com-
puter equipment and software products, their similarity 
and difference among different opinions of scientists).

The results of the latest fundamental research of 
Ukrainian and other scientists (Orlov & Cherniavskyi, 
2017; Ratnova, 2021; Stoykova et al., 2021; Belshaw & 
Nodeland, 2022) from various countries (the United 
States of America, the Kingdom of Norway, the Islamic 
Republic of Pakistan, the Republic of India, Australia, 
Great Britain, the United Arab Emirates, the People’s 
Republic of China) in the field of information technol-
ogies, cybersecurity, conducting examinations of com-
puter equipment and software products, conducting law 
enforcement intelligence actions for collecting electronic 
imagery, etc. were used as the theoretical framework of 
the present study.

The empirical framework of the study is the 
results of a sociological survey of 113 investiga-
tors of the National Police of Ukraine (Kyiv, Lviv, Vin-
nytsia, Kirovohrad, Poltava regions), who were anony-
mously asked to answer several questions, specifically: 
“who most often detects electronic imagery during 
the investigation of a criminal offence, or before such 
investigation”. Among the proposed answers were the 
following: a) citizens; b) employees of public and pri-
vate enterprises, organizations, and institutions (11 
people, which is 9.7%); c)  investigators and opera-
tional workers (independently or as part of an inves-
tigative task force) – (79 people – 69.9%); d) police 
officers (23 people – 20.4%); e) other answers. It was 
also suggested to answer the question: “Do you have 
basic specialized knowledge in collecting and extract-
ing electronic imagery (electronic evidence)?”.

1ISO/IEC 27037:2017. (2019). Information technology. Security techniques. Guidelines for identification, collection, acquisition and 
preservation of digital evidence. Retrieved from http://online.budstandart.com/ua/catalog/doc-page?id_doc=74978.

2Ibidem, 2019.
3Ibidem, 2019.
4Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
5Law of Ukraine No. 4038-XII “Forensic Examination”. (1994, February). Retrieved from https://zakon.rada.gov.ua/laws/show/4038-12#Text.
6Order of the Ministry of Internal Affairs of Ukraine No. 575 “On the Approval of the Instructions on the Organization of the Interaction 
of Pre-Trial Investigation Bodies with Other Bodies and Units of the National Police of Ukraine in the Prevention of Criminal 
Offences, Their Detection and Investigation”. (2007, July). Retrieved from https://zakon.rada.gov.ua/laws/show/z0937-17#Text. 
7Order of the Ministry of Justice of Ukraine No. 53/5 “On the Approval of the Instructions on the Appointment and Conduct of Forensic 
Examinations and Expert Studies and Scientific and Methodological Recommendations on the Preparation and Appointment of Forensic 
Examinations and Expert Studies”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/z0705-98#Text.
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Results and Discussion
One cannot but agree with the statement of A. Amelina, 
S. Dementieva (2021) that “the use of information con-
tained in electronic form on magnetic, optical, and 
other media in the evidentiary process is quite relevant 
today”. This information can be used to determine the 
content of financial and economic activities carried out 
by business entities. This information can provide the 
understanding of the content of tax and accounting, the 
number of financial and economic operations, and meth-
ods of committing a criminal offence, etc.

According to Part 1 of Article 93 of the CPCU1 
“evidence is collected by the parties to the criminal 
proceedings, the victim, the representative of the legal 
entity in respect of which the proceedings are being con-
ducted, in the manner prescribed by this regulation”2.

The present paper specifically addresses the 
detection, collection, and investigation of electronic 
imagery by law enforcement agencies, i.e., the prosecut-
ing party. Such authorized entities pursuant to Item 19 
Part 1 of Article 3 of the CPCU3 are the head of the pre-
trial investigation body, the investigator, the head of the 
inquiry body, the prosecutor, the interrogating officer4.

According to Articles 36, 39, 40-1 of the CPCU5, 
the specified entities are authorized to detect, col-
lect, and investigate evidence, including electronic 
imagery. However, for the readability of a scientific 
article, as an authorized subject, the authors will indi-
cate only the investigator.

Having surveyed 113 investigators of the National 
Police of Ukraine, the authors of this study found that 
electronic imagery is most often detected during the 
investigation of a criminal offence, or before such an 
investigation: by investigators and operational officers 
independently or as part of an investigative task force 
(69.9%), by other police officers (20.4%), by employ-
ees of public and private enterprises, organizations, and 
institutions (9.7%).

It is possible to detect electronic imagery dur-
ing the investigation of any criminal offence or before-
hand. At the same time, as practice shows, such evi-
dence in most cases is found during the investigation 
of criminal offences in the sphere of official and pro-
fessional activities; the use of electronic computers, 
systems, and computer networks and telecommunica-
tion networks; related to the provision of public ser-
vices; entrepreneurial activities; as well as lately the 

circulation of narcotic drugs, psychotropic substances, 
their analogues, or precursors (Zelena, 2020). This 
indicates that electronic imagery in this category of 
criminal offences can be independent (main) sources 
of evidence, and not additional ones.

As the results of the survey indicate, quite often 
the investigator detects electronic imagery unassisted, 
or as part of an investigative task force (ITF). According 
to Item 1 Part 1 of the Order of MIAU No. 5756, the inves-
tigator directs the actions of other ITF members and is 
responsible for the quality of the inspection of the crime 
scene; seizes things and documents relevant to criminal 
proceedings, and things that have been withdrawn from 
circulation, including material objects that are subject 
to proof, ensures their proper storage according to the 
established procedure for further dispatch for conduct-
ing an examination; together with other ITF members 
and other participants in criminal proceedings, records 
information about the circumstances of the commission 
of a criminal offence, etc7.

As for the specifics of the ITF’s activities in 
the above categories of criminal offences, this is par-
tially presented in Sections XII and XV of the Order of 
the MIAU No. 575 dated July 7, 20178.

Thus, the investigator is authorized to seize elec-
tronic imagery independently, however, in most cases 
they do not have special knowledge of their collection. 
This is evidenced by the results of a survey of 113 inves-
tigators, which showed that only 8% of them have basic 
skills in this area.

Such skills can be obtained through the introduc-
tion of added disciplines in the preparation of applicants 
in higher education institutions in the speciality “pre-
trial investigation”, during the organization of postgrad-
uate education with investigators (completion of spe-
cialization, retraining, advanced training, internships), 
as well as conducting special trainings, webinars and 
practical classes with investigators with the involvement 
of relevant national and foreign specialists.

Apart from the above, according to Article 71 of 
the CPCU9, detection and collection of evidence must be 
conducted by an authorized specialist who is involved by 
the investigator in the investigation procedure. Accord-
ing to Part 2 of Article 71 of the Criminal Procedure Code 
of Ukraine10, a specialist may be involved in providing 
technical support (drafting diagrams, plans, drawings, 
photographing, sampling for examination, etc.) by the 

1Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
2Ibidem, 2012.
3Ibidem, 2012.
4Ibidem, 2012.
5Ibidem, 2012.
6Order of the Ministry of Internal Affairs of Ukraine No. 575 “On the Approval of the Instructions on the Organization of the Interaction of 
Pre-Trial Investigation Bodies with Other Bodies and Units of the National Police of Ukraine in the Prevention of Criminal Offences, Their 
Detection and Investigation”. (2007, July). Retrieved from https://zakon.rada.gov.ua/laws/show/z0937-17#Text.

7Ibidem. 2007.
8Ibidem. 2007.
9Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
10Ibidem, 2012.
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court during the trial and by the parties to criminal pro-
ceedings during the pre-trial investigation, etc.1.

When investigating a criminal offence, the inves-
tigator collects the evidence base using a certain algo-
rithm of actions and certain tools. One of these tools is 
law enforcement intelligence actions.

As practice shows, quite often electronic imagery 
is detected during a search. It is correct to agree with 
the methodological recommendations of scientists that 
before carrying out this law enforcement intelligence 
action, it is necessary to find answers to the following 
questions: “What computer equipment and software 
can be at the place of search? How many devices can 
be detected? Who handles the equipment? How much 
data needs to be copied? Are data backups available, and 
where are they stored?” (Gutsalyuk et al., 2020). Nota-
bly, when conducting such a law enforcement intelli-
gence action, it is advisable to involve an employee of 
the cyberpolice as a specialist because pursuant to the 
Order of the National Police of Ukraine No. 852, this 
department “takes part in the formation and implemen-
tation of the national policy on prevention and counter-
action of criminal offences, the mechanism of prepara-
tion, commission, or concealment of which involves the 
use of electronic computing machines (computers), sys-
tems and computer networks and telecommunication 
networks”3. Only in extreme cases can other individuals 
who have the proper knowledge and are not cyberpo-
lice officers be involved as specialists. This is explained 
by the fact that cyberpolice officers are full-time police 
officers who know, understand, and are aware of the 
consequences of disclosing information obtained dur-
ing a pre-trial investigation, which cannot be said about 
civilians, to whom the usual warning by investigators 
about legal liability can be taken lightly.

Notably, if the investigator plans to use electronic 
information as evidence, then such information should 
be copied with the involvement of a specialist. How-
ever, if the information is needed for purposes other 
than proof, it is not necessary to involve a specialist. The 
specialist must be competent in information technology 
issues, knowledgeable in the techniques of verification 
of the integrity of information (Lytvynchuk et al., 2020).

When conducting the designated law enforce-
ment intelligence action, the specialist is obliged to indi-
cate to the investigator on the devices from which infor-
mation can be extracted, on which devices it is advisable 
to do this and how to withdraw it (i.e., explain the meth-
ods of such information collection, which will affect the 
time of extraction and the amount of data received).

Typically, during a search, investigators decide to 
seize all technical equipment that contains evidentiary 
information. This allows the investigators to reduce the 

time of conducting this law enforcement intelligence 
action and give more time to the specialist in a calm 
environment, without making mistakes, to seize elec-
tronic imagery fully. Before investigators decide on the 
seizure of technical equipment, the specialist examines 
both their technical condition and the software.

There are cases when experts recommend that the 
investigator seize electronic imagery on the spot, because 
their further removal may no longer be possible. For 
instance, a specialist will not be able to re-enable a tech-
nical device because its hard drives may be encrypted 
using BitLocker, or the data is located on the server.

When extracting electronic imagery, the following 
storage media can be used:

‒ drives on magnetic discs (hard disks); 
‒  drives on optical discs (compact discs (CD-R; 

CD-RW), DVD discs, Blu-ray Disc and floppy discs);
‒ flash cards.

If items, valuables, and documents, in the opin-
ion of the investigator, are of interest to the investiga-
tion process, they must be seized and properly packaged 
(attached labels with signatures of participants in the 
law enforcement intelligence action with the seal of the 
authorized body) (Gutsalyuk et al., 2020).

Apart from the fact that the investigator removes 
evidentiary information from electronic computers and 
electronic data carriers during the search of suspected 
individuals, they also decide on such removal during 
the examination of the attacked system of other elec-
tronic computers of the victims. As research objects 
of the attacked system, the following can be removed: 
“information carriers or their clones or bit images; RAM 
dumps; log files of services and applications; logging 
settings; files-reports of diagnostic utilities; configura-
tion of diagnostic utilities; diagrams of the structure of 
automated systems, their integration into clusters, net-
works; schemes of internal networks (LAN, Local Area 
Network) and connection to the global network (WAN, 
Wide Area Network); setting up network equipment; 
setting up the software (system, server, user) of the 
automated system, specifically setting up remote access; 
email correspondence –primarily letters with attached 
files (potentially malicious software) or external links 
(potential sources of downloading malicious software)” 
(Nizovtsev & Omelyan, 2021).

Notably, during the seizure and examination 
of electronic imagery, the investigator, specialist, and 
expert must observe the confidentiality of private infor-
mation of both the suspect and the victim. First of all, it 
is necessary to treat with the information seized from the 
suspect or victim with caution, since it also concerns third 
parties who are not involved in the commission of a crim-
inal offence. It is clear that in some cases, access to such 

1Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
2Order of the National Police of Ukraine No 85 “On the Approval of the Regulations on the Cyber Police Department of the National Police of 
Ukraine”. (2015, November). Retrieved from http://tranzit.ltd.ua/nakaz/.

3Ibidem, 2015.
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information and its analysis can help the investigation. 
However, if such data is not of significant use for investi-
gation, efforts should be made to limit their use. Author-
ized individuals having access to a digital device within 
the framework of any investigation should try to distin-
guish between “private information relevant to the inves-
tigation” and ordinary privileged information that does 
not affect the investigative procedure (Horsman, 2022).

After the investigator, together with a specialist, 
has seized (collected) electronic imagery during a certain 
law enforcement intelligence action, they analyse it, eval-
uate it, and decide on conducting a certain type of foren-
sic examination. At the same time, the investigator may 
not send electronic imagery to the forensic examination 
but have it as reference information. However, in this 
case, this electronic imagery will not be eligible as evi-
dence within the meaning of Article 84 of the CPCU1.

According to Article 1 of the Law No. 4038-XII2, 
“forensic examination is an investigation based on 
special knowledge in the field of science, technology, 
art, craft, etc., of objects, phenomena, and processes, 
intended to provide an opinion on issues that are or will 
be the subject of judicial proceedings”3.

Forensic experts who meet the requirements 
defined in Law No. 4038-XII4 are authorized to conduct 
forensic examinations. Other requirements for an expert 
in criminal proceedings and their opinion are covered in 
Articles 69, 70, 102, 103 of the CPCU5.

If in criminal proceedings there is a question of 
expert examination of electronic imagery, then in such 
cases the investigator decides to send them for the fol-
lowing examinations: computer equipment and software 
products and telecommunications systems and tools. In 
some cases, a technical and forensic examination of doc-
uments may also be appointed, if the electronic docu-
ment is materialized.

According to Item 13.1. of the Order of the MJU 
No. 53/56, the key tasks of examination of computer 
equipment and software products include: establishing 
the working condition of computer and technical means; 
determination of circumstances related to the opera-
tion of technical devices, information, and software; 
installation of information and software contained on 
technical devices; determining compliance of software 
products with certain versions or requirements for its 
development”7.

As correctly noted by P.S. Mykhailov, M.P. Klym-
chuk (2020), before appointing a computer-technical 

examination, it is necessary to contact the appropriate 
specialist to clarify and draft a correct list of issues that can 
be resolved during the specified examination. Such a spe-
cialist can be an expert from the specified field of research. 
This is justified by the fact that one should not re-apply 
with a power of attorney to appoint an expert exami-
nation, delaying the time of the pre-trial investigation.

It should also be noted that the court’s failure to 
provide a decision on the use of computer equipment and 
the information contained on it to commit a certain action 
is a typical mistake of the subjects of criminal proceedings. 
Messages stored on a seized device may be considered 
inadmissible evidence in the absence of declassified inves-
tigative measures or a separate resolution or approval to 
disclose the secrecy of messages in criminal proceedings. 
In addition, when downloading information from a hard 
disc, phone, or flash card, one cannot add anything, or 
extract messenger texts by “creating a screenshot” from 
the device, as this will change the data. The results of 
such investigations are recognized as inadmissible evi-
dence if the expert immediately begins the examination 
with an “open” device, since a separate court order is 
required to “overcome the logical defence” (Knysh, 2019).

It is advisable to point out that today the verifi-
cation of computer equipment and software products 
belongs to one expert speciality, which means that the 
presence of such two diverse branches does not lead 
to the need to appoint a comprehensive examination, 
when it is necessary to simultaneously verify both soft-
ware and technical equipment. However, if it is neces-
sary to involve several highly specialized specialists for 
an expert examination, a commission examination is 
carried out (Moussa, 2021). Furthermore, sometimes 
“apart from specialists in the field of expert research of 
computer technology and software products, the judicial 
practice still requires complex examinations with the 
involvement of experts in the field of telecommunication 
systems (equipment) and means (to establish the cir-
cumstances of the case, related with the dissemination 
of information on the Internet), etc.” (Chvankin, 2021).

Objects of expertise of computer equipment and 
software products are conventionally divided into the 
following types: hardware, software, and information 
objects (Teplytskyi, 2019).

B.B. Teplytskyi (2019) identifies three relatively 
independent subtypes of the mentioned expertise: 
“1) examination of computer equipment (establishes 
circumstances and facts related to the functioning and 

1Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
2Law of Ukraine No. 4038-XII “Forensic Examination”. (1994, February). Retrieved from https://zakon.rada.gov.ua/laws/show/4038-12 
#Text.

3Ibidem, 1994.
4Ibidem, 1994.
5Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
6Order of the Ministry of Justice of Ukraine No. 53/5 “On the Approval of the Instructions on the Appointment and Conduct of Forensic 
Examinations and Expert Studies and Scientific and Methodological Recommendations on the Preparation and Appointment of Forensic 
Examinations and Expert Studies”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/z0705-98#Text.

7Ibidem, 1998.
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operation of computer systems); 2) examination of 
software products (establishes circumstances and facts 
related to structural, methodological and hardware fea-
tures of software development and use); 3) information 
and computer expertise (establishes circumstances and 
facts related to information processing of the content 
of file systems, their storage, and reproduction on com-
puter storage devices)”.

First of all, the authors of the methodological rec-
ommendations “use of electronic (digital) evidence in 
criminal proceedings” distinguish the following sub-
types of the examination under study: “hardware; soft-
ware; information; network” (Gutsalyuk, 2020).

Comparing the above positions of scientists, 
such subtypes as examination of computer equipment 
and hardware; examination of software products and 
software, as well as information expertise are similar 
examinations, differing only in the name given by the 
author of the cited study. However, the team of authors 
of the above methodological recommendations identi-
fies another subtype of this expertise – this is network 
expertise. According to the authors, this is a justified step 
because the expertise of telecommunications systems 
and tools does not solve the following tasks: whether the 
technical tool had access to the internet; how the tech-
nical tool was used to access the Internet; what soft-
ware tools were used to connect the technical tool to the 
Internet; whether the technical tool contains files that 
were obtained through copying from the Internet, etc.

Furthermore, one of the key tasks of computer 
and network expertise is to identify software that was 
installed to hide the IP address. Common ways to replace 
a real IP address are as follows: connecting to a proxy 
server, using the TOR internet browser, and masking 
the IP address via a VPN. Today, attackers can use the 
following software to hide their IP address: “NordVPN, 
OpenVPN, ExpressVPN, PureVPN for Teams, Proton-
VPN, NetMotion – programs that provide VPN service; 
TOR Browser, Tor Control (anonymity layer) for Fire-
fox; ProxyCap, Proxyfier, Proxy Switcher – proxy pro-
grams”. Thanks to the expert establishing all chains of 
IP addresses through which, e.g., monetary transactions 
or relevant files passed, it is highly probable that they 
will establish network traces that will help solve a crime 
(Kovalenko, 2020).

It is reasonable to note that the expertise of com-
puter equipment and software products can not only 
solve issues of detecting electronic imagery, etc., but also 
of identifying the user using keyboard handwriting. Key-
board handwriting recognition involves the selection of 
a certain standard from the list of criteria stored in the 
computer’s memory, based on an assessment of the sim-
ilarity with this standard of the handwriting parameters 

of one of the users, among others who use the computer. 
A classic statistical approach to user identification using 
keyboard handwriting (a set of keywords) can reveal 
several features: the dependence of handwriting on 
letter combinations in a word, the presence of connec-
tions between a set of certain symbols, the presence of 
“delays” during the input of symbols, the dependence of 
the speed of typing words from their content, the time 
interval of pressing various keys. Another important fea-
ture of biometric identification is the password length. 
Practice shows that its length should be easy to remem-
ber and consist of 21 to 42 keystrokes. In this regard, 
the features of keyboard handwriting are manifested by 
two methods: typing “free” text and typing a key phrase 
(Borysova & Bilenchuk, 2020).

As V.V. Pavlov (2020) appropriately noted, when 
conducting procedural actions (inspection or hardware 
expertise), the electronic information carrier as mate-
rial evidence will be connected to the expert’s work-
station, the performer should be careful when carrying 
out all manipulations and procedures. This statement is 
explained by the fact that experts who investigate elec-
tronic imagery contained on digital media are required 
to use those software tools that block the recording of 
any information from the media. That is, the software 
first examines such electronic imagery in the informa-
tion viewing mode, preventing it from being recorded 
and making changes to the information contained on the 
digital storage medium.

Only after such an initial examination-research if 
the expert needs to examine such electronic displays, and 
they cannot do it without making changes, then they make 
a file-image of the information carrier, which is located on 
the disc space of the expert’s workstation (Pavlov, 2020).

An approximate list of issues to be resolved 
by hardware examination is prescribed in Item 13.2 of 
the Order of the MJU No. 53/51.

It is a well-known fact that criminals exchange 
information among themselves during the commission 
of a particular criminal offence using both local com-
puter networks and the Internet. Such information, 
which can be electronic imagery and, as a result, evi-
dence of the commission of a criminal offence, can be 
established through the examination of telecommuni-
cations systems and tools.

As aptly noted by M.G   Shcherbakovskyi, 
V.A. Korshenko (2019), telecommunications expertise 
is a fairly young, but very modern and progressive type 
of forensic expertise.

The main tasks of examination of telecommunica-
tion systems and means are as follows: establishment of 
facts and methods of transmission (reception) of infor-
mation in telecommunication systems; determination 

1Order of the Ministry of Justice of Ukraine No. 53/5 “On the Approval of the Instructions on the Appointment and Conduct of Forensic 
Examinations and Expert Studies and Scientific and Methodological Recommendations on the Preparation and Appointment of Forensic 
Examinations and Expert Studies”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/z0705-98#Text.
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of characteristics and parameters of telecommunication 
systems and means; establishment of facts and methods 
of access to systems, resources, and information in the 
field of telecommunications; research of information pro-
cessing algorithms and its protection in the field of tele-
communications; determination of the configuration and 
working condition of telecommunication systems and 
facilities; determination of the quality of provision of tel-
ecommunication services at the level of their consump-
tion; determination of types, brands, models, and other 
classification categories of telecommunication systems 
and means1. However, despite the wide range of tasks 
solved by this examination, as practice shows, to iden-
tify the full extent of electronic imagery that will have 
evidentiary value in court, investigators appoint a com-
plex forensic examination, which includes examination 
of both computer equipment and software products, and 
examination of telecommunication systems and means.

Notably, investigators, specialists, and experts 
need to remember that the detection, collection, and 
investigation of evidence must be accompanied by its 
pertinence and admissibility, which is prescribed in 
Chapter 4, Paragraph 1 of the CPCU2. In this regard, it is 
also advisable to focus on the practices of the people’s 
Republic of China, where the review of evidence before 
the trial mainly lies in judging the use of evidence for 
the prosecution and defence. The content of the review 
includes the competence of subjects who withdraw evi-
dentiary information and their evidentiary value. From 
the standpoint of legal requirements and technical 
norms, such rules can be constructed as follows:

‒  the content of the verification of electronic 
imagery mainly includes the subject’s competence and 
qualification for their investigation;

‒ the content of verifying the evidentiary value of elec-
tronic imagery mainly includes their reliability and integrity; 

‒ when proving, the participation of professional per-
sonnel must be accompanied by the appropriate permis-
sion to provide support during the trial (Du, et al., 2020).

Conclusions
Digital evidence is diverse and rapidly improving. It var-
ies in form and type and may include source data, mon-
itoring systems in networks and servers, or electronic 

documents and digital signatures, or audiovisual record-
ings or attachments stored in email. The diversity of the 
electronic directory determines the breadth of its net-
work. The development of several types of digital evi-
dence is typical for the virtual world.

The present paper showed that:
–  usually, investigators and operational officers 

detect electronic imagery independently or as part of 
the ITF during the investigation of criminal offences, or 
before their commission;

– the collection of electronic imagery takes place 
when conducting procedural actions (usually law 
enforcement intelligence actions) both from the tech-
nical devices using which a criminal offence was com-
mitted, and from those devices that were attacked. When 
extracting electronic imagery, it is advisable to involve the 
appropriate specialist (if possible, a cyberpolice officer);

– an investigator, specialist, and expert is authorized 
to investigate electronic imagery. 

Only experts are authorized to conduct expert 
research on electronic imagery. Electronic imagery is 
investigated by conducting the following examinations: 
telecommunications systems and tools, computer equip-
ment and software products, as well as technical forensic 
examination of documents (if the electronic document is 
tangible). Expert examination of electronic images must 
necessarily include updating the software with which 
they are investigated, focusing on the requirements of 
time and the development of criminal activities in this 
area. This is the prospect of further scientific research.

From the above overview, the world evidently 
aims to effectively combat “electronic crime”, which 
is manifested in the development of international stand-
ards for the collection, identification, and storage of 
potential electronic images that can be evidence. This is 
also reflected in the improvement of practical skills of 
law enforcement agencies in working with them. Modern 
conditions point to the active informatization of society 
and the transfer of criminal activity to the information 
sphere, as well as to the fact that, according to the legis-
lation of Ukraine, the investigator is authorized to extract 
trace information (electronic imagery) unassisted, 
which means that they must also possess the basic skills 
of collection, which is not always the case in practice.

1Order of the Ministry of Justice of Ukraine No. 53/5 “On the Approval of the Instructions on the Appointment and Conduct of Forensic 
Examinations and Expert Studies and Scientific and Methodological Recommendations on the Preparation and Appointment of Forensic 
Examinations and Expert Studies”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/z0705-98#Text.

2Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
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Анотація
З огляду на швидкі темпи інформатизації суспільства, щоразу зростає кількість кримінальних 
правопорушень, учинених з використанням електронних обчислювальних машин, їх програмного 
забезпечення, а також телекомунікаційних систем. Такі протиправні дії характеризуються залишенням 
слідів, серед яких й електронні відображення. Вони можуть бути доказами вчинення кримінальних 
правопорушень, що пояснює процес розроблення та вдосконалення методів їх виявлення, збирання та 
дослідження правоохоронними органами. На сьогодні такі методи виявлення, збирання й дослідження 
електронних відображень висвітлено в низці наукових праць національних та іноземних учених, що 
зумовило комплексне  висвітлення їх у науковому дослідженні. Мета статті – здійснення огляду теорії 
та практики діяльності уповноважених суб’єктів щодо виявлення, збирання й дослідження електронних 
відображень. У роботі застосовано сукупність різноманітних методів, зокрема наукового пізнання 
реальних явищ та їхніх зв’язків з практичною діяльністю уповноважених органів щодо виявлення, 
збирання й дослідження електронних відображень (діалектичний метод), а також спеціальні та 
загальнонаукові методи юридичної науки. Дослідження засвідчило, що зазвичай слідчі й оперативні 
працівники виявляють електронні відображення самостійно чи в складі слідчо-оперативної групи під 
час розслідування кримінальних правопорушень або передування їх учиненню; збирання електронних 
відображень відбувається під час проведення процесуальних дій (слідчих (розшукових) дій) як з 
технічних пристроїв, за допомогою яких було вчинено кримінальне правопорушення, так і з тих, які 
було атаковано. До вилучення електронних відображень доцільно залучати відповідного фахівця (за 
можливості – працівника кіберполіції); досліджувати електронні відображення уповноважені слідчий, 
спеціаліст й експерт. Експертне дослідження електронних відображень здійснюють експерти шляхом 
проведення таких експертиз: комп’ютерної техніки та програмних продуктів, телекомунікаційних 
систем і засобів, а також техніко-криміналістичної експертизи документів. Проведений огляд допоможе 
відновити в пам’яті уповноважених практичних працівників знання щодо відомостей про інструментарій 
виявлення, збирання та дослідження електронних відображень, що забезпечить ефективне виконання 
завдань кримінального провадження
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