MINISTRY OF INTERNAL AFFAIRS OF UKRAINE
NATIONAL ACADEMY OF INTERNAL AFFAIRS

SCIENTIFIC JOURNAL

OF THE NATIONAL ACADEMY OF INTERNAL AFFAIRS

Scientific Journal

Volume 29, No. 2
2024

Kyiv
2024



ISSN 2410-3594
E-ISSN 2786-7382
DOI: 10.56215/naia-herald/2.2024

Co-founders:
National Academy of Internal Affairs,
LLC “Scientific Journals”

Year of foundation: 1996

Recommended for printing and distribution
via the Internet by the Academic Council
of National Academy of Internal Affairs
(Minutes No. 10 of May 28, 2024)

Media identifier in the Register of Media Entities R30-02450
Decision of the National Council of Ukraine
on Television and Radio Broadcasting

of 11 January 2024 No. 26

The collection is included in the list of professional publications of Ukraine
Category “B”. Branch of sciences - legal, specialty - 081 “Law”
(order of the Ministry of Education and Science of Ukraine of October 15,2019, No. 1301)

The collection is presented international scientometric databases, repositories
and scientific systems: Index Copernicus International, ERIH PLUS,

Google Scholar, Vernadsky National Library of Ukraine, Electronic repository NAIA, DOA]J,
Polska Bibliografia Naukowa, UCSB Library, Dimensions, Cambridge University Library,
Leipzig University Library, European University Institute, SOLO - Search Oxford Libraries
Online, University of Hull Library, University of Oslo Library

Scientific Journal of the National Academy of Internal Affairs / Ed. by S. Cherniavskyi
(Editor-in-Chief) et al. Kyiv: National Academy of Internal Affairs, 2024. Vol. 29, No. 2. 91 p.

Editors office address:
National Academy of Internal Affairs
03035, 1 Solomianska Sq., Kyiv, Ukraine
Tel.: +38 (044) 520-08-47
E-mail: info@lawscience.com.ua
https://lawscience.com.ua/uk


https://lawscience.com.ua/uk

MIHICTEPCTBO BHYTPILUHIX CMPAB YKPAIHM
HALIOHAJIbHA AKAOEMIA BHYTPIWHIX CIMPAB

HAYKOBUU BICHUK

HALLIOHA/TbHOI AKALEMII BHYTPILUHIX CMPAB

HaykoBumn >XypHas

ToMm 29, N2 2
2024

Knis
2024



ISSN 2410-3594
E-ISSN 2786-7382
DOI: 10.56215/naia-herald/2.2024

CniB3aCHOBHMKM:
HanioHanbHa akazieMid BHYTPILLHIX CIIpaB,
TOB «HaykoBi »xypHanu»

Pik 3acHyBaHHA: 1996

PexomeHdosaHo 0o OpyKy ma nowupeHHs
uepe3 mepexcy [HmepHem BueHow padoro
HayionanvHoi akademii eHympiwHix cnpas
(npomokosa Ne 10 6id 28 mpaeHs 2024 p.)

InenTudikarop megia B Peectpi cy6’ekTiB y chepi meaia R30-02450
Pimmenna HanionanbHOI pagu Ykpaiaou
3 NMTaHb TeJsiebayeHHs i paZjioMOBJIEHHS
Bix 11 ciuyna 2024 poky Ne 26

306ipHUK BXOAUTD [0 nepesiky ¢paxoBUX BUJaHb YKpPaiHU
KaTeropis «b». ['any3b Hayk - opugu4dHi, crieniasbHicTb — 081 «IlpaBo»
(Haka3 MiHicTepcTBa OCBiTH i Hayku Ykpainu Bif 15 xoBTHa 2019 p. Ne 1301)

36ipHUK npeacTaB/JIeHO y MiXKHApOJAHUX HAYKOMETPUYHMX 6a3ax AaHUX,
peno3uTapiax Ta nolmyKoBux cucreMax: Index Copernicus International, ERIH PLUS,
Google Scholar, HanionanbHa 6i6/1ioTeka Ykpainu imMeHi B. I. Bepnagcbkoro,
Enextponnuii penosutapiii HABC, DOAJ, Polska Bibliografia Naukowa, UCSB Library,
Dimensions, Cambridge University Library, Leipzig University Library,
European University Institute, SOLO - Search Oxford Libraries Online,
University of Hull Library, University of Oslo Library

HaykoBuil BicHuk HauioHasbHOI akazeMil BHYTpIlIHIX cOpaB : HayK. *KYpH. / [peAKoL.:
C. YepHsaBcbkul (ros1oB. pea.) Ta iH.]. - KuiB : Haw. akaz. BHyTp. cipas, 2024.-T.29,N2 2. -91 c.

Ajapeca pepakiuiii:
HanjioHanbHa akazeMisa BHYTPILIHIX ClIpaB
03035, mi. ConmoM’siHCbKa, 1, M. KuiB, YkpaiHa
Ten.: +38 (044) 520-08-47
E-mail: info@lawscience.com.ua
https://lawscience.com.ua/uk


https://lawscience.com.ua/uk

SCIENTIFIC JOURNAL

OF THE NATIONAL ACADEMY OF INTERNAL AFFAIRS

Editor-in-Chief

V. Cherniei
V. Babanina
A. Vozniuk
0. Drozd

0. Kvasha
S. Pavlenko

0. Tykhonova
Yu. Chornous

Ye. Buribayev
Jan Widacki
L. Gruszczynski

A. Zimmermann
P. Stec

Zh. Khamzina
S. Hobe

A. Czarnota

Volume 29, No. 2

Editorial Board

Serhii Cherniavskyi - Doctor of Law, Professor, National Academy of Internal
Affairs, Ukraine

National Members of the Editorial Board

Doctor of Law, Professor (Head of the Editorial Board), National Academy of
Internal Affairs, Ukraine

Doctor of Law, Professor, National Academy of Internal Affairs, Ukraine

Doctor of Law, Professor, National Academy of Internal Affairs, Ukraine

Doctor of Law, Professor, National Academy of Internal Affairs, Ukraine

Doctor of Law, Professor, Koretsky Institute of State and Law of National
Academy of Science of Ukraine, Ukraine

Doctor of Law, Associate Professor, National Academy of Internal Affairs, Ukraine
Doctor of Law, Professor, National Academy of Internal Affairs, Ukraine

Doctor of Law, Professor, National Academy of Internal Affairs, Ukraine

International Members of the Editorial Board

Doctor of Law, Professor, Abai Kazakh National Pedagogical University, Republic
of Kazakhstan

Doctor of Habilitation in the Field of Law, Professor, Andrzej Frych Modzewski
Krakow Academy, Republic of Poland

Doctor of Habilitation in the Field of Law, Kozminski University, Republic of
Poland

Doctor of Law, Professor, University of Potsdam, Federal Republic of Germany
Doctor of Habilitation in the Field of Law, Professor, University of Opole, Republic
of Poland

Doctor of Law, Professor, Abai Kazakh National Pedagogical University, Republic
of Kazakhstan

Doctor of Habilitation in the Field of Law, Professor, University of Cologne,
Federal Republic of Germany

Doctor of Philosophy in Law, Professor, Riga Graduate School of Law, Republic
of Latvia



HAYKOBUU BICHUK

HALLIOHAJTIbHOI AKALEMII BHYTPILLHIX CMPAB

Tos10BHUY peJaKTOp

B. YepHei
B. Ba6aHina
A. BosHwok
0. Apo3p,

0. KBama

C. [TaBeHKO
0. TuxoHoBa

10. YopHoyc

€. BypiGaeB

A. Bigangki

JI. TpyluMHCbKM
A. 3iMmmepmaHH
II. Crenn

K. Xamsina

C. Xo6e

A.YapHoTa

Tom 29, N2 2

PepakuinHa Koneriqa

Cepriii YepHABCBKUI - JOKTOp IOPUJUYHUX HayK, npodecop, HarionanpHa
aKaZieMida BHYTPIIIHIX cripaB, YkpaiHa

HauioHanbHi uneHun peakonerii

JIOKTOp HOPUAUYHUX HayK, mnpodecop (rosoBa peakoJerii), HarionanbHa
aKaZieMida BHYTPIIIHIX cripaB, Ykpaina

JIOKTOp HOPUAWYHUX Hayk, npocdecop, HamioHanbHa akazieMis BHYTpPiLIHIX
crnpas, YKpaiHa

JIOKTOp HOPUAWYHUX Hayk, npocdecop, HamioHanbHa akazieMmis BHYTpPiLIHIX
crnpas, YKpaiHa

JIOKTOp HOPUAWYHUX Hayk, npocdecop, HamioHanbHa akazieMmis BHYTpiLIHIX
crnpas, YKpaiHa

JIOKTOp HOPUAWYHUX HayK, npodecop, IHcTUTyT JepxaBu i mpaBa iMeHi
B. M. Kopeupskoro HAH Ykpainuy, Ykpaina

JIOKTOp IOPUAUYHUX HAYK, 0LeHT, HallioHa/ibHa akaieMiss BHYTPILLHIX CIIpaB,
Ykpaina

JIOKTOp HOPUAWYHUX Hayk, npocdecop, HamioHanbHa akazieMis BHYTpPiLIHIX
crnpas, YKpaiHa

JIOKTOp HOPUAWYHUX Hayk, npocdecop, HamioHanbHa akazieMis BHYTpPiLIHIX
crnpas, YKpaiHa

MbKHapoaHi uneHu peakonerii

JIOKTOpP PUANYHUX HAyK, Tpodecop, KazaxchbKuii HallioHA/IbHUH TeJjaroriyHum
yHiBepcuTeT iMeHi Abasi, Pecniy6s1ika Kazaxctan

JIOKTOp rabisiToBaHu#l y ranysi npasa, KpakiBcbka akazeMis iMmeni Anmkest
®puya MomxeBcbkoro, Pecry6uika [losibia

JIOKTOp rabijiToBaHWM Yy ranysi mnpaBa, YHiBepcuTeT Ko3sbMiHCbKOrO,
Pecny6.ika [Tosbiia

JIOKTOp  IOpUJMUYHUX HaykK, npodecop, IloTcaamMcbkuil yHiBepcuTerT,
®epepatuBHa Pecniy6sika HiMmeuunHa

JIOKTODp rabisiToBanuil y raaysi npasa, npodecop, OnosbCcbKUM yHiBEpCUTET,
Pecny6.ika [Tosbiia

JIOKTOpP PUANYHUX HAyK, Tpodecop, KazaxchbKuii HallioHA/IbHUH TeJjaroriyHui
yHiBepcuTeT iMeHi Abasi, Pecniy6s1ika Kazaxctan

JIOKTOp rabisiToBaHui y ranaysi npaBa, npodecop, KesbHcbKUM yHiBEpcUTeT,
®enepatuBHa Pecniy6sika HiMmeuunHa

IokTop ¢inocodil B ranysi mpara, mpodecop, Pu3bka BuIla IIKoJA MPaBa,
JlaTBilicbka Pecny6.tika



SCIENTIFIC JOURNAL
OF THE NATIONAL ACADEMY OF INTERNAL AFFAIRS
Volume 29, No. 2

CONTENTS

0. Taran, M. Hryha
Application of international humanitarian law by the European Court of Human Rights........cccooesineennenns 9
V. Kostiuk, I. Drok
Effectiveness of international legal instruments to combat COTTUPLION ....eeueerreeeeerreereersseesseeesseessseessseeseesanes 18

I. Horbach-Kudria, O. Kostyliev
Disarmament of civilians after war:
International standards and national legiSlation. ... ssesees 32

0. Kostiushko

The latest experience of statutory regulation of lobbying in EUTOPE.......ccceneeneeeneeeneeenneesseesssesessessseenns 44
V. Hvozdiuk, N. Morhun

Application of the European Court of Human Rights practices

by the investigator dUring the SEAICH ... e ses e 57
M. Lohvynenko

Best practices in police personal security: A SYStEMAtIC TEVIEW.......ccveuemeemreemreeserseesesssessessessesssessenssesssesssesans 67

D.K. Prasada, B.G.A. Rama, K.J. Mahadewi, K.S.W. Putra
Fintech, the threat of technology in the conventional financial SyStem.........cccneneeeeereermeerseessseesseesseens 77



HAYKOBUU BICHUK
HALLIOHATbHOT AKALEMIi BHYTPILLHIX CMPAB

Tom 29, N2 2
3MICT
0. Tapan, M. I'pura
3acTocyBaHHS MD>XXHAapPOAHOr0 I'YMaHITapHOTro paBa EBPONENCHKUM CY[0M 3 IPAB JIIOJUHU...creerereennes 9
B. KocTi0K, 1. /Ipok
EdekTHBHICTD Mi>KHAPOAHUX TPABOBUX IHCTPYMEHTIB GOPOTHOU 3 KOPYIILIIETD w.cvvvvvenseesseerseesseesssessssessasesnas 18

I. Top6a4-Kyzaps, 0. Koctuiie
P0336po€HHS IIMBIIBHOT'O HAaceJIeHHs mic/is BiliHU:
MDKHAPOJAHI CTAaHAAPTHU ¥ HALIOHATBHE 3AKOHOABCTBO c.cureeuseeserssessesseessesssesssesssesssesssasssesssessssssssssssssssssesssssssassanes 32

0. KocTomko

HoBiTHii 0CBiJf HOPMAaTHBHO-NPABOBOTO PETY/IOBAHHS JI0GI3MY B EBPOI .euvevurernseerseesseersseesssesssessseessseeens 44
B. I'Bo3a10K, H. Mopryn

3acTocyBaHHSA CIiJYMM NIPAaKTUKU EBPONENCHKOT0 CYAY

3 MIPAB JIIOJAWUHU Mi/] YAC MPOBEIEHHST OOIIIYKY ..euueeresseesseessesssesssesssesssesssesssesssessesssesssesssesssesssesssesssssssessssssssssssssssssesssasssees 57

M. JIOrBUHEHKO
[lepeoBUii 10CBif 3a0e3Med4eHHsT 0COOUCTOI Oe3MeKH MOJileHCbKOro:
CHUCTEMATHUHMM OTISI[.eucueviueeesseesssessssssssessssessssessssesssssssssessssessssessssessssessssessssessssessssessssessasessassssatsssassssasssssssssassssassssasssasssasanes 67

A. K. IIpacapa, B. I. A. Pama, K. JI. Maxazaesi, K. C. B. [lyTpa
®dinaHCOBi TexHOJIOTII K 3arpo3a TPAAULINHIA QIHAHCOBIM CHCTEMI ..ocuureereermeerreeseesseermeessesssessssessssessssssaes 77




Scientific Journal of the National Academy of Internal Affairs

UDC 341.645.5:341.3:341.231.14
DOI: 10.56215/naia-herald/2.2024.09

Application of international humanitarian law
by the European Court of Human Rights

Olena Taran

Doctor of Law, Professor
National Academy of InternalAffairs
03035, 1 Solomianska Sq., Kyiv, Ukraine
https://orcid.org/0000-0003-4752-9924

Mariia Hryha

PhD in Law, Senior Researcher
National Academy of Internal Affairs
03035, 1 Solomianska Sq., Kyiv, Ukraine
https://orcid.org/0000-0003-4561-712X

m Abstract. The problem of human rights protection is particularly acute during armed conflicts, when the
most widespread and serious human rights violations occur. International humanitarian law is a reliable tool
for countering such violations, specifically through the implementation of its norms alongside the European
Convention on Human Rights in the judgments of the European Court of Human Rights. The purpose of this
study was to make some generalisations about the approaches of the European Court of Human Rights to
determining the relationship and correlation between the European Convention on Human Rights and inter-
national human rights law, international humanitarian law, and the limits and conditions of application of
international humanitarian law by the European Court of Human Rights. The study employed a combination
of methods of cognition to collect, analyse, and interpret information, namely: documentary, statistical, legal,
historical, and critical. The chosen methodology ensures the objectivity and reliability of the study. The study
was based on the judgments of the European Court of Human Rights, which examine, analyse, and apply
international humanitarian law, as well as on academic publications, recommendations and explanations of
international institutions, experts, and human rights organisations regarding the relationship between inter-
national human rights law, the European Convention on Human Rights and international humanitarian law,
and the possibility of their simultaneous application. The study summarised a range of legal positions of the
European Court of Human Rights, which helped to identify the principal approaches and trends in the applica-
tion of international humanitarian law in the consideration of complaints of human rights violations in armed
conflicts, including the expansion of the practice of applying international humanitarian law, strengthening
the protection of human rights in armed conflict, and attention to new challenges associated with armed
conflicts. The practical significance of the study lies in the fact that it contributes to a better understanding
of international humanitarian law and the legal positions of the Court, and to the development of additional
mechanisms for ensuring respect for human rights and international humanitarian law

m Keywords: European Convention on Human Rights; international human rights law; legal position; law
enforcement; armed conflict
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Application of international humanitarian law...

» Introduction
The European Court of Human Rights (the ECHR,
the Court), as an international court that monitors
compliance with the European Convention on Hu-
man Rights! (the Convention) by the States Par-
ties, is one of the key institutions for the protec-
tion of human rights in Europe. The significance of
the ECHR and its activities lies in the fact that the
ECHR issues judgments that oblige states to perform
their obligations under the Convention to respect
fundamental human rights. The Court’s judgments
are an important source of international human
rights law (IHRL), and the Court’s activities contrib-
ute to the expansion of cooperation in the field of
human rights protection between states and the de-
velopment of strengthening democratic institutions,
which is of particular importance in times of armed
conflict. Such conflicts, posing a serious threat to
human rights, lead to violations of a range of such
rights, including those guaranteed by the Conven-
tion, which has led to a considerable number of
interstate and individual applications to the Court,
the consideration of which has prompted the Court
to seek effective approaches that allow for the ap-
plication of not only the Convention, but also inter-
national humanitarian law (IHL) governing the con-
duct of armed conflicts. Thus, the Court’s practice
has developed a relevant trend. This requires an in-
vestigation of the Court’s position on the limits and
conditions of application of IHL, the interpretation
of its provisions, and the relationship between the
IHRL, the Convention, and IHL. The Court’s legal
opinions in which IHL is applied reflect the further
expansion of such application, which contributes
to the strengthening of human rights protection in
armed conflicts and contributes to the development
of IHL practice and its interpretation. For national
law and law enforcement, the significance of such
legal positions cannot be overestimated consider-
ing the circumstances of the ongoing international
armed conflict. The relevant provisions should be
considered to expand the possibilities and prospects
for human rights protection by the ECHR in the con-
text of the Convention and IHL, and to introduce
additional mechanisms for ensuring human rights
in the context of armed conflict into national law.
The application of IHL by the Court has been
investigated at various times primarily in the con-
text of the relationship between IHL, IHRL, and the
Convention. Investigating the harmonisation of the
norms of International Counter-Terrorism Law and
IHL, V. Saul (2021) concludes that they need to be

complementary. M. Sassoli (2019), focusing on the
contradictions that affect IHL in practice, exam-
ined when IHL applies, its basic rules, how to en-
sure its observance, and covered the traditionally
relevant issue of distinguishing between internation-
al and non-international armed conflicts. V. Saul &
D. Akande (2020) propose an optimised approach
to the mutual coherence between the International
Counter-Terrorism Law and IHL, which is to recog-
nise the legitimacy of both branches of law and min-
imise the negative mutual influence, which is fully
supported by P. Askary (2022). T. Ferraro (2021)
analyses the applicability of IHL in the context of
counter-terrorism measures and operations, as well
as the conditions for the effective joint application of
IHL, the provisions of the International Counter-Ter-
rorism Law and sanctions regimes.

A range of publications are devoted to the inves-
tigation of individual cases and legal positions of the
ECHR concerning armed conflicts and human rights
violations during these conflicts. Thus, M. Longobar-
do & S. Wallace (2022), analysing the Court’s con-
clusions in the 2021 case of “Georgia v. Russia (II)”2
on the applicability of the Convention to the conduct
of hostilities, summarise that the Court’s conclusion
is unconvincing, and the arguments are based on ex-
tra-legal considerations rather than on a correct in-
terpretation of the concept of state jurisdiction under
the Convention. The issue of the application of THL
in the context of the armed conflict in Ukraine is also
currently widely discussed. O. Kaluzhna & K. Shune-
vych (2022) investigated the mechanisms of account-
ability for war crimes committed as a result of the
Russian invasion of Ukraine in February 2022.

The topic of mutual influence of the Court’s
judgments and national legislation stays relevant
for discussion within the framework of scientific
research. Through an analysis of judicial prac-
tice and interviews with government officials,
K. Dzehtsiarou (2023) examines the influence
of third parties (states) on the Court’s reasoning
and concludes that the Court is aware of the ob-
jectives of national governments and considers
them. W. Phelan (2021) investigated the role of
the Constitutional Courts of Germany and Italy in
the development of the Court’s jurisprudence. Ana-
lysing its practice in cases based on applications of
national judges, A. Demyda (2021) states that the
Court’s judgments are reflected in national legis-
lation by amending them with due regard to the
principles of justice.

! Convention on the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.

ua/laws/show/995_004#n421.

2Judgment of the of the European Court of Human Rights in the Case No. 38263/08 “Georgia v. Russia (II)” (2021, January). Retrieved

from https://rm.coe.int/georgia-v-russia-ii-gc-ukr/1680a58450.
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The purpose of this study was to summarise the
Court’s approaches to determining the relationship
and correlation between the Convention (as the main
legal instrument) and the IHRL, IHL, as well as the
limits and conditions for the Court’s application of
IHL rules in judicial practice.

= Materials and methods

The methodology for investigating the application of
IHL by the ECHR comprises a set of methods and is
an important component of such a study, as it ensures
its objectivity and reliability. Among the methods of
cognition used to collect, analyse, and interpret in-
formation was the documentary method, which in-
volves the analysis of documents related to the appli-
cation of IHL by the Court. Such documents include
court decisions'?, legal acts of the Court®*. The legal
method helped to analyse the legal norms and prin-
ciples related to the application of IHL by the ECHR.
This method was employed to determine how certain
provisions of IHL and the Convention are interpret-
ed by the ECHR. The historical method involved the
investigation of the historical context to interpret in-
formation on the application of the IHL by the Court,
and it was used to find out how the application of
the IHL the Court has evolved over time.The critical
method involved using a critical approach to inter-
pret information on the application of the IHL by the
ECHR, and helped to predict how the application of
the THL by the ECHR can be improved in the future.
The theoretical framework of the study was based on
publications that address the fundamental issues of
the IHL concept and its application (Mégret & Swind-
en, 2019; Dzehtsiarou & Tzevelekos, 2022; Longobar-
do & Wallace, 2022).

The study analysed the provisions of the Europe-
an Convention on Human Rights®, the Third Geneva
Convention relative to the Treatment of Prisoners of
War®, and the Fourth Geneva Convention relative to
the Protection of Civilian Persons in Time of War?,
which were used in the analysed ECHR cases. To clar-
ify the ECHR’s approaches to the implementation of
IHL, the Court’s judgments in “Hassan v. The United
Kingdom™®, “Ukraine and the Netherlands v. Russia™,
“Georgia v. Russia”?, “Bankovi¢ and others v. Bel-
gium and others”!! were investigated. The analysed
documents are the principal international instruments
related to the protection of human rights and humani-
tarian norms in wartime. The specificity of their anal-
ysis lies in the study and determination of how each
of these documents and their concrete provisions
are applied in the judicial practice of the ECHR. The
analysis included the study of court decisions in cas-
es involving violations of these conventions, as well
as the establishment of standards and precedents de-
termined by the court following the requirements of
these international documents, and the compliance of
states’ actions with the provisions of the Convention.

m Results and discussion

Article 32 of the Convention stipulates that the Court
has the power to examine all questions relating to
the interpretation and application of the Conven-
tion and its Protocols as prescribed in Articles 33,
34, 46, and 47. In case of a dispute over jurisdiction,
the Court shall independently resolve the dispute!2.
Thus, the principal legal instrument for the Court’s
activities is the ECHR and its Protocols, but the need
to address the issues raised in complaints related to
human rights violations during armed conflicts has

! Judgment of the European Court of Human Rights in the Case No. 38263/08 “Georgia v. Russia (II)”. (2021, January). Retrieved from
https://hudoc.echr.coe.int/eng#{%22tabview%22:[%22document%22],%22itemid%22:[%22001-207757%22] }.

2Judgment of the European Court of Human Rights in the cases Nos. 8019/16, 43800/14 and 28525/20 “Ukraine and the Netherlands v.
Russia”. (2022, November). Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-222889%22]}.

3 Convention on the Protection of Human Rights and Fundamental Freedoms. (1950. November). Retrieved from https://zakon.rada.gov.

ua/laws/show/995_004#n421.

4 The Vienna Convention on the Law of International Treaties. (1969, May). Retrieved from https://zakon.rada.gov.ua/laws/

show/995_118#Text.

°Convention on the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.

ua/laws/show/995_004#n421.

6 Geneva Convention on the Treatment of Prisoners of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/

show/995_153#Text.

7 Geneva Convention on the Protection of the Civilian Population during War. (1949, August). Retrieved from https://zakon.rada.gov.

ua/laws/show/995_154#Text.

8 Judgment of the European Court of Human Rights in the Case No. 29750/09 “Hassan v. the United Kingdom”. (2014, September).
Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-153724%22]}.

¢ Judgment of the European Court of Human Rights in the Cases Nos. 8019/16, 43800/14 and 28525/20. “Ukraine and the Netherlands
v. Russia”. (2022, November). Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-222889%22]}.

10 Judgment of the European Court of Human Rights in the Case No. 38263/08. “Georgia v. Russia (II)”. (2021, January). Retrieved from
https://hudoc.echr.coe.int/eng#{%22tabview%22:[%22document%22],%22itemid%22:[%22001-207757%22] }.

11 Judgment of the European Court of Human Rights in the Case No. 52207/99. “Bankovi¢ and Others v. Belgium and Others”. (2001,
December). Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-22099%22]}.

!2Convention on the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.

ua/laws/show/995_004#n421.

n
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prompted the Court to formulate its position on the
possibility of applying THL.

To substantiate this position, the Court refers to
the case law of the UN Human Rights Committee!,
the International Court of Justice>*#, the Vienna Con-
vention on the Law of Treaties®, and the conclusions
of academic institutions and human rights organisa-
tions (Hudoc. European Court of Human Rights, n.d.).
In the case of “Bankovi¢ and others v. Belgium and
others™®, it was noted that the principles underlying
the Convention cannot exist or be applied in isola-
tion. The Court is also obliged to consider any rel-
evant rules of international law when deciding on
matters within its competence and, accordingly, to
establish state responsibility following the basic prin-
ciples of international law. The Convention is to be
interpreted in harmony with the other principles of
international law of which it is a part, to the extent
possible. In “Hassan v. The United Kingdom”’, the
Court notes that, according to the case law of the
International Court of Justice, the European Court
considers that even in the circumstances of interna-
tional armed conflict, the guarantees provided by the
ECHR are still applicable, albeit interpreted in the
context of IHL. As a result of the coexistence of guar-
antees prescribed by IHL and the Convention during
an armed conflict, the grounds for authorised depri-
vation of liberty set out in Article 58 should be con-
sistent as far as possible with the detention of pris-
oners of war and civilians who pose a security risk
under the third and fourth Geneva Conventions®!°.

These provisions define the conceptual framework
for the Court’s application of IHL and are reproduced
in judgments to substantiate the Court’s position on
the list of applicable law in cases of human rights
violations in armed conflict. Notably, the growing
number of scientific publications (Korniienko, 2022;
Levchenko, 2022; Biloskurska & Fedorchuk, 2022)
on the regulation of human rights restrictions in the
context of armed conflict is evidence of the urgent
need to address such issues, specifically in Ukraine.
The Court’s approach to referring to IHL as a
separate area of law enforcement in the structure of
judgments is common, but not constant. When de-
termining the normative basis of a decision, specifi-
cally THL, the Court in some cases provides for such
a section. See, for instance, “Relevant International
and National Law and Practice” in the case of “Has-
san v. The United Kingdom”!!, which states as fol-
lows: the provisions of the Third Geneva Convention
of 12 August 1949!? relative to the Treatment of Pris-
oners of War and the Fourth Geneva Convention of
12 August 1949 relative to the Protection of Civilian
Persons in Time of War, which are directly relevant
to the issues raised in the present case (para. 33); the
practice of the UN International Court on the relation-
ship between IHL and IHRL (paras. 35-37); Report of
the Study Group of the International Law Commis-
sion on the Fragmentation of International Law: Chal-
lenges posed by the Diversification and Expansion of
the Field of International Law, adopted by the Inter-
national Law Commission at its 58" session in 2006

! General Comment of the Human Rights Committee No. 36(2018) “On article 6 of the International Covenant on Civil and Political
Rights, on the Right to Life. Advanceunedited version CCPR/C/GC/36”. (2018, October). Retrieved from https://www.ohchr.org/
Documents/HRBodies/CCPR/CCPR_C_GC_36.pdf.

2 Advisory Opinion of the International Court of Justice No. ICJ226 “Legality of the Threat or Use of Nuclear Weapons”. (1996, July).
Retrieved from https://www.icj-cij.org/sites/default/files/case-related/95/095-19960708-ADV-01-00-EN.pdf.

3The Legal Consequences of the International Court of Justice No. 131 “Construction of a Wall in the Occupied Palestinian Territory
International Court of Justice”. (2004, July). Retrieved from https://www.icj-cij.org/sites/default/files/case-related/131,/131-20040709-
ADV-01-00-EN.pdf.

4Judgment of the of the International Court of Justice in the Case “Concerning Armed Activity on the Territory of the Congo (Democratic
Republic of the Congo v. Uganda)”. (2005, December). Retrieved https://casebook.icrc.org/case-study/icj-democratic-republic-
congouganda-armed-activities-territory-congo.

5 The Vienna Convention on the Law of International Treaties. (1986, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/995_118#Text.

6 Judgment of the European Court of Human Rights in the Case No. 52207/99. “Bankovi¢ and Others v. Belgium and Others”. (2001,
December). Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-22099%22]}.

7 Judgment of the European Court of Human Rights in the Case No. 29750/09. “Hassan v. the United Kingdom”. (2014, September).
Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-153724%22]}.

8 Convention on the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.
ua/laws/show/995_004#n421.

° Geneva Convention on the Treatment of Prisoners of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/
show/995_153#Text.

2 Geneva Convention on the Protection of the Civilian Population during War. (1949, August). Retrieved from https://zakon.rada.gov.
ua/laws/show/995_154#Text.

11 Judgment of the European Court of Human Rights in the Case No. 29750/09. “Hassan v. the United Kingdom”. (2014, September).
Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-153724%22]}.

12 Geneva Convention on the Treatment of Prisoners of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/
show/995_153#Text.

13 Geneva Convention on the Protection of the Civilian Population during War. (1949, August). Retrieved from https://zakon.rada.gov.
ua/laws/show/995_154#Text.
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(para. 38)'. The case of “Georgia v. Russia (II)”? con-
tains sections on the “Relationship between the pro-
visions of the Convention and international humani-
tarian law” and “Relevant international humanitarian
law”. In this case, the Russian Federation claimed that
the ECHR did not have jurisdiction over its compli-
ance with IHL. The Court rejected these arguments
using the rationale given above (conceptual basis).

The Convention contains the words “war” and
“martial law” (Article 15: Derogation from obliga-
tions in time of public emergency)®. According to
O.V. Taran (2023), this rule concerns the specifics of
the application (rather than complete termination) of
the Convention in the context of the lawful deroga-
tion of states from their obligations under the Con-
vention. The conditions under which the retreat is
possible, according to the said article, are war or oth-
er public danger that threatens the life of the nation
(emergency situation). The limits of derogation are
determined by the severity of the situation and the
condition that the restrictive measures do not contra-
dict other obligations of the state under international
law. This or other rules do not regulate the applica-
tion of the Convention exclusively in peacetime.

The cases in which human rights violations re-
lated to non-compliance with IHL were the subject
of consideration concerned armed conflicts (interna-
tional and non-international), e.g., the conflict be-
tween Turkey and Cyprus*, Georgia and the Russian
Federation over Abkhazia and South Ossetia®, Arme-
nia and Azerbaijan over Nagorno-Karabakh®, North-
ern Ireland and the United Kingdom’, the conflict in
Chechnya regarding violations of IHL by the Russian
authorities®, etc. They determined the formation of
the Court’s practice of extending its jurisdiction to
consider complaints of human rights violations that
occurred in the context of armed conflicts. This prac-
tice is considered to be well-established.

Currently, the Convention applies not only in
peacetime, but also during armed conflicts (interna-
tional and non-international), which are regulated by
|

IHL. This is not to say that the permissible acts, pro-
hibitions, and restrictions prescribed by IHL and the
Convention coincide, on the contrary, there is some-
times a substantial difference between them, which
is conditioned by the very purpose and basic condi-
tions of their application. However, the obligation to
follow the minimum human rights standards stays in
the context of armed conflict, with its scope and con-
ditions determined in each case by its own legal basis
(the Convention, IHL), as the absence of any legal reg-
ulation in emergency situations caused by hostilities
will lead to an even greater crisis and may contrib-
ute to arbitrariness, cruelty, and abuse. It is the cases
where the scope of protection under the Convention
and THL is different that pose a particular challenge
in resolving such cases by the ECHR. In such cases,
the law of the Court and IHL are correlated accord-
ing to the general rule of lex generalis to lex specialis
(Buromenskyi, 2023). Therefore, the Court applies
an approach that allows it to “divide” the situation
in dispute into components and considers these com-
ponents in the light of the relationship between the
Convention and IHL, with the criterion of the permis-
sibility of the restriction being determined accord-
ing to IHL lex specialis, considering the circumstances
of derogation under Article 15 of the Convention.

As for the delineation of competence of the Court
and other international courts in the context of IHL
application, it stems from jurisdiction and interna-
tional instruments, i.e., the Court, in case of a human
rights violation that occurred in the context of an
armed conflict (as a basis for the application of THL)
and the party’s affiliation with a Council of Europe
member state, may consider such cases according
to its competence to protect human rights under the
Convention. International courts specialise in hear-
ing cases related to violations of IHL, including war
crimes and human rights violations during armed
conflicts, their jurisdiction extends to all persons re-
gardless of their nationality, and they have special
rules and procedures for hearing such cases.

! European Court of Human Rights in the Case No. 29750/09 “Hassan v. the United Kingdom”. (2014, September). Retrieved from
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-153724%22]}.

2 Judgment of the European Court of Human Rights in the Case No. 38263/08 “Georgia v. Russia (I)”. (2021, January). Retrieved from
https://hudoc.echr.coe.int/eng#{%22tabview%22:[%22document%22],%22itemid%22:[%22001-207757%22] }.

3 Convention on the Protection of Human Rights and Fundamental Freedoms. (1950, November) . Retrieved from https://zakon.rada.gov.
ua/laws/show/995_004#n421.

4European Court of Human Rights in the Case No. 25781/94 “Cyprus v. Turkey”. (1996, June). Retrieved from https://hudoc.echr.coe.
int/eng?i=001-3213.

5 Judgment of the of the European Court of Human Rights in the Case No. 38263/08 “Georgia v. Russia (II)”. (2021, January). Retrieved
from https://hudoc.echr.coe.int/eng#{%22tabview%22:[%22document%22],%22itemid%22:[%22001-207757%22] }.

6 Application to the European Court of Human Rights No. 42521/20 “Armenia v. Azerbaijan”. (2021, March). Retrieved from https://
hudoc.echr.coe.int/app/conversion/pdf/?library = ECHR&id = 003-6927916-9310877&filename = Receipt%200f%20application%20
forms%20in%20two%20inter-State%20cases%20related%20to%20Nagorno-Karabakh%20conflict.pdf.

7 Judgment of the of the European Court of Human Rights in the Case No. 5310/71 “Ireland v. the United Kingdom”. (2018, March).
Retrieved from https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-181585%22]}.

8 Judgment of the of the European Court of Human Rights in the Case No. 40165/07 and 2593/08. “Adzhigitova and Others v.
Russia”. (2021, June). Retrieved from https://hudoc.echr.coe.int/eng?i=001-210754.
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Thus, these courts have different jurisdictions, but
ther is an overlap in jurisdiction over human rights
violations in armed conflict or related situations.
The UN International Court of Justice has noted that
some rights may be exclusively the prerogative of
IHL!; others may be exclusively matters of IHRL; but
some may be subject to regulation by both of these
branches of international law.

The above, admittedly, does not exhaust the
problems of application of IHL by the ECHR, and
some of the Court’s formulations do not contribute to
the predictability of its decisions and the definition
of important concepts in the context of armed con-
flicts and the application of IHL. For instance, in the
case of “Georgia v. Russia (II)”> mentioned above, the
Court emphasises that the very fact of hostilities be-
tween the enemy’s armed forces to establish control
over the territory in chaos is important, as it indicates
not only the absence of “effective control” over this
territory, but also the absence of any form of “power
and control of a state agent” over individuals. Such
an approach effectively leaves the Court’s legal as-
sessment of possible violations by the parties to the
conflict outside the scope of its review. In this case,
the respondent country actually formulated the thesis
of the “context of chaos” (para. 86) and tried to apply
it in the case of Ukraine and the “Netherlands v. Rus-
sia”®. Despite the Court’s rejection of such arguments
in the present case (paras. 703-704), one cannot deny
the existence of the problem of vagueness of concepts
and lack of predictability of the Court’s position in
such circumstances. This is particularly relevant for
Ukraine, as the Court is awaiting cases related to the
armed conflict since 2014.

m Discussion

The study, which aims to summarise the Court’s le-
gal positions on the application of IHL, contributes to
the development of scientific knowledge and practi-
cal approaches to the correlation between the THRL
(the Convention) and IHL, developed in such studies
as M. Sassoli (2019) and E. Lush (2023), as different
branches of law that can be applied simultaneously to
protect human rights in armed conflicts. This helps to
strengthen and reinforce such protection and the de-
velopment of democratic institutions in general. Pros-
pects and needs for scientific development of knowl-
edge on the relationship between IHL and IHRL (the
Convention) are determined by the fact that IHL and

IHRL must evolve according to modern challenges.
or IHL, the issues of its application in non-interna-
tional armed conflicts, its role in the protection of
civilians and the search for ways to improve the ef-
fectiveness of this protection, and the mechanisms
of interaction between IHL and IHRL (the Conven-
tion) and international criminal law stay relevant.
For the IHRL, the prospects for development lie in
exploring new ways to ensure its enforcement and
observance in situations of armed conflict, more ef-
fective alignment with IHL, and strengthening the
significance of human rights law in ensuring peace
and security. In the Court’s practice, the interpreta-
tion and application of IHL provisions is of particu-
lar importance, which is combined with the Court’s
interaction with other international judicial bodies
and the need to ensure the consistency of such inter-
pretation and application.

According to E. Lush (2023), much of the debate
on International Humanitarian Law (IHL) and Inter-
national Law for the Protection of Persons in Armed
Conflict (IHRL) in recent years has focused on the
potential for convergence between the two regimes
to enhance the protection of individuals during hos-
tilities. At the same time, there are serious human
rights violations during armed conflicts, specifically
in Ukraine, Yemen, Ethiopia, Afghanistan, and other
countries. Although THL and IHRL have different ob-
jectives, both contain rules that are intended to pro-
tect individuals in such situations. By incorporating
IHL norms into the IHRL framework, the protection
of individuals in armed conflict can be enhanced.
This mutual complementarity will allow treaty bod-
ies to interpret and comment on the implementation
of IHL by states parties, which will contribute to in-
creased respect for such norms, including related en-
forcement and communication mechanisms.

F. Mégret & C. Swinden (2019), K. Dzehtsiarou &
V.P. Tzevelekos (2022) and M. Longobardo & S. Wal-
lace (2022) have investigated concrete situations of
application of IHL by the ECHR. They highlight both
the Court’s general approach to the grounds for ap-
plication of ITHL and the specifics, limits, and con-
ditions of application of IHL to certain persons and
circumstances. Thus, F. Mégret & C. Swinden (2019)
cover the problems of applying IHL and competition
with IHRL using the example of the regulation of the
return of the remains of combatants in internation-
al armed conflicts and the regime of such actions in

! The Legal Consequences of the International Court of Justice No. 131 “Construction of a Wall in the Occupied Palestinian Territory
International Court of Justice”. (2004, July). Retrieved from https://www.icj-cij.org/sites/default/files/case-related/131,/131-20040709-

ADV-01-00-EN.pdf.

2Judgment of the of the European Court of Human Rights in the Case No. 38263/08 “Georgia v. Russia (II)”. (2021, January). Retrieved
from https://hudoc.echr.coe.int/eng#{%22tabview%22:[%22document%22],%22itemid%22:[%22001-207757%22] }.

3Judgment of the European Court of Human Rights in the Cases Nos. 8019/16, 43800/14 and 28525/20 “Ukraine and the Netherlands
v. Russia”. (2022, November). Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-222889%22]}.
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non-international armed conflicts, if the state con-
siders members of armed groups to be terrorists and
refuses to return them to their families. It appears
that the experience of solving such problems may be
useful in cases in the context of Ukraine’s conflict
with Russia. D. Thym (2020) analyses the controver-
sial judgments of the Grand Chamber of the ECHR
on migrants and refugees in Spain, which, according
to the researcher, mark a turning point, indicating a
temporary end point of the period of dynamism of
interpretation by the ECHR, which played a substan-
tial role in the progressive evolution of international
law on refugees and human rights. The authors of
the present study support the researcher’s position
that the Court has contributed to the dynamic devel-
opment of THL, specifically by expressing its willing-
ness to broadly interpret the range of sources of this
branch of law to clarify the provisions of the Conven-
tion in concrete cases. S. Wallace (2019) conducted
a detailed analysis of how the Convention is applied
in the context of military operations of all kinds and
found relativism in the standards applied by the
ECHR in such cases, which to some extent coincides
with conclusions presented in this study about the
existence of the problem of uncertainty of concepts
and lack of predictability of the Court’s position in
such circumstances. Interesting are the conclusions
of M.V. Buromenskyi (2023), who also used the
method of analysis and generalisation of individual
ECHR judgments on the application of IHL in cases
related to armed conflicts. Thus, the researcher dif-
ferentiates the ECHR’s interpretation of the Conven-
tion in the light of IHL into clear (the judgment in
the case contains references to concrete IHL norms
or principles) and unclear (the judgment in the case
does not contain concrete references to IHL norms or
principles). Evidently, in the second case, the Court
interpreted the Convention in the broadest interna-
tional legal context, specifically, considering interna-
tional judicial practices.

The study of the Court’s legal positions using this
approach (individual cases) helped to gain an objec-
tive understanding of how IHL is applied by the Court
in concrete situations, including its interpretation.
According to Ukrainian researchers O. Kaluzhna &
K. Shunevych (2022) and O. Taran et al. (2022), it is
also of particular importance to national law enforce-
ment in the context of creating and improving ac-
countability mechanisms for war crimes. It is difficult
to disagree with this position, as bringing the Russian
military to justice for crimes committed in Ukraine is
currently a priority for legal researchers.

m Conclusions

The study of the application of IHL by the ECHR ne-
cessitated the elaboration of the Court’s legal posi-
tions formulated in the consideration of complaints

15

on human rights violations in armed conflicts, the in-
vestigation of scientific sources on the correlation be-
tween IHL and IHRL (the Convention), the problems
of interpreting IHL, the possibilities of its application
by the Court, and the analysis of concrete judgments
of the Court in which it refers to IHL.

Based on the findings of this study, some general-
isations were offered regarding the Court’s approach,
namely that it rules on cases involving human rights
violations within the scope of the Convention re-
gardless of whether the violation occurred during
an armed conflict or in peacetime. The grounds for
the application of IHL in such cases are as follows:
simultaneous force of the Convention and IHL; rel-
evance to a concrete situation; and binding on the
actors in that situation (usually parties to an armed
conflict). Thus, even though the ECHR is not a spe-
cialised court for the application of IHL, like other
courts, since IHL does not directly regulate this is-
sue, in cases of proceedings on complaints related to
the context of armed conflict, it considers and refers
to the relevant provisions of IHL, since there is no
other way to analyse the relevant legislation, which
is a mandatory component of the judgment and is
necessary for the court’s reasoning and conclusions.
The review and analysis of legislation (a matter of
law) cannot be limited to the statement of the ex-
istence of relevant IHL rules; it always requires in-
terpretation and clarification of the specific features
of its impact and relevance to a concrete situation.
The specific features of the simultaneous application
of IHL and the Convention by the Court are that in
each situation it examines the presence or absence
of possible contradictions between the rules of IHL
and the Convention and determines the rules of IHL
lex specialis, if they apply to a concrete situation and
regulate the relevant legal relations. These provi-
sions can be defined as a relatively well-established
legal position of the Court regarding the legality of
the application of IHL by the Court, the conditions
and limits of such application.

Promising areas for national law and law en-
forcement include improving legislation on the
protection of human rights during armed conflict,
increasing the effectiveness of legal regulation of is-
sues related to armed conflict, effective application
of IHL by courts (which requires the development
of clearer criteria for determining when IHL is ap-
plicable) and human rights law and relevant ECHR
judgments. Further research in the context of the
study of the application of IHL by the ECHR may
focus on solving the problems of law enforcement in
the context of competition between the norms of the
Convention and the THL, the specifics of IHL appli-
cation in non-international armed conflicts, and the
development of legal instruments for the application
of IHL in the context of the Convention.
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m Abstract. The relevance of this study is argued by the need to implement international practices of
combating corruption and to improve the efficiency of legal mechanisms and instruments for combating
corruption in all spheres of the state’s life. The purpose of this study was to conduct a comprehensive
investigation of the effectiveness of international legal instruments for combating corruption in Ukraine.
To fulfil this purpose, it was necessary to perform the following tasks: to identify international legal
instruments for fighting corruption; to investigate ways to assess the level of corruption perception in
the world; to determine the progress in the fight against corruption in Ukraine; to identify problems that
prevent the increase of the corruption perception index in Ukraine; to develop tools for improving the level
of combating corruption in Ukraine. The principles of dialectics served as the basis of the methodological
framework of the study, which included such general scientific and special legal cognition methods as
comparative legal, formal legal, analysis, and synthesis. Based on the analysis of secondary sources,
the study established the significance of analysing and classifying the definition of international legal
instruments for combating corruption and ways of assessing the level of perception of corruption in the
world. The analysis of statistical data and sociological surveys helped to establish the progress of the fight
against corruption in Ukraine, which is reflected in the concrete data of monitoring the level of perception
of corruption in Ukraine. The emphasis was placed on a systematic approach to identifying the problems
that hinder the improvement of the corruption perception index in Ukraine. Using the comparative legal
method, the study compared the provisions of Ukrainian and international legislation directly related to the
issues of combating corruption and its manifestations. The conclusions of the study were formulated, with
propositions of concrete tools for improving the level of combating corruption in Ukraine by improving the
activities of state structures. The study reviewed and analysed relevant scientific articles of Ukrainian and
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the anti-corruption instruments already applied
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= Introduction

The principal vector of Ukraine’s foreign policy is
its European integration, which involves systemat-
ic reforms in various areas following the norms and
standards of the European community. One of the key
challenges in implementing the EU’s requirements
for Ukraine is systemic corruption in the public and
private sectors of Ukraine. This is a pervasive phe-
nomenon that permeates Ukrainian society, threat-
ens national security, violates the Constitution and
social order, and is one of the reasons for the growth
of Ukraine’s shadow economy. It has penetrated the
institutions of government, the party system, and civ-
il society. Manifestations of corruption affect all as-
pects of public life, contribute to the spread of organ-
ised crime and generate social tension, and call into
question the ability of the authorities to implement
measures aimed at overcoming the systemic crisis
and promoting positive development of Ukraine, in-
cluding organisational and practical actions. Inter-
national legal instruments were used for many years
to counteract corruption in Ukrainian society based
on international agreements and relations, and their
effectiveness ensures the gradual overcoming of this
phenomenon. However, the pace of such activities
does not match the efforts expended. That is why the
study is relevant, considering the urgency of address-
ing the issue of fighting corruption, which is becom-
ing an obstacle to joining the international commu-
nity, the full development of Ukrainian society, and
even the prompt resolution of the armed conflict.

Z. Semchuk et al. (2018) argue that corruption is
a phenomenon that continues to evolve, change, and
adapt to the legislative, social, and state conditions
of development, but its essence and negative conse-
quences have not changed. The transformation pro-
cesses of corruption should be predicted and prevent-
ed by appropriate state instruments adapted to the
needs of the present. L. Hbur (2020) emphasises that
effective anti-corruption requires a scientific concept
of its prevention. J. Barafi et al. (2022) investigat-
ed anti-corruption mechanisms in international law
and national legislation of Jordan and Iraq, which
is interesting in the context of understanding that
Jordan is also a developing country, like Ukraine.
V. Holovachko et al. (2019) reviewed the existing
provisions in the field of preventing and combat-
ing corruption in Romania, Hungary, Slovakia, and
Ukraine, and compared the methods of preventing
corruption employed in these countries.

M. Kirzhetska & Yu. Kirzhetskyy (2023) thor-
oughly investigated the main areas of legalisation
of economic processes, i.e., bringing public financ-
es of Ukraine out of the shadow. B. Lohvynenko et
al. (2022) emphasised the benefits of using electron-
ic trading systems and the application of control
measures over public procurement procedures as

9

appropriate tools for preventing corruption. I. Ada-
ma & M. Fazekas (2021) reviewed the state of the
evidence on the role of new technologies in the fight
against corruption, conducting a comprehensive
analysis of the impact of information and commu-
nication technology tools on corruption, offering a
detailed and context-specific assessment.

F. Ceschel et al. (2022), based on a literature re-
view, concluded that corruption prevention strategies
should be implemented on an ongoing basis and adapt-
ed to the local context. A. Bowra et al. (2022) analyse
the anti-corruption activities of international organisa-
tions, combining elements of content analysis and the-
matic analysis. R.Yu. Polovynkina (2019) emphasises
that the key role of international organisations in the
fight against corruption is to develop policies that con-
tribute to solving social, economic, and environmental
problems in concrete states. V. Topchii et al. (2021) also
investigated international anti-corruption standards
and the specific features of their application in Ukraine.

B. Olmos Giupponi & H.L. Yu (2022) analysed
the obstacles and challenges in fighting corruption
directly in cases of illegal investment, assessing the
effectiveness of the international investment arbi-
tration regime in fighting corruption. L. Marchuk &
V. Yakovlev (2023) studied the areas of economic
development in a state under martial law. O.A. Ul-
iutina (2021) researched such an anti-corruption
tool as the institution of a specialised anti-corruption
prosecutor’s office in Ukraine and compared it with
the legal support of the institution of anti-corruption
prosecutor’s office in foreign countries. F. Ceschel et
al. (2022), reviewing the scientific literature, con-
cluded that it is necessary to apply measures aimed
specifically at preventing corruption, i.e., measures
aimed at avoiding the occurrence of corrupt behav-
iour in the organisational context. The positions of
researchers are appropriate and should be considered
in the activities of Ukraine’s state bodies and its po-
litical course. At the same time, most scientific re-
search is aimed at developing various anti-corruption
measures, rather than assessing the effectiveness of
the measures already in place, which is necessary to
provide reasoned scientific recommendations.

The purpose of this study was to analyse the
effectiveness of international legal instruments for
combating corruption in Ukraine with a view to find-
ing promising ways to counteract the phenomenon
considering foreign practices. The objectives of the
study were to assess the state of perception of cor-
ruption in Ukraine in state-building and on the path
towards European integration in comparison with
other foreign countries; to analyse the effectiveness
of anti-corruption measures recommended by inter-
national organisations; and to identify further ways
to combat corruption in Ukraine.
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= Materials and Methods

The study employed a set of methods of scientific
cognition. The principles of dialectics underlay the
methodological framework of this study and out-
lined a strategy for determining the effectiveness
of international legal instruments to combat cor-
ruption in Ukraine. The methods of analysis, clas-
sification, and the systemic-structural method were
used to identify international legal instruments for
combating corruption and ways to assess the level
of perception of corruption in the world. Statistical
and sociological methods helped to determine the
progress of the fight against corruption in Ukraine
based on concrete data from the monitoring of the
level of perception of corruption in Ukraine. There-
with, the systematic approach helped to identify the
issues preventing the improvement of the corrup-
tion perception index in Ukraine. The comparative
legal method helped to compare the provisions of
Ukrainian and international anti-corruption legisla-
tion. The functional method helped to propose tools
to enhancing the level of combating corruption in
Ukraine by improving the activities of state struc-
tures. The generalisation method was used to formu-
late the conclusions of the study.

The study also employed and analysed relevant
scientific articles of Ukrainian and foreign research-
ers on the subject under investigation. The conclu-
sions drawn in previous studies have become the ba-
sis for comprehensive research of the effectiveness
of anti-corruption in Ukraine. Furthermore, public
information from official representations of state
and international bodies and organisations provided
the basis for the conclusions. The study analysed the

websites of the Council of Europe (Second Compli-
ance Report of Ukraine, 2022; Interim compliance
report of Ukraine, 2023), the Prosecutor General’s
Office (2023), Transparency International (2023;
2024), the Jordanian Integrity and Anti-Corrup-
tion Commission!, etc. Public information on the
implementation of anti-corruption instruments in
Ukraine was investigated, specifically, the websites
Prozorro (What is Prozorro, 2023), eHealth (CIET
Holding, 2024), Spending (Ministry of Finance of
Ukraine, 2024). The regulatory framework of this
study included international legal acts (Criminal
Law Convention on Corruption?, Civil Law Conven-
tion on Corruption®, On the Twenty guiding princi-
ples for the fight against corruption?, Model Code
of Conduct for Civil Servants®, Uniform rules for
combating corruption in the financing of political
parties and election campaigns®, etc.), anti-corrup-
tion legislation of Ukraine (Law of Ukraine “On
Prevention of Corruption”, Anti-corruption strate-
gy®, State anti-corruption program®, etc.), and some
other states (e.g., anti-corruption strategies of Great
Britain!'®, Vietnam!!, Jordan!?, Egypt'%, Armenia'4,
etc.), as well as regulations that determine the ad-
ministrative legal status of certain bodies of the
state and judicial branches of the government of
Ukraine, which affects the effectiveness of the fight
against corruption and the effectiveness of the in-
ternational tools used to combat it. This approach
helped to obtain the most complete understanding
of the definition of the content and guarantees of
the implementation of the principles under study.
To obtain reliable research results, the use of these
methods is interrelated and interdependent.

! The National Integrity and Anti-Corruption Strategy 2020-2025 (updated). (2005, June). Retrieved from https://jiacc.gov.jo/EBV4.0/

Root_Storage/AR/EB_Blog/JIACC Strategy_2020-2025_English.pdf.

2 Criminal Law Convention on Corruption. (1999, January). Retrieved from https://rm.coe.int/168007f3f5.
3 Civil Law Convention on Corruption. (1999, November). Retrieved from https://rm.coe.int/168007{3f6.
4 Resolution of the Council of Europe No. (97)24 “On the Twenty Guiding Principles for the Fight Against Corruption”. (1997, November).

Retrieved from https://rm.coe.int/16806cc17c.

5 Recommendation of the Committee of Ministers to Member states No. R(2000)10 “On Codes of Conduct for Public Officials”. (2000,

May). Retrieved from https://rm.coe.int/16805e2e52.

6 Recommendation of the Committee of Ministers to member states No. R(2003)4 “On Common Rules Against Corruption in the Funding
of Political Parties and Electoral Campaigns”. (2003, April). Retrieved from https://rm.coe.int/16806cc1fl.
7Law of Ukraine No. 1700-VII “On Prevention of Corruption”. (October, 2014). Retrieved from https://zakon.rada.gov.ua/laws/

show/1700-18#Text.

8 Law of Ukraine No. 2322-IX “On the Principles of State Anti-Corruption Policy for 2021-2025”. (2022, June). Retrieved from https://

zakon.rada.gov.ua/laws/show/2322-20#Text.

° Resolution of the Cabinet of Ministers of Ukraine No. 220 “On the Approval of the State Anti-corruption Program for 2023-2025”.
(2023, March). Retrieved from https://zakon.rada.gov.ua/laws/show/220-2023-%D0%BF# T Text.

VUK Anti-corruption Strategy 2017 to 2022.

(2017, December).

Retrieved from https://assets.publishing.service.gov.uk/

media/5a829eb7e5274a2e87dc21f0/6_3323_Anti-Corruption_Strategy WEB.pdf.

11 Drafting a National Anti-corruption Strategy for Vietnam. (2008, September). Retrieved from https://www.u4.no/publication/drafting-
a-national-anti-corruption-strategy-for-vietnam.pdf.

12 The National Integrity and Anti-Corruption Strategy 2020-2025 (updated). (2005, June). Retrieved from https://jiacc.gov.jo/EBV4.0/
Root_Storage/AR/EB_Blog/JIACC Strategy_2020-2025_English.pdf.

13 National Anti-corruption Strategy 2019-2022. (2019, January). Retrieved from https://sherloc.unodc.org/cld//treaties/strategies/
egypt/egy0001s.html?Ing = en&tmpl = sherloc.

14 Republic of Armenia Anti-corruption Strategy and Implementation Action Plan. (2001, January). Retrieved from https://www.gov.
am/files/docs/74.pdf.
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m Results and Discussion

The goal of international organisations in the fight
against corruption is to pursue policies that promote
prosperity, equality of opportunity and well-being
for countries, civil society, and the population. In
cooperation with governments, political leaders and
society, international organisations work together
at meetings and scientific events to set international
standards and develop sound social, economic, and
environmental solutions that have an impact on re-
ducing corruption risks. These measures include im-
proving economic welfare, increasing employment,
developing high-quality new education and combat-
ing tax evasion offences on a global scale. Interna-
tional institutions are making every effort to combat
corruption through national commitments, voluntary
agreements with firms, the development of national
anti-corruption laws, the introduction of licensing of
firms to prevent unauthorised payments, the creation
of codes of conduct, and the ratification of interna-
tional legal instruments to combat corruption.

One of these international organisations is the
Council of Europe, which implements anti-corruption
measures in three interrelated areas: creating Euro-
pean standards, monitoring their implementation,
and providing technical support to countries and re-
gions. The Council of Europe has developed a range
of international legal documents in this area, includ-
ing the Criminal Law Convention on Corruption’, the
Civil Law Convention on Corruption?, On the Twenty
guiding principles for the fight against corruption®,
Codes of Conduct for Public Officials*, and Common
Rules Against Corruption in the Funding of Political
Parties and Electoral Campaigns®. The implementa-
tion of these documents is monitored by the Council
of Europe Group of States against Corruption (GRE-
CO), which is one of the key international organisa-
tions that aims to help states overcome corruption by
setting anti-corruption standards in the work of pub-
lic authorities and monitoring their compliance with
the standards®. Since 2019, the Ukrainian delega-
tion has been taking part in the work of GRECO and

coordinating Ukraine’s activities aimed at improving
the national anti-corruption policy, implementing
legislative, institutional, and operational measures.
When assessing the progress of Ukraine in meeting
the requirements for full membership in the Europe-
an Union, the European Commission will consider the
state of implementation of GRECO recommendations.

It is positive that Ukraine continues to work to-
wards fulfilling GRECO’s requirements for imple-
menting transformational anti-corruption measures
even amidst the introduction of martial law (Second
compliance report..., 2022). Such a policy is positive-
ly perceived by international partners and is factored
in when determining the level of corruption per-
ception in Ukraine. Specifically, GRECO representa-
tives emphasise the need to improve the regulation
of problematic issues related to conflicts of interest
among MPs arising from legal restrictions on engag-
ing in prohibited activities, including entrepreneur-
ship, ensuring the inviolability of the status of judg-
es, regulating the career development process in the
prosecution service, and introducing effective means
of raising awareness of the morality of MPs them-
selves (Interim compliance report..., 2023).

It is worth highlighting such organisations that
are making attempts to overcome corruption as the
European Union’, as well as international organisa-
tions such as the Organisation of American States
(United Nations Convention Against Corruption®),
the Global Coalition for Africa (On the Twenty Guid-
ing Principles for the Fight Against Corruption®), etc.
Considering the activities aimed at combating and
preventing corruption within these international or-
ganisations, one of the key trends can be identified
— anti-corruption agreements strengthen political
commitments to fight corruption and define funda-
mental international norms and procedures for com-
bating this phenomenon. This confirms the interest
of the international community in fighting corrup-
tion at the national level and in the global context.
In other words, international organisations act as a
guideline for state policy and the work of Ukrainian

! Criminal Law Convention on Corruption. (1999, January). Retrieved from https://rm.coe.int/168007{3f5.
2 Civil Law Convention on Corruption. (1999, November). Retrieved from https://rm.coe.int/168007{3f6.

3 Resolution of the Council of Europe No. (97)24 “On the Twenty Guiding Principles for the Fight Against Corruption”. (1997, November).
Retrieved from https://rm.coe.int/16806cc17c.

4 Recommendation of the Committee of Ministers to Member States No. R(2000)10 “On Codes of Conduct for Public Officials”. (2000,
May). Retrieved from https://rm.coe.int/16805e2e52.

> Recommendation of the Committee of Ministers to Member States No. R(2003)4 “On Common Rules Against Corruption in the Funding
of Political Parties and Electoral Campaigns”. (2003, April). Retrieved from https://rm.coe.int/16806cc1fl.

6 Authorising the Partial and Enlarged Agreement Establishing The Group of States Against Corruption — GRECO. (1998, May). Retrieved
from https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId = 09000016806cd24f.

7 Communication from the Commission to the Council, the European Parliament and the European Economic and Social Committee
No. COM/2003/0317 final “On a Comprehensive EU Policy Against Corruption”. (May, 2003). Retrieved from https://eur-lex.europa.
eu/legal-content/EN/TXT/?uri = celex%3A52003DC0317

8 United Nations Convention Against Corruption. (2003, October). Retrieved from https://www.unodc.org/documents/brussels/UN_
Convention_Against_Corruption.pdf.

° Resolution of the Council of Europe No. (97)24 “On the Twenty Guiding Principles for the Fight Against Corruption”. (1997, November).
Retrieved from https://rm.coe.int/16806cc17c.
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government agencies in the fight against corrup-
tion, carrying out their activities in a systematic and
comprehensive manner, accommodating the objec-
tive situation in the country and the factors influ-
encing the effectiveness of the proposed measures.

The sustainability of anti-corruption processes in
Ukraine is often based on the cooperation of the com-
munity, business, and the state. This is most clearly
manifested in innovative solutions that not only help
the state to eliminate the possibility of influencing
certain processes through corruption, but also serve
as a positive example for other countries to follow.
There are several key international legal mechanisms
to counteract corruption in Ukraine, which have al-
ready been applied in other countries and proved to be
effective (E-Government Development Index, 2024).
Prozorro is an electronic tool for public procurement,
an electronic platform where businesses and public
sector organisations seeking to place procurements
issue tenders for the purchase of certain goods, works,
and services. At the same time, entrepreneurs and or-
ganisations compete in tenders to get the opportunity
to receive these goods and provide services to the
state. This system allows observing where citizens’
financial contributions are spent. Since the launch
of the Prozorro system, over 15 million deals worth
UAH 4.3 trillion have been announced. In 2020, Pro-
zorro was recognised as the most transparent public
sector procurement platform in the world. Prozor-
ro-sale is a state-owned joint-stock company owned
and operated by the Ministry of Economy, which is
an online auction system for the sale and lease of
property. As of the beginning of 2024, sales and
leases at Prozorro-sale auctions brought more than
UAH 83 billion to the state budget of Ukraine and lo-
cal budgets of various levels (What is Prozorro, 2023).

eHealth is an electronic healthcare system that
automates the recording of medical services and
manages medical information in electronic form.
The eHealth system includes the main database with
the relevant registers and the information system of
the National Health Service of Ukraine, and medi-
cal information systems that automatically exchange
data. Using eHealth (CIET Holding, 2024), citizens
can make appointments with doctors online and re-
ceive an electronic prescription for medicines. Fur-
thermore, an electronic medical record is available.
Proceeding from this, corruption is minimised when
patients receive medical services.

“Spending” is the only source of information
on the use of public funds, an official resource that

publishes data on public finances following the Law
of Ukraine No. 183-VIII'. This resource provides ac-
cess to information on transactions of spending units,
including amounts, purposes, and recipients (Ministry
of Finance of Ukraine, 2024). E-declaration is an elec-
tronic system of the Unified State Register of Declara-
tions of Persons Authorised to Perform the Functions
of the State or Local Self-Government , using which
one can search for declarations of concrete persons
and view them according to the selected filters: by
the last name, first name, or patronymic of the declar-
ant, sort documents by type, year of submission, type
and category of position, as well as see declarations
of all persons who hold positions with a high level of
corruption risks or a responsible (especially responsi-
ble) position (National Agency for the Prevention of
Corruption, 2024). In September 2023, the mandato-
ry electronic declaration in Ukraine, which had been
suspended since the beginning of martial law, was
resumed?, including previously undeclared periods
(2021-2023). In other words, this tool for combating
corruption in Ukraine is also being used effectively,
despite the continuation of martial law on its terri-
tory. This tool is effective, considering the possibility
of public monitoring of the property status of persons
authorised to perform the functions of the state or
local self-government, including members of parlia-
ment, ministers, judges, etc. This helps to identify
grounds for investigations into the illicit enrichment
of individuals and other illegal corruption.
Summarising the most effective international le-
gal means of combating corruption in Ukraine, the fol-
lowing conclusions can be drawn. The identified tools
meet the requirements of the modern world and the
highest achievements of e-government, which deter-
mines their relevance and timeliness. All instruments
make provision for compliance with the principle of
openness of the state’s financial flows. Furthermore,
all the tools are in electronic form, which ensures
their publicity and the efficiency of information re-
ceipt and processing. The use of these tools facilitates
the possibility of public control over the finances
of the state and civil servants. The use of the pro-
posed anti-corruption tools eliminates the possibili-
ty of a corrupt component, such as an intermediary.
Apart from these tools, it is worth emphasising
the need for rulemaking, transformation of the func-
tioning of state bodies, increased transparency of per-
sonnel policy, etc. All the steps taken by Ukraine are
clearly monitored and evaluated by the international
community, which is then digitally translated into

! Law of Ukraine No. 183-VIII “On Openness of the Use of Public Funds”. (2015, February). Retrieved from https://zakon.rada.gov.ua/

laws/show/183-19/ed20150211#Text.

2Law of Ukraine No. 3384-IX “On Amendments to Some Laws of Ukraine on Defining the Procedure for Submitting Declarations of
Persons Authorised to Perform the Functions of the State or Local Self-Government in Martial Law Conditions”. (2023, September).

Retrieved from https://zakon.rada.gov.ua/laws/show/3384-20#Text.
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an annual report. The global Corruption Perceptions
Index (CPI) is an internationally recognised index de-
veloped by Transparency International through the
regular use of expert opinions on the level of corrup-
tion in a particular country. The index is regarded
as the most comprehensive and reliable corruption
measurement (Voyer & Beamish, 2004), along with
analogous instruments such as the World Bank’s Cor-
ruption Monitor (Judge et al., 2011).

CPI expresses the views of entrepreneurs, capi-
tal investors, market researchers, etc. The composite
index reflects the position of private sector business-
people and the level of corruption in the public sec-
tor. The European Commission positively noted the
methodology for determining the composite index
and gave it a positive stamp. The CPI reflects experts’
perceptions of corruption in the public sector, includ-
ing bribery; theft of material assets; nepotism in the
public sector; seizure of state power; the ability of
government officials to apply integrity algorithms;
inevitable prosecution of corruption-related offenc-
es; unnecessary bureaucratic restrictions; availability
of an adequate legal framework for disclosure of fi-
nancial data, prevention of conflicts of interest and
access to relevant information; implementation of
legislation on the protection of whistleblowers, re-
porters, and procedural persons (Transparency Inter-
national, 2024).

There are also other ways to measure corruption,
such as testing the level of corruption in a country
before and after countermeasures are implemented
to test the effects of fighting corruption over time,
as well as the results of responding to it by introduc-
ing changes in globalisation and development levels
(Assaoui & Fabian, 2022): The causal KOF-CPI mod-
el (M5) estimates the cross-country paths from glo-
balisation and corruption to development, together
with the reciprocal effects between globalisation and
corruption; the inverse KOF-CPI model (M6) tests the
reverse effects of development towards globalisation
and corruption; the reciprocal KOF-CPI model, which
combines M5 and M6, is fully saturated; the hypo-
thetical model (M7) includes pathways identified by
prevailing perspectives that suggest that globalisa-
tion affects both corruption and development; cor-
ruption affects both globalisation and development;
and development affects both corruption and globali-
sation. In other words, theoretical calculations of the

impact of corruption on society and the state contin-
ue, although their practical significance has not yet
been widely applied. That is why identifying ways to
increase the Corruption Perceptions Index stays a pri-
ority of Ukraine’s state policy as a factor influencing
the decisions of the European Union.

Considering this value of the index, it is necessary
to analyse the indicators of corruption perception in
the countries that became members of the Europe-
an Union in the 21* century. The following countries
were selected for comparison with Ukraine’s indi-
cators: Croatia (EU member since 2013); Romania
(since 2007); Bulgaria (since 2007); Poland (since
2004); Latvia (since 2004); Lithuania (since 2004);
Estonia (since 2004); Slovenia (since 2004); Slovakia
(since 2004); Czech Republic (since 2004); Hunga-
ry (since 2004). The statistics presented in Table 1
show that the results of combating corruption in
these countries are generally an order of magnitude
higher than in Ukraine. In 2023, Ukraine was at the
same level of corruption perception as Croatia, Bul-
garia, Latvia, and Slovakia in 2000. At the time of
accession to the European Union, Croatia’s corrup-
tion perception index was 48; Romania’s was 3.7 (37
according to the measurement method established in
2012); Bulgaria’s was 4.1 (41); Poland’s — 3.5 (35);
Latvia’s — 4 (40); Lithuania’s — 4.6 (46); Estonia’s — 6
(60); Slovenia’s — 6 (60); Slovakia’s — 4 (40); Czech
Republic’s — 4.2 (42); Hungary’s — 4.8 (48); average —
4.08 (40.8). Ukraine has been gradually and steadily
increasing its Corruption Perceptions Index, with an-
nual increases every year. The data in Table 1 show
that the growth of the Ukrainian index is in line with
global trends, and in some cases even exceeds them
(e.g., the average growth rate of the corruption per-
ception index in the countries that became EU mem-
bers in the 21* century is 1.4% compared to 4.4% in
Ukraine), but in absolute terms, as of 2023, the indi-
cators were insufficient for a country seeking to join
the European community, as in 2000 Ukraine had
the lowest index in the sample — 1.5 (15). Predicting
the effectiveness of further anti-corruption measures
taken by Ukrainian state authorities, it is possible to
assert that the proper level of perception of corrup-
tion has been achieved, which will allow Ukraine to
become a member of the European Union in the near
future (two to three years at the current growth rate),
based on the history of its European neighbours.

Table 1. Corruption Perceptions Index
in the Countries that Became Members of the European Union in the 21 century

= o
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2000 3.7 2.9 4.1 3.5 3.4 4.1 5.7 3.5 5.5 4.3 5.2 1.5
2001 3.9 2.8 4.1 3.9 3.4 4.8 5.6 3.7 5.2 3.9 5.3 2.1
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Table 1, Continued

= o
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2002 3.8 2.6 4 4 3.7 4.8 5.6 3.7 6 3.7 4.9 2.4
2003 3.7 2.8 3.6 3.9 3.8 4.7 5.5 3.7 5.9 3.9 4.8 2.3
2004 3.4 2.9 3.5 4.1 4 4.6 6 4 6 4.2 4.8 2.2
2005 3.4 3 3.4 4.2 4.8 6.4 4.3 6.1 4.3 5 2.6
2006 3.5 3.1 3.7 4 4.7 4.8 6.7 4.7 6.4 4.8 5.2 2.6
2007 4.1 3.7 4.2 4.1 4.8 4.8 6.5 4.9 6.6 5.8 5.3 2.7
2008 4.4 3.8 4.6 3.6 5 4.6 6.6 5 6.7 5.2 5.1 2.5
2009 4.1 3.8 5 3.8 4.5 4.9 6.6 4.5 6.6 4.9 5.1 2.2
2010 4.1 3.7 5.3 3.6 4.3 5 6.5 4.3 6.4 4.6 4.7 2.4
2011 4 3.6 5.5 3.3 4.2 4.8 6.4 4 5.9 4.4 4.6 2.3
2012 46 44 58 41 49 54 64 46 61 49 55 26
2013 48 43 60 41 53 57 68 47 57 48 54 25
2014 48 43 61 43 55 58 69 50 58 51 54 26
2015 51 46 63 41 56 59 70 51 60 56 51 27
2016 49 48 62 41 57 59 70 51 61 55 48 29
2017 49 48 60 43 58 59 71 50 61 57 45 30
2018 48 47 60 42 58 59 73 50 60 59 46 32
2019 47 44 58 43 56 60 74 50 60 56 44 30
2020 47 44 56 44 57 60 75 49 60 54 44 33
2021 47 45 56 42 59 61 74 52 57 54 43 32
2022 50 46 55 43 59 62 74 53 56 56 42 33
2023 50 46 54 45 60 61 76 54 56 57 42 36
ger‘ﬁrlf‘fgte 1.5% 2% 1.3% | 1.3% | 26% | 1.8% | 1.3% | 2.0% | 02% | 1.5% | -0.8% | 4.4%

Source: Transparency International (2020)

The increase in this indicator by ten positions con-
firms the existence of positive changes in Ukrainian
society. A more detailed analysis of the presented sta-
tistics suggests a gradual increase in the fight against
corruption in Ukraine in 2012-2017 and relative sta-
bility in the global ranking of Ukraine in 2018-2022.
Periods of state transformation and the introduction
of anti-corruption mechanisms coincide with periods
of improvement in Ukraine’s global CPI score. For in-
stance, the largest increase in the index was by three
positions in 2020. This result was achieved due to
the introduction of the High Anti-Corruption Court
in Ukraine with the appropriate jurisdiction (Roma-
nenko, 2019), as well as the reorganisation of the Na-
tional Agency for the Prevention of Corruption'. The
|

biggest pullback occurred the day before. In 2019,
the index dropped by two points due to the failure to
implement most of the recommendations of the in-
ternational community on the use of anti-corruption
tools (Transparency International Ukraine, 2020).
The increase in Ukraine’s Corruption Perceptions
Index by three points in 2023 (Table 1) indicates that
the government is trying to fulfil its commitments
to fight corruption and move closer to international
standards. In 2023, Ukraine’s result is one of the most
successful indicators for this period in the world, de-
spite the duration of the armed conflict on its terri-
tory. This result was achieved through the adoption
and implementation of the Anti-Corruption Strate-
gy? and the State Anti-Corruption Programme3, i.e.,

! Resolution of the Cabinet of Ministers of Ukraine No. 458 “On the Approval of the Criteria and Methodology for Evaluating the
Effectiveness of the National Agency for the Prevention of Corruption”. (May, 2020). Retrieved from https://zakon.rada.gov.ua/laws/

show/458-2020-%D0%BF# Text.

2 Law of Ukraine No. 2322-IX “On the Principles of State Anti-corruption Policy for 2021-2025”. (2022, June). Retrieved from https://

zakon.rada.gov.ua/laws/show/2322-20#Text.

3 Resolution of the Cabinet of Ministers of Ukraine No. 220 “On the Approval of the State Anti-corruption Program for 2023-2025”.
(2023, March). Retrieved from https://zakon.rada.gov.ua/laws/show/220-2023-%D0%BF# Text.
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statutory-level regulation and coordination of the ac-
tivities of all public authorities aimed at overcoming
corruption. The UN Convention against Corruption’,
which has been ratified by Ukraine, points to the co-
ordination of such actions as a necessary condition
for effective counteraction to corruption. Formula-
tion of an anti-corruption strategy can be identified
as the crucial means of ensuring appropriate coor-
dination, which has gained popularity. Analogous
anti-corruption strategies are used by some govern-
ments in different regions of the world and levels of
economic and social development: United Kingdom?,
Vietnam?, Jordan*, Romania, Egypt®, Armenia®, etc.

The second reason for Ukraine’s rise in the rank-
ing was the intensification of detentions and investi-
gations of criminal cases for committing corruption
offences on a large scale. The exposure of criminals
who committed illegal corruption in the defence sec-
tor of Ukraine and the provision of supplies to the
military caused particular public outrage (Pavle-
nok, 2023). However, the law enforcement agencies
of Ukraine still face many challenges, as exemplary
arrests of corrupt criminals are rare.

According to the official public statistics of the
Office of the Prosecutor General of Ukraine, in 2023,
the Prosecutor General’s Office recorded 14,820
crimes committed by officials of various levels, in
various areas of their professional activity, while pro-
viding public services (General Prosecutor’s Office,
2023). Among these crimes, the largest number of
cases were documented under the following offences
in the Criminal Code of Ukraine’: abuse of power or
position (Article 364) — 2,983 cases; abuse of pow-
er or authority by a law enforcement officer (Arti-
cle 365) — 1,256 cases; abuse of authority by persons
providing public services (Article 365-2) — 227 cases;
forgery in office (Article 366) — 4,335 cases; negli-
gence in office (Article 367) — 1,786 cases; acceptance
of an offer, promise, or receipt of an undue advan-
tage by an official (Article 368) — 1,403 cases; offer,
promise, or provision of an undue advantage to an
official (Article 369) — 2,041 cases (Prosecutor Gen-
eral’s Office, 2023). However, the performance indi-
cators of law enforcement agencies indicate that the
results of such activities are not sufficiently effective.

Thus, in 2023, the number of unlawful acts resulting
in the serving of suspicion notices to offenders was
6,048 cases, while the number of criminal offences
for which proceedings were sent to court was only
4,760. Therewith, the number of criminal offences in
which proceedings were closed was 4,160, while the
number of criminal offences in which no decision was
made at the end of the reporting period was 9,885
(General Prosecutor’s Office, 2023). In other words,
there is a lack of efficiency and effectiveness of law
enforcement agencies in fighting corruption and
bringing perpetrators to justice. This performance
will have negative consequences for Ukraine in the
future when determining its place in the CPI rankings.

The third factor that influenced Ukraine’s score
in the CPI ranking is that most procurement is con-
ducted through Prozorro. The implementation of
this anti-corruption mechanism is most welcomed
by international partners, as it is practical and is
an effective state instrument. In the context of the
armed conflict, this instrument was designed to pro-
vide comprehensive support to citizens, the state,
and the Armed Forces of Ukraine. Accordingly, in
2022, 160,000 transactions following the principles
of competition were made through electronic trad-
ing, worth almost UAH 200 billion. These procure-
ments involved 33,000 entities. Furthermore, Pro-
zorro Market is gaining traction, with the volume of
purchases in the electronic catalogue amounting to
approximately UAH 2 billion in 2022. Interesting for
this study is the fact that Prozorro is integrated with
the register of corruption offences (Public procure-
ment. Annual report, 2023).

Accordingly, it can be concluded that the intro-
duced anti-corruption instruments are directly pro-
portional to the level of corruption perception. The
presented dynamics confirms the need for further
work of state authorities towards the implementa-
tion of fundamental changes in Ukrainian society
by introducing additional tools that are effective in
foreign countries. It is possible that the introduction
of innovative, proprietary anti-corruption tools will
also contribute to overcoming corruption.

However, it is the internal attitude of citizens
towards corruption in the country that affects the

! United Nations Convention Against Corruption. (2003, October). Retrieved from https://www.unodc.org/documents/brussels/UN_

Convention_Against_Corruption.pdf.
2UK Anti-Corruption Strategy 2017 to 2022.

(2017, December).

Retrieved from https://assets.publishing.service.gov.uk/

media/5a829eb7e5274a2e87dc21f0/6_3323_Anti-Corruption_Strategy WEB.pdf.

3 Drafting a National Anti-corruption Strategy for Vietnam. (2008, September). Retrieved from https://www.u4.no/publication/drafting-
a-national-anti-corruption-strategy-for-vietnam.pdf.

4 The National Integrity and Anti-Corruption Strategy 2020-2025 (updated). (2005, June). Retrieved from https://jiacc.gov.jo/EBV4.0/
Root_Storage/AR/EB_Blog/JIACC_Strategy_2020-2025_English.pdf.

5 National anti-corruption strategy 2019-2022. (2019, January). Retrieved from https://sherloc.unodc.org/cld//treaties/strategies/
egypt/egy0001s.html?Ing = en&tmpl = sherloc.

6 Republic of Armenia Anti-corruption Strategy and Implementation Action Plan. (2001, January). Retrieved from https://www.gov.am/
files/docs/74.pdf.

7 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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world ranking. The results of independent sociologi-
cal surveys conducted in Ukraine are worrying. Spe-
cifically, despite Ukraine’s rise in the CPI ranking, in
the spring of 2023, 53% of respondents said that cor-
rupt officials in power were the state’s biggest inter-
nal enemy. Therewith, 84% of respondents support
the position that it is necessary to make the facts of
corruption acts public. Notably, the survey confirms
that the Ukrainian population understands the rela-
tionship between the eradication of corruption, com-
munity unity, support from international partners,
and victory (Samayeva, 2023). In other words, based
on the results of the survey, it can be argued that
the existence of corruption in Ukraine is still an open
question, one of the ways to solve which is to bring
perpetrators to justice publicly.

The results of the external independent assess-
ment of the effectiveness of the National Agency for
the Prevention of Corruption, approved on 24 July
2023 (External independent assessment..., 2023),
are not entirely optimistic. Thus, according to the
report of such an assessment, the National Agency
fulfilled 72% of the indicators for which the audit
was carried out, while 28% (58 indicators) were not
fulfilled. However, according to the external audit,
the National Agency satisfactorily performed most of
its tasks. As a result, the commission has developed
120 recommendations for the agency, which will
further facilitate the National Agency’s activities to
achieve higher performance. In other words, further
fruitful work should continue, and improvement of
the activities of the main state anti-corruption bodies
is a priority area that affects the results of Ukraine as
a whole in this area.

The analysis of the activities of state bodies in
Ukraine in combating corruption allows identifying
the problems that prevent the improvement of the
corruption perception index in Ukraine:

= The armed conflict on the territory of Ukraine, on
the one hand, hinders the introduction of certain effec-
tive mechanisms for combating corruption, and on the
other hand, it accumulates community efforts in this
area, as evidenced by the above statistical information;

= Conventionally lenient attitude towards cor-
ruption in the Ukrainian government and society.
The transfer of the traditions of Soviet society to
the period of Ukraine’s independence took decades.
Self-awareness of the community’s European affilia-
tion and the development of anti-corruption mindset
will help overcome existing problems;
|

= The existence of loopholes in the legislation
that allow for ambiguous interpretation of corrup-
tion-related acts. That is why one of the requirements
of international partners is to review the regulatory
framework of anti-corruption legislation, which is
being amended and improved;

= Fragmentary application of the proposed an-
ti-corruption instruments. For instance, partners
point to the lack of transparency in the activities of
the National Agency for the Prevention of Corrup-
tion, although in other areas the implementation of
this principle is not in doubt;

= Failure to fulfil Ukraine’s goals and commit-
ments to the international community in terms of
reforming anti-corruption mechanisms and applying
anti-corruption measures. For instance, considering
the reports of the National Agency for the Prevention
of Corruption.

It is on solving these problems that attention
should be focused. It is worth considering the pos-
itive practices of national government agencies and
developing them. A range of international docu-
ments define further anti-corruption measures to be
taken by Ukraine: European Commission Report on
the Enlargement of the European Union on Ukraine
as a Candidate State for 2023!, List of Priority Re-
forms from the US Government (The White House
sent out a letter..., 2023). The latest report on the
implementation of the IMF-Ukraine Memorandum?.
Some of the requirements for Ukraine to overcome
corruption and the tools to fight it are overlapping
in these international documents. The analysis of
the recommendations of international partners and
domestic experts allows Transparency International
to identify the priority areas of work of Ukrainian
government agencies in the fight against corruption
for 2024, which are presented in Table 2, and which
will help reduce the level of corruption. Therewith,
Transparency International develops global recom-
mendations for governments to ensure effective fight
against corruption as a threat to national security:
to define corruption as a threat to national security
and to make the fight against it a goal of internal
and external policy; to balance the system of checks
and balances by organising the activities of anti-cor-
ruption bodies and oversight institutions; real access
to public information, including the movement of fi-
nancial resources of the state; policy should be deter-
mined by fair and public processes; and measures to
counter transnational forms of corruption.

! European Commission Staff Working Document No. SWD(2023) 699 final “Ukraine 2023 Report”. (2023, November). Retrieved from
https://neighbourhood-enlargement.ec.europa.eu/document/download/bb61ea6d-dda6-4117-9347-a7191ecefc3f_en?filename = SWD_

2023_699%20Ukraine%20report.pdf.

2 Staff Report and Statement by the Executive Director for Ukraine No. 2023/132 “Request for an Extended Arrangement Under the
Extended Fund Facility and Review of Program Monitoring with Board Involvement-Press Release”. (2023, March). Retrieved from
https://www.imf.org/en/Publications/CR/Issues/2023/03/31/Ukraine-Request-for-an-Extended-Arrangement-Under-the-Extended-

Fund-Facility-and-Review-of-531687.
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Table 2. Transparency International’s recommendations for further fight against corruption in Ukraine

Area

Content

Improvement of the
procedure for bringing to
criminal liability those
who have committed
corruption offences

= conducting investigations and litigation efficiently and promptly;

= increase the capacity and conduct an objective competitive selection of NABU employees, SAPO
prosecutors, and judges of the High Anti-Corruption Court;

= implement the reform of the forensic service;

= eliminate conflicts in criminal procedure and criminal legislation, review the timeframe for consideration
of corruption-related criminal cases

Implementation of
mechanisms for alienation
of property obtained as

a result of corruption
offences

= improvement of the efficiency of the National Agency of Ukraine for Finding, Tracing and Management
of Assets Derived from Corruption and Other Crimes by changing the personnel policy, implemented forms
and methods of the agency’s activities, specifically in the area of asset sales;

= development, adoption, and implementation of a regulatory framework for the implementation
of mechanisms for the alienation of property obtained as a result of corruption offences according to
international standards;

= prescription of mechanisms in the current legislation to seize Russian assets on the territory of Ukraine as
a precautionary measure before their confiscation;

= criminalise acts of violation of restrictive sanctions imposed by the international community in connection
with the armed conflict on the territory of Ukraine in any way

Reform of the financial
and budgetary control
bodies of Ukraine

= development, adoption, and implementation of the legal framework for reforming the activities of the
Accounting Chamber, including updating the approaches to the personnel selection procedure;

= reform the activities of the State Audit Service of Ukraine, changing its vector to a preventive one,
specifically in terms of monitoring public procurement

Source: Transparency International (2023)

When identifying tools to improve the level of
anti-corruption in Ukraine, it is necessary to consider
internal and external factors of Ukraine that affect
the social order, as well as positive and negative re-
sults of previously used tools. External control by in-
ternational partners directly affects the effectiveness
of the fight against corruption in Ukraine. Despite a
fairly large body of research and analytical materials,
including those discussed in this study, the issue of
combating corruption stays relevant. The effective-
ness of international legal instruments to combat cor-
ruption in Ukraine requires special attention.

The analysis of modern scientific research on the
issues covered in this study confirms the conclusions
and recommendations made and encourages discus-
sion. O.H. Melnyk (2021) notes that the effective
fight against corruption in Ukraine is based on sever-
al fundamental principles. These include the political
will to implement anti-corruption measures, compli-
ance with international regulatory documents, the
existence and continuous improvement of clear an-
ti-corruption legislation, effective operation of all re-
sponsible institutions, transparency and accountabil-
ity of public authorities, and clear rules of financial
control. While these measures are not universal, they
point to opportunities for considerable improvement
in Ukraine’s anti-corruption system. Notably, there is
no single way to fight corruption, and therefore it is
necessary to develop one’s own way, accommodating
local realities, foreign practices, and developing civic
awareness, which contributes to changes in the per-
ception of corruption and improves the transparency
and accountability of public institutions in the provi-

sion of services.

The authors of this study agree with the conclu-
sions drawn by A. Bowra et al. (2022), who empha-
sise the need to adopt comprehensive and effective
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anti-corruption strategies developed based on mon-
itoring and evaluation of the activities of interna-
tional organisations in the field of anti-corruption.
F. Ceschel et al. (2022) also noted the need to consid-
er the specific features of each state when developing
anti-corruption strategies. V. Topchii et al. (2021)
conclude that measures taken by individual states to
combat corruption may have short-term effects. That
is why the researchers’ position is to unite the ef-
forts of states through the adoption of international
treaties and recommendations that should underlie
an effective mechanism for monitoring corruption.
J. Barafi et al. (2022) also emphasise the increased
role of international and local monitoring agencies.
In other words, monitoring and evaluation of the ac-
tivities of public authorities in this area should be the
basis for the introduction of international anti-cor-
ruption instruments in each state.

Supporting L. Hbur’s (2020) position on inter-
preting corruption as a socially determined phenom-
enon, we can agree with the researcher’s areas of an-
ti-corruption public policy: improvement of current
legislation; comprehensive use of positive foreign
practices in combating corruption; involvement of
the general public and public institutions in anti-cor-
ruption programmes; application of measures to im-
prove preventive activities in the field of corruption.
However, such areas are rather forms of implementa-
tion of the international anti-corruption instruments
introduced by the national authorities.

M. Kirzhetska & Yu. Kirzhetskyy (2023) inves-
tigated the tools for counteracting illegal economic
processes in Ukraine, concluding that the factor that
affects the overcoming of shadow imports is not the
level of wages of employees, but the level of integri-
ty of civil servants of the State Customs Service, for
example. This opinion coincides with the thesis that
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lenient attitude towards corruption in the govern-
ment and society of Ukraine is a factor that influ-
ences the effectiveness of the fight against it and is
a problem that should be eradicated. Therewith, it is
worth agreeing with the opinion of R. Subaciené et
al. (2023), who propose that anti-corruption meas-
ures include training of employees of enterprises,
institutions, and organisations on anti-corruption is-
sues, supplementing the thesis with the need to train
civil servants. Training in the basics of preventing
and combating corruption can encourage Ukrainian
citizens to have a virtuous attitude towards their of-
ficial duties, to fulfil their tasks, and to apply coun-
termeasures in their everyday lives. I. Nalyvaiko &
R.W. McGee (2023) and R. Subacdiené et al. (2023)
emphasise the significance of interaction between
the state, civil society, and business to ensure sus-
tainable social development, and thus free from the
impact of corruption.

The research results presented in this study con-
firmed the position of B. Lohvynenko et al. (2022)
on the effectiveness of the use of electronic systems
and tools for combating corruption, which has been
practically implemented in Ukraine on the example
of public procurement. The tool minimises the pos-
sibility of corrupt influence in various areas, which
can also be called a means of controlling integrity in
various sectors of the economy. I. Adama & M. Faze-
kas (2021) find it debatable that information and
communication technologies are a positive tool for
making governments more transparent, accountable,
and less corrupt. The researchers note the positive im-
pact of information and communication technologies
on the level of fighting corruption, but such technol-
ogies can also provide new opportunities for corrup-
tion through the dark web, cryptocurrencies, or the
misuse of technologies such as centralised databases.

B. Olmos Giupponi & H.L. Yu (2022) consider
the gaps in the international investment arbitration
regime as a tool for combating corruption. The re-
searchers identify two broad strategies for addressing
the issue of liability for corruption. The first strat-
egy involves reorganising the existing international
investment arbitration regime. The second strategy
envisages the creation of an institute of specialised
international criminal investigators who will work in
tandem with special anti-corruption courts that will
hear criminal complaints. Ukraine’s path in the fight
against corruption involves development according
to the second scenario, as Ukraine has ratified the
Anti-Corruption Protocol to the UN Convention
against Corruption!, which makes provision for the
obligation to introduce specialised international
criminal investigators and specialised anti-corruption
courts in the country. Such tools will contribute to the
|

effectiveness of the fight against corruption and im-
prove the perception of corruption in Ukraine.

The position expressed by O.A. Uliutina (2021)
on the withdrawal of the Specialised Anti-Corrup-
tion Prosecutor’s Office from the subordination of
the Prosecutor General’s Office of Ukraine can be
considered debatable, since the creation of the in-
stitution has already had a positive impact on the
effectiveness of combating corruption. The analysis
of the study conducted by L. Marchuk & V. Yakov-
lev (2023) proves the relevance of applying the in-
ternational anti-corruption instruments identified in
the present study under martial law, as the need to
regulate and stabilise the financial system of regions
and the state as a whole was confirmed.

= Conclusions

Having analysed the provisions of various types of
regulations and literature and having investigated
the opinions of scholars who have addressed the is-
sue of the effectiveness of international legal instru-
ments for combating corruption in Ukraine, the au-
thors of this study concluded that the purpose of the
study was fulfilled.

The international legal instruments for fighting
corruption introduced in Ukraine (Prozorro, eHealth,
Spending) meet modern requirements and are a man-
ifestation of e-governance. It is the electronic format
of public services and financial transactions by pub-
lic authorities that ensures the implementation of the
principle of openness of the state and enables public
control over the finances of the state and its officials.
The effectiveness of international legal instruments
for combating corruption in Ukraine depends on their
types and intensity of application. The analysis of the
level of perception of corruption in Ukraine over the
past 24 years has led the authors of this study to con-
clude that the introduced anti-corruption instruments
are directly proportional to the level of its perception.

The tools used at this stage of development of
Ukrainian society are effective, as the corruption
perception index in Ukraine is gradually increasing.
Guided by the path of European countries towards
EU membership, and considering the dynamics of the
corruption perception index in these countries, it is
predicted that Ukraine will achieve the due level of
corruption perception that will allow it to become
a member of the European Union in the near future
(two to three years).

However, an analysis of the activities of certain
state bodies suggests that the measures taken are insuf-
ficient and that further transformational processes in
Ukrainian civil society are needed to combat corrup-
tion. The author highlights the problems that prevent
the introduction of certain effective mechanisms for

! Criminal Law Convention on Corruption. (1999, January). Retrieved from https://rm.coe.int/168007{3f5.
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combating corruption: the armed conflict in Ukraine;
conventionally lenient attitude towards corruption in
the government and society of Ukraine; gaps in the
regulatory framework of anti-corruption legislation;
fragmented application of the proposed anti-corrup-
tion instruments; and Ukraine’s failure to fully per-
form its obligations to the international community.

The key areas for further research on the effec-
tiveness of international legal instruments to combat
corruption include the development of new and im-
provement of existing means of combating this phe-
nomenon. The identification and elimination of gaps
in international and national anti-corruption legisla-
tion by providing concrete practical recommendations

is also worthy of academic attention. Furthermore, it is
worth emphasising the need for researchers to develop
the reform of financial and budgetary control bodies.
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m AHOTamisg. AKTyaJIbHICTh CTaTTi OOIpyHTOBaHa HeOOXiJHICTIO iMIIeMeHTallii MiXHapOJHUX MPaKTUK
NpOTHJil BUABAM KOpYMIil, MOigBHUINeHHA e(QeKTUBHOCTI OIepyBaHHA IPaBOBUMM MexaHi3sMaMu U
iHCTpyMeHTaMu 60pOoThOM 3 KOPYIILI€I0 B yCiX chepax KUTTEAIAIBHOCTI iepkaBu. MeTolo CTaTTi € KOMILJIEKCHE
JOCTi)XeHHA e(@eKTUBHOCTI MiXHapoAHUX IPAaBOBUX iHCTPYMEHTIB OOpOThOM 3 KOpPYINIli€l0 B YKpaiHi.
JIJ1A mocATHEeHHA MOCTaBJIeHOI MeTU BUHMKJIA NoTpeba BUKOHATHU 3aBlaHH#A, IO CTOCYIOThCS BU3HAUYEHH:A
MiXXHapOAHO-NIPABOBUX iHCTPYMEHTiB OOPOTHON 3 KOPYIIi€l0; JOCTiKEHHs CIOCOO0iB OLIiHIOBaHHA PiBHA
CIIpUMHATTA KOPYILil ¥ CBiTi; 3’ACyBaHHs IIporpecy 60poThOU 3 KOPYNIli€lo B YKpaiHi; BU3HAaUYeHH:A Npo0JieM,
AIKi MepemKo KalTh NiIBUIeHHI0 iHAeKCY CIPUNHATTA KOpyMuil B YKpaiHi; po3po0JieHHA iHCTPyMEHTiB
MiABUIIEHHA piBHA 60pOTHOHU 3 KOpyIIli€lo B YKpaiHi. [IpuHIunu giajgekTuky 6y OCHOBOIO METOOJIOTiYHOT
KOHCTPYKIIil AOCTi[’KeHHs, fKa OXOIUJIIOBaJla TaKi 3araJbHOHAyKOBi Ta CIeliaJbHO-IOpUAWYHI MeToau
JOCJiI)XeHHs, AK NOPiBHAIBHO-IIPaBOBUH, GOpMaJIbHO-IOPUANYHUN, aHaJi3y 1 cuHTe3y. Ha ocHOBI aHami3y
BTOPHMHHUX JiKepes OyJIO BCTAaHOBJIEHO BaXJIUBICTh aHaJIi3y Ta kjacudikallil BU3HauYeHHs MiXXHapOIJHO-
NIpaBOBUX iHCTPYMEHTiB 60pPOTHOM 3 KOPYIILI€I0 i cOCO0iB OI[iHIOBAHHA PiBHA CIPUUHATTA KOPYIILil Y CBiTi.
AHami3 cTaTUCTUYHUX AAHUX i COIIOJIOTIiYHUX OOCJigXeHb 1aB 3MOTYy BCTAaHOBUTU IIporpec 6OpoOTHOU 3
KOpYIIli€lo B YKpaiHi, II0 3HAWIIIOB CBOE BUPAXX€HHS B KOHKPETHUX JAaHUX MOHITOPUHTY PiBHA CIPUNHATTA
kopynuil B YkpaiHi. ByJsio akijeHTOBaHO Ha CHCTeMHOMY MiAXOJi [0 BUABJIEHHA IpobOjeM, fAKi CTOATh Ha
3aBaji MiABUINEHHIO iHAEKCY CHPUUHATTA KOpYILil B YKpaiHi. 3a AOIOMOrOI0 NOPiBHAJIBHO-IIPABOBOIO
MeToAay OyJio 3icTaBjieHO NOJIOXKEHHA YKPalHChKOI'0 M MiXXHAapOAHOTO 3aKOHOJABCTBA, 0 Oe3nocepeHbo
CTOCYIOThCA NMHUTaHb NpOTUAil Kopymnuil Ta ii BuaABaM. CHOpMyIbOBAaHO BHCHOBKU HAyKOBOI poOOTH, Ha
MiACTaBi AKUX 3alIpOIIOHOBAHO KOHKPETHI iHCTPYMEHTH MiJBUIIleHHsA PiBHA O0POTHOU 3 KOPYIIIi€lo B YKpaiHi
[IJIAXOM yAOCKOHAJIeHHs MiAJIbHOCTI AepXaBHUX CTPYKTYyp. Y Ipolieci BUBUEHH:A MOPYIIEHOTO0 MUTAaHHA
BUKOPHCTAHO Ta IIPOAHAJi30BaHO BiJNOBi[HI HayKOBi Ipali yKpalHCBKHX i 3apyOiXHHUX OCJIiTHUKIB.
[TpakTuyHe 3HaYeHHA 3AiMICHEHOTO MOCJiJI)KeHHs MOJIATaE B MOXJIMBOCTI BUKOPHUCTaHHA IIUX BUCHOBKIB y
JiAIBHOCTI JepXaBHUX OpraHiB YKpaiHu, 3 OrJIAAY Ha OLiHKY MiXHapOAHUX eKCIIepTiB pe3yJIbTaTUBHOCTI
BX€ 3aCTOCOBAHUX iHCTPYMEHTIB IPOTHULil KOPYIIil

m KutiouoBi cjtoBa: MixkHapo IHi HOPMH; 3aX0I1 TPOTU i1 KOPYTIIIil; iHeKC CIPUMHATTS KOPYTIIil; peKOMeHIaIlil;
pebopMyBaHH:A
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m Abstract. In the 21 century, the human need for self-defence, protection of relatives and property has
raised the issue of regulatory legalisation of conventional weapons, and their disproportionate concentration
in the hands of Ukrainian citizens as a result of military and political events to the real threats to post-
war peace will require effective mechanisms of prohibitions and restrictions without violating the right to
life. The purpose of this study was to design a model of national security in the field of use, development,
accumulation, and proliferation of concrete types of conventional weapons in a special period. To fulfil this
purpose, the study employed the methods of content analysis combined with heuristic search, empirical
analysis, mathematical percentage ratio, and concrete analogy. It was found that the mechanisms of civilian
disarmament in the modern world are directly related to the introduction of legalisation or prohibition
of conventional weapons and ammunition for the civilian population. The geopolitical challenges of the
21t century have revealed the unpreparedness of national systems to ensure the right to life in times of
armed aggression and civil wars. The weakening of the influence of international organisations and their
regulations has increased the significance of national legislation in shaping global security. The study
analysed the definition of the term “weapon” in the current legislation of Ukraine and the relevant EU
Directive. It was concluded on the necessity of adopting a special law on weapons at the national level. The
terminological consistency with international standards of the Draft Law of Ukraine No. 5708 of 25 June
2021, adopted by the Verkhovna Rada of Ukraine on 23 February 2022 as a basis for the law, was stated.
The study outlined the areas of implementation of the mechanism of prohibitions or restrictions on the use,
development, accumulation, and proliferation of concrete types of conventional weapons during a special
period, namely: formation of national legislation, creation of powerful police units, and implementation of
international mini-disarmament programmes. The practical significance of this study is that its findings can
be used in international and national lawmaking, development of mechanisms for preparing the country for
the transition from martial law during the period of rebuilding peace
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» Introduction

In the context of Russia’s armed aggression, Ukraine
has been forced to become a centre of arms accu-
mulation, and therefore the ratification of interna-
tional standards for limiting and controlling arms
trafficking, which has not been remarkably success-
ful in peacetime, is a necessary step in the post-war
reconstruction of the state. Building a moderate dis-
armament strategy will help prevent a new wave of
internal armed conflicts and further the success of
European integration processes.

The Convention on Prohibitions or Restrictions
on the Use of Certain Conventional Weapons which
may be deemed to be Excessively Injurious or to have
Indiscriminate Effects (CCW)! defines civilian disar-
mament as the introduction of prohibitions or restric-
tions on the use, production, stockpiling, and distri-
bution of certain conventional weapons. Strict and
effective international control is an essential element
of this system. Even though the issue of the type of
legal acts with legal force that will establish the dis-
armament mechanism in the post-war period and the
introduction of relevant prohibitions or restrictions
on arms trafficking that meet European and interna-
tional standards is not the only one in an endless list
of terminological clarifications and ethical considera-
tions, the implementation of control functions by the
state and the international community in this process
lacks a single conceptual approach.

Pointing to the moderation of numerous coun-
tries in acceding to and ratifying international
treaties regulating or prohibiting weapons, J. Kar-
las (2023) identifies the danger of the environment
and security costs as the reasons for such a policy as a
consequence of the implementation of international
standards in national legislation. D. Borsani (2023)
believes that the focus of the disarmament process
should be on state control of civilian industries that
can potentially be transformed to meet military
needs. Z. Elzarov (2022) sees the implementation of
the civilian disarmament programme in the coordi-
nated work of the country’s political forces and se-
curity sector reform. V. Litoshko (2022) associates
the possibility of legislative regulation of issues in
the post-war period with the legalisation of firearms
for civilians and bringing draft national legislation in
line with the provisions of Directive (EU) 2021/5552

According to A.O. Kravchenko & O.G. Strelchen-
ko (2023), strict control of weapons and their own-
ers by the MIA and NPU bodies (units), as well as
improvement of the permitting process, will help
strengthen Ukraine’s security system to further coun-
ter military threats.

In developing new conceptual provisions for the
disarmament of civilians and its national legal regu-
lation, A. Shevchuk & O. Bodnaruk (2023) propose
to follow the international practice of countries that,
for certain reasons, have introduced full legalisation
of weapons in their territories. Cultural and social
factors (Bogus, 2023) led the United States to pre-
scribe the right of civilians to keep and bear arms
in the Second Amendment to the Constitution of the
United States®. The commercial production and ex-
port of small arms around the world is the reason for
an amendment to the Czech Constitution* in 2021.
The legal norm on the possession and use of weap-
ons is justified primarily by the right of a person to
self-defence and protection of others in a situation
where weapons are easily accessible in the state and
the number of law enforcement agencies does not en-
sure proportionality of their provision of police ser-
vices to the civilian population. The concentration
of numerous illegal weapons left in the territory of
the Republic of Estonia during the Second World War
led to the adoption of laws on weapons possession
by the country’s authorities in 1991 and 2001. The
contrast in crime statistics in countries with legalised
and unlawful civilian arms rights, as pointed out by
N. Shcherbyna (2023), is an indicator of the effec-
tiveness of the liberal approach related to the codifi-
cation of the right of civilians to protect their lives,
the lives of family members, and personal property in
preventing offences.

It is impossible to ensure strict control over the
storage, movement, and destruction of weapons with-
out registering them and their owners. Ukrainian so-
ciety is now ready to implement European provisions
on the legalisation of conventional weapons and the
positive practices of foreign countries as a further step
in disarming the civilian population after the war.

The purpose of this study was to highlight the pro-
visions of international standards that will be effec-
tive for implementation in national legislation with

! Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which May be Deemed to be Excessively
Injurious or to Have Indiscriminate Effects (with Protocols I, II and III). (1980, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/en/995_266?lang = uk#Text.

2 Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555.

3 Constitution of the United States. (1791, May). Retrieved from https://www.senate.gov/about/origins-foundations/senate-and-
constitution/constitution.htm.

4 Constitution of the Czech Republic. (1992, December). Retrieved from https://www.psp.cz/en/docs/laws/1993/1.
html#:~:text= CHAPTER%200NE%20%2D%20Fundamental%20Provisions&text = (1)%20The%20Czech%20Republic%20is,its%20
obligations%20under%?20international%20law.
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Disarmament of civilians after war...

an aim to disarming civilians after the war, to formu-
late the conceptual foundations of the mechanism of
state regulation of prohibitions or restrictions on the
use, production, stockpiling, and proliferation of con-
crete types of conventional weapons, considering the
practices of foreign countries, and to outline the pros-
pects for further research and discussion in this area.

The originality of the presented study lies in the
empirical substantiation of the shift in priorities in
shaping global security policy in the 21% century
from international standards to national legislation;
identification of the determinants of implementation
of the practices of foreign countries in terms of legali-
sation of the right of a person to own firearms; devel-
opment of a system of measures aimed at optimising
the mechanism of state regulation of the use, pro-
duction, accumulation, and distribution of concrete
types of weapons.

= Materials and Methods

The disarmament of civilians as a field of research
is characterised by the lack of methodological ap-
proaches. This is primarily explained by the contin-
uing effectiveness of international standards adopted
in the mid-20™ century and the irrelevance of scien-
tific developments due to the lack of active geopolit-
ical events. National lawmaking movements related
to attempts to legalise weapons in the early 21 cen-
tury led to the emergence of special laws in some
foreign countries. The reasons for this effect had cul-
tural, social, political, or economic grounds. Consid-
ering that none of the above factors was a lever in the
codification of the right to life in Ukrainian public
life before the full-scale invasion of Russia, the re-
source of national legislation in this area was limited
to the Constitution, the model document, and subor-
dinate acts in the field of the permitting system. The
factor of armed aggression requires balanced steps in
strategic planning for future peacebuilding. This and
the existence of foreign practices in disarmament led
to the investigation of the norms of the current na-
tional legislation, draft regulations adopted as a basis
for the law, international standards for the regulation
of security, and the practice of disarmament in the
world community.

This study put forward the following hypothesis:
if the terminology of national legislation that can
be used to conduct civilian disarmament processes
is consistent with the terminology of international
standards, the practices of foreign countries can be
applied to national practice without adopting special
laws related to the implementation of prohibitions
or restrictions on arms trafficking. Otherwise, an ef-
|

fective process of civilian disarmament requires the
adoption of a special law and the development of ef-
fective mechanisms.

To confirm or refute the propositions put for-
ward, the methods of content analysis in combina-
tion with heuristic search, empirical analysis, mathe-
matical percentage ratio, and concrete analogy were
employed. The method of content analysis combined
with heuristic search was used to build categorical
structures of terminological units related to the term
“weapon” used by current legislation and interna-
tional standards. The method of empirical analysis
was applied to the identified structural elements of
categorical terminology systems classifying weap-
ons, devices, and ammunition in European norms
and provisions of national lawmaking. The method
of mathematical percentage ratio made it possible to
trace the distribution and compare the units of ter-
minology of national draft laws (on the example of
the Draft Law of Ukraine No. 5708 dated 25 June
2021%) and international standards (on the example
of Directive (EU) 2021/555%). The method of con-
crete analogy was used to formulate the conceptual
foundations of the mechanism of state regulation of
prohibitions or restrictions on the use, production,
accumulation, and proliferation of concrete types of
conventional weapons.

The findings of this study should reveal a shift in
the priorities of world politics in shaping security in the
21 century from international standards to national
legislation; identify the determinants of implementing
the practices of foreign countries in terms of legalising
the right of a person to own firearms; and highlight
measures that optimise the mechanism of state regu-
lation of the use, production, accumulation, and pro-
liferation of concrete types of weapons after the war.

= Results and Discussion

To understand the challenges Ukraine will face on
this path, the practices of countries that experienced
post-war socio-political development and, for some
reason, ignored the legal regulation of prohibitions or
restrictions on the use, production, stockpiling, and
proliferation of certain types of conventional weap-
ons for the civilian population or were forced to take
effective disarmament measures under pressure from
international obligations will help. Weapons left be-
hind by the US military during their withdrawal from
the Islamic Emirate of Afghanistan have fallen into
the hands of militants in Kashmir who have been try-
ing to use them to resolve the conflict in the disputed
South Asian region. The government of the Republic
of South Sudan’s radical solution to the problem of

! Draft Law on the Right to Civilian Firearms. (2021, June). Retrieved from: https://itd.rada.gov.ua/billlnfo/Bills/Card/27190.
2 Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555.
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civilian disarmament has led to new paramilitary up-
risings, civilian deaths, and an increase in the num-
ber of victims of violence and ill-treatment by regular
troops. The mass shooting of civilians in the Republic
of Serbia forced the government to review the legal
framework and increase liability for violations of the
firearms licensing system. The Potsdam Declaration!
obliged the Japanese state to disarm and demilita-
rise after losing World War II, and therefore it took
effective measures to collect, destroy weapons, am-
munition, and dismantle military facilities. Clearly,
the problem of disarming the civilian population will
face Ukrainian society and the Russian Federation
in the near future, and therefore the subject under
study is relevant and requires scientific discussion
given the unstoppable steps that Ukraine is taking to
overcome obstacles on the way towards global rec-
ognition as a peaceful state capable of repelling the
aggressor if necessary.

The issues raised in the present study are related
to the search of the Ukrainian and international sci-
entific community for legal regulation of military dis-
armament, legalisation of conventional weapons that
can cause excessive damage or have indiscriminate
effects, and bans on the proliferation of weapons of
mass destruction of various types, including bacteri-
ological (biological), toxic, psychotropic, and nuclear
weapons. Scientific studies by Ukrainian researchers,
which present a comparative analysis of internation-
al standards and provisions of European legislation
in the field of arms trafficking, are mostly focused
on the issue of legalisation or complete prohibition
of firearms for civilians. Citing numerous examples
of countries that have made additional amendments
to their constitutions or have special regulations, the

National legislation

3%
9%

Classification of
weapons by type

M Purpose/origin of the
weapon
Definition of the
term “weapon”
Other

68%

researchers leave the decision to introduce such
mechanisms to the discretion of officials (Bakh-
chev, 2022; Shevchuk & Bodnaruk, 2023). The legis-
lative branch continues to work on draft legislation,
creating new options. As of 2021, the official web-
site of the Parliament of Ukraine has published the
texts of three draft laws on the circulation of civilian
weapons and ammunition, namely: No. 4335 dat-
ed 06 November 20202, No. 5708-1° dated 13 July
2021, and No. 5708* dated 25 June 2021. Verkhovna
Rada of Ukraine rejected the first two.

N. Shcherbyna (2022) identifies discussions
around the terminological definition of the term
“weapon”, inaccuracies in the classification of weap-
ons, requirements for entities that can be or are own-
ers of weapons, as the main reason for the adoption
of a special national law regulating the manufacture,
acquisition, storage, registration, transportation, use,
and possession of firearms.

The monitoring of legislative terminology on the
official web portal of the Verkhovna Rada of Ukraine
revealed 65 interpretations related to the term “weap-
on”. As prescribed in the model document and sub-leg-
islative acts, the principal categories they cover relate
to the general definition of the term “weapon” — 9%
(6 legal provisions), its purpose/origin — 20% (13 le-
gal provisions), classification by type — 68% (44 ter-
minological clarifications)- others, unrelated to the
categories listed above — 3% (2 legal provisions). In
the texts of international legal acts, such terminolo-
gy is not specific to the interpretation or has a small
share in the terminological system of normatively ac-
cepted definitions. The distribution of the elements
of the terminology system in national and interna-
tional (European) legislation is presented in Figure 1.

International standards

Classification
of weapons by type
B Purpose/origin of

69%
the weapon

Figure 1. Terminological breakdown of the term “weapon”
in the current national legislation and international standards

Source: compiled by the authors of this study
|

! Potsdam Declaration. (1945, July). Retrieved from https://www.ndl.go.jp/constitution/e/etc/c06.html.
2 Draft Law of Ukraine No. 4335 “On the Circulation of Civilian Firearms and Ammunition”. (2020, November). Retrieved from https://

itd.rada.gov.ua/billlnfo/Bills/Card/4535.

3 Draft Law of Ukraine No. 5708-1 “On the Right to Self-Defence and Ownership of Civilian Firearms”. (2021, July). Retrieved from

https://itd.rada.gov.ua/billinfo/Bills/Card/27343.

4 Draft Law of Ukraine No. 5708 “On the Right to Civilian Firearms”. (2021, June). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/

Card/27190.
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The graphic material in Figure 1 shows that the
definition of “weapon” in national legislation has
a prominent place in the terminological content in
this area. International standards focus mainly on
explaining the classification of weapons (13 expla-
nations). The content of the latter, compared to the
analogous content of Ukrainian legislation, has a
specific, but not significant weight of 31% (4 termi-
nological units) in Directive (EU) 2021/555! against
20% (13 terminological units) in the legal framework
of Ukraine. The disproportionality of the categorical
fields of terminological units means that the current
national legal regulation lacks transformational ele-
ments that allow Ukraine to influence the develop-
ment of international experience and/or implement
the EU regulatory mechanisms in an integrated man-
ner without substantial revision.

The Draft Law of Ukraine No. 5708 dated 25 June
20212, which as of 2024 is adopted by the Parliament
as a basis for the law and should regulate “public re-
lations in the field of exercising the right of citizens
and legal entities in Ukraine to civilian firearms, am-
munition, as well as products structurally similar to
weapons and ammunition, defines the legal regime of
ownership of civilian firearms, establishes the basic
rights and obligations of individuals and legal enti-
ties regarding the production, acquisition, possession,
alienation, carrying, transportation, repair, and use
of civilian firearms and ammunition, as well as other
social relations directly related to this, including ac-
cording to Ukraine’s international obligations™?, bases
the categorical distribution of the structural elements
of the terminology system on international standards.
At the same time, it reflects well-established national
practice. In the system, which includes 66 terminolog-
ical units, the term “weapon” is defined through a sin-
gle permissible interpretation and the construction of a
chain of terms that exhaustively clarify its understand-
ing. Factually, in the Draft Law of Ukraine No. 5708
dated 25 June 20214, the basis is successfully outlined,
thanks to which the rest of the constructed categori-
cal structural components proportionally follow the
categorical apparatus of Directive (EU) 2021/555°.
A comparison of the distribution of categories of
the “weapon” terminology in national legislation
and the European standard is presented in Figure 2.
|

National legislation

| general definition of weapons, their properties
and characteristics
ammunition for weapons
definition by classification type

W range of actions related to weapons

W permit system

European standards

Ml general definition of weapons, their properties and
characteristics
ammunition for weapons
definition by classification type

M range of actions related to weapons

M permit system

Figure 2. Distribution of categories
of the “weapon” terminology in national legislation
and the European standard
Sources: Draft Law of Ukraine No. 5708 dated
25 June 2021° and Directive (EU) 2021/5557

The graphic material presented in Figure 2 sug-
gests that for European standards and national legis-
lation, unlike international norms, the interpretation
of the general category of “weapon” is a mandato-
ry element. The list of definitions of Directive (EU)

! Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555.
2 Draft Law of Ukraine No. 5708 “On the Right to Civilian Firearms”. (2021, June). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/

Card/27190.
3 Ibidem, 2021.
4Ibidem, 2021.

5 Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555.
6 Draft Law of Ukraine No. 5708 “On the Right to Civilian Firearms”. (2021, June). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/

Card/27190.

7 Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555.
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2021/555" has 1 terminological unit “weapon” (7%
of the terminology base). The Draft Law of Ukraine
No. 5708 dated 25 June 20212 presents a termino-
logical system containing 7 terminological units
(11% of the definitions and concepts used). The ter-
minology of national lawmaking mostly follows the
categorical groups of European standards. Specifi-
cally, this applies to legal provisions that clarify the
concepts of different types of ammunition, species
classifications, and the permit system itself. Cultural
and social Ukrainian factors have affected the imple-
mentation of the categorical group “circle of persons
involved in arms-related activities” presented in Di-
rective (EU) 2021/555°% by 4 terms (29% of defini-
tions). In the Draft Law of Ukraine No. 5708 dated
25 June 20214, 13 terms (20% of the definitions and
concepts used) are interpreted as a list of actions that
can be taken with regard to weapons. Directive (EU)
2021/555° and the act adopted by the Verkhovna

Rada of Ukraine as a basis for the law have a
proportional ratio of elements. At the same time, the
quantitative predominance of terminological units
for each group indicated in Figure 2 is recorded in
favour of national legislation. For comparison, here
are examples of the category “ammunition for weap-
ons”, in which 2 terms (14%) and 10 terms (15%)
are represented in European standards in the Draft
Law of Ukraine No. 5708 dated 25 June 2021°, “defi-
nition by classification type” — the respective figures
are 4 terms (29%) and 24 terms (36%) — and “permit
system” with 3 normatively prescribed terms (21%)
for Directive (EU) 2021/5557 and 12 terms (18%)
for national legislation.

The content of the terminological units includ-
ed in the terminology systems for the classification
of weapons, devices, and ammunition (Table 1) sug-
gests that the national draft law has incorporated the
terminological basis of European norms.

Table 1. Structural elements of categorical terminology systems
that classify weapons as devices and ammunition

European standards National lawmaking

European standards National lawmaking

firearms* automatic firearms Ammunition* ammunition*
; " additional equipment for
- firearms* -
weapons

- smooth-bore firearms

- components of ammunition

smooth-bore short-barrelled
firearms (traumatic)

- cartridge

- long-barrelled (long) firearms

- Flobert cartridge

- short-barrelled (short) firearms

- combined firearms

- semi-automatic firearms

- rifled firearms

- revolver

civilian firearms and
ammunition

- antique firearms

- gas cartridge

alarm and signalling weapons* | prop weapons

light and sound cartridge
(signal cartridge)

neutralised weapons (mock-ups,
- mass-dimensional mock-ups,
cutaway weapons)

- traumatic action cartridge

- gas pistols and revolvers

- night vision sight

- pneumatic weapons

- blank cartridge

- signal firing devices*

civilian firearms and
ammunition

! Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555
2 Draft Law of Ukraine No. 5708 “On the Right to Civilian Firearms”. (2021, June). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/

Card/27190.

3 Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555
4 Draft Law of Ukraine No. 5708 “On the Right to Civilian Firearms”. (2021, June). Retrieved from https://itd.rada.gov.ua/billinfo/

Bills/Card/27190.

5 Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555.
6 Draft Law of Ukraine No. 5708 “On the Right to Civilian Firearms”. (2021, June). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/

Card/27190.

7 Directive of the European Parliament and of the Council No. (EU) 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/legal-content/en/ALL/?uri = CELEX%3A32021L0555.
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Table 1. Continued

European standards National lawmaking

European standards National lawmaking

devices for sound or light

salute and acoustic weapons* | _. .
signalling

disabled firearms cutaway weapons

objects that imitate firearms or
pneumatic weapons

- honorary weapons

- unloaded weapons

products that are structurally
similar to weapons

Note: the symbol (") indicates terms that have common regulatory frameworks at the international and

national levels
Source: compiled by the authors of this study

Apart from the fact that the terminological sys-
tem of national lawmaking related to the term “weap-
ons” has many structural elements, its components
are intricately linked to the terminology of European
legislation focused on the mechanisms of legal reg-
ulation of the global security system and harmoni-
sation of national legislation. The legal principles
and further support of the state policy in the field of
arms trafficking is determined by national security.
At the individual level, its constituent elements are
personal integrity and personal security of citizens
(Dikhtiievskyi, 2022). Within the framework of this
study, it is necessary to discuss the category of citizens
who, according to international standards and nation-
al legislation, acquire the status of civilians in the con-
text of armed aggression and in the post-war period.

A person’s belonging to the “civilian population”
is statutorily prescribed through the explanation of
prisoners of war' and combatants®. While the inter-
national standard defines the status of a civilian or
a person’s affiliation with the civilian population as
a permanent, unchanging category, the addition of
transitional features to the national legislation fac-
tually indicates that direct involvement in hostilities
in certain cases and during a certain period is not
considered to be the acquisition of combatant status.
Clearly, by “individual cases” and “individual peri-
od” the legislators mean the conditions of violation of
human rights and freedoms constitutionally guaran-
teed by the state and international humanitarian law.

Violation of rights and freedoms gives rise to the
right of a civilian to protect their life as a reaction to
the inability of the state to fully perform law enforce-

ment functions in the context of war or armed aggres-
sion (Poshyvaniuk, 2023). The legal regime of mar-
tial law introduced in Ukraine has given state bodies
special powers to ensure national security and repel
armed aggression by the Russian Federation and has
exacerbated the problem of ensuring the rights of cit-
izens to personal integrity (Dikhtiievskyi, 2022). The
right to life as a social value is a necessary condition
for the existence of other human rights. Directly re-
lated to the development of society, the state, legal
awareness of citizens, and their mutual respect, it is
guaranteed and protected not only by national leg-
islation, but also by international legal acts, specifi-
cally, the Universal Declaration of Human Rights of
19483, the Convention for the Protection of Human
Rights and Fundamental Freedoms of 19504, the In-
ternational Covenant on Civil and Political Rights of
1966°, the Convention on the Rights of the Child of
1989°%, Ye.A. Horduna (2023) attributes the absence
of a single definition of the “right to life” to its com-
plexity and multifunctionality for scientific research.

O. Pokhyl (2021) considers the right to protec-
tion of life in the context of armed aggression to be
a guarantee of the exercise of human and civil rights
and freedoms. The effectiveness of its provision by
the state is determined at the instrumental and sub-
stantive levels. The instrumental level is based on the
understanding of this category as a guarantee of the
existing list of human rights and freedoms. Substan-
tive — based on the perception of it as an independent
human right that should be ensured by institutional
and regulatory means. The achievement of certain
benefits is the state’s exercise of the right to protect the

! Geneva Convention Relative to the Treatment of Prisoners of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/

show/995_153#Text.

2Ibidem, 1949.

3The Universal Declaration of Human Rights.
en/995_015?lang = uk#Text.

(1948, December).

Retrieved from https://zakon.rada.gov.ua/laws/show/

4 The Convention for the Protection of Human Rights and Fundamental Freedom. (1950, November). Retrieved from https://zakon.rada.

gov.ua/laws/show/995_004#Text.

5The International Covenant on Civil and Political Rights. (1966, December). Retrieved from https://zakon.rada.gov.ua/laws/

show/995_043#Text.

6 The Convention on the Rights of the Child. (1989, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_021#Text.
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life of a citizen, but its own violation for the achieve-
ment of such benefits is unacceptable (Pokhyl, 2021).

The development of new approaches to the for-
mation and provision of the foundations of the le-
gal protection mechanism requires considering the
specifics of political, economic, and social life as the
major priority areas in public policy. The situation
in Ukraine has affected the functioning of the global
arms market and revealed the complete unprepared-
ness of its actors for such a surge in demand (Tkach &
Gerlakh, 2023). The geopolitical challenge of the 21t
century has exposed the shortcomings of the global
security system, forcing the international community
to consolidate its efforts and respond immediately,
radically changing the chain between suppliers and
recipients. In the current geopolitical situation, co-
operation between producers of crude oil, after its
reserves have been depleted, is a top priority. For
Ukraine, the ability to manufacture better quality
products at a reasonable price, exchange or obtain
new technologies, and develop products that have no
global analogues is not just about corporate develop-
ment of foreign countries and foreign companies, or
the results of establishing partnerships in the arms
trade. This is the principal condition for its survival
thanks to the external saturation of the defence indus-
try. The active phase of Ukraine’s armed conflict is
clearly playing a catalytic role in positive changes in
innovation and technological advance. Geopolitical
tensions are shifting the “centres of power” (Tkach &
Gerlakh, 2023), determining the degree of influence
of the state in the security sector on the global arms
market and demanding the right to provide nation-
al security. A substantial increase in administrative
legal obligations, restrictions, and prohibitions, com-
bined with additional legal grounds for subjective
determination for concrete legal relations with min-
imal context (Onishchenko et al., 2023), artificially
creates a situation where public administration must
simultaneously follow the constitutional order and
the national order based on it in peacetime, as well
as be proportionate to real threats to national securi-
ty and defence.

The implementation of regulatory support in the
post-war peaceful period should follow the princi-
ples of building a legal and social state. According to
N. Onishchenko et al. (2023), the principal areas in
which law should be implemented at this time are a
concrete functional focus to ensure the sustainability
of regulation of social relations, general recognition
of international principles of a universal nature, and
adaptation of national legislation to the legal space
of the European Union. Effective implementation of
legal regulation in these areas will ensure security,
restore law and order during the emergency period,
|

and optimise the state’s return to normal peaceful life
with full respect for the rights and freedoms of citizens.

In this context, the functions and tasks of pub-
lic authorities, the Armed Forces of Ukraine, law en-
forcement agencies, executive authorities, and local
self-government bodies to ensure control over the
manufacture, acquisition, storage, registration, trans-
portation, use, and possession of firearms are of par-
ticular importance. The legal framework for the activ-
ities of human rights actors here is the Constitution of
Ukraine!, special legislation of Ukraine and systemic
decisions of the President of Ukraine, the Cabinet of
Ministers of Ukraine, the military command, exec-
utive authorities, military administration, and local
self-government bodies (Dikhtiievskyi, 2022). The
latter, aiming to create appropriate conditions for
the exercise of rights and freedoms, protection of cit-
izens’ interests under martial law, form general social
guarantees for the post-war period, which is a poten-
tial asset for the international community in disarm-
ing the country’s civilian population after the war.

K. Bakhchev (2022) sees the main range of pow-
ers of state executive bodies in the implementation
of law enforcement functions in the post-war peri-
od in the performance of tasks to prevent offences
in the field of firearms trafficking. To this end, it is
suitable to take measures for the voluntary surren-
der of weapons, introduce rewards for information
useful to national law enforcement agencies, carry
out preventive work with demobilised persons and
persons prone to committing offences on an individ-
ual level, and develop interactive firearms registra-
tion databases. According to K. Bakhchev, the most
effective for modern conditions and the post-war pe-
riod is the practice of military management aimed
at identifying persons belonging to sabotage groups,
stimulating the surrender of prohibited or restricted
weapons, production, accumulation, and distribution
of weapons or ammunition for a reward.

Analysing the state’s policy on civilian disarma-
ment in the Kingdom of Spain after the war in 1917-
1923, A.C. Caniz (2023) points out that insufficient
state funding, the absence of a parallel private or po-
litical force capable of competing with the royal pow-
er, difficulties in reforming the national police units
while expanding the administrative and repressive
apparatus of the monarchy contributed to the fact
that the accumulation of illegal weapons by the civil-
ian population in large quantities was not perceived
as a threat to the stability of the Bourbon restora-
tion regime. Having been empowered by the state to
protect public order and security, the armed working
class transformed into a potentially subversive force
that helped the Kingdom of Spain to endure elevat-
ed levels of gun violence in the interwar period and

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/en/254x/96-sp?lang = uk#Text.
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forced it to develop structured forms of gun control.
According to A.C. Caiiiz (2023), the developed legis-
lative framework was far ahead of its time. However,
it was an effective tool that allowed disarming and
rearming the population by legal and illegal means.

In the Republic of Italy, the legal regulation of
the disarmament process in the post-war period in
1944-1946 was based on borrowed provisions of the
national legislation of the post-war period and con-
tradicted the tasks of ensuring strict state control over
the possession and circulation of weapons, which
were assigned to the police. The re-establishment of
state structures in the form of a centralised, author-
itarian administration with strict control over the
territory and even stricter firearms legislation, and
the intensification of systematic purges, helped to
uncover hundreds of thousands of firearms (Aterra-
no, 2021). In the southern part of the country, weap-
ons left behind or buried by the retreating German
army, Allied divisions moving north, and Italian sol-
diers who deserted after the armistice, or stolen from
army caches and found their way into the homes of
bandits, former guerrillas, politicians, activists, and
civilians were mostly seized. In the northern territo-
ries, where the prolonged Nazi occupation spawned a
brutal civil war and a powerful resistance movement,
there were hidden firearms that the Allies supplied
to partisans through the plundering of German and
Italian occupation forces or kept by former soldiers
and Social Republicans. As a national problem, the
seizure of illegal weapons from civilians in the Italian
Republic has helped unite all its regions, regardless
of the specifics of the liberation.

N. Hultin (2022) considers the formation of inter-
nal national arms control under the influence of inter-
national efforts and with the support of international
organisations to be a specific feature of the disarma-
ment of the civilian population in Africa. For modern
societies around the world, the issues of subjects and
conditions of ownership of conventional weapons are
significant, but its legal regulation is rarely initiated
by the national leadership of South African countries.
The establishment of control over the possession and
trafficking of small arms and light weapons is mainly
the result of the efforts of international actors (e.g.,
the United Nations) and individual states (e.g., the
United States of America) concerned about the inter-
nal politics of post-conflict countries. Using the ex-
ample of the Republic of Uganda, P. Kachope (2021)
proves the success of international micro-disarma-
ment programmes for the civilian population. The
human security approach used in the Karamoja In-
tegrated Disarmament and Development Programme
(KIDDP) is a well-coordinated, multi-stakeholder
structure that considers the context in which the
global problem of the illicit proliferation of small
arms and light weapons (SALW) is being addressed.
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The disarmament of the civilian population as
a direction of state policy implementation is a na-
tional-level problem that should be addressed con-
sidering the country’s role in international relations,
historical experience, and traditions of arms produc-
tion and export, specific features of the development
of the national defence industry, etc. Globalisation,
which is determined by the integration of states in
the political, economic, and cultural spheres of social
relations, is a driving force in the modern world that
determines the use of measures by the military and
political leadership of the state to stabilise and ensure
the safe development of civilisation. The complexity
of solving this problem, according to I. Semenets-Or-
lova (2021), requires the world’s leading countries to
focus more on the development of regional security
systems to prevent direct military threats. The stabili-
ty of the global system, which determines regional se-
curity, contributes to the unification of interdepend-
ent relations between countries on the world stage.

The effectiveness of measures to prevent illicit
arms trafficking is an indicator that allows assessing
the state of national security (Dzafarova & Dunaie-
va, 2023). The complex nature of such measures at
the general social, specialised criminological and
individual levels, together with social control in so-
ciety, involvement of the government, bodies with
police powers and public activists, facilitates the ex-
ercise of law enforcement functions by the state. Ac-
cording to O.I. Yevmieshkin (2023), the vulnerability
of the state and the ineffectiveness of measures to
prevent and counteract national security threats are
indicated by “insufficient efficiency of state bodies,
inconsistency, and incompleteness of reforms of the
security forces, imperfection of mechanisms of legal,
organisational, personnel, financial, logistical sup-
port for the development of the national security sys-
tem”. Apart from these, socio-political factors related
to cyberattacks by the aggressor country, “destruc-
tive foreign and domestic propaganda, attempts by
subjects of intelligence and subversive activities to
gain access to information constituting state secrets
and proprietary information, as well as restricted in-
formation, etc.” (Yevmieshkin, 2023) should be con-
sidered. In modern conditions, the security of society
and the state depends on ensuring the right to life
(Garcia, 2022; Dikhtiievskyi, 2022). With the help of
law, society subjugates the state and makes it func-
tion in its favour (Hontar, 2023).

The exercise of the right to protection of life dur-
ing martial law and in the post-war period depends
on the quality of regulatory support, the place of
a person in society, which recognises the possibili-
ty of safe exercise of rights and freedoms, and the
person’s confidence in the protection of their vital
interests from possible harm. The introduction of
adequate organisational means and effective law
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enforcement practice is the key to resolving the issue
of disarmament of the civilian population, meeting
the socially just and progressive needs of citizens
and society as a whole.

m Conclusions

Globalisation dimensions and integration intentions
dictate current trends in the development of society,
influencing the development of the legal idea and the
interests of the individual, as well as the idea of their
personal inviolability. Successful integration of inter-
national experience into national practice influenced
the development of legal standards in the 20" centu-
ry in the use, production, stockpiling, and prolifer-
ation of concrete types of weapons. The dispropor-
tionate distribution of terminological interpretation
between them and national legislation developed in
the late 20" and early 21° centuries is causing the
international community to shift its focus to state
lawmaking. The content of the legal frameworks of
the world’s leading countries, including the Repub-
lic of Croatia, the Republic of Estonia, the Republic
of Finland, the United Kingdom of Great Britain and
Northern Ireland, the French Republic, the Australi-
an Union, and the Swiss Confederation, has become
crucial in shaping the provisions of international (in-
cluding European) acts on arms trafficking.

The post-war period for Ukraine will require a
considerable amount of political, social, and eco-
nomic resources, as well as the assistance of the in-
ternational community. The main efforts in civilian
disarmament should be focused on the development
of national legislation aimed at introducing a mech-
anism of prohibitions or restrictions on the use, pro-
duction, stockpiling, and distribution of concrete
types of conventional weapons at the state level,
creation of powerful units of the National Police ca-
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pable of providing police services to the population
to protect public order and security in a special peri-
od, conducting international mini-disarmament pro-
grammes considering historical conditions, cultural
traditions, and the country’s legal system.

The conceptual implementation of prohibitions
or restrictions on the use, production, stockpiling,
and proliferation of concrete types of conventional
weapons at the national level should consider the real
possibilities for the exercise of the right to personal
integrity of citizens in society and the state, as well
as the specific features of the global arms market.
The implementation of international standards into
Ukrainian legislation does not preclude the creation of
interim rules. Specifically, this applies to the CCW in
terms of establishing strict and effective control over
arms trafficking, Directive (EU) 2021/555 in terms
of qualifying weapons and ammunition allowed for
purchase and possession by civilians, and the Geneva
Convention relative to the Treatment of Prisoners of
War in terms of defining the status of a “civilian”.

Further research and discussion in this area is
needed on the issues of legal regulation of the right
to life, ways to overcome armed violence and im-
prove global security.
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m AHoTtamis. [Torpe6a JI0JUHN B CaMO3aXMCTi, 3aXMCTi PigHMUX, BjlacHoro maiiHa y XXI cT. akTyasisyBaJia
NUTAHHA HOPMAaTUBHO-IIPABOBOI Jierasisarlii 3BU4aiiHol 306poi, a ii HempomopIliliHe 30cepe/KeHHsA B pyKax
YKpalHChbKUX T'POMAAH YHACJiJOK BOEHHO-MOJIITUYHUX MOMill A0 peasibHUX 3arpo3 MiCJIABOEHHOTO MUPY
BHUMaraTuMe [i€BUX MeXaHi3MiB 3a00pOH Ta oOMeXeHb I103a MOpPYIIeHHAM IMpaBa 0COOU Ha 3aXMCT XKUTTA.
MeTow0 CTaTTi € MPOEKTYBAaHHA MOJeJi HallioHaJbHOI Oe3meku y cdepi 3acTocyBaHH:d, pPO3pOOJIEHHHA,
HaKOMUYeHH:A Ta PO3NOBCIOIXKEeHHA KOHKPETHUX BUiB 3BHUUaliHOI 30poi B 0co6uBuli nepiod. [jia JOCATHEHHA
MeTHU JOCJIiI)KeHHA 3aCTOCOBAaHO MEeTOAN KOHTEHT-aHaJli3y, OeAHAHi 3 eBpUCTUYHUM IOIIYKOM, eMITipUYHOTO
aHaJi3y, MaTeMaTUYHOTO Bi[JCOTKOBOIO CITiBBiJHOIIEHHA Ta KOHKPETHOI aHaJIoTi1l. BcTaHOBJIEHO, 1110 MeXaHi3MU
pO330pOEHHA IUBIJIBHOTO HaceJeHHSA B Cy4aCcHOMY CBiTi Oe3mocepeqHbO MOB’sI3aHi 3 YNPOBagXKEHHAM
Jerasi3arnii abo 3ab0poH 3BHYaiiHOI 30poi Ta OoempumaciB [jA IHUBLIBHOTO HacejeHHA. [eomosiTuyHi
BUKIMKN XXI CT. BUABUJIM HErOTOBHICTh HaI[iOHAJIbHUX CHCTeM [0 3a0e3neuyeHH:A NpaBa Ha XUATTA Mif dac
BHUHUKHEHH:A 30pOIHOI arpecii Ta rpoMaAsAHCHKUX BiliH. [lociabeHHA BIUIMBY Mi’)KHAapOAHUX OpraHisamiil Ta
1X HOPMAaTHBHO-IIPABOBUX aKTiB [TOCUJIMJIO 3HAUeHHs HalliOHAJIbHUX 3aKOHOJABCTB Y GOPMyBaHHi [T0JIOXKEHb
cBiTOBOI Oe3neku. IIpoaHanizoBaHO BU3HAUYeHHA MOHATTA «30posi» B YMHHOMY 3aKOHOJABCTBi YKpaiHU Ta
BignoBinHiit aupekTtusi €C. ChHopMyJIbOBAaHO BHCHOBOK IIPO HEOOXiAHICTh MPUHHATTA Ha HalliOHAJBHOMY
PiBHi creniajJbHOrO 3aKOHY NHpo 30poio. KoHCTaTOBaHO TEpPMiHOJIOTiUHY y3TOMXKEHiCThb 3 MiXHapOJHHUMH
craHgaptaMmu npoekty No 5708 Bif 25 uepsHa 2021 poky, npuiiHAToro BepxosHot Pagoro Ykpainu 23 yoToro
2022 poky 3a OCHOBY 3akoHy. OKpecjeHO HanmpsMH BIIPOBAa)KeHHsS MeXaHi3My 3a00poH abo oOMeXeHb y
3aCTOCYyBaHHi, po3po0JieHHi, HAKOMMWYeHHi Ta pO3MOBCIO’)KeHHi KOHKPETHUX BHJiB 3BHYalHOI 30poi B
ocobsuBUl nepion, a came: GopMyBaHHA HalliOHAJIBHOTO 3aKOHOJABCTBA, CTBOPEHHA MOTYXHUX HiApO3/ijiB
MoJiinii, ynpoBaJPKeHHA MIiXXKHApOAHMUX IIporpamM MiHipo330poeHHA. IIpakTWuyHa 3HAYyLicTh poOOOTH
MoJIATAE B TOMY, IO pe3yJbTaTu AOCJiAXeHHA Moxe OyTU BUKOPHUCTAHO B MiKHAapOAHIlM Ta HalliOHAJIbHII
3aKOHOTBOPYOCTi, PO3p00JIeHHI MeXaHi3MiB HiATOTOBKM KpaiHU O Iepexoay 3 BOEHHOI'O CTaHy B Iepion
MHUpOOYIiBHULITBA

m KitiouoBi ciioBa: BorHemasbHa 36posi; 30poiiHMIT KOH(IIIKT; 06ir 36poi; Ge3neka; BOEHHUI CTaH; MpaBa
JIroAuHY; patudikalisa; aeMitiTapusarisa
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m Abstract. In the 21* century, the number of countries that have developed special regulations in the field of
lobbying has almost doubled, which shows that modern elites are interested in regulating lobbying. The purpose
of this study was to conduct a comparative analysis of the legal framework regulating lobbying activities in
several European countries, namely the UK, Germany, and France. Apart from the general scientific methods
of analysis, synthesis, and generalisation, the study employed the method of comparative legal analysis and
the method of institutional analysis. Based on a comprehensive literature review, this study highlighted recent
research that has contributed to the development of the theoretical framework for the regulation of lobbying.
The study provided a critical analysis of various legislative approaches adopted by European countries,
assessing their effectiveness in promoting transparency, accountability, and ethical lobbying practices. The
study compared the legislative frameworks and outlined the current challenges and opportunities inherent in
regulating lobbying. The comparative analysis identified common and distinctive features in each country’s
approach to lobbying regulation. The UK model focuses on voluntary registration and self-regulation, while
Germany’s approach reflects a more informal practice with minimal legal requirements. In contrast, France
has taken stricter measures, focusing on mandatory registration and public disclosure of lobbying activities.
The study summarised the best practices that can be used in the development of lobbying legislation. This
study is a contribution to the debate on the role of lobbying in democratic societies. The conclusions offer
recommendations that should be followed when preparing new drafts of lobbying regulations or when
reforming the current legislation in the relevant area. This study is also of practical significance for European
politicians, lobbyists, and civil society specifically. Based on the considered approaches of the UK, Germany,
and France, states can identify best practices and adapt them to their unique political, social, and legal contexts

m Keywords: democracy; corruption; interests; transparency; influence; politics; financing

= Introduction

Lobbying groups representing their interests in pol-
itics and society are part of democratic political re-
gimes in the UK, Germany, France, Belgium, Ukraine,
etc. Lobbying is a widespread and influential practice
in the political sphere. It serves as a link between the
interests of the public and politicians. Lobbying is a
way of persuading or influencing legislators and of-
ficials to achieve policy outcomes favourable to cer-
tain groups. Considering lobbying’s ability to shape
legislative and regulatory policy, regulating lobbying

is an essential aspect of democratic governance. The
modern concept of lobbying, characterised by con-
certed efforts to influence public policy and legisla-
tion, dates to the period of industrialisation and the
recognition of democratic rights, which expanded
the scope of influence groups and necessitated the
development of formal channels for such interaction.
Over the past 10-15 years, the number of countries
that have developed special lobbying legislation has
actually doubled worldwide (Bismuth et al., 2023).
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This applies to countries in Europe, South America,
and the Middle East. The complexity of lobbying is
growing, which requires a more thorough under-
standing of this phenomenon.

The regulation of lobbying activities, which
forms an integral part of the functioning of demo-
cratic societies, is based on a rich theoretical frame-
work. Over the past 5 years, a range of in-depth stud-
ies have been conducted on lobbying activities. Such
publications include the study by S. Koehler (2019),
which provides a thorough analysis of the commu-
nication strategies of interest groups in parliamen-
tary political systems and develops a formal model
of lobbying in a bicameral parliament with strong
party discipline. Under the formal model of lobby-
ing, S. Koehler understands a complex structure that
reflects the strategic interaction between interest
groups and politicians in the context of political un-
certainty. This model provides insights into how in-
formation asymmetry, strategic communication, in-
stitutional context, and political uncertainty together
shape the policy-making process and the outcomes
of lobbying efforts. Another solid piece of research is
the joint study by R. Chari et al. (2019), which inno-
vatively examines how to determine the robustness
of lobbying laws in terms of promoting transparency
and accountability. Based on the experience of the
researchers, who have advised governments around
the world, a clear roadmap on how to develop an
effective lobbying law is offered. The key provisions
of an effective lobbying law include a registration
requirement, a clear scope of regulation, a list of in-
formation to be disclosed, public online access to in-
formation databases on lobbying activities, and sanc-
tions for non-compliance with the law.

Some researchers address the impact of modern
challenges on the lobbying process and the conse-
quences of such lobbying. M. Crepaz et al. (2022)
demonstrates the fierce lobbying competition be-
tween different social and economic interests dur-
ing the COVID-2019 pandemic. A team of social
and natural science experts analyses the impact of
lobby groups during the pandemic and outlines the
consequences of this “viral lobbying”. The research-
ers define viral lobbying as the efforts of non-gov-
ernmental organisations to influence public debate
and policy during the COVID-19 pandemic, covering
a wide scope of actors, including NGOs, trade un-
ions, professional associations, think tanks, business
associations, and individual firms. Through a com-
prehensive investigation of viral lobbying, the study
elucidates the complexities of representation and the
challenges of ensuring balanced and inclusive poli-
cies in times of crisis.

The use of modern technologies to improve the
effectiveness of lobbying has not been overlooked.
K. Taczanowska et al. (2023) considered the issue
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of the considerable influence of social networks and
online communities on the decision-making process
in states. The study demonstrates considerable differ-
ences between the findings obtained through offline
(face-to-face) and online (social media) surveys. The
researchers emphasise the need for careful planning
of online survey distribution channels to ensure rep-
resentativeness. It also emphasises the usefulness of
using multiple survey modes to identify biases, which
contributes to more reliable survey results.

The issues of countering Russia’s armed aggres-
sion against Ukraine and organising assistance to
Ukraine have also been the subject of lobbying ac-
tivities since 2022. A.L. Rueland & N. Rueffin (2024)
examine the impact of Russia’s invasion of Ukraine
on the debate and lobbying processes in the parlia-
ments of the United Kingdom and the Federal Repub-
lic of Germany. The researchers conclude that after
24 February 2022, the governments of Germany and
the United Kingdom considerably restricted the abil-
ity of lobbyists from these countries to engage with
Russian representatives.

The purpose of this study was to examine,
through a comparative analysis of the legal frame-
work, the specific features of lobbying regulation in
different European countries, specifically in the UK,
Germany, and France, and to highlight its key role in
democratic societies.

= Materials and Methods

The study examined the diversity and effectiveness
of regulations, their promotion of transparency, ac-
countability, and fairness in lobbying. The study as-
sessed the legal acts regulating lobbying according to
three main criteria:

= transparency: This criterion assesses the extent
to which the legal framework requires disclosure of
information on lobbying activities, including regis-
tration of lobbyists, reporting of lobbying expendi-
tures, and publication of lobbying objectives.

= accountability: This criterion examines the
mechanisms in place to ensure that lobbyists and
public officials comply with established rules and
ethical standards, including codes of conduct and
rules on conflicts of interest.

= enforcement: This criterion assesses the effec-
tiveness of enforcement mechanisms, including the
powers of regulators, sanctions for non-compliance,
and the frequency and thoroughness of inspections
and investigations.

The choice of European countries for this study,
namely the United Kingdom, Germany, and France,
was based on the rich diversity of legal approaches
to lobbying regulation. These countries were selected
for their diverse political systems, legal traditions, and
lobbying cultures. Together, this provides a compre-
hensive overview of the European lobbying regulatory
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landscape. The study of these countries revealed the
nuances of each legal system, the problems that arise
in law enforcement and compliance, as well as the
impact of regulations on the lobbying ecosystem.

The study used the method of comparative legal
analysis to examine the lobbying regulation in the
UK, Germany, and France. This method has made it
possible to effectively identify differences and simi-
larities between different legal systems, which helps
to understand the impact of different regulatory
approaches on lobbying practices. It also helped to
identify best practices and potential areas for reform.
To carry out an in-depth analysis of various institu-
tions in the field of lobbying, the study employed the
method of institutional analysis. This method helped
to identify the roles, competence, and interaction of
lobbying actors in the UK, Germany, and France.

The study analysed concrete legal documents reg-
ulating lobbying activities in the selected countries.
For instance, the 2014 UK Transparency of Lobbying,
Non-Party Campaigning and Trade Union Adminis-
tration Act!, the 2021 Law of Germany On the Estab-
lishment of a Register of Lobbyists (2021)? and the
2016 Law of France Sapin II® were key to understand-
ing the legal requirements, registration processes,
disclosure obligations, and enforcement mechanisms
that are unique to each jurisdiction. The analysis of
these acts helped to assess the scope, transparency,
accountability, and enforcement criteria of lobbying
regulation in each country.

The study used official reports, such as the Audit
of Political Engagement (Blackwell et al., 2019) by
the Hansard Society, as well as data from organisa-
tions such as The Office of the Registrar of Consultant
Lobbyists (2024), the German Lobby Register (Lobby
register for the representation of interests..., 2024),
and the High Authority for Transparency in Public
Life in France (The High Authority for..., n.d.). These
reports and databases provide insight into the num-
ber of registered lobbyists, the frequency of lobbying
activities, the level of compliance with the law and
the effectiveness of transparency measures.

m Results and Discussion

The impact of lobbying on policy making and gov-
ernance is multifaceted. On the one hand, lobbying
can strengthen democratic governance by promoting
informed decision-making and ensuring that politi-
cians are aware of the views and needs of different
stakeholders. On the other hand, if not properly reg-
ulated, lobbying can lead to the abuse of access to
decision-makers, distort policy outcomes in favour of
well-resourced interests, and undermine public trust
in democratic institutions.

The United Kingdom provides a compelling ex-
ample of lobbying regulation, characterised by a
combination of legislative measures, self-regulation,
and the evolution of public expectations. As of 2024,
according to The Office of the Registrar of Consultant
Lobbyists (The Office of the Registrar..., n.d.), there
were more than 4,500 registered lobbyists in the UK.
Lobbying regulation in the UK has evolved considera-
bly in recent decades, reflecting wider trends in gov-
ernance and public accountability. Historically, the
UK’s approach to lobbying has been largely informal
and based on internal rules and self-governance of
the lobbying community. However, growing public
concern about the transparency and influence of lob-
byists on public decision-making has led to calls for
more formal regulatory mechanisms (Fisher, 2018).

A series of high-profile political scandals that
occurred during David Cameron’s prime minister-
ship in 2010 (Lefort, 2010) and 2013 (Sinha, 2013)
prompted the UK government to regulate lobbying.
This process culminated in the adoption of the Law
on Transparency of Lobbying, Non-Partisan Cam-
paigning and Trade Union Management in 20144,
which marked a considerable shift towards legis-
lative regulation of lobbying activities. This law is
commonly referred to as the “Lobbying Act”. The
law aims to increase the transparency of the lobby-
ing process by creating a register of lobbyist con-
sultants and defining requirements for reporting on
lobbying activities. The main provisions of the Lob-
bying Act are presented in Table 1.

Table 1. Key provisions of the UK Lobbying Act

Registration of lobbyists

Lobby consultants must register and provide detailed information about their clients and the
nature of their lobbying activities (P. 1, S. 1, 5).

Quarterly reports

Registered lobbyists are obliged to submit quarterly reports on their lobbying activities,
including information on the public officials they lobbied (Sch. 1).

! Act of Parliament of the United Kingdom “Transparency of Lobbying, Non-Party Campaigning and Trade Union Administration Act”.
(2014, January). Retrieved from https://www.legislation.gov.uk/ukpga/2014/4/contents.

2Law of Federal Republic of Germany “On the Establishment of a Register of Lobbyists for the Representation of Interests in the
Bundestag and the Federal Government of Germany”. (2021, April). Retrieved from https://www.bundestag.de/resource/blob/865318/
cd4blc6434afcl1d7ad520dbc64c7343d/gesetzestext BGBI 2021 _1.S_818.pdf.

3Law of France No. 2016-1691 “On Transparency,

the Fight Against Corruption and the Modernisation of Economic

Life”. (2016, December). Retrieved from https://www.legifrance.gouv.fr/loda/id/JORFTEXT000033558528?init = true&page = 1&que
ry =2016-1691 +du + 9 + decembre&searchField = ALL&tab_selection =all.

4 Act of Parliament of the United Kingdom “Transparency of Lobbying, Non-Party Campaigning and Trade Union Administration Act”.
(2014, January). Retrieved from https://www.legislation.gov.uk/ukpga/2014/4/contents.
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Table 1. Continued

Code of conduct

Although the Lobbying Act does not establish a specific code of conduct for lobbyists, it
encourages compliance with existing professional codes (P. 1, S. 21).

Source: compiled by the author of this study based on the Transparency of Lobbying, Non-Party Campaigning

and Trade Union Administration Act!

The implementation of the Lobbying Act is mon-
itored by the Registrar of Lobbyist Consultants, an
independent institution established according to the
Lobbying Act. The Registrar’s responsibilities include
maintaining a register of lobbyists, monitoring com-
pliance with reporting requirements and investigat-
ing potential violations of the Lobbying Act. Penal-
ties for non-compliance with the law may include
fines and, in severe cases, criminal punishment?. As
of 2024, apart from the above-mentioned Lobbying
Act, the lobbying regulations are contained in the
Code of Conduct for MPs, Ministers® and in the Civ-
il Service Code*. Despite this, lobbying legislation is
systematically criticised for its limitations. According
to a 2019 survey, 63% of UK citizens believed that
the British system of governance is rigged in favour
of the rich and powerful (Blackwell et al., 2019). The
reason for this is that lobbying is mainly available
to those with significant resources (Solaiman, 2023).

Critics argue that the narrow definition of lob-
bying contained in the Lobbying Act, which focuses
primarily on direct communication with senior gov-
ernment officials, does not cover the full range of lob-
bying activities (Tudor, 2016). Furthermore, the Law
applies only to lobbyist-consultants, leaving out full-
time lobbyists and lobbyists working for non-profit
organisations (Soo et al., 2020). The effectiveness of
the UK’s lobbying laws is a subject of ongoing de-
bate. Proponents argue that the Lobbying Act has
brought greater transparency to lobbying activities
by providing the public with more information about
who is lobbying whom and for what purpose (Fish-
er & Savani, 2022). However, critics argue that the
law’s narrow scope and exemptions limit its ability to
fully address issues of transparency and undue influ-
ence on policymaking (Phillips & Power, 2022). The
above criticisms of the Lobbying Act are valid, but at
the same time, the introduction of a register of lobby-
ist consultants is a step in the right direction towards
greater transparency, and the current UK legislation
is still aimed at addressing the lack of transparen-
cy in lobbying activities. To improve the effective-
ness of the Act, reduce potential unintended conse-
quences and create opportunities to comprehensively
|

address issues related to transparency and regula-
tion of lobbying, it is necessary to work on concrete
amendments. However, considerable state interven-
tion in social processes, coupled with increased bu-
reaucracy, can lead to the shadowing of processes.

According to the Open Data Barometer (n.d.), the
UK government was ranked 1-2 in terms of openness
between 2013 and 2017. At the same time, according
to some experts, information about lobbying is kept in
the dark. Over 90% of reported ministerial meetings
were with groups or individuals whose information
is not available in the lobbyist register. This suggests
that the list of lobbying clients listed in the Register
differs substantially from the list of groups (individ-
uals) with whom ministries report meetings, and the
law’s provisions on lobbying transparency are not
sufficiently reliable (McKay & Wozniak, 2020).

In addition, the disadvantages of the existing
system of control over lobbying activities in the UK
include the fact that information about meetings
held by government officials is exceedingly difficult
to analyse and compare with the information in the
lobbyist register (Dinan, 2021). The reason for this
is the lack of standardisation in the records and the
frequent use of different abbreviations and acronyms
in records relating to the same events (groups, in-
dividuals). Another drawback of lobbying legislation
is the weak liability and sanctions for violations in
this area. Some researchers note that sanctions are
applied only to relatively few lobbyist-consultants.
Furthermore, the Registrar’s investigative powers are
limited and do not go beyond the power to issue an
information notice (Crepaz et al., 2022). In response
to this criticism, there have been calls for reform, in-
cluding proposals to expand the definition of lobby-
ing, extend the registration requirement to full-time
lobbyists, and introduce a legally enforceable code of
conduct for all lobbyists (Soo et al., 2020). Such re-
forms aim to increase the accountability and transpar-
ency of lobbying activities, ensuring that they make
a positive contribution to the democratic process.

The investigation of the UK legal framework
provides a basis for comparing lobbying regulation
in European countries. By analysing the strengths

! Act of Parliament of the United Kingdom “Transparency of Lobbying, Non-Party Campaigning and Trade Union Administration Act”.
(2014, January). Retrieved from https://www.legislation.gov.uk/ukpga/2014/4/contents.

2Ibidem, 2014.

3 United Kingdom House of Commons Code of Conduct and Guide to Rules. (2023, June). Retrieved from https://www.parliament.uk/

business/publications/commons/hoc-code-of-conduct/.

4 Civil Service Code of United Kingdom. (2015, December). Retrieved from https://www.gov.uk/government/publications/civil-service-

code/the-civil-service-code.
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and weaknesses of the UK approach, insights are
gained into potential areas for improvement and
best practices that could be used to regulate lob-
bying in other jurisdictions. Thus, in Germany, as
in many other democratic societies, the regulation
of lobbying activities is important to prevent undue
influence and ensure transparency and account-
ability of the legislative process. According to the
Bundestag member J. Fechner (Ismar, 2023), about
6,000 lobbyists in Germany invest 800 million euros
a year in political lobbying.

In contrast to the UK, Germany has tradition-
ally not had a specific, separate piece of legislation
dedicated exclusively to the regulation of lobbying
activities. Instead, lobbying regulation in Germany
has evolved through a combination of parliamentary
rules, voluntary lobbying registers, and special legal

provisions within broader legislative texts. A turning
point in the debate on lobbying regulation in Ger-
many was the growing public and political concern
about the transparency and influence of lobbyists
on legislative processes, especially considering sev-
eral high-profile lobbying scandals (Ko6lbel, 2019).
In 2020-2023, Germany took major steps to for-
malise its approach to lobbying regulation. One such
step was the adoption of the Law on Disclosure of
Information on Lobbying Activities (Lobbyregisterg-
esetz). Adopted in 2021, the law marks a significant
step towards greater transparency of lobbying activi-
ties aimed at the Bundestag (Federal Parliament) and
the Federal Government!. The Law on Disclosure of
Information on Lobbying Activities, commonly re-
ferred to as the “Lobbyist Register Act”, includes a
range of key provisions, as presented in Table 2.

Table 2. Key provisions of the German Lobbyist Register Act

Mandatory registration

The principal feature of the Act is the creation of a mandatory public register for lobbyists
and lobbying organisations that interact with the Bundestag (German Federal Parliament) and
the Federal Government. This register is designed to make information about who influences
legislative and political decisions visible (Official website of the Lobbyregister, n.d.).

Information disclosure
requirements

Registered lobbyists must provide detailed information, including their personal data,
information about the organisations they represent, their objectives, and the subjects of
their lobbying efforts (83, s. 1, 2). This requirement is aimed at ensuring that the sources of
influence on legislative and governmental decisions are known to the public.

Scope of application

The Act applies to professional lobbyists and organisations, including non-governmental
organisations, corporations, associations, and self-employed lobbyists, who aim to influence
the legislative process or decision-making by executive authorities (§ 1, s. 4, § 2, s. 1).

Measures to ensure transparency

Apart from the registration requirement, the Act stipulates that registered lobbyists must
report annually on their activities, which increases transparency (8§ 6).

Enforcement and penalties

The law provides that failure to follow the registration and disclosure requirements may result
in fines. This serves as a deterrent against evasion of transparency rules (§ 11).

Source: compiled by the author of this study based on the Lobbyist Register Act?

Various stakeholders welcomed the adoption of
the Lobbyist Register Act. This was due to increased
transparency. Proponents of transparency praise
the law for creating a more transparent legislative
process, as it makes visible the actors (individuals,
groups) and interests that try to influence political
decisions. Such transparency is considered a crucial
step in allowing the public and media to scrutinise
lobbying activities (Ismar, 2023).

Another positive element was the introduction
of accountability. By requiring lobbyists to disclose
information about their activities, the law enhances
accountability by making it easier to identify poten-
tial conflicts of interest and undue influence on pol-
iticians. Increased transparency and accountability
have contributed to increased public trust in politi-
cal processes, as citizens have access to more infor-
mation about who influences political decisions and
how (Polk, 2021). An essential consequence of the

adoption of the Lobbyists Register Act was the estab-
lishment of a level playing field. This helped to create
a level playing field for lobbyists, ensuring that all
actors, regardless of size or resources, are held to the
same transparency standards (Lange et al., 2021).
Thus, the lobbyist registry has made a consid-
erable contribution to increasing the transparency
and traceability of lobbying activities, as well as to
strengthening trust in the political process. It has cre-
ated a framework in which representation of interests
is fair and open to the public, thereby contributing to
the development of a healthier and more balanced
democracy. This brings Germany closer to the best
international practices in lobbying regulation.
Although the German Lobbyist Register Act has
been praised for its role in increasing transparency
and accountability in the political process, several
criticisms and negative aspects have emerged since
its adoption. These comments relate, for instance, to

! Law of the Federal Republic of Germany “On the Establishment of a Register of Lobbyists for the Representation of Interests in the
Bundestag and the Federal Government of Germany”. (2021, April). Retrieved from https://www.bundestag.de/resource/blob/865318/
cd4blc6434afcl1d7ad520dbc64c7343d/gesetzestext BGBI 2021 1 S_818.pdf.

2 Ibidem, 2021.
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the limited scope of the law. The law prescribes ex-
emptions for certain types of organisations, such as
churches and professional associations, which some
believe creates loopholes that could be used to avoid
registration and disclosure. This can potentially lead
to an incomplete picture of lobbying activities and
influence (Ismar, 2023). This comment is valid to
some extent, but we believe that the administrative
burden associated with registration and reporting
requirements may disproportionately affect small-
er organisations, such as NGOs and grassroots hu-
man rights groups. These organisations may lack
the resources to follow the law as easily as larger,
better-funded organisations, which can lead to a
marginalisation of their voice in the political pro-
cess. It is also noteworthy that the scope of the law
is too narrow, focusing mainly on lobbying activities
aimed at the Bundestag (federal parliament) and the
federal government. This limitation means that lob-
bying efforts aimed at other important federal de-
cision-makers, such as independent regulators, may
not be covered by the Act.

Another substantial criticism is that the Act does
not require detailed disclosure of financial informa-
tion. Unlike in some other countries, lobbyists in Ger-
many are not required to disclose the amount spent
on lobbying activities or detailed financial informa-
tion about their transactions. This shortcoming limits
the ability of the public to fully assess the financial
impact behind lobbying activities (Krol, 2022). Fur-
thermore, the analysis of the current legislation leads
to the conclusion that there are gaps in the control
of party funding, especially due to the absence of a
maximum limit for donations and sponsorship. In
this regard, there is a need to increase transparen-
cy in party funding, especially regarding sponsorship
and third-party contributions.

Concerns have been raised about the mechanisms
for enforcing the Law and the adequacy of penalties
for non-compliance. Some critics have argued that
the fines prescribed for violations are not sufficient to
deter violations of the law and that there is a need for
tougher enforcement measures to ensure compliance.
Concerns have also been raised that the law focuses
on direct lobbying and may not adequately cover in-
direct lobbying strategies such as public campaigns,
social media influence, or third-party advocacy (Es-
chmann & Lange, 2024). This limitation may lead
to a considerable part of lobbying activities staying
|

unreported, undermining the effectiveness of the law
in promoting transparency.

Finally, there are concerns about the level of public
engagement with and awareness of the lobbying reg-
ister. For the register to be an effective tool for trans-
parency, it must be actively used and scrutinised by
journalists, researchers, and the general public. How-
ever, if the registry is not user-friendly or well-publi-
cised, its potential impact on enhancing democratic
accountability may be limited (Chari et al., 2019).

This criticism highlights the challenges and com-
plexities associated with effective regulation of lob-
bying activities. While the Lobbyist Register Act is
a major step forward towards transparency in Ger-
many, ongoing evaluation and potential reforms
may be required to address these negative aspects
and strengthen the regulation of lobbying activities.
Apart from the Lobbyist Register Act, there are sev-
eral other regulations in Germany that help regulate
lobbying activities. These rules complement the Lob-
bying Register Act by covering aspects of lobbying
and political influence that the primary law cannot
fully cover. These acts include the Political Parties
Act (Parteiengesetz)! which regulates the financing
of political parties in Germany, including donations,
membership fees, and public funding. It requires po-
litical parties to maintain transparency of their fi-
nances, including disclosure of significant donations,
which indirectly affects lobbying by regulating how
interest groups can financially support parties.

There is a range of documents that are not direct-
ly aimed at regulating the lobbying process, but at the
same time overlap with lobbying activities. For in-
stance, the Unfair Competition Act (Gesetz gegen den
unlauteren Wettbewerb)? addresses unfair practices
in business competition, which may include certain
forms of influence. It provides a legal basis for ac-
tion against deceptive or unethical practices that can
be used to gain undue influence on policy-making.
Germany’s federal Freedom of Information Act (In-
formationsfreiheitsgesetz)® allows citizens to access
information held by public authorities, increasing
the transparency of government, and promotes ac-
countability by making government processes more
transparent, potentially revealing the influence of
lobbyists. The Federal Budget Code (Bundeshaushalt-
sordnung)* contains provisions on transparency in
the awarding of federal contracts and the alloca-
tion of public funds. The requirement of the Code to

! Law of Federal Republic of Germany “On Political Parties”. (1967, July). Retrieved from https://www.gesetze-im-internet.de/partg/

BJNR007730967.html.

2 Law of Federal Republic of Germany “Against Unfair Competition”. (2004, July). Retrieved from https://www.gesetze-im-internet.de/

ifg/BJNR272200005.html.

3Law Regulating Access to Federal Information of Federal Republic of Germany. (2005, September). Retrieved from https://www.

gesetze-im-internet.de/ifg/BJNR272200005.html.

4 Federal Budget Regulations of Federal Republic of Germany. (1969, August). Retrieved from https://www.gesetze-im-internet.de/bho/

BJNR012840969.html.
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report publicly on financial decisions indirectly reg-
ulates the possibility of lobbying to influence public
procurement and funding decisions.

The rules governing the activities and financing
of parliamentary factions in the Bundestag (Frak-
tionsgesetz)! and the Rules of Conduct for Members
of the Bundestag? also have an impact on lobbying
activities. These rules set out transparency require-
ments and restrictions on how parliamentary groups
receive and use funds, which indirectly affects their
interaction with lobbyists and interest groups and
define ethical standards and rules of conduct for
their members, including how they interact with
lobbyists and interest groups. These rules are aimed
at preventing conflicts of interest and ensuring
transparency and accountability of MPs’ interaction
with lobbyists. In addition, Germany is a federal
republic and lobbying activities at the Lander lev-
el may be governed by additional rules and laws
specific to each region (Linder)*>*. They can differ
substantially, creating another layer of complexity
in the regulatory landscape.

These regulations and provisions form a com-
prehensive system aimed at ensuring transparency,
accountability, and fairness in the lobbying pro-
cess and in the German political system as a whole.
They reflect the multifaceted approach needed to
effectively regulate lobbying activities and reduce
the potential for undue influence on policy-making
(Matuschek et al., 2021).

Thus, the adoption of the Lobbyist Register Act®
is a major step forward in the legal regulation of lob-
bying in Germany. By establishing clear registration
and disclosure requirements, the law seeks to eluci-
date the influence of lobbyists on the formation of
public policy and legislation. Compared to the UK,
Germany’s legislative efforts show a growing con-
sensus on the need for formal lobbying regulation.
However, as in the UK, Germany faces challenges in
ensuring that its regulatory framework comprehen-
sively addresses the complexities of modern lobby-
ing. An analysis of Germany’s approach to lobbying
regulation, specifically the adoption of the Lobbyist
Register Act, provides valuable insights into efforts to

increase transparency and accountability in lobbying
across Europe. The German example highlights the
significance of continuous evaluation and potential
reforms to address emerging issues in lobbying prac-
tice and regulation.

Lobbying in France dates to the early days of the
French Republic, when influence peddling and advo-
cacy were informal. In contrast to the formalised and
often public lobbying efforts observed in contempo-
rary France, early lobbying efforts were character-
ised by behind-the-scenes negotiations and personal
connections. Influential individuals and groups have
used their social and political connections to influ-
ence legislative and policy decisions, often without
any public disclosure and beyond scrutiny (Chari et
al., 2019). The end of the 20" and beginning of the
21¢ centuries marked a significant shift in the per-
ception and regulation of lobbying in France. During
this period, there was a growing awareness of the po-
tential for conflicts of interest and corruption, driv-
en by high-profile scandals and a global desire for
more transparent governance practices. In response,
the French authorities have begun to scrutinise and
regulate lobbying activities more closely, recognis-
ing the need to balance the role of interest groups in
policy-making with the public’s right to transparency
and accountability.

The current regulatory framework for lobbying
in France is based on the principles of transparen-
cy, accountability, and ethical behaviour. Central
to this system are regulations designed to control
and regulate the interaction between lobbyists,
civil servants, and politicians. One such legal act
is the Law No. 2016-1691 “On Transparency, the
Fight Against Corruption and the Modernisation of
Economic Life”, better known as the Sapin II Act®.
As the cornerstone of modern lobbying regulation
in France, the Sapin II Act introduced mandato-
ry registration of lobbyists, creating a transparent
environment where lobbying activities are openly
registered and monitored. According to this law,
lobbyists are obliged to disclose their goals, the in-
terests they represent, and their actions aimed at
influencing government decision-making.

! Explanation of the Internal Regulations of the Bundestag of Federal Republic of Germany. (1980, July). Retrieved from https://www.
bundestag.de/parlament/aufgaben/rechtsgrundlagen/erlaeuterungen_geschaeftsordnung.

2Rules of Conduct for Members of the Bundestag of Federal Republic of Germany. (2022, September). Retrieved from https://www.
bundestag.de/resource/blob/194754,/b50c330629e0bcf866{89a774a3cfb54/web_Verhaltensregeln_2022-data.pdf.

3 Law of the Hamburg House of Representatives “Hamburg Transparency Act”. (2012, June). Retrieved from https://www.landesrecht-
hamburg.de/bsha/document/jlr-TranspGHArahmen.

4 Law of the Berlin House of Representatives “On the Regulation of Transparency in Berlin”. (2023, June). Retrieved from https://www.
parlament-berlin.de/ados/19/11IPlen/vorgang/d19-1014.pdf.

5 Law of the Federal Republic of Germany “On the Establishment of a Register of Lobbyists for the Representation of Interests in the
Bundestag and the Federal Government of Germany”. (2021, April). Retrieved from https://www.bundestag.de/resource/blob/865318/
cd4blc6434afcl1d7ad520dbc64c7343d/gesetzestext BGBI 2021 1 S_818.pdf.

6Law of France No. 2016-1691 “On Transparency, the Fight Against Corruption and the Modernisation of Economic Life”. (2016,
December). Retrieved from https://www.legifrance.gouv.fr/loda/id/JORFTEXT000033558528?init = true&page = 1&query = 2016-
1691 +du+ 9 + decembre&searchField = ALL&tab_selection = all.
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Sapin II also created the Haute Autorité pour
la transparence de la vie publique (HATVP), which
oversees the registration and disclosure processes.
Apart from the Sapin II Act, various regulations and
guidelines issued by the HATVP provide detailed
instructions on compliance, disclosure, and ethical
standards for lobbying activities. These guidelines
are crucial for ensuring that lobbyists understand
their obligations and for promoting a culture of in-
tegrity and transparency in the lobbying communi-
ty (Chardeau, 2017). The HATVP is a government
agency that plays a key role in regulating lobbying
activities in France. Its responsibilities include main-
taining a public register of lobbyists, ensuring com-
pliance with disclosure requirements, and providing
guidance on ethical lobbying practices. The HATVP
also has the power to investigate potential violations
of lobbying rules and impose sanctions, if necessary.

The registration process has been designed to
be comprehensive, yet accessible. The registration
process requires lobbyists to provide detailed infor-
mation about their activities, including the identity
of their clients, the objectives of their lobbying ef-
forts and the financial resources allocated to these
activities. Such transparency is intended to inform
the public and politicians about who is trying to in-
fluence decision-making and on what grounds. Gen-
erally, the French lobbying regulatory framework is
based on several key principles:

= transparency, i.e., creating conditions for lob-
bying activities to be carried out openly, with clear
records of who lobbies whom and for what purpose
(Section 2 of the Sapin II Act);

= accountability, achieved by introducing liabil-
ity for lobbyists and those they try to influence for
their actions and decisions (Articles 25-33 of the Sap-
in IT Act);

= ethical behaviour, expressed through the pro-
motion of high standards of professionalism and eth-
ics among lobbyists, including respect for public in-
stitutions and processes (Articles 25-33 of the Sapin
I Act).

According to experts, the main positive aspects
of the Sapin II Act are increased transparency in the
field of lobbying through mandatory registration of
lobbyists and compliance with detailed disclosure
requirements and strengthening of anti-corruption
measures through the creation of the French An-
ti-Corruption Agency (Agence francaise anticorrup-
tion — AFA), while requiring large companies and
international groups to implement comprehensive
programmes to prevent corruption and influence
peddling (The French Anti-Corruption..., 2020; Ger-
demann, 2023).

Another positive aspect is that the Sapin II Act
provides a legal framework for whistleblower pro-
tection, encouraging people to report corruption,

51

fraud, and other unethical practices without fear
of retaliation, and enhancing accountability (severe
penalties for corruption and the possibility of hold-
ing legal entities liable for corrupt practices) (Pie-
trancosta, 2017). Notably, French legislation follows
international anti-corruption standards set by organi-
sations such as the OECD (Organisation for Economic
Cooperation and Development) and the UN and cre-
ates conditions for cross-border cooperation in the
investigation and prosecution of corruption offences.

The above has a positive impact on the culture
of integrity in the corporate sector and the strength-
ening of democratic processes by increasing the
transparency of lobbying and reducing the risk of
corruption. While the Sapin II Act has had a positive
impact on increasing transparency, fighting corrup-
tion, and modernising economic activity, it has also
been criticised and raised concerns among various
stakeholders. This criticism focuses on the problems
of practical implementation, potential unintend-
ed consequences, and areas where the law may not
achieve its ambitious goals. One of the key challeng-
es associated with the implementation of the Sapin II
Act is the requirement to introduce comprehensive
anti-corruption measures, such as compliance and in-
ternal control programmes. These requirements can
be particularly cumbersome for small businesses that
have limited resources to implement them. Further-
more, the ambiguity and vagueness of some provi-
sions of the law create uncertainty for businesses and
lobbyists, complicating compliance, and potentially
leading to inconsistent application of the law (Porta
& Vithenian, 2020).

The issue of enforcement and effectiveness of the
Sapin II Act is also of concern. The insufficient human
and financial resources of the French Anti-Corruption
Agency (AFA) may impede effective monitoring of
compliance with and application of the law. Moreo-
ver, the law does not fully cover the full breadth of
lobbying practices, potentially allowing some forms
of influence to escape control (Gerdemann, 2023).

The impact of the Sapin II Act on international
business and investment is also a cause for concern.
Strict requirements and compliance costs can be a
deterrent to foreign companies considering investing
in France. For multinationals, aligning global com-
pliance practices with the concrete requirements of
the Sapin II Act can be a complex and costly task.
Furthermore, the provisions of the law may conflict
with or overlap with other international anti-corrup-
tion norms, creating additional challenges for com-
panies operating in different legal jurisdictions (Por-
ta & Vithenian, 2020). To successfully achieve these
goals, it is necessary to take these criticisms into ac-
count and work to improve the law and its imple-
mentation to ensure that transparency and anti-cor-
ruption regulation in France is fair and effective.
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Compared to the UK and Germany, France’s lob-
bying regulatory framework is notable for its compre-
hensive approach to transparency and ethical princi-
ples. The Sapin II Act! reflects a strong commitment
to ensuring that lobbying activities are conducted in
an open and accountable manner, making a positive
contribution to the democratic process. The study of

France’s approach to lobbying regulation, specifically
through the Sapin II Act, provides valuable insights
into the dynamics of legal reform and the challeng-
es associated with implementing effective regulatory
measures. The French experience highlights the sig-
nificance of continuous evaluation and adaptation in
the regulation of lobbying activities.

Table 3. Results of the comparative analysis

Countries
Criteria
United Kingdom Germany France
) ) Register of associations and their Register of lobbyists.
Register of lobbyist consultants. representatives. O : .
L . : . - . Detailed information on clients,
Limited information on clients and Information on the objectives, . - .
- - . issues lobbied for, and lobbying
Transparency issues lobbied for. interests and number of members of costs
No financial disclosure the associations. . : . .
; ) AR Mandatory disclosure of financial
requirements. No financial disclosure . -
; information.
requirements.
Absence of a mandatory code of Voluntary code of conduct for Mandatory code of conduct for
conduct for lobbyists. lobbyists. lobbyists. Strict sanctions for
Accountability Limited sanctions for non- No concrete sanctions for non- non-compliance with registration
compliance with registration compliance with registration requirements and breaches of the
requirements. requirements. code of conduct.
The Registrar of Lobbyist The register is maintained by the | The French Anti-Corruption Agency
o . Bundestag. (AFA) maintains the register.
Consultants maintains the Register. . .
Law enforcement Lo S Lack of a special body to monitor Broad powers of the AFA to
Limited investigative and : . - . . : ; .
S compliance with registration monitor, investigate, and impose
sanctioning powers. . A
requirements. sanctions.

Source: systematised based on the analysed legislation?3*

It should be emphasised that the existence of
legislation regulating lobbying procedures does not
protect countries from the desire of certain actors to
circumvent the established rules. Thus, the Greensill
Capital scandal in the United Kingdom has highlight-
ed considerable gaps in lobbying legislation. The
scandal was that former Prime Minister David Cam-
eron lobbied the financial company Greensill Capital
to gain access to government and financial support
during the COVID-19 pandemic (Neate, 2023). This
situation highlighted the limitations of the UK lobby-
ing legislation, which does not apply to former civil
servants or full-time lobbyists. This allowed David
Cameron to circumvent the official lobbying regis-
ters. These events have raised public concerns about
the transparency of lobbying activities, resulting in
demands for reform of lobbying legislation.

Germany has also been marked by a range of
lobbying scandals. One of the most famous was the
Wirecard scandal, which involved one of the German

financial and tech giants (Storbeck, 2021). These
events highlighted considerable shortcomings in
regulatory oversight and raised questions about the
impact of corporate lobbying on financial regula-
tion. Although the Wirecard case was not a lobbying
scandal in itself, it highlighted the need for robust
mechanisms to detect and prevent undue influence
on regulators and supervisors, leading to increased
scrutiny of corporate lobbying activities. The situa-
tion highlighted the significance of comprehensive
lobbying regulation with strict disclosure and trans-
parency requirements.

In France, there has been intense lobbying by the
healthcare sector, especially in tobacco and pharma-
ceutical regulation (Dautzenberg, 2018). Lobbying
efforts to regulate e-cigarettes and tobacco alterna-
tives have demonstrated the difficulty of balancing
public health interests with industry lobbying. The
case highlighted the role of the Sapin II Act in in-
creasing transparency, as healthcare lobbyists were

!Law of France No. 2016-1691 “On Transparency,

the Fight Against Corruption and the Modernisation of Economic

Life”. (2016, December). Retrieved from https://www.legifrance.gouv.fr/loda/id/JORFTEXT000033558528?init = true&page = 1&que
ry=2016-1691 + du+ 9 + decembre&searchField = ALL&tab_selection =all.

2Ibidem, 2016.

3 Law of the Federal Republic of Germany “On the Establishment of a Register of Lobbyists for the Representation of Interests in the
Bundestag and the Federal Government of Germany”. (2021, April). Retrieved from https://www.bundestag.de/resource/blob/865318/
cd4blc6434afcl1d7ad520dbc64c7343d/gesetzestext BGBI_2021_1_S_818.pdf.

4 Act of Parliament of the United Kingdom “Transparency of Lobbying, Non-Party Campaigning and Trade Union Administration Act”.
(2014, January). Retrieved from https://www.legislation.gov.uk/ukpga/2014/4/contents.
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required to disclose information about their activities
and objectives. This allowed the public to exercise
control and make informed decisions. These events
also highlighted the significance of adhering to eth-
ical principles in lobbying, especially in sensitive
sectors such as healthcare, where the public interest
must be more carefully protected than in industry
lobbying efforts.

The analysis allows offering some recommenda-
tions aimed at improving the efficiency, transparen-
cy, and accountability of lobbying regulation in dif-
ferent countries. These recommendations include the
following:

= Expanding the scope of regulation. Regulations
should cover a wider range of lobbying entities, in-
cluding full-time lobbyists, former government offi-
cials, and representatives of non-profit organisations.
This will provide a comprehensive regulatory frame-
work that will not leave any important lobbying ac-
tivity unchecked.

= Increasing transparency through comprehen-
sive information disclosure. Lobbyists must submit
detailed reports on their lobbying activities, includ-
ing the targets of lobbying, the officials they contact-
ed, and the results they sought to achieve. This trans-
parency can be facilitated by the creation of digital
platforms that make such information easily accessi-
ble to the public. It is also desirable to introduce re-
al-time reporting on lobbying contacts and activities,
which will provide a timely understanding of the lob-
bying landscape and increase public trust.

= Strengthening law enforcement mechanisms. It
is necessary to establish independent lobbying over-
sight bodies, such as the Register of Lobbyist Con-
sultants in the UK, the Federal Ministry of Justice
and Consumer Protection in Germany and HATVP in
France, with sufficient resources and powers. A clear
and strict system of sanctions for non-compliance
with lobbying rules should be introduced, including
fines, public censure and, in severe cases, criminal
prosecution, to deter unethical lobbying practices.

= Promoting ethical lobbying practices. A com-
prehensive code of conduct should be developed and
implemented for lobbyists, which includes ethical
principles and expected behaviour. This code should
be universal for all lobbyists and actively promoted
by supervisory authorities. Educational and training
programmes should be offered for lobbyists and gov-
ernment officials on ethical lobbying practices and
compliance with the legal framework, promoting a
culture of integrity and transparency.

= Promoting public engagement and awareness.
Easy public access to lobbying registers and reports
should be ensured, using user-friendly interfaces and
searchable databases to facilitate engagement and
verification. Public awareness campaigns should be
conducted on the role of lobbying in the democratic
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process, the importance of transparency, and how to
access and interpret lobbying data.

= Continuous evaluation and adaptation. Lobby-
ing legislation should be regularly reviewed to assess
its effectiveness, identify areas for improvement, and
adapt to changes in lobbying practices and technol-
ogies. Part should be taken in international coopera-
tion to share best practices, experiences, and lessons
learned in the field of lobbying regulation, using a
global perspective on the problems and solutions.

Effective lobbying regulation is crucial to ensure
that lobbying activities contribute positively to the
democratic process by strengthening, rather than un-
dermining, public trust in government. Our recom-
mendations and best practices are based on research
in the UK, Germany, and France and aim to provide
a roadmap for countries seeking to improve their
lobbying frameworks. By adopting a comprehensive,
transparent, and adaptive approach to lobbying reg-
ulation, countries can better navigate the complex
landscape of modern lobbying, ensuring that it serves
the public interest. Thus, the experience of the UK,
Germany, and France shows that it is necessary to
strike a balance between the legitimate role of lob-
bying in a democratic society and the need to protect
the public interest from undue influence. As lobbying
practices evolve, the framework that governs them
must also change, ensuring that lobbying stays trans-
parent and accountable.

= Conclusions

Thus, based on the findings of the study of the key
provisions of the regulatory framework for lobby-
ing in the UK, Germany, and France, conclusions
can be drawn about the effectiveness of the existing
systems. The UK legislation is often considered as
having a narrower scope than German and French
legislation, as it focuses on lobbyist consultants.
This leaves a potentially significant portion of lob-
bying activity unregulated. In contrast, Germa-
ny and France have adopted broader definitions
of lobbying, seeking to cover a wide scope of ac-
tivities and actors within their legal frameworks.
The enforcement mechanisms differ substantially
in these three countries. The UK’s Register of Lob-
byist Consultants, the German Federal Ministry of
Justice and Consumer Protection, and the French
HATVP play a crucial role in overseeing compli-
ance with the law. However, the effectiveness of
these bodies depends on their ability to monitor,
investigate, and punish non-compliance with the
law. France, with its dedicated body (HATVP) and
comprehensive set of sanctions, may have a more
robust enforcement mechanism. All three countries
have made efforts to increase the transparency of
lobbying activities through public registers. How-
ever, the effectiveness of these registers as tools for
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public engagement and oversight depends on their
accessibility and completeness of the information
provided. France’s digital registry, which is over-
seen by HATVP, stands out from the rest with its
user-friendly interface and comprehensive data.
The dynamic nature of lobbying requires that the
legal framework be adaptive. The recent adoption
of the German Lobbyist Register Act and the on-
going evaluation of the French law demonstrate
a commitment to continuous improvement and to
responding to new and emerging challenges. The
United Kingdom, which has made considerable pro-
gress, is facing calls for further reforms to broaden
the scope of its regulatory framework.

A comparative analysis of lobbying regulation in
the UK, Germany, and France shows a common de-

adopted by each country. The effectiveness of these
regulations in achieving their objectives depends on
their ability to adapt to the changing landscape of
lobbying activities and to respond to criticisms and
challenges as they arise. This analysis highlights the
significance of a robust, flexible, and transparent le-
gal framework to ensure that lobbying contributes
positively to the democratic process.

Further research will be aimed at identifying
best practices in the regulation of lobbying activities,
which will help to develop effective European lobby-
ing legislation and ensure greater transparency and
efficiency in decision-making processes.
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m AHorauis. Y XXI cToIiTTi KiJIbKiCTh AepxkaB, sKi po3po6OUIIH crielliajibHi HOPMaTHUBHO-IIPABOBi akTH y cdepi
no6iroBaHHA, 30iJbpIIMIaca Malike BIBiUi, 110 3acBijuye 3al{iKaBJIEHICTh CYYaCHUX €JIiT Y HOPMAaTUBHOMY
peryJoBaHHi mpolenypu jJ100i3amy. MeTor JociigXeHH € MPOoBeJeHHA TOPiBHAIBHOI'0 aHa1i3y HOpMAaTHUBHO-
npaBoBOl 0a3u, M0 peryJsiie JOOICTChbKY AiAJIbHICTh Y KiJIbKOX €BpOIENChKUX KpaiHaxX, a came Besukoi
bpuranii, Himeyunnu ta ®@paniii. ¥ mexax OOCIigXeHH:d, KpiM 3araJbHOHAYKOBUX METOMiB aHaJli3y,
CHUHTEe3y U y3arajbHeHH:, BUKOPHCTAaHO METO/ IOPiBHAJIBHO-IIPABOBOI0 aHaJIi3y Ta MeTOH iHCTUTYIilTHOTO
aHaJtizy. Ha nmifgcTaBi BceGiuHOTO OTJIAAY JIiTepaTypyu BUOKPEMJIEHO Hel[oAaBHi OCIiIPKeHHA, AKi CIPUAIN
(dopMyBaHHI0O TEOPETUYHUX 3acajl peryJjioBaHHA Jj100i3My. HaykoBa cTaTTAa MiCTUTh KPUTUUYHUN aHai3
Pi3HMX 3aKOHOJABUYMX MiAXOMiB, MPUMHATUX €BPOMENCHKUMHU KpalHaMM, 3 OLIiHKOK iXHbOI e(eKTUBHOCTI
B MPOCYyBaHHiI MPO30POCTi, MiA3BITHOCTI I E€TUYHMX MPaKTUK JIOOiloBaHHA. 3icTaBjieHO 3aKOHOOaBYi
6a3u, OKpecJieHO Cy4acHi BUKJIMKNA ¥ MOXJIMBOCTI, IpUTaMaHHi MIpoliecy peryJjioBaHH:A jobiloBaHHA. Ha
mificTaBi MOPiBHAJIBHOIO aHaJsi3y BM3HAUe€HO CIiJIbHI Ta BiAMiHHI puCH B MigXodax KOXHOI KpaiHU A0
peryJioBaHHA JioOitoBaHHA. Mogenp Bennkoi Bpuranil nepen6auae akineHT Ha AOOPOBiJIbHIN peecTparil
Ta caMoperyJiloBaHHi, HartomicTh miaxig HimeuunHu BimoOpaxae Oinpml HedOpMasbHYy NIPaKTUKY 3
MiHiMaJIbBHUMHU 3aKOHOJaBUMMHU BuMoramu. Ha mpoTuBary npomMy, @paHiida BXuja XOPCTKIIIUX 3aXO0iB,
30cepeUBIIN yBary Ha oOOB’A3KOBill peecTpalil Ta myOJiYHOMY pO3KpUTTI iHdopmaril npo J100iCTChKY
AiAnpHicTh. Y poboTi y3arajgbHeHO HallKpallli IpaKTUKHU, AKi MOXYTb OyTU BUKOPUCTAaHI iJ] yac po3po0JieHHsA
3aKOHOJaBCTBA Ipo JI06itoBaHHA. 3AiliCHeHe AOCHiI)KeHHS € BHECKOM Yy JUCKYCilo PO poJib JIOOiI0BaHHA
B JE€MOKPATUYHUX CyCHiJIbCTBaX. Y BHCHOBKAaX 3alpONOHOBAHO peKOMeHJallil, AKUX CJIiJl JOTPHUMyBaTUCA
MiJ 4Yac MiATOTOBKU HOBUX MPOEKTIB HOPMATHBHO-NPABOBUX aKTiB y cdepi JiobitoBaHHA abo B mepiof
pedopMyBaHHA UYMHHOTO 3aKOHOAABCTBA y BiAmoBiAHIN cdepi. [IpoBegeHe OOCHiMXEHHA Mae€ TaKOX
NMpakTHUYHe 3HaueHHA AJIA €BPOIMeNChKUX IMOJIiTHKIB, JI00iCTiB, 30KpemMa IrpoMaAAHChKOTO cychijbcTBa. Ha
mificTaBi po3ryiAHyTUX miaxoAiB Benmkoi Bpuranii, HiMeuunnu ta ®paHiii gepXaBuU MOXYyTb BU3HaUUTU
HalKpalli NpakTUKU 1 afanTyBaTH 1X 40 YHiIKaJIbHOTO MOJIiTUYHOIO, COL[iaJIbHOTO Ta MPaBOBOTO KOHTEKCTY
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that human rights and freedoms are violated by the authorised state bodies in their professional activities,
specifically in such a complex investigative (search) action as a search, which demonstrates the relevance of
investigating the issues of applying the practice of this court by investigators during a search. The purpose
of this study was to determine the basis for the investigator to apply the practices of the European Court
of Human Rights during a search and to formulate relevant recommendations for investigative practice.
To fulfil this purpose, the following scientific methods were employed: philosophical (dialectical), general
scientific (analysis, induction, deduction, comparative legal, analogy, formal legal), and special forensic
(forensic versioning, forensic planning, criminal analysis of the situation) methods. The study found that
the application of the practices of the European Court of Human Rights by an investigator during the col-
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tain situations; prescribe the mechanism, method of detection, recording and seizure (obtaining) of forensi-
cally relevant information). The study identified the stages of a search and the specific features of applying
the practices of the European Court of Human Rights within their framework. Based on the findings of the
study, certain forensic recommendations for investigators during a search were developed based on the
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relevant provisions of the criminal procedure legislation of Ukraine and investigative practice
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= Introduction

The European Court of Human Rights (ECHR, the
Court) is one of the most popular institutions in Eu-
rope for the protection of international human rights
and freedoms. Its practices are a source of law on
the territory of almost the entire European continent,
including Ukraine. Every year, the ECHR reports on
the work it has performed, including statistical in-
dicators. Every right and freedom prescribed in the
Convention for the Protection of Human Rights and
Fundamental Freedoms of 1950 (the Convention)
and its protocols is important in human life. At the
same time, in the current circumstances, the ECHR
statistics show a high rate of violations by the author-
ised bodies of Ukraine, specifically, of the right to re-
spect for private and family life, as prescribed in Ar-
ticle 8 of the Convention (year 2021 — 19 violations;
2022 - 7; 2023 - 13) (ECHR, 2022; 2023; 2024).
These violations are caused, among other things, by
the failure of the authorised bodies to follow the pro-
cedural form of conducting such investigative action
as a search, and by the failure to consider forensic
recommendations, which in their entirety may lead
to violations of this right. Under the laws of Ukraine
and most countries of the world, it is the investiga-
tor (“detective”) of a law enforcement agency who
is authorised to conduct pre-trial investigations. In
the current scientific discourse, there are no devel-
opments on the application of the ECHR practices by
an investigator or detective during a search, which
makes the study relevant. At the same time, the study
of issues related to the ECHR practices, including un-
der Article 8 of the Convention “Right to respect for
private and family life”! and separately such an insti-
tution of evidence collection as a search, has attract-
ed the attention of many researchers.

In the context of the ECHR’s practices, it is worth
noting that the ratification of the Convention and its
Protocols by the respective states automatically cre-
ates an obligation to take part in the ECHR’s proceed-
ings and to follow its final judgments (Articles 19,
46 of the Convention)?. V. Zavhorodniy (2016), con-
ducting research on the ECHR practice, came to the
logical conclusion that over the entire period of the
ECHR existence, the States Parties to the Convention
have taken many measures to regulate their national
legislation, especially criminal procedure, following
the ECHR practice (Austria, Belgium, Germany, the
Netherlands, Ireland, Italy, Sweden, Switzerland, the
United Kingdom). British researchers A. Donald &
A.-K. Speck (2019), examining the extent to which
the ECHR recommends or requires states to take cer-
tain measures after a violation of the Convention has
been established, note that the Court has recently
|

been gradually moving away from its traditionally
limited declaratory approach to remedial measures,
sometimes ordering intangible individual and/or
general measures.

As for the investigation of search-related prob-
lems, such Ukrainian researchers as I. Gorbanov et
al. (2022) note that this investigative action attracts
special attention, as its implementation is always as-
sociated with the restriction of constitutional rights
to inviolability of home or other property, privacy,
and inviolability of property rights. L. Bernardini &
F. Sanvitale (2023) rightly point out that authorised
national agencies of states usually conduct searches
during investigations of serious crimes (murder, cy-
bercrime, drug trafficking, etc.).

Generally, a range of researchers have investi-
gated the ECHR practices in criminal proceedings.
S. Wickramasinghe (2016) identified the specific
features of investigating cybercrime that infringes
on the right to respect for private and family life, as
prescribed in Article 8 of the Convention. S. Eskens et
al. (2016) investigated the legal standards of secret
surveillance in criminal proceedings, which are
formed, specifically, under Article 8 of the Conven-
tion and its interpretation by the ECHR. B. Weisser
(2019) analysed the role of the Convention and the
ECHR in ensuring fair criminal proceedings in Eu-
rope. R. Goss (2023) investigated the practices of the
ECHR under Article 6 of the Convention, which con-
cerns various aspects of criminal proceedings, etc.
V. Galagan et al. (2021) investigated the comments of
the European Court of Human Rights on judicial re-
view as a guarantee of non-interference with privacy
during pre-trial investigation. O. Drozdov & O. Droz-
dova (2022) investigated this subject in the context
of the current criminal procedural legislation of
Ukraine. I. Hloviuk et al. (2020), O. Pchelina (2020),
I. Basysta (2021) also investigated Various aspects of
the issue under study.

The purpose of this study was to define the ba-
sis for the application of the ECHR practices by an
investigator during a search and to formulate appro-
priate recommendations for investigative practice.
Fulfilment of the stated purpose entailed completion
of the following tasks: to determine the legal basis
for the application of the ECHR practices in crimi-
nal proceedings in Ukraine, to highlight the criminal
procedural and forensic basis of a search, and to an-
alyse certain ECHR judgments relating to the search.

= Materials and Methods

To comprehensively investigate the subject matter of
the study and draw sound conclusions, considering

! European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.

2Ibidem, 1950.
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the purpose of the study, the methodological tools
were represented by a system of philosophical, gen-
eral scientific (theoretical), and special methods of
scientific cognition. The study was based on a dia-
lectical approach to the knowledge of legal reality
applied to the study of the ECHR as an international
institution of the European level and the develop-
ment of its practice in the national legal system of
Ukraine. As for the theoretical methods, the study
made extensive use of analysis, which made it possi-
ble to distinguish the types of searches by the object
of the search, to highlight clear provisions of legal
acts that allow for the application of ECHR practices
during a search, etc.

The application of the induction method helped
to determine the presence of not only criminal pro-
cedural aspects in the ECHR judgments, but also fo-
rensic aspects in the conduct of procedural actions
by authorised persons. The method of deduction also
helped to identify those ECHR positions that relate
to the specifics of search by authorised persons in
certain situations. The method of analogy made it
possible to establish the legal basis for the applica-
tion of the ECHR practices in the practical activities
of an investigator, including during a search. The
comparative legal analysis helped to identify those
ECHR judgments that address the issues of criminal
procedural and forensic aspects of the search. The
comparative legal method helped to identify certain
gaps in Ukrainian legislation in regulating the issue
of personal search of an advocate. The formal legal
method made it possible to establish the specific fea-
tures of legislative regulation of the issue of applica-
tion of the ECHR practices during an investigator’s
search. Consideration of special forensic methods (fo-
rensic versioning, forensic planning, criminal analy-
sis of the situation), together with general scientific
methods based on the ECHR practice, ensured the
development of forensic recommendations for inves-
tigators during the search.

The following legal framework was used in the
study: The Constitution of Ukraine!, the Convention?,

the CPC of Ukraine?, the Law of Ukraine “On the Exe-
cution of Judgments and Application of the Practices
of the European Court of Human Rights”4, the Law
of Ukraine “On the Advocacy and Practice of Law”>.
Thanks to the use of such methods of scientific cog-
nition as analysis, deduction, induction, and compar-
ative legal methods, it was possible to identify two
of the most illustrative judgements of the ECHR in
the cases of Gutsanovi v. Bulgaria (2014)° and Kadu-
ra and Smaliy v. Ukraine (2021)’, namely in terms
of criminal procedural and forensic aspects of the
search; those positions of the ECHR that concern the
specific features of conducting a search by authorised
persons in certain situations.

= Results and Discussion

An investigator is an official in criminal proceedings
who is authorised to conduct pre-trial investigations
of criminal offences in accordance with the legisla-
tion of the country in which they work and which
may pose a threat of violation of the privacy and
personal dignity of citizens (Kremens, 2020; Top-
ping & Bradford, 2020). Considering that the pres-
ent study focuses on the Ukrainian legal system, the
investigator in Ukraine may be the bodies defined
in Item 17 of Part 1 of Article 3 and Part 2 of Ar-
ticle 38 of the Criminal Procedure Code of Ukraine
dated 13 April 2012 (the CPC of Ukraine)®. During
the pre-trial investigation, the investigator is author-
ised to perform a range of functions that are gener-
ally prescribed in Article 40 of the CPC of Ukraine,
specifically, they are authorised to conduct investiga-
tive (detective) actions. One of the most illustrative
of such investigative (detective) actions is a search,
which restricts the constitutional right of a person to
their private and family life (Article 32 of the Con-
stitution of Ukraine)®. Furthermore, such a right is
prescribed in Article 8 of the Convention!® (an inter-
national treaty regulating the key human rights and
freedoms of the world level, and which has superior
legal force to the national laws of Ukraine, except
for the Constitution of Ukraine). Considering that

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80# Text.
2 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show,/995_004.
3 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

4Law of Ukraine No. 3477-IV “On the Implementation of Decisions and Application of the Practice of the European Court of Human
Rights”. (2006, February). Retrieved from https://zakon.rada.gov.ua/laws/show/3477-15#Text https://zakon.rada.gov.ua/laws/
show/3477-15#Text.

5 Law of Ukraine No. 5076-VI “On the Advocacy and Practice of Law”. (2012, July). Retrieved from https://zakon.rada.gov.ua/laws/
show/254%D0%BA/96-%D0%B2%D1%80#Text.

6 Decision of the European Court of Human Rights in the Case No. 34529/10 “Gutsanovi v. Bulgaria”. (2013, October). Retrieved from
https://hudoc.echr.coe.int/rus?i=001-127426.

7 Decision of the European Court of Human Rights in the Case Nos. 42753/14 and 43860/14 “Kadura and Smaliy v. Ukraine”. (2021,
April). Retrieved from https://zakon.rada.gov.ua/laws/show/974_f71#Text.

8 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

9 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
10 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.
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Ukraine has ratified the Convention, it (through its
authorised bodies) is obliged to follow its provisions,
the key ones being 1) to ensure the observance of hu-
man rights and freedoms prescribed in the Conven-
tion on its territory; 2) to recognise the jurisdiction of
the ECHR, which is authorised to interpret and apply
the Convention and its Protocols in cases of viola-
tion of human rights and freedoms prescribed in the
Convention and its Protocols, and whose judgments
in cases specified by the Convention are precedential
and binding on the states parties to the Convention
(Hvozdyuk, 2021a).

The application of the ECHR practices in crimi-
nal proceedings is directly regulated by the follow-
ing legal acts: the CPC of Ukraine (Articles 8 and 9
prescribe the application of the principles of the rule
of law and legality, with consideration of the ECHR
practices') and the Law of Ukraine “On the Implemen-
tation of Decisions and Application of the Practice of
the European Court of Human Rights”2. The legiti-
macy of direct application of the ECHR practices by
investigators during investigative (detective) actions,
including during a search, is presented in previous
scientific studies (Chornous & Hvozdiuk, 2021). Spe-
cifically, the criminal procedural aspects reflected in
the ECHR judgments (compliance of the criminal pro-
cedural legislation of Ukraine with the provisions of
the Convention and its Protocols; clear requirements
for conducting procedural actions) are imperative,
as the Court affirmatively notes the non-compliance
or compliance with the provisions of the Convention
and its Protocols. As for the forensic aspects covered
in the ECHR judgments (containing an indication of
the more suitable tactical behaviour of investigators
in certain situations; providing a mechanism, meth-
od of detection, recording, and seizure (obtaining)
of forensically relevant information) are advisory,
since the ECHR does not state that actions should be
taken in this way, but only grants the investigator
the right to do so, provided that they take all possi-
ble measures during the investigation. At the same
time, the tactical errors in the investigation (forensic
aspects) identified by the Court may, in the aggre-
gate, lead to ineffective pre-trial investigation, which
may violate the provisions of the Convention and
its Protocols (Hvozdyuk, 2021a). As fairly noted by
V. Mihashko (2019), when applying the provisions
of the Convention, Ukrainian judges should consider
the practices of the ECHR both in relation to Ukraine
and the practices developed in consideration of

complaints filed against other states (including the
practices developed in cases considered prior to
Ukraine’s accession to the Convention). Only under
this condition can new violations of the Convention
be avoided in Ukraine. By analogy, investigators con-
ducting pre-trial investigations (including the entire
process, as well as investigative (detective) actions)
must also comply with the ECHR practices both in
relation to Ukraine and other states.

In terms of searches, pursuant to Article 234 of
the CPC of Ukraine®, a search is aimed at identifying
and recording information about the circumstances
of a criminal offence, searching for the instruments
of a criminal offence or property that may be related
to the offence, and establishing the whereabouts of
wanted persons. Furthermore, the search is also men-
tioned in Part 3 of Article 208 of the CPC of Ukraine,
which states that the investigator may search a de-
tained person, while following the provisions of Part7
of Article 223 and Article 236 of the CPC of Ukraine*.
Thus, the analysis of the provisions of the CPC of
Ukraine shows that a search, depending on the ob-
ject of its conduct, can include 1) premises; 2) areas;
3) vehicles; and 4) persons (Pyaskovskyi et al., 2020).

According to the provisions of the CPC of Ukraine,
a search is conducted by a decision of the investigat-
ing judge, which is formalised in a ruling based on
a motion initiated by the investigator and approved
by the prosecutor. In certain cases, as prescribed
in Part 3 of Article 233 of the CPC of Ukraine®, a
search may be conducted immediately, i.e., without
the investigating judge’s decision, but after such a
search, it must be formalised (both in terms of ap-
proval and refusal to approve). When considering the
forensic aspect of the search, it includes three stages:
1) preparatory; 2) working; 3) final (recording the
course and results of the search) (Nechval, 2019).
The preparatory stage includes the drafting of a plan
for conducting this investigative (detective) action;
preparing a petition and obtaining a ruling from the
investigating judge; perusing and analysing the crim-
inal proceedings; identifying the necessary search
participants; collecting orientation information; se-
lecting and setting up technical means, etc.

The working phase consists of three stages. The
preliminary stage includes the arrival at the scene of
search and entering the premises. The stage of gen-
eral inspection (all premises subject to search are in-
spected to establish the approximate scope of search
actions, distribute search areas among the available

! Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
2Law of Ukraine No. 3477-IV “On the Implementation of Decisions and Application of the Practice of the European Court of Human
Rights”. (2006, February). Retrieved from https://zakon.rada.gov.ua/laws/show/3477-15#Text https://zakon.rada.gov.ua/laws/

show/3477-15#Text.

3 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

4Ibidem, 2012.
5 Ibidem, 2012.
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authorised persons, designate the most likely places
to store objects or arrange a cache, and put forward
search versions). Detailed inspection and search (the
search site is divided into areas, the order of their in-
spection is established, publicly accessible areas and
places already inspected or those with seized items
are supposed to be located are inspected first, and
then other areas are inspected, which can take consid-
erable time and effort) (Blahuta & Priakhin, 2013).
The final stage is characterised by the preparation of
a search report, which must be drafted following the
requirements set out in Articles 104 and 236 of the
CPC of Ukraine'. The report may be accompanied by
annexes (diagrams, written explanations of special-
ists, photo tables, audio and video recordings of the
procedural action), as prescribed in Articles 105 and
106 of the CPC of Ukraine?. According to Part 10 of
Article 236 of the CPC of Ukraine®, a search of a per-
son’s premises or any other place by the decision of
an investigating judge must be recorded using audio
and video recording.

Considering the above, it is worth addressing cer-
tain ECHR judgments that investigators may apply
during a search. Thus, it is useful to analyse the de-
cision in the case of Kadura and Smaliy v. Ukraine of
2021% In this case concerning V. Smaliy, who acted
as a defence counsel in the criminal proceedings, on
6 December 2013, the police initiated criminal pro-
ceedings against him on suspicion of verbal abuse and
attempted assault on a judge. On 9 December 2013,
V. Smaliy was detained in the building of one of the
law enforcement agencies of Ukraine in connection
with his professional activities (he was defending an-
other person in criminal proceedings) and subject-
ed to a personal search, during which his phone and
documents, which he believed contained confidential
information about his clients, were seized. This pro-
cedural action was recorded in a report. Having ex-
amined the situation, the ECHR made the following
conclusions®, which can be presented as follows:

1) actions of the authorised bodies that violate
the right to private and family life should be based

on the relevant provisions of national legislation and
follow the rule of law;

2) violation of professional secrecy of defence
lawyers may affect the proper administration of jus-
tice and, as a result, the rights secured by Article 6 of
the Convention®;

3) during the detention of V. Smaliy as a defence
lawyer, the authorised subjects should have been
aware of the possibility of confidential information
in his documents.

4) the seizure of the applicant’s documents and
phone during a personal search was carried out with-
out proper grounds and guarantees of proper han-
dling of confidential information;

5) thenationallegislation did not provide any guar-
antees in connection with the detention and personal
search of a lawyer, including the provisions of the Law
of Ukraine “On the Advocacy and Practice of Law””.

Generally, the ECHR found a violation of the right
under Article 8 of the Convention®. As for Clause 1,
the search by the investigator must be conducted fol-
lowing the principles of legality and the rule of law.
At the same time, if the legislation does not regulate
certain aspects of the search, they should be imple-
mented according to the rule of law. This principle in
analogous situations is highlighted by the practices
of the ECHR in its decisions, where the investigator
can draw information and find a way out of a compa-
rable practical situation.

Clause 2 states® that if the investigator violates
the defence counsel’s professional secrets during a
personal search, then, along with a possible violation
of the right to respect for private life (Article 8 of the
Convention), the right to a fair trial (Article 6 of the
Convention!®) may be violated. The CPC of Ukraine
(Article 14, Part 3 of Article 47, Item 2 of Part 2
and Part 3 of Article 65, Part 8 of Article 224)'" and
the Law of Ukraine “On the Advocacy and Practice
of Law” (Item 2 of Part 2 of Article 21, Article 22,
Item 2 of Part 1 and Paragraph 3 of Part 2 of Article
23, Item 4 of Part 1 of Article 28, Item 2 of Part 2
of Article 32, Item 4 of Part 2 of Article 34)!? clearly

! Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Ibidem, 2012.
3 Ibidem, 2012.

4 Decision of the European Court of Human Rights in the Case Nos. 42753/14 and 43860/14 “Kadura and Smaliy v. Ukraine”. (2021,
April). Retrieved from https://zakon.rada.gov.ua/laws/show/974_f71#Text.

5 Ibidem, 2021.

8 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show,/995_004.
7 Law of Ukraine No. 5076-VI “On the Advocacy and Practice of Law”. (2012, July). Retrieved from https://zakon.rada.gov.ua/laws/

show/254%D0%BA/96-%D0%B2%D1%80#Text.

8 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.

° Decision of the European Court of Human Rights in the Case Nos. 42753/14 and 43860/14 “Kadura and Smaliy v. Ukraine”. (2021,
April). Retrieved from https://zakon.rada.gov.ua/laws/show/974_f71#Text.

10 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.

11 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

12 Law of Ukraine No. 5076-VI “On the Advocacy and Practice of Law”. (2012, July). Retrieved from https://zakon.rada.gov.ua/laws/

show/254%D0%BA/96-%D0%B2%D1%80#Text.
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describe the issues related to the secrecy of a defence
counsel in criminal proceedings. As a general rule,
the provisions of these legal acts prohibit defence
lawyers from disclosing professional secrets, and only
in exceptional cases is this permissible. In Clause 3,
the ECHR notes! that the situation at the time “direct-
ly” indicated that the applicant had documents that
were secret in criminal proceedings, as he was at that
time in a law enforcement agency as a representative
of the interests of one of his clients. Therefore, when
preparing for a personal search, investigators should
consider such circumstances. Clause 4 indicates? that
the investigator, when conducting a personal search
of the advocate in such circumstances, should have
considered this scenario and provided sufficient
guarantees to the defence lawyer so that there would
be no leakage of confidential information about a
person or persons who are his clients. Specifically,
to ensure that a relevant independent specialist (law-
yer, advocate, representative of the regional bar as-
sociation, etc.) with the appropriate form of security
clearance is present during a personal search. As for
Clause 5°, the issue of personal search of an advo-
cate if they are not in their home or other property
has not yet been settled, since in this case Part 2 of
Article 23 of the Law of Ukraine “On the Advocacy
and Practice of Law”* does not apply. In this regard,
it is advisable to amend Paragraph 2 of Part 2 of Ar-
ticle 23 of the said Law with the following wording:
“When conducting a personal search of the advocate,
search or inspection of the advocate’s home... such
procedural action, and in case of a personal search
of the advocate, such official shall, if possible, notify
the bar council of the region at the place of such pro-
cedural action in advance” (Hvozdyuk, 2021a). The
proposed amendments will correlate with Article 8 of
the Convention® and the practices of the ECHR.
Attention should also be drawn to the judgment of
the Court in the case of Gutsanovi v. Bulgaria® dated
15 January 2014. The plaintiffs were the Gutsanov
family (husband, wife, and their two daughters), and
we will focus on the husband, B. Gutsanov (a well-
known local politician). Authorised state bodies sus-
pected him of committing corruption offences. Con-
sidering this, at 06:30 a.m., police officers (including
a special forces unit) entered his house to conduct a

search, breaking down the front door, as the plaintiff
B

did not respond to the police order to open it volun-
tarily. At that time, his wife and two young children
were sleeping, they were woken up and the plaintiff
was taken to another room. As a result of the search,
a number of documents and items were seized.

The ECHR, having examined the arguments of
the parties, concluded, specifically, that Article 3
of the Convention was violated” and highlighted a
range of positions, some of which can be summarised
as follows:

= the use of force by police officers must be
proportionate to the circumstances. Therefore, it is
important to have information in advance whether
there is a risk of resistance by B. Gutsanov against
law enforcement agencies;

= B. Gutsanov was the head of the city council at
the time of the events and a well-known politician,
and nothing in the case suggests that he had a crimi-
nal record and could pose a threat to the police;

= B. Gutsanov legally kept firearms and ammuni-
tion at home, which was considered when planning
the search, however, the presence of weapons in the
house was not sufficient in itself to involve a special
forces unit or to use the level of force that was used
in this case. The evident presence of young children
(the watchman’s warning about the presence of chil-
dren in the apartment was not considered) and his
wife was not considered either during the planning
or the conduct of the search;

= law enforcement officers did not provide for
other ways of conducting the search (e.g., changing
the time of the intrusion or otherwise using different
police officers). It was necessary to consider the le-
gitimate interests of the three plaintiffs in this case,
as Mrs Gutsanova was not suspected of involvement
in the crimes, like her husband, and their daughters
were psychologically vulnerable due to their early
age (five and seven years old);

= the absence of a preliminary judicial review of
the necessity and legality of the search indicates that
the planning of the search was carried out entirely at
the discretion of the authorised bodies and this did not
allow for full consideration of the legitimate rights and
interests of Mrs Gutsanova and her young children?.

Considering the ECHR’s positions, which reflect
the forensic aspects of the search, the following fo-
rensic recommendations for the investigator can be

! Decision of the European Court of Human Rights in the Case Nos. 42753/14 and 43860/14 “Kadura and Smaliy v. Ukraine”. (2021,
April). Retrieved from https://zakon.rada.gov.ua/laws/show/974_f71#Text.

2 Ibidem, 2021.
3 Ibidem, 2021.

4Law of Ukraine No. 5076-VI “On the Advocacy and Practice of Law”. (2012, July). Retrieved from https://zakon.rada.gov.ua/laws/

show/254%D0%BA/96-%D0%B2%D1%80#Text.

5 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.
¢ Decision of the European Court of Human Rights in the Case No. 34529/10 “Gutsanovi v. Bulgaria”. (2013, October). Retrieved from

https://hudoc.echr.coe.int/rus?i=001-127426.

7 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.

8 Ibidem, 2013.
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formulated. In case of a search of a suspect’s home
and subsequent detention, it is necessary to examine
all background information about the suspect and the
persons living with them to reach a logical conclu-
sion: whether there are grounds to believe that such
persons will resist the arrest of the suspect (e.g., the
suspect will attempt to flee or be assisted in escape by
injuring or harming law enforcement agencies or de-
stroying evidence) and whether they will oppose the
search; whether there are persons in the home whose
rights may also be restricted in connection with the
procedural action and what risks exist. When plan-
ning, it is necessary to consider all the risks of violat-
ing the rights of other persons in the suspect’s home
who are not involved in the commission of criminal
offences (trying to adjust the time of the procedural
action, involve other authorised police officers with
skills in communicating with children or involve a
psychologist, reduce or increase the level of psycho-
logical stress during the search). The urgency of the
search (without the investigating judge’s order) must
be justified by the public danger of the act committed
by the suspect, as well as the risk of loss of evidence
(this cannot be evidenced by a lengthy investigation
process regarding the suspect’s known identity).
Furthermore, the ECHR found a violation of Ar-
ticle 8 of the Convention'. The Court noted that the
Bulgarian Code of Criminal Procedure dated 25 Oc-
tober 20052 allows for urgent searches (without prior
court authorisation) if there is a danger of altering
evidence. At the same time, the wording of this pro-
vision in practice leaves a wide room for discretion
for the authorised bodies to assess the need for and
scope of searches. In such situations, the absence of
a search warrant may be challenged by a judicial
review of the legality and necessity of the measure.
In this case, the search warrant was handed over to
the regional court judge, who approved it the next
morning, but did not give any reasons for this ap-
proval, and merely put his own signature, the words
“J approves”, the date and time of the decision, and
the seal of the regional court on the front page of the
search warrant. This does not indicate that the judge
effectively verified the legality and necessity of the
challenged measure. Control over the legality of the
search was necessary, as it had never been specified
what concrete documents and items were required as
evidence. The protocol only mentioned that B. Guts-
anov was asked to provide any object, document, or
computer media containing information related to
the investigation. The general scope of the search is

confirmed by the large number and variety of items
and documents seized, as well as the absence of any
evident connection between some of these items and
the criminal offences under investigation®. Generally,
the decision violated the rights and freedoms of the
Gutsanov family under Articles 3, 5, 6, 8, 13 of the
Convention®.

As for the judge’s approval of the search warrant,
proceeding from the provisions of the ECHR judg-
ment under consideration, the judge had to control
the legality of the search by examining all the infor-
mation contained in the search warrant and its an-
nexes. Accordingly, the judge had to issue such a de-
cision in the form of their own procedural document
(e.g., a ruling), indicating the reasons for allowing
such a search or indicating the legality of the proce-
dural action taken by law enforcement agencies.

Furthermore, the analysis of the ECHR practices
indicates the need to include in the national legis-
lation of the countries party to the Convention pro-
visions on searches that prescribe “identification of
individual or general signs of belongings, documents,
other property or persons subject to search, as well
as their connection with the criminal offence com-
mitted”, as this will help prevent abuse by authorised
persons conducting searches.

= Conclusions

Thus, improper conduct of searches by authorised
persons (non-compliance with the requirements of
Ukrainian legislation and disregard of the practices
of the European Court of Human Rights and foren-
sic recommendations) may violate a wide range of
human rights and freedoms, such as the prohibition
of torture, the right to liberty and security of person,
the right to a fair trial, the right to respect for private
and family life, the right to an effective remedy, etc.

The application of the practices of the Europe-
an Court of Human Rights during a search is based
on the provisions of national legislation. The Court’s
practices on searches highlight the criminal proce-
dural (determining the inconsistency of the provi-
sions of the criminal procedure legislation with the
Convention for the Protection of Human Rights and
Fundamental Freedoms of 1950, misapplication of
the criminal procedure legislation by authorised per-
sons) and forensic (making justified tactical decisions
in the current situation; ensuring priority preparation
for the conduct of a procedural action, considering
all its conditions; due organisation of the procedural
action at all stages) aspects of this process.

! European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.
2 Criminal Procedure Code of Bulgaria. (2005, August). Retrieved from https://www.wipo.int/wipolex/en/legislation/details/21804.
3 Decision of the European Court of Human Rights in the Case No. 34529/10 “Gutsanovi v. Bulgaria”. (2013, October). Retrieved from

https://hudoc.echr.coe.int/rus?i=001-127426.

4 European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.
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The investigator can apply the practices of the
European Court of Human Rights at all stages of
the search (e.g., at the preparatory stage - when
drafting the plan, note certain decisions of the
Court that are comparable to the current situation
(it will help them to recall the key positions of the
Court that are necessary in the current situation);
at the working stage — implement the relevant po-
sitions of the Court during the search process (take
the children in the home to another room, provide
them with a psychologist, etc.); at the final stage —
to formalise the results of the search, considering
the Court’s position (e.g., to prevent corrections in
the report, to ensure that the investigating judge’s

decision on the recognition of justified interference
with a person’s home or other property in the cur-
rent situation is obtained).

Areas for further research include the investiga-
tion of the application of the practices of the Europe-
an Court of Human Rights by authorised law enforce-
ment agencies of foreign countries during searches.
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m AHoTamisg. €BpONEeNCchbKUI Cya 3 IpaB JIIOJUHU BXe NaBHO BUHOCUTH pillleHHA, y SKUX apTyMEHTYE
NOopyLIeHHsA [IpaB i CBOOO JII0JMHY YIIOBHOBaXX€HUMHM OpraHaMHM Aep>KaBU B IXHiNl mpodeciiiHiil AiAIbHOCTI,
30KpeMa Iifi Yac MpOBeJeHHs Takol CKJIagHol cJrig4yoi (po3mykoBoi) mii, AK OOIIyK, IO 3acBiguye
aKTyaJIbHiCTh BUBUEHHA MIpOOJIeMaTUKU 3aCTOCYBAHHA IPAKTUKU IIbOT'0 CYAY CJIiAYUM IIiJl 4ac IpoBeqeHHs
06myKy. MeToi poOOTU € BU3HAUEHHS OCHOB 3aCTOCYBAaHHSA CJIiIUNM IIPAKTUKU €BPOIENChKOTo Cyay 3 IIpaB
JIIOIVHU TiJ 4ac MpoBedeHHs o01yKy Ta GopMyBaHHA BiANOBIAHUX peKOMeHOalill AJ1A CJIiquol IPaKTUKU.
J1a focArHeHHA MeTH BUKOPHCTAHO Taki HayKoBi MeTonu: ¢iocodcebki (giasekTUYHU), 3araIbHOHAYKOBI
(amasis, iHOyKIis, OeOyKIlis, MOPiBHAJIbHO-MPABOBUH, aHAJIOTisA, (GOPMaJbHO-IOPUANYHUIN) i creliajibHi
KpuMiHasicTuuHi (KpuMiHaJlicTUYHe BepCiloBaHH:A, KpUMiHaJIiCTUYHe IJIaHYBaHH:A, KpUMiHAJIbHUN aHaJli3
cuTyanii) mMetogu. BcTaHOBJIEHO, IO 3aCTOCYBAHHA CJiAUYUM IPAKTHKU EBPOIENCHKOro CyAy 3 IIpaB
JIIOOWHU Mif 9ac 30MpaHHA O0Ka3iB, 30KpeMa Miff 4yac MpoBefeHHs OOIIyKy, yperyjaboBaHe HallioHaJIbHUM
3aKOHOJAaBCTBOM YKpalHU. AKIEHTOBAHO yBary Ha TOMy, IO CJiAUWM Tifi 9ac IpOBedeHHs OOIIyKy
YIIOBHOBAXXEHUI 3aCTOCOBYBAaTU pillleHHA €BPOMNENCHhKOro CyAy 3 IIpaB JIIOAWHM, IO NOCTAHOBJIEHI fAK
NpoTH YKpaiHy, Tak i npotu iHmux Aepxas. Ha mifgcTaBi aHasisy AeKiJIbKOX pillleHb €BPONENCHKOTO Cyay
3 MpaB JIOAWHU MO0 YKpaiHu Ta BoJrapii 3’sacoBaHo, I[0 B HUX BifjoOpaXxeHO He JiHille KpHUMiHaJIbHi
mpoljecyajibHi acrnekTu MpoBefdeHHA oOOMmIyKy (BiAMOBiAHICTH HOPM KPHUMiHAJIBHOTO TPOLIECyaJIbHOIO
3aKOHOJAaBCTBa YKpaiHu I BoJrapii Hopmam KoHBeHIIil mpo 3axuCT mpaB JIIOAWHU i OCHOBOIIOJIOXKHUX
cBobo/ Ta 1l MPOTOKOJIiB; YiTKi BUMOTH JI0 IPOBeAeHH MpoliecyaJibHUX [iii), a i KpuMiHaiCTU4Hi (MiCTATh
BKa3iBKy Ha ONTHMaJIbHy TAKTHUUYHY MOBEMiHKY CJiAUMX y NEeBHUX CUTyaliax; nepeadavyalTbh MeXaHi3M,
crnoci6 BusABJeHHA, ¢ikcanii Ta BuiydeHHA (OTpUMaHHA) KPUMiHaIiCTUYHO 3Hauymol iHdopmarii).
BusHaueHO eTanu IpoBefeHHs OOILIyKY 11 0COOJIMBOCTi 3aCTOCYBAaHHA B IX MeXaxX NPaKTUKU €BPOIENCbKOro
Ccyqy 3 IIpaB JIIOAWHU. 3a pe3yJibTaTaMU JOCIiI)KeHHA cOPMOBaHO OKpeMi KpUMiHaJIiCTUYHiI peKoMeHaalil
AJIA CIIiAYMX Tl Yac MpoBefeHHs OOIIyKy Ha OCHOBi MpPaKTHUKU €BPOIENCHKOro CyAy 3 IpaB JIIOAWHMU.
PesynbTaTu OOCHiAXXKEHHA CTAaHYTh YV HaroAi Ajid BOOCKOHAJIEHHA Bi[MOBiAHUX MOJIOXKE€Hb KPUMiHAJIbHOT'O
NpoliecyajibHOr'0 3aKOHOIAaBCTBA YKpaiHU Ta CJIi490l IPaKTUKU

m KurouoBi ciioBa: ocoGuctuil o0Iyk; OOIIyK JXKWTJIA Y iHIIOTO BOJIOAIHHA OCOOM; MpaBO Ha MOBary

OO0 TpUBATHOTO i CiMeHHOro XWUTTHA; 30MpaHHA [OOKa3iB; KpUMiHaJIbHe IMPOBA[KeHHA; KpUMiHajbHe
MpaBoOMOpPYILIeHHA
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m Abstract. The difficult geopolitical situation in Ukraine creates new challenges for the law enforcement
system and increases the relevance of ensuring the personal safety of police officers. This necessitates
highlighting the problematic aspects of this area, as well as a detailed description of new dangerous
challenges for the security and defence sector, shaped by the today’s reality. The purpose of this study was
to analyse current trends in the investigation of the specifics of ensuring personal security of a police officer.
Fulfilling this purpose required the use of a set of methods, including Internet heuristics, systematisation,
and comparison. The principal findings outlined the specifics of the law enforcement system of Ukraine
under martial law. A systematic analysis of the literature helped to identify the key dangerous factors and
conditions that currently affect the state of personal security of law enforcement officials in the world.
It was also found that the modern scientific literature does not sufficiently address the issue of ensuring
personal safety of a police officer in the context of military operations. The study showed that in the current
scientific discourse this problem is covered only through the lens of the existing shortcomings of standard
education (training) programmes for law enforcement officials, which presently cannot ensure their safety.
The absence of a theoretical component makes it important to find ways to implement the police officer’s
right to safely perform their duties. The practical significance of this study is that its findings can be used by
researchers for further investigation of this topic, as well as by practitioners to implement the most effective
experience of ensuring the personal safety of police officers

m Keywords: war; security; training system; de-occupied territories; illegal armed groups; sabotage and
reconnaissance groups

= Introduction

The work of law enforcement is inextricably linked to ~ law enforcement officers’ lives and increases the risks

the growing levels of various types of crime, includ-
ing organised and transnational crime, acts of ter-
rorism, corruption, drug addiction, cybercrime, and
arms trafficking. For Ukraine, an additional factor
is the armed aggression by a neighbouring state. All
the above aspects lead to an increase in the number
of deaths, injuries, traumas, maiming, mental disor-
ders, and suicides among law enforcement officers.
The rapid increase in the number of crimes and inci-
dents of violence threatens the quality and safety of

to their mental health and professional effectiveness.

The negative trend outlined above is reflected in
the scientific studies of contemporary researchers.
J.C.V. Jiménez et al. (2020) concluded that over 14
years, the number of injuries sustained by the munic-
ipal police in Cadiz (Spain) had an identical number
of arrests. At the same time, S. Koerner & M. Stall-
er (2022) published statistics on attacks on German
police officers from 2011 to 2022. These data indicate
an increase in the number of attacks. Therewith, re-
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searchers at the American University of Pennsylvania
D.B. Yanich & J.C. Gibbs (2024) identify a positive
trend over the past few decades in relation to inten-
tional attacks on police officers. B. Beck et al. (2024)
highlight high-profile police killings in many US cit-
ies. In this context, it is also appropriate to note the
study by E.R. Maguire & E.A. Paoline III (2023), in
which experts determined the percentage of police
officers who were injured while countering offenders.

Ukrainian researchers did not stay away from cov-
ering this issue either. T. Shevchenko (2022) exam-
ines cases of attacks on police officers and identifies
sources of increased danger. V.V. Chumak (2019) pro-
vides examples of dangerous attacks on law enforce-
ment officials in Georgia and compares them with
the Baltic States and Ukraine. R.V. Dmytryk (2019)
focuses on the ability of a police officer to lawfully
resist attacks by aggressive individuals. On the other
side of the issue, V. Bohuslavskyi (2019) found ap-
proaches and highlighted attacks on a police officer
through the lens of information support.

Apart from stating the existence of the problem
under study, the academic community offers its own
vision of the factors and conditions of its occurrence.
First of all, it is necessary to point out the findings of
the study by K. Hine et al. (2018), where research-
ers identified the relationship between cognitive and
physiological disorders and the ability of a police of-
ficer to successfully counteract aggressive influence.
P.G. Renden et al. (2015) express an analogous opin-
ion on the situation, identifying prominent levels of
anxiety among officers in the performance of their
duties. The factor of police anxiety in high-risk situ-
ations is partly related to the lack of practical expe-
rience of law enforcement officers. Furthermore, the
shaky basis of theoretical knowledge and practical
skills acquired in the system of education (training)
on algorithms of police actions hinders the adoption
of extremely complex and literally vital decisions.
The findings V. Bondarenko (2018) confirm this
statement. The researcher drew parallels between the
inability of law enforcement officials to act effective-
ly and safely in high-risk situations and the system of
their education (training).

The generalisation of scientific research illus-
trates the fact that the system of training of law en-
forcement officials is considered by researchers as
the basis for their safe work. However, it is imper-
fect in the current environment. Despite the consid-
erable interest in the stated topic, it is marked by a
host of problematic issues that need to be identified,
theoretically addressed, and the results of which
must be implemented in the practical activities
of the security and defence sector. Therefore, the
purpose of this study was to review the literature
on both the current challenges to police officers’
personal security in the modern Ukrainian reality
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and the literature that investigates and highlights
the latest police training measures. The analysis of
these two groups of research will help to understand
what qualitative innovations the police training sys-
tem needs to better ensure their personal safety in
modern conditions.

The research methodology was based on such
methods of survey research as Internet heuristics,
systematisation, and comparison. The first method
used in the study was a systematic keyword search of
available published research on the topic in scientific
literature databases. This approach helped to collect
a wide range of data from various sources for further
analysis. The second method used in the study was
systematisation. This method involved organising the
collected information into a logical structure to un-
derstand and summarise its key findings. The system-
atisation helped to organise the analysed literature
and identify key themes and trends in understanding
how to ensure police officers’ personal safety. The
third method employed in the study was comparison.
It was used to analyse analogous and different views,
interpretations, results, and conclusions of the scien-
tists who investigated the issue.

m Ensuring personal safety
of a police officer in the context
of military operations

Due to the current reality, the newly formed duties
of representatives of the law are closely related to
the introduction of martial law in Ukraine. Such con-
ditions, in which non-standard scenarios often arise,
have considerably expanded the requirements for po-
lice officers and, as a result, affected their safety. In
support of this opinion, the findings of S. Koerner &
M. Staller (2022) can be cited — German scientists have
concluded that modern conditions, not only martial
law, require prominent standards of awareness, deci-
sion-making, and interaction skills from police officers.

The current day-to-day activities of Ukrainian
law enforcement officials result in a high level of
deaths and injuries among their personnel. S.B. Kuz-
ikova et al. (2023a) and S.B. Kuzikova et al. (2023b)
highlighted this issue in their studies. For the most
part, a considerable percentage of the negative con-
sequences are related to the need to ensure the high-
est international standards of policing in the de-occu-
pied and adjacent territories. However, even in such
circumstances, it is vital to ensure the safety and ef-
fectiveness of the police to maintain law and order
and protect civil rights and freedoms. Of importance
for the investigation of the problematic under study
are the findings of S. Kurt & G. Tiiysiizoglu (2023),
Turkish researchers who addressed the issue of the
de-occupied territories around Nagorno-Karabakh
after the war. Their study provides a solid basis for
understanding the current political and geopolitical
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context of the region and can serve as a valuable
source of information for further research in this area.

The need for law enforcement in this area is
driven by the desire of Ukrainian citizens to return
to cities, villages, etc. liberated from the invaders.
The findings of I. Bohdanov et al. (2023) confirm
this statement. The researchers found that 52.8%
of respondents expressed a desire to return to the
de-occupied territories. In this context, it is worth
mentioning the study by A. Petryna (2023), who ex-
amines the issue of security in the de-occupied terri-
tories not only in the context of Ukraine, but also at
the general theoretical level, which emphasises the
significance of understanding this aspect for ensuring
stability and security in regions where military oper-
ations are ongoing.

In the context of a full-scale war, the law en-
forcement system of Ukraine is gaining advanced,
but negative, experience, which comes with a signif-
icant risk to the safety of law enforcement officers.
This statement can be confirmed by the example of
police counteraction to illegal armed formations of
the aggressor country in the form of subversive and
reconnaissance groups (SRGs). It is a small special
unit formed of individuals who are specially trained,
properly armed and equipped and aim to inflict max-
imum damage on the enemy. This situation presents
law enforcement agencies with difficult tasks of en-
suring the security and protection of citizens in the
context of military conflict (Subversive and recon-
naissance group..., n.d.).

In this context, it is appropriate to note the find-
ings of B. Fink et al. (2024), in which the researchers
emphasise that special tactical units differ from other
units in that they perform more physically demand-
ing tasks. The above indicates the need for parity in
physical development of law enforcement officers
and defines a prominent level of their physical devel-
opment as an axiom of police service. W.G. Barbosa et
al. (2022) substantiate the professional suitability of
a police officer to perform tasks with high physical
activity. The experimental observational and longitu-
dinal study confirmed that after six months of train-
ing at the academy, during which physical exercise
was not the main goal, but its regularity was main-
tained, the cadets’ physical fitness indicators contin-
ued to improve. The findings of the study indicate
that regular training at the level of minimum physi-
cal standards can potentially contribute to the health
and long-term career prospects of police officers.

As of the first half of 2024, there is no algo-
rithm for countering illegal armed groups by law
enforcement officials. However, the general picture
of resistance to the negative phenomenon is still cov-
ered in scientific studies. Thus, J.C. Ruiz Vasquez et
al. (2023) consider the possibility of eliminating ille-
gal armed groups by strengthening the security and
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defence sector. The key contribution to this issue
was made by V.P. Gorodnov et al. (2021), who de-
termined the amount of ammunition needed during
a battle with an SRG before reinforcements arrived.
U.A. Aja (2024) expressed an analogous scientific ap-
proach. Therewith, the study raised the prominent is-
sue of the proliferation of weapons among the civilian
population. The study recommends the adoption of a
national strategy that considers the nexus between
governance and security as a panacea for stemming
the tide of illicit small arms and light weapons prolif-
eration in Nigeria.

Over the two years of the full-scale invasion, the
law enforcement system of Ukraine has identified
promising steps to effectively counteract the SRGs,
namely: 1) transition of law enforcement officers
from semi-automatic weapons (pistols), which are
the standard weapons of law enforcement officers, to
the use of automatic weapons (assault rifles and their
modifications); 2) improvement of tactical training
(mastering theoretical knowledge and practical skills
of moving in open and closed areas, as well as algo-
rithms of actions during the approach and inspection
of buildings); 3) ensuring an adequate level of equip-
ment (this criterion requires not only a material com-
ponent); 4) compliance with the regulatory require-
ments that allow a police officer to act according to
the existing level of threat (including the possibility
of proactive use of firearms); 5) coherence in actions
and communication between representatives of the
security and defence sector.

However, the above is only a part of the newly
emerging challenges for the law enforcement sys-
tem. Activities in the de-occupied and adjacent ter-
ritories are an unusual and rather dangerous factor
for the life and health of law enforcement officers.
An absolutely new level of threat is caused by the
high degree of contamination of the territory with
explosive devices, the presence and active work of il-
legal armed groups, the unwillingness of certain cat-
egories of the population to recognise the legitimate
authorities, the existence of a developed system of
collaboration, artillery shelling, war crimes, a consid-
erable number of people suffering from post-traumat-
ic stress disorder, and the presence of a significant
number of unregistered weapons in the possession of
civilians. The activity of law enforcement officers in
such conditions without appropriate training consid-
erably increases the possibility of bodily harm and
causes deaths among law enforcement personnel.

Current reality shows that standard training pro-
grammes, the key of which is the International Crim-
inal Investigative Training Assistance Programme of
the US Department of Justice (ICITAP), which was
introduced in Ukraine in 2005 and aims to help the
government develop professional and transparent law
enforcement agencies that protect human rights and
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freedoms, fight corruption, cybercrime, and the activ-
ities of transnational criminal groups, as well as coun-
ter extremist and terrorist organisations (The Crimi-
nal Division..., n.d.), cannot ensure the safe operation
of a police officer in the face of a full-scale invasion.
Despite the considerable number of programmes
implemented around the world, namely 1) sup-
port for post-conflict reconstruction in the Balkans;
2) curriculum development in Pakistan; 3) new po-
lice academies in Iraq; 4) advanced training of train-
ers in Tanzania, ICITAP police instructors do not
have relevant experience in the field. N. Maksiment-
seva & M. Maksimentsev (2024) point out that sta-
bilisation and transition strategies in countries such
as Afghanistan and Bosnia and Herzegovina, which
have undergone significant efforts to restore security
and establish effective law enforcement and judicial
systems after periods of conflict, are now becoming
relevant for Ukraine in regions that have undergone
transformation as a result of armed conflict. While
these strategies serve as a fundamental framework,
they are not definitive and will be adjusted to reflect
Ukraine’s unique circumstances. Depending on the
criminological situation in the particular liberated
territories, these strategies may be revised or sup-
plemented with additional approaches and meas-
ures. Maintaining a comprehensive strategic focus on
fighting crime, based on preventive measures such
as disarmament, demobilisation, and reintegration,
stays essential. Transitional justice will play a key
role in this effort. The successful implementation of
post-war strategic initiatives will require considera-
ble support from international donors, UN agencies,
the EU, and other global partners. In Ukraine, the
issue of training personnel to perform their duties in
the de-occupied and adjacent territories is particular-
ly relevant, as preliminary estimates suggest that the
event will involve 50,000 law enforcement officers.
At the same time, the experience gained by the law
enforcement system of Ukraine allows identifying
measures that can ensure the safe operation of police
officers in these extremely difficult conditions.
Considering the above research findings, it is par-
ticularly important to conduct additional educational
activities aimed at gaining police officers’ experience
in the context of military conflict: the need for en-
hanced physical training, work with civilians, the
proliferation of weapons and the activities of SRGs
all pose additional risks for which law enforcement
officers should be prepared. In this regard, it is nec-
essary to consider the global experience of such initi-
atives and their coverage in the scientific literature.

= Police training as a factor

in ensuring their personal safety
Modern trends in society create new and previously
unknown challenges for the law enforcement system,
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where effective counteraction to the criminal environ-
ment makes it impossible for law enforcement to op-
erate safely. S. Koerner & M. Staller (2022) show that
the police profession is inextricably linked to risk, as
these professionals face violent conflicts in the course
of their duties. P.G. Renden et al. (2015) shares an
analogous opinion. Dutch researchers are consider-
ing the possibility that police officers may have to
deal with aggressive individuals who threaten them,
resist arrest, and cause physical injury. In their opin-
ion, in such cases, law enforcement officers should
use the necessary force but refrain from using fire-
arms. However, this approach can lead to an increase
in the number of injuries related to the performance
of official duties. This problem may arise due to the
complexity of the situation and the need to properly
manage conflict situations without the intervention
of firearms, which may be too radical a solution.

Considering the negative dynamics of attacks on
police officers, as well as the inability of law enforce-
ment officials to effectively resist aggressive individ-
uals, the problem of ensuring the personal safety of
police officers is becoming particularly acute and
relevant in most countries of the world. At the same
time, the above is evidence that the established stand-
ards of fighting crime have faced a new milestone in
this area. I. Okhrimenko et al. (2020) highlighted the
issue of the unsatisfactory system of education (train-
ing) of law enforcement officers and the inability of
the latter to fully perform police functions. Analysing
this factor, O. Avramenko & V. Kucher (2020) pro-
pose ways to address it. Researchers emphasise the
need to improve the quality of training of law en-
forcement officials and further improvement of the
system of their education (training). Researchers also
point to the need to focus on in-depth legal knowl-
edge, development of legal and psychological culture
in the training of future police officers. They particu-
larly emphasise the significance of improving the ed-
ucation system by ensuring that it is technologically
advanced and practically oriented, that it is research
and development-oriented, and that it develops skills
and abilities that often become automatic. Generally,
specialists should prepare for concrete areas of ac-
tivity that are adapted to real-world conditions. In
this context, of value are the remarks of O.S. Pron-
evych (2011), who highlighted the role of security
measures in the context of the legal framework of the
police in Germany and Poland. These mechanisms
can be used to improve the police training system in
Ukraine as well.

The exercise of a police officer’s right to perform
their duties safely involves the use of a comprehen-
sive mechanism that includes a system of education
and training. This process is accompanied by a range
of activities aimed at achieving concrete results. No-
tably, the effectiveness of these measures directly
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depends on the longstanding experience of the police
system in fighting crime. This area of ensuring per-
sonal security of police officers has its positive and
negative aspects depending on the country. The Unit-
ed States of America is generally considered the lead-
er in this area. The country is implementing a con-
siderable number of programmes aimed at educating
(training) police officers for safe practice. V. Timash-
ova (2013) highlights some of these programmes in
her study. Analysing her research, it becomes clear
that the training measures she investigated are close-
ly intertwined with the everyday activities of law en-
forcement officials, providing the latter with the the-
oretical knowledge and practical skills necessary to
ensure their safety. The emerging levels of danger on
the path of a police career are variable and directly
related to the current picture of the world. The crime
situation and military conflicts show that aggressive
influence on a police officer manifests itself in vari-
ous, completely unpredictable forms. The counter-ar-
gument in this regard is the ability of a lawyer to
implement their theoretical knowledge and practical
skills acquired in the system of education (training).
However, in today’s reality, the above system of ed-
ucation (training) is imperfect. L. Alison et al. (2022)
highlight the general state of affairs in this area.

In this context, it is worth citing the findings
of scientific research that contribute to solving
this problem. Thus, a group of Spanish scientists
C.F.P. Calderén et al. (2023) focused on the physical
condition and stress level of law enforcement offi-
cials. Although stress and physical fitness of police
officers are not directly the subject of this study, they
cannot be ignored, as they are closely related to the
factors of ensuring the personal safety of law enforce-
ment officers. Researchers have found an inverse re-
lationship between the level of stress experienced
by police officers at work and their physical activity
levels. Thus, the study emphasises the vital role of
physical fitness as a factor of stress resistance, which
is necessary in modern conditions.

N. Lee & Y.K. Wu (2024) rightly address the spe-
cifics of the work of law enforcement officials, stating
that it is a stressful and extremely demanding profes-
sion that requires maximum concentration of a high
level of consciousness and awareness in many are-
as. Comparable scientific approaches have also been
expressed by P. Gullon-Scott & L. Longstaff (2024),
P.A. Faria et al. (2024). Clearly, the performance of
tasks assigned to police officers, especially in extreme
conditions, adversely affects the general condition of
law enforcement officers. The results of the specifics
of such work are highlighted in a study by M.G. Harris
& K.M. O’Brien (2024), who noted negative psycho-
logical effects, including stress and symptoms of de-
pression, as a result of prolonged exposure to adverse
conditions. J. Nisbet et al. (2023) reached an anal-
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ogous conclusion, moreover, the researchers iden-
tified frequent contacts of law enforcement officers
with various potentially psychologically traumatic
events that can lead to symptoms of post-traumat-
ic stress disorder and other mental health disorders
of police officers. It is also worth mentioning the re-
search of A.F. Moreno et al. (2024). Their findings
suggest that there is growing interest in developing
programmes to minimise the impact of the stressful
nature of police work. Having thoroughly analysed
them, the researchers recommend that their peers
and clinicians involved in the preparation of these
programmes include simulations of critical scenarios
based on real-world conditions whenever possible.
This can help improve decision-making, stress man-
agement, self-regulation, and performance in chal-
lenging situations, as well as ensure ecological valid-
ity and transferability of skills to real-world contexts.

The above is especially important considering the
findings of P.G. Renden et al. (2015), which suggest
that there is insufficient information on the ability
of officers to adequately manage their actions in the
performance of their duties in high-risk situations, as
well as the factors that directly affect this process. For
the most part, law enforcement officials may not be
prepared for critical incidents in the real world due to
a lack of experience in making decisions under severe
physiological stress. In a state of overwhelm or ina-
bility to cope with the problem, a wrong decision can
potentially lead to dire consequences, such as injury
or death, not only for law enforcement officers but
also for civilians. This is explained by the fact that a
police officer is, first and foremost, a person endowed
with a very concrete set of physiological characteris-
tics of the body and a range of biochemical processes
where hormones act as regulators, the secretion of
which, in critical circumstances, plays a crucial role.

A synthesis of scientific research shows that in sit-
uations with a considerable risk to the life and health
of a police officer, one can sometimes observe uncer-
tainty, ignorance, or disregard for the basics of per-
sonal safety, or, on the contrary, aggression towards
a person in need of help. Often, such behaviour by a
law enforcement officer results in human rights viola-
tions that have led to dire consequences. This is con-
firmed by the findings of M. Christopher et al. (2024).
Researchers have argued that during extreme situa-
tions, law enforcement officers use excessive force
without controlling their actions. Police brutality is a
widespread phenomenon around the world. B. Mag-
aloni (2024) came to this conclusion in his study.

Without going into further detail on the unlaw-
ful actions of law enforcement officials in situations
with a substantial risk to life and health, it is worth
highlighting some of the specific features of such be-
haviour. Confusion or aggression in the actions of
a police officer is primarily related not to the level
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of their theoretical knowledge or practical skills, as
it may seem at first glance, but to the physiological
characteristics of the human body, which are mani-
fested in that when a person feels in danger, the ad-
renal glands secrete the so-called stress hormones,
including epinephrine (adrenaline), norepinephrine
(noradrenaline) and the natural glucocorticoid hor-
mone cortisol, also known as the stress hormone, as
confirmed by M.M. Oros & O.V. Hal (2021). These
are different hormones that affect the human body in
different ways. They pose a health hazard only when
released in large quantities or when a person is in
a state of permanent stress. At this point, it should
be noted that a group of physiologically active sub-
stances (catecholamines), including epinephrine and
norepinephrine, are released into the bloodstream
when a person experiences strong emotional arousal
or danger. At the physiological level, this is manifest-
ed by the fight-or-flight response (also called hypera-
rousal or acute stress response).

In other words, the physiological reaction of the
body in response to a dangerous event, physical inju-
ry or threat to life limits the police officer’s ability to
some extent, and in essence, returns the person to the
elementary basic movements possible only through
muscle memory. However, to preserve life, the law
requires a representative of the law to make a deci-
sion on further actions, namely, to resist or, on the
contrary, to try to avoid interaction with a source of
increased danger. Evidence from A. Nieuwenhuys et
al. (2009) suggests that declining police productivity
affects other complex procedural skills, including ar-
rest and self-defence behaviour, which are commonly
used by law enforcement in high-risk situations. No-
tably, the amount of stress hormone secretion direct-
ly depends on the level of danger, the duration of the
event, and the individual characteristics of the law
enforcement officer’s body. Only with the passage of
time or de-escalation of the situation can a police of-
ficer regain control of themselves and return to con-
sciously performing their duties.

P.M. Di Nota & J.-M. Huhta (2019) made the most
significant contribution in this area. The research-
ers concluded that it is necessary to conduct practi-
cal exercises with the most realistic levels of stress.
According to scientists, such a system of education
(training) can minimise the secretion of stress hor-
mones in extreme situations and, as a result, reduce
the negative effects of interaction between law en-
forcement officers and the public. J.C.V. Jiménez et
al. (2020) and M.H. Martaindale et al. (2024) share
an analogous opinion, identifying the use of realistic
situational scenarios capable of providing a level of
stress comparable to practical activities as one of the
key features of the education (training) system.

At the same time, part of the academic community
addresses other aspects of police training, namely the
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pedagogical approach to the teaching system and the
professional awareness of the person responsible for
this process. M. Staller et al. (2022), concluded that
it is necessary to use modern pedagogical approaches
in the system of education (training) of law enforce-
ment officers. The findings of Ukrainian researchers
D.V. Shvets et al. (2020) suggest the possibility of im-
proving the education (training) system by optimising
teaching technologies. In this context, it is appropriate
to note the conclusion reached by S.J. Simon (2023),
namely on the significance of the competence of
the instructor involved in the educational process.

In today’s Ukrainian reality, ensuring the person-
al safety of police officers directly depends on the
response of their education (training) system to new
challenges. In other words, the system does not al-
ways have time to adapt to new police security re-
quirements, thus creating “time gaps”. The results
of a series of trainings for police trainers on police
operations in the de-occupied territories, held in the
first quarter of 2024 with the involvement of experts
from the European Union Advisory Mission Ukraine
(Partnership in action: Training..., 2024), suggest
that the safe operation of law enforcement officers in
the de-occupied and adjacent territories requires the
following: 1) enhanced tactical training, namely ba-
sic training in individual and small groups, where the
purpose is to ensure the safety and security of person-
nel; 2) awareness of the risks associated with explo-
sive devices; 3) ability to provide aid to the wounded
in combat situations; 4) mastery of algorithms for
law enforcement, organisation of checkpoints, pa-
trolling, evacuation of the population, communica-
tion, and interaction with other units of the security
and defence sector; 5) increased level of firearms pro-
ficiency; 6) understanding the algorithms of action in
the event of artillery fire.

= Conclusions

The issue of ensuring the personal safety of police of-
ficers is relevant all over the world. Current research
shows a negative trend — attacks on law enforcement
officers that end in tragic consequences have moved
from the category of emergency events to everyday
occurrences. This demonstrates the inability of law
enforcement officials, despite the presence and abil-
ity to use firearms, to effectively counter aggressive
individuals. For the most part, researchers agree that
the system of education (training) of law enforce-
ment personnel, which is a mechanism for exercising
the right of a law enforcement officer to safely per-
form their duties, is imperfect and does not ensure
the proper level of police safety in the performance
of their duties.

Since most researchers consider the problem of
ensuring personal security of police officers through
the lens of standard law enforcement activities,
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without considering the aggravating factor of mili-
tary conflict, the findings of their studies suggest the
need to address only the “weaknesses” of the existing
system. However, the need to fundamentally refor-
mat or improve the system of education (training) of
law enforcement personnel is driven by the current
Ukrainian reality, where the law enforcement system
is directly linked to previously unknown challenges
that create additional threats and increased demands
on police officers. They are largely related to the
need to ensure the highest international standards of
policing in the de-occupied and adjacent territories,
as well as the situational intensification of illegal
armed groups of the aggressor country.

A positive impetus for improving the situation
in general is the construction of a completely new
architecture of police education (training), which
should factor in the newly emerging threats and pro-
vide conditions for reducing negative incidents relat-
ed to the personal safety of law enforcement officers,
especially injuries and deaths of law enforcement
personnel. An optimised model for ensuring the per-
sonal safety of police officers should be based on the
experience of the law enforcement system of Ukraine
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gained during the years of countering a full-scale in-
vasion and should include the following components:
enhanced tactical training; awareness of the risks of
explosive substances and objects; sufficient knowl-
edge of tactical medicine; mastery of algorithms for
law enforcement under martial law; improved fire-
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replace existing police training programmes, depend-
ing on the country. The investigation of the regional
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is a promising avenue for future research in this area.
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MepepoBu poceig 3a6e3neyeHHA ocobucToi 6e3neku
nosniuencbKoro: cMCtTeMaTU4YHMUM ornag,

MakcuM JTIorBMHEeHKoO

ATIOHKT
HarionasibHa akazemis BHyTpIlLlIHiIX cIIpaB
03035, n1. ConmoM’siHCehbKa, 1, M. KuiB, YkpaiHa
https://orcid.org/0000-0002-8309-9012

m Avoranisa. CkyiagHa reonoJliTUYHA CUTyalis B YKpaiHi CTBOPIOE HOBi BUKJIMKU [JIs MPaBOOXOPOHHOL
CHCTeMH Ta NiIBUIyE aKTyaJbHICTh MUTAHHA 3a0e3MeueHHsa 0cOOUCTOI Oe3MeKy MoJIilelicbKoro. 3a3HaueHe
00yMOBJII0E HEOOXiAHICTh BUCBITJIEHHA IPOOJIEMHUX acleKTiB Liel cdepu, a TaKkoX JeTaJIbHOI0 OKpeCcaeHHs
HOBUX HeOe3MeyHUX BUKJIMKIB OJIA CeKTOpy Oe3meku i 060poHH, cPOpMOBAHUX peasliAIMU CbOTOAEHHS.
Mertol0 cTaTTi € aHaJi3 CydyacHUX TeHJEeHIill y BHBYeHHi crnernudiku 3abe3nedeHHA O0cOOMCTOI Oe3neku
noJrinerickkoro. JlocATHEHHA MeTU mnependadae 3aCTOCYBaHHsS KOMILJIEKCY MeETOiB, 30KpeMa TaKUX,
K iHTepHeT-eBpPHCTHKA, CHUCTeMaTu3allis, NMOpiBHAHHA. OCHOBHI pe3yJibTaTHU AOCJi[XEHH:A IOJIATalThb
y TOMYy, IO B CTaTTi OKpecjieHO crenudiky AiAIbHOCTI MPaBOOXOPOHHOI CUCTEMHU YKpaiHM B YMOBax
PeXUMy BOEHHOIO cTaHy. [IpoBefleHHA CHCTEMaTHYHOrO aHaJidy JiiTepaTypu AONOMOIJIO BHU3HAYUTH
OCHOBHi Hebe3neuHi GakTopu I YMOBHM, 110 HUHIi BIJIMBAIOTh HA CTaH 3abe3nedyeHHA 0COOMCTOI Ge3neKku
MpeACTaBHUKIB 3aKOHY y CBiTi. TakoX BCTaHOBJIEHO, IO B CyYacHili HayKOBiH JliTepaTypi HeJOCTaTHbO
3MiCTOBHO PO3TJIAHYTO MUTAHHA 3a0e3neuyeHHA 0cOOMCTOl Oe3neku MoJIilelicbkoro B yMOBaX BOEHHUX Hill.
3’sicoBaHoO, III0 B Cy4aCHOMY HayKOBOMY JAMCKYPCi 110 Mpo6jieMy BUCBITJIEHO JiMIlle KPi3b MPU3My HasABHUX
HeJoJIiKiB cTaHAAapTHUX IporpaM HaBuaHHA (MiATOTOBKHU) MPeACTaBHUKIB IPAaBOOXOPOHHUX OPraHiB, fAKi B
peasisix cbOoroieHHsA He 3[aTHi 3abe3nmeunTu ix Oe3meky. BiACyTHICTh TEOpPETUYHOI CKJIaJOBOI akTyasi3ye
MOIIYK NIJIAXiB peastisalil npaBa MoJlilnelicbKoro Ha 6e3neyHe BUKOHAHHA MTOKJIafleHNX Ha HbOI'0 0OOB’A3KIB.
[TpakTuyHa 3HAUYyMIiCTh pe3yJIbTaTiB AOCHI[)KEHHS MOJATaE B TOMY, IO HOTO pe3yJibTaTh MOXYTb OyTU
BUKOPUCTaHi HAayKOBIAMU JJIA 3[1iliCHEeHHA MOAAJIBIINX JOCIIi)KeHb 3 TEMaTUKH, a TaKOX NMPaKTUKaMU AJIA
peastizallii HalleeKTHUBHIIIOTO AOCBiAy 3abe3nmeueHHA 0COOUCTOI Oe3neku MoJTilelicbKOro

m KuriouoBi cisioBa: BiiiHa; Gesmeka; cucTeMa MiATOTOBKH; [eOKYIOBaHi TepUTOPii; He3aKOHHi 36poIiHi
dopMyBaHHS; QUBEPCiiHO-pO3BiAyBasbHi rpynu
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m Abstract. This study centred on the effect of technology on conventional payment methods and their
consequences for society. Considering the presence of digital currencies, also known as cryptocurrencies, used
in transactions through financial technology (fintech), this study could serve as a basis for developing laws
and regulations governing fintech. The purpose of this study was to offer a clear and specific understanding
of the legitimacy and societal advantages of fintech in Indonesia. This study employed regulatory research
methodology, incorporating socio-legal techniques, legislative analysis, and examination of legal concepts.
The findings of this study have effectively achieved three fundamental criteria in the use of fintech: assurance,
benefit, and fairness. The regulations on fintech are outlined in Bank Indonesia Regulation No. 19/12/PBI/2017,
Financial Services Authority Regulation No. 77/POJK.01/2016, and Law No. 8 of 1999, which also address
matters related to consumer protection. From a sociocultural standpoint, fintech embodies a technologically-
driven revolution that fosters societal development. Fintech endeavours to offer benefits to the public through
facilitating electronic financial transactions. It was emphasised that fintech plays a crucial role in reshaping
society by revolutionising how people interact with finances. A key aspect of this transformation is the shift
away from conventional payment methods towards digital alternatives. It is essential for both consumers
and fintech companies to understand and follow legal requirements when implementing fintech solutions,
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as adherence to regulations is critical. Failure to uphold ethical standards within the fintech industry can
hinder its widespread adoption and lead to negative consequences. Understanding the potential threats posed
by fintech to the conventional financial system will allow financial institutions and regulators to develop

effective risk management strategies

m Keywords: financial technology; fairness; customer protection; social change; legal purpose

» Introduction

The progress of technology in the current era of glo-
balisation is closely intertwined with societal devel-
opment. The consequences of this expansion can be
advantageous or detrimental, irrespective of how
individuals employ technology. Technological ad-
vancements, especially in the field of financial tech-
nology (fintech), are having a profound effect on so-
cietal transformation. Fintech is a manifestation of
economic and technological advancement within the
trade business. The internet serves as the fundamen-
tal basis for technology advancements in the trading
industry, usually referred to as online commerce. On-
line trading is a prevalent practice in society, demon-
strating the impact of technological advancements
on societal transformation.

The emergence of fintech has been influenced
by the mechanics of buying and selling transactions.
R. Rusmi et al. (2022) found that conventional forms
of exchange, such as bartering, continue to be prev-
alent in Indonesia. F. Allen et al. (2022) present ev-
idence that fintech and decentralised finance have
permeated every aspect of the financial system and
have bolstered financial inclusion over the last dec-
ade. According to M.M. Alshater et al. (2022), fintech
has experienced advancements that are now aligned
with religious law, specifically Islamic fintech. Islam-
ic fintech aims to create and implement innovative
technological solutions that follow Sharia principles
and cater to the needs of Islamic financial institutions.
F. Shao (2022) emphasised that the digital divide pos-
es a considerable challenge to the development of fin-
tech in rural areas. To overcome this obstacle and pro-
mote the global application of fintech, particularly in
rural areas, the revitalisation of these regions through
the utilisation of machine learning algorithms is im-
perative. M. Doumpos et al. (2023) discussed how they
utilised operational research approaches and artificial
intelligence to address significant obstacles and pos-
sibilities in the banking sector, particularly in fintech.

Fintech presents a potential threat to organisa-
tions that are still engaged in conventional cash-based
transaction systems for buying and selling. Hence, it
is crucial to prioritise the topic of legal clarity on this
technology. Key areas of attention should be the ex-
pansion of fintech services to the lower-middle soci-
oeconomic stratum and the integration of payment
|

systems in traditional markets. In 2020, Indonesian
peer-to-peer lending fintech startups primarily aimed
to capture numerous conventional markets. These
firms want to integrate financial technology into
payment systems in as many as 5,000 conventional
marketplaces (Jati, 2020). Upon analysing the fun-
damental tenets of the Indonesian government, it
is clear that fintech occupies a prominent position
in the nation’s economic expansion. Fintech plays a
crucial role in promoting economic development by
ensuring fair efficiency and balanced advancement'.

The purpose of this study was to investigate
whether the payment system supported by fintech
media follows the required legal criteria. It focused
on examining two specific problem formulations.
What is the organisational framework of the payment
system enabled by fintech media and how does it af-
fect social transformation? Furthermore, this study
examined the fintech payment system in Indonesia
through the lens of social transformation and found
how fintech can effectively fulfil legal purposes, such
as ensuring certainty, advantages, and equity.

= Materials and Methods

This study primarily examined normative research
methodologies, specifically focusing on socio-legal
approaches, statutory approaches, and legal analyti-
cal approaches. Normative research methodology was
employed to examine the legal certainty and efficien-
cy of financial phenomena by evaluating pertinent le-
gal sources. This study used the normative method to
analyse the internal characteristics of positive law on
fintech. Therefore, it was imperative to gather prima-
ry sources of legal data, which encompass relevant
laws and regulations. The normative research meth-
odology helped to examine the existing laws and reg-
ulations on fintech concerns from a legal standpoint.
Hence, normative research methodology was bol-
stered by legal methodologies and the examination of
legal concepts to elucidate and scrutinise fintech from
a legal perspective. The incorporation of socio-legal
approaches was crucial due to the integration of sev-
eral interdisciplinary and multidisciplinary sciences,
including social sciences and computer technology
science, in fintech research. The purpose of employ-
ing a socio-legal approach was to fully integrate the

! Constitution of the Republic of Indonesia. (1945, August). Retrieved from https://www.mkri.id/public/content/infoumum/regulation/

pdf/UUD45%20ASLLpdf.
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knowledge, expertise, and research methodologies
of multiple disciplines to address the theoretical and
methodological constraints of those disciplines. This
approach aimed to establish a basis for the develop-
ment of a novel form of fintech analysis within the
field of law. This socio-legal method aimed to com-
prehensively investigate a problem by not only ex-
amining relevant legal norms or doctrines but also
considering the broader context of fintech rules and
implementation in Indonesia. An integrative strategy
was expected to enhance endeavours in the pursuit
of truth and the investigation of occurring situations.

The sample for this study comprised a range of
laws and regulations, notably the Law of the Republic
of Indonesia No. 8 of 1999, which pertains to con-
sumer protection!, Law of the Republic of Indonesia
No. 19 of 2016 “Amendments to Law No. 11 of 2008
concerning Electronic Information and Transactions™,
Bank Indonesia Regulations, Regulations of the Finan-
cial Services Authority of the Republic of Indonesia,
and Circular Letter of the Indonesian Financial Ser-
vices Authority, The International Financial Servic-
es Centres Authority Act, 20193 Notification of the
Bank of Thailand No. FPG. 6/2565 Re: Regulations on
Commercial Banks’ Financial Business Groups Under-
taking Digital Asset-Related Businesses and Transac-
tions.* Furthermore, this study employed a prescrip-
tive analytical methodology. This study analysed the
legislative and regulatory framework that governs the
different aspects of financial technology (fintech). The
research was backed by secondary sources, such as le-
gal and scientific literature and government publica-
tions, to address uncertainties in the legislation cited.

= Results and Discussion

Financial technology overview. Fintech is well-
known in business, particularly in Indonesia, especial-
ly during the COVID-19 pandemic. As a result of the
pandemic, all activities, particularly in business ven-
tures, have had to be shifted to a hybrid system and
conducted fully through the network, including the
payment system. Regarding fintech regulation, Article
1 Item 1 of the regulation issued by Bank Indonesia
defines financial technology as a system that utilises
technology to produce products, services, technolo-
gies, and business models in the modern era. These in-

novations have implications for maintaining monetary
=

stability, ensuring the efficiency and stability of the fi-
nancial system, and enhancing security. Fintech-based
financial systems can overcome these challenges®.

The fintech industry in Indonesia is seeing tre-
mendous growth due to the country’s massive popu-
lation, which is the highest in Southeast Asia and is
among the top five most populous countries globally.
The inception of fintech in Indonesia commenced in
2015, with the foundation of the Indonesian Fintech
Association (AFI). AFI has a major role in shaping the
growth of fintech in Indonesia (Igamo et al., 2024). AFI
was established in 2016, leading to the emergence of
companies and goods involved in this fintech system.

The presence of 125 businesses listed at Financial
Services Authority Indonesia (OJK) signifies the enor-
mous development of fintech. Furthermore, Bank In-
donesia has registered 54 payment systems facilitat-
ed by fintech media (Rahman, 2020). The Indonesian
population is considered technologically savvy, par-
ticularly in financial technology (fintech). The distri-
bution of loans through fintech in Indonesia in 2019
amounted to Rp 25.92 tn, showing a 14.36% rise
compared to Rp 22.67 tn in 2018. AFI reported a 78%
growth in the fintech industry in Indonesia in 2016.
As of November 2016, AFI documented 135-140 start-
up enterprises in this sector (Wahyuni, 2019). Based
on the statement above, Indonesia embraces this
fintech system to address the financial requirements
of the social society in Indonesia. Fintech offers con-
siderable potential to address the pressing demands
of conventional financial institutions in Indonesia.
Fintech development in Indonesia encompasses more
than just funding and lending. It has expanded into
transport services, with companies like Gojek intro-
ducing GoPay, Grab launching Dompet Grab, and
Uber also entering the market. The fintech industry
in Indonesia is now mostly controlled by entrepre-
neurs involved in payment services (43%), lending
(17%), and other forms of aggregators, crowdfund-
ing, and analogous activities (Hassan et al, 2023).

The fintech industry is a popular segment of the
financial services sector that has gained significant
traction in the current era of globalisation, particu-
larly during the COVID-19 pandemic. The govern-
ment and the community view fintech as a promis-
ing solution to facilitate the availability of financial
services (Murinde et al, 2022). Fintech is driving a

!Law of the Republic of Indonesia No. 8 “On Consumer Protection”. (1999, April). Retrieved from https://peraturan.bpk.go.id/
Details/45288/uu-no-8-tahun-1999.

2Law of the Republic of Indonesia No. 19 “On Amendments to Law No. 11 of 2008 Concerning Electronic Information and Transactions”.
(2016, November). Retrieved from https://peraturan.bpk.go.id/Details/37582/uu-no-19-tahun-2016.

3The International Financial Services Centres Authority Act. (2019, December). Retrieved from https://www.indiacode.nic.in/
bitstream/123456789,/14009/1/A2019___ 50.pdf.

4 Notification of the Bank of Thailand No. FPG. 6/2565 “Regulations on Commercial Banks’ Financial Business Groups Undertaking
Digital Asset Related Businesses and Transactions”. (2022, October). Retrieved from https://www.bot.or.th/content/dam/bot/fipcs/
documents/FPG/2565/EngPDF/25650188.pdf.

5 Regulation of the Bank of Indonesia No. 19/12/PBI/2017 “On Implementation of Financial Technology”. (2017, November). Retrieved
from https://www.bi.go.id/id/publikasi/peraturan/Documents/PBI_191217.pdf.
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revolutionary transformation in the startup business
sector by facilitating various services such as mobile
payments, crowdfunding, and money transfer ser-
vices. Fintech is demonstrated by the efficacy of the
crowdfunding platform, which enables the collection
of donations from a global audience straightforward-
ly and effortlessly. Furthermore, fintech enables in-
dividuals to conduct global or international money
transfers. PayPal exemplifies the influence of fintech
by automatically adjusting currency exchange rates,
enabling individuals in countries like Australia to
purchase goods from Indonesia conveniently.

It is important to understand that the services
provided by this fintech platform are closely linked
to technology, which is a crucial aspect in driving
societal change. From the perspective of backend
system development, fintech presently utilises a wide
scope of programming languages, including Ruby,
Java, Go, etc., to construct several services or mobile
applications (Demir et al., 2022). Through the devel-
opment of mobile applications, fintech service users
may effortlessly access data, financial transactions,
loans, and bill payments to meet their everyday de-
mands (Zhou et al., 2022).

The key considerations in advancing fintech today
are safeguarding user data and the integrity of trans-
action processes. Each database management system
(DBMS), such as MySQL, MongoDB, and PostgreSQL,
offers distinct functionalities (Pizzi et al., 2021).
Several security measures, including QR Code Scan
and OTP (One Time Password) code, were created
to protect data and transactions (Agung, 2021). Fin-
tech companies currently under development and
registered and licensed by the OJK have introduced
convenient transaction methods, including top-ups,
withdrawals, and transfers through banks and oth-
er third-party channels. The global perspective on
technological advancements in digitalising payment
methods, as seen in the fintech system, reveals rap-
id and continuous growth in various sectors. These
sectors include lending startups, payment systems, fi-
nancial planning, financing, retail investment, finan-
cial research, remittances, and more.

The legal perspective of fintech. The genuine
essence of the legal purpose encompasses the con-
cepts of certainty, practicality, and fairness following
the law. Before discussing this fintech phenomenon, it
is imperative first to explore the concept of legal cer-
tainty and its relevance to this study. Legal certainty,
as defined by science, is the fundamental basis of a
state that adheres to legal ideology, like Indonesia,

where the emphasis is on establishing laws and reg-
ulations, adherence to them, and pursuing justice in
all state policies. The concept of legal certainty is
closely intertwined with the principle of the rule of
law, indicating that the law holds supreme author-
ity within a state. The rule of law is a fundamental
concept that guarantees the fair and consistent en-
forcement of laws, safeguards individual rights, and
maintains fairness and responsibility within a com-
munity. Sovereignty is derived from the law rather
than from a leader’s authority, position, or rank. The
ultimate sovereignty is in the power of the law, as it
is the legal standards that grant and define an indi-
vidual’s rights and obligations. Legal standards are
predetermined regulations or criteria that serve as
benchmarks for assessing compliance with the law,
making decisions, or determining accountability.

In fintech, the determination of legal certainty is
based on the regulations set by Bank Indonesia and
the Financial Services Authority (OJK). Bank Indo-
nesia has established two rules related to fintech.
The initial rule, implemented in 2016, concerns
limitations on processing financial transactions.
The second provision, enacted in 2017, pertains to
the application of financial technology. The regula-
tions on fintech are explicitly outlined in Article 1
of Bank Indonesia Regulation No. 19/12/PBI/2017".
According to this regulation, fintech is a technolog-
ical tool within the financial system that generates
products and services to facilitate secure and efficient
payment systems. The parameters for fintech are out-
lined in Article 3, Item 1, which identifies five distinct
sectors for its application. One of these categories
pertains to financial services and payment systems.

Additionally, according to Article 2 Item 2 of
Financial Services Authority Regulation No. 77/PO-
JK.01/201672 it is required that providers of financial
services in the payment system using technology ser-
vices must be legal entities in the form of limited lia-
bility companies or cooperatives. The precise frame-
work of fintech regulation in Indonesia has not yet
been established within the context of state legisla-
tion. Admittedly, fintech has undeniably received le-
gal recognition from regulatory bodies such as Bank
Indonesia and OJK.

Legal expediency is a legal purpose that is inher-
ently biased towards society. Jeremy Bentham’s com-
ment confirms that the objective assessment of a legal
policy involves determining if the policy may yield
advantages or produce a useful outcome (Lasswell &
Kalpan, 2017). Legal expediency involves the practi-

! Regulation of the Bank of Indonesia No. 19/12/PBI/2017 “On Implementation of Financial Technology”. (2017, November). Retrieved
from https://www.bi.go.id/id/publikasi/peraturan/Documents/PBI_191217.pdf.

2Financial Services Authority Regulation No. 77/POJK.01/2016 “Information Technology-Based Money Lending and Borrowing
Services”. (2016, December). Retrieved from https://www.ojk.go.id/id/regulasi/otoritas-jasa-keuangan/peraturan-ojk/Documents/
Pages/POJK-Nomor-77-POJK.01-2016/SAL%20-%20POJK%20Fintech.pdf.
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cal and pragmatic criteria that guide decision-making
in the legal system, considering aspects like efficiency,
feasibility, and the overall advantages and repercus-
sions of a particular course of action. The legal system
comprises legal policies, and a policy is considered a
failure if it causes harm to the affected population.

The legal convenience in the fintech industry is
clear in the stipulations of Article 3 Item 2 of Bank
Indonesia Regulation No. 19/12/PBI/2017!, which
specifies that fintech must meet certain character-
istics, including the ability to deliver advantages to
the community and be widely accessible. These laws
demonstrate that fintech is a platform designed to
serve the greater community. Fintech plays a cru-
cial role, particularly during the COVID-19 pandem-
ic, where non-cash payment methods, lending, and
other financial activities are necessary. The legal
purpose of its elaboration is inherently intertwined
with the concept of justice, namely legal justice. Le-
gal justice seeks to provide an equitable allocation of
societal rights and responsibilities. It is essential to
have a beginning state that directly assures a fair pro-
cess to ensure this condition’s proper and accurate
implementation. The essay examines the necessity of
rethinking the rights of individuals in motion, high-
lighting the significance of legal protection rights as
a crucial element in guaranteeing justice for society.
This initial condition, known as the initial position, is
characterised by the principles of freedom, rationali-
ty, and equality (El-Chaarani et al., 2022).

Financial institutions, particularly those involved
in fintech media, must comprehensively understand
the legal rights and responsibilities outlined in laws
and regulations. It is crucial to uphold legal fairness
for companies and their customers or consumers.
Nevertheless, considering the regulations set by Bank
Indonesia and OJK that govern the application of
fintech by enterprises, the focus stays on imposing
penalties on companies that fail to follow the rules.
Article 20, Items 1-3, explicitly state that fintech en-
terprises failing to follow the regulations would face
severe penalties, including termination of business
activities, removal from the list of fintech operators,
and revocation of business licenses2.

Legal justice must be examined from the stand-
point of fintech organisers and the perspective of
fintech consumers, who are the customers of these
fintech businesses. Legal justice encompasses the
just and unbiased enforcement of laws, regulations,
and court procedures to guarantee that persons and
organisations are held responsible for their conduct

and get fair treatment within the legal framework.
Thus, to explain fintech in terms of legal justice, it
is essential to delve into the legal regulations about
fintech consumers, who are essential members of
contemporary society. Specifically, there are current-
ly no legal regulations for customers who actively
engage in implementing this technology. Hence, this
study will use the legislative provisions outlined in
the Consumer Protection Law of 1999° to guarantee
equitable treatment for customers of fintech services.

The fairness principle is a key idea that can be
applied to implement equitable fintech. Fairness is of
utmost importance in climate negotiations, as it di-
rects the conversations regarding the just allocation
of duties, capabilities, and rights among nations. The
idea of fairness states that everyone should be treated
justly, with equal opportunities and results, regard-
less of their inherent qualities or circumstances. It
functions as a fundamental principle in diverse fields,
such as social justice, law, ethics, and decision-mak-
ing procedures. The fairness principle of fintech per-
tains to guaranteeing equal and justifiable availabil-
ity of financial services and products, irrespective of
one’s socioeconomic situation or demographic (Da-
vidson, 2021). The text highlights the significance of
transparent and impartial algorithms, equitable pric-
ing, and equal treatment of customers to foster inclu-
sivity and prevent prejudice. The fairness principles
in fintech underscore the significance of guaranteeing
equitable access and impartial treatment for all users,
irrespective of their socioeconomic situation or back-
ground while utilising financial technology services.
Financial technology services include refraining from
engaging in discriminatory practices, reducing the in-
fluence of biases in algorithms and data, and actively
advocating for openness and accountability in deci-
sion-making processes. The principle of fairness is a
fundamental notion that governs ethical and moral
issues in different circumstances, such as consumer
protection. It highlights the need to treat consumers
fairly and protect their rights and interests in com-
mercial transactions and relationships with firms.

The proposed approach integrates fairness issues
and legal purposes to advance sustainable develop-
ment, enhance environmental quality, and reach the
outcome of augmenting community economic value
through fintech at both the provincial and national
scales. In the context of legal procedures, the fairness
principle denotes the notion that every individual
should be treated equitably and without prejudice.
Its priority is the equitable implementation of laws

! Regulation of the Bank of Indonesia No. 19/12/PBI/2017 “On Implementation of Financial Technology”. (2017, November). Retrieved
from https://www.bi.go.id/id/publikasi/peraturan/Documents/PBI_191217.pdf.

2Ibidem, 2017.

3Law of the Republic of Indonesia No. 8 “On Consumer Protection”. (1999, April). Retrieved from https://peraturan.bpk.go.id/

Details/45288/uu-no-8-tahun-1999.
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and procedures, guaranteeing that every individual
is provided with an impartial and equitable chance
to submit their argument and obtain a just resolu-
tion. The fairness principle is a guiding principle in
resource allocation that aims to distribute resources
equitably and impartially among users or entities. It
ensures that no individual or group is disproportion-
ately favoured or disadvantaged. The fairness con-
cept in fintech consumer protection involves guaran-
teeing that individuals are treated fairly and without
prejudice in their dealings with financial technology
products and services. The concept entails advocat-
ing for transparent methods, impartial algorithms,
and equitable access to financial possibilities while
addressing any biases and protecting consumer
rights. Ensuring equitable treatment, openness, and
morally sound methods in delivering financial ser-
vices to consumers (Mikotajczak & Becker, 2019). It
includes equitable access to financial products and
services, transparent disclosure of terms and condi-
tions, and effective resolution channels for consumer
complaints and disputes.

Consumer protection in electronic transactions,
particularly in financial systems like fintech, is
strongly linked to Laws and Regulations. Consumer
protection seeks to defend individuals rights and in-
terests when engaging with firms, promoting fairness,
openness, and safety in the marketplace (Al-Khowar-
izmi et al., 2024). Hence, social communities embody
a certain demography that actively engages in con-
suming products and services provided by enterprises
operating in fintech. People buy and sell goods, ser-
vices, online events, and financial transactions using
fintech services. Fintech services cover a diverse ar-
ray of cutting-edge financial technologies and digital
solutions that seek to improve efficiency, accessibili-
ty, and convenience in banking, payments, investing,
and other financial operations (Etudaiye-Muhtar et
al., 2024). The community must exercise caution and
selectivity to obtain legal protection when engaging
in fintech activities. Legal protection in the fintech
industry encompasses the implementation of regula-
tory frameworks, the preservation of consumer data

privacy, and the mitigation of potential risks such
as cyber threats and criminal actions. Thus, this is
done to ensure that the community, as consumers,
can seek justice in the event of any financial losses
made by fintech businesses. Justice in financial losses
entails the impartial and just allocation of responsi-
bility, accountability, and compensation among the
parties affected. Section 2 establishes the principles
and objectives of consumer protection. One of these
concepts is the promotion of fairness and balance
(Law of Indonesia on Consumer Protection)’.

OJK demonstrates its commitment to ensuring
justice for fintech consumers by issuing a Circular
Letter of the Financial Services Authority No. 2/
SEOJK.07/2014%, which addresses the service and
implementation of consumer complaints to financial
service institutions. Furthermore, according to Arti-
cle 1 No. 3 of the OJK Regulation on information
technology-based money loans, it is specified that
information technology-based lending services are a
type of financial service that aims to facilitate the
connection between lenders and borrowers to enter
into money lending and borrow agreements using
electronic transaction methods®. According to the
regulations issued by OJK regarding consumer pro-
tection in fintech, if there are indications of actions
that violate the rules and cause losses, OJK will re-
quest the cessation of business activities by fintech
operators. Another form of protection carried out by
OJK is legal advocacy for the interests of consumers
who feel disadvantaged by filing lawsuits in court
against the parties involved and causing such losses
(Pranita & Suardana, 2019).

The above description suggests that fintech has
been officially acknowledged and defined within In-
donesia’s legal framework. This recognition is evident
in the regulations Bank Indonesia and the Financial
Services Authority set forth. Fintech aims to offer ad-
vantages to the general public by enabling electronic
financial transactions, as outlined in Article 3 Item 2
of Bank Indonesia Regulation No. 19/12/PBI/2017*.
Law No. 8 of 1999 “On Consumer Protection”®, OJK
Regulation No. 77/P0OJK.01/2016° and Circular

!Law of the Republic of Indonesia No. 8 “On Consumer Protection”. (1999, April). Retrieved from https://peraturan.bpk.go.id/
Details/45288/uu-no-8-tahun-1999.

2 Circular Letter of the Financial Services Authority No. 2/SEOJK.07/2014 “On Service and Settlement of Consumer Complaints”. (2014,
February). Retrieved from https://ojk.go.id/id/kanal/edukasi-dan-perlindungan-konsumen/regulasi/surat-edaran-ojk/Pages/SEOJK-
tentang-Pelayanan-dan-Penyelesaian-Pengaduan-Konsumen-pada-PUJK.aspx.

3Regulation of the Financial Services Authority No. 1/Pojk.07/2013 “On Consumer Protection in The Financial Services Sector”.
(2013, July). Retrieved from https://www.ojk.go.id/id/regulasi/Documents/Pages/POJK-tentang-Perlindungan-Konsumen-Sektor-Jasa-
Keuangan/POJK%201%20-%202013.pdf.

4 Regulation of the Bank of Indonesia No. 19/12/PBI/2017 “On Implementation of Financial Technology”. (2017, November). Retrieved
from https://www.bi.go.id/id/publikasi/peraturan/Documents/PBI_191217.pdf.

5Law of the Republic of Indonesia No. 8 “On Consumer Protection”. (1999, April). Retrieved from https://peraturan.bpk.go.id/
Details/45288/uu-no-8-tahun-1999.

6 Financial Services Authority Regulation No. 77/POJK.01/2016 “Information Technology-Based Money Lending and Borrowing
Services”. (2016, December). Retrieved from https://www.ojk.go.id/id/regulasi/otoritas-jasa-keuangan/peraturan-ojk/Documents/
Pages/POJK-Nomor-77-POJK.01-2016/SAL%20-%20POJK%20Fintech.pdf.
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Letter of the Financial Services Authority No. 2/SEO-
JK.07/2014! offer legal protection to consumers of
fintech services in case of financial losses caused by
fintech service providers. Fintech actors must not
only be supervised but also follow rules and regula-
tions of information technology, such as Law No. 19
of 2016, which amends Law No. 11 of 2008 “On Elec-
tronic Information and Transactions™?.

The term “global” in this context refers to some-
thing that has spread worldwide, particularly the
fintech industry, which is seeing rapid growth and
expansion in various locations. Hence, this dis-
course pertains to Indonesia and other Global South
nations like India and Thailand. One of the rea-
sons for selecting India and Thailand for this study
is the resemblance between Indonesia, India, and
Thailand in terms of having a government predom-
inantly influenced by significant religious-centric
components. Furthermore, the robust presence of
heterogeneity, characterised by a diverse range of
cultures and religious views, in the countries above
has led to the selection of Indonesia, India, and
Thailand to examine fintech development in Global
South nations. The topic of fintech rules in Indone-
sia has been addressed in the previous paragraph.
This study will examine the progress and oversight
of fintech in India and Thailand.

The fintech sector in India has had substantial
advance during the digital revolution, leading to con-
siderable developments in financial infrastructure
and fostering entrepreneurship. Fintech advance-
ments, including mobile payments, peer-to-peer
lending, and digital banking services, have consid-
erably contributed to improving financial inclusion
and broadening the availability of financial services
throughout the nation. The fintech sector in India has
shown substantial expansion and acceptance, driven
by the country’s digital transformation and growing
availability of technology. The fintech industry in In-
dia is expected to have a valuation of $150-160 bn
by 2025, demonstrating its significant potential
and influence on the financial sector (Aggarwal et
al., 2023). The regulation of fintech in India is a
multifaceted and dynamic environment. The Reserve
Bank of India (RBI) is the central bank and regula-
tor, with the important responsibility of establishing
norms and frameworks for fintech enterprises. RBI
includes areas such as digital lending, prepaid pay-
ment instruments, and the issue of credit and debit
cards. The Reserve Bank of India (RBI) serves as the

primary governing body for fintech in India, func-
tioning as the central bank and regulator for banking
and non-banking financial activity. The International
Financial Services Centers Authority (IFSCA) is vital
in overseeing fintech activity in the International Fi-
nancial Services Centre (IFSC) situated in Gandhina-
gar, Gujarat.

India has become a leading global innovator in
the FinTech industry thanks to its cutting-edge tech-
nology solutions and widely acclaimed digital pay-
ment systems. The expansion of the FinTech sector in
India has revolutionised the country’s financial land-
scape, positioning cities such as Bangalore and New
Delhi as prominent global FinTech centres (Migoz-
zi et al., 2023).

Thailand has experienced substantial growth in
various forms of FinTech, including adopting digital
wallet technology. The emergence of digital wallets,
such as World coin, has played a major role in reshap-
ing financial transactions and driving the country’s
digital economy (Kraiwanit et al., 2023). The Bank of
Thailand has revoked prior legislative constraints on
Thai financial institutions, granting them unrestrict-
ed permission to operate in the fintech sector, except
for investments in digital assets. In Thailand, the reg-
ulatory strategy focuses on utilising technology, en-
couraging sustainability, and ensuring the capacity
to address new hazards in the fintech industry.

On 6 October 2022, the Bank of Thailand (BOT)
revoked prior regulatory constraints that restricted
Thai financial institutions from investing in the fin-
tech sector, per the regulations. The BOT acknowl-
edges the potential of fintech to provide value and
innovation to customers. It intends to utilise technol-
ogy and open data, promote fair competition, and
address national sustainability problems in the ad-
vancement of financial technology. ICT and mobile
banking have played a crucial role in fostering finan-
cial inclusion in Thailand, especially among vulner-
able groups like the elderly. Thailand has achieved
notable advancements in financial inclusion, plac-
ing sixth in the highest 25% among nations in the
Asia-Pacific region (Bui & Luong, 2023). Neverthe-
less, despite the prevalence of financial accessibility,
certain individuals, particularly the elderly, continue
to experience financial exclusion. Table 1 of laws and
regulations pertaining to fintech regulation in Glob-
al South countries, specifically Indonesia, India, and
Thailand, will encompass the necessary elements to
streamline the legal aspects of fintech.

! Circular Letter of the Financial Services Authority No. 2/SEOJK.07/2014 “On Service and Settlement of Consumer Complaints”. (2014,
February). Retrieved from https://ojk.go.id/id/kanal/edukasi-dan-perlindungan-konsumen/regulasi/surat-edaran-ojk/Pages/SEOJK-
tentang-Pelayanan-dan-Penyelesaian-Pengaduan-Konsumen-pada-PUJK.aspx.

2Law of the Republic of Indonesia No. 19 “On Amendments to Law No. 11 of 2008 concerning Electronic Information and Transactions”.
(2016, November). Retrieved from https://peraturan.bpk.go.id/Details/37582/uu-no-19-tahun-2016.
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Table 1. Fintech tables in legal regulations in Indonesia, India, and Thailand

Country Regulation Description
= Law of the Republic of Indonesia No. 8 of 1999; The laws and regulations in Indonesia about fintech
= Law of the Republic of Indonesia No. 19 of 2016 govern the roles of consumers and business actors in
concerning Amendments to Law No. 11 of 2008 technology-driven financial transactions. The regulations
concerning Electronic Information and Transactions; also pertain to the protection of consumer data and the
= Bank Indonesia Regulation No. 19/12/PBI/2017 settlement of problems linked to fraud in the fintech
Indonesia concerning implementing Financial Technology; industry.
= Copy of Financial Services Authority Regulation No.
1/POJK.07/2013 concerning Consumer Protection in
the Financial Services Sector;
= Financial Services Authority Regulation No. 77/
POJK.01/2016 concerning Information Technology-
Based Money Lending and Borrowing Services.
= Reserve Bank of India (RBI) Regulations’; Fintech companies operating in India are obligated
= Payment and Settlement Systems Act, 2007 to comply with norms and regulations set forth by
= Information Technology Act, 20007, different governing bodies. The regulations encompass
= Securities and Exchange Board of India (SEBI) requirements for obtaining a license, standards for
India Regulations?; sufficient capital, measures to ensure data security,
= Insurance Regulatory and Development Authority of | measures to protect clients, and the prohibition of money
India (IRDAI) Regulations®; laundering and fraudulent actions.
= Consumer Protection Act, 20195;
= Anti-Money Laundering (AML) and Know Your
Customer (KYC) Regulations’.
= Fintech-related regulations issued by the Bank of The Bank of Thailand (BOT) is the main regulatory body
Thailand (BOT)%; responsible for supervising financial services in Thailand.
= Electronic Transactions Act’; They have implemented legislation encompassing
= Personal Data Protection Act (PDPA)'; several areas of fintech, such as investment by financial
Thailand = Anti-Money Laundering Act (AMLA)'; institutions, virtual bank licensing, open banking. data
= Securities and Exchange Act!2. interchange, and technology utilization. The Digital Asset
Business Act (DABA) governs the operations of digital
assets and enterprises in Thailand, establishing criteria
such as licensing, anti-money laundering protocols,
consumer safeguards, and reporting responsibilities.

Source: systematised by the authors of this study

Social changes in the maintenance of fintech.
Social change refers to the alterations that take place
inside a society, which are inevitable and ongoing.
Social changes can considerably influence society’s
fabric, moulding its customs, principles, and estab-
lishments. Currently, this is widely regarded as the

standard. The rapid dissemination of social change
across many world regions is intricately linked to
the pivotal role of technical advancements in mod-
ern communication. Technological discoveries have
sparked a revolutionary movement, transforming
several sectors, including education, culture, and

! Reserve Bank of India Act. (1934, March). Retrieved from https://rbi.org.in/CommonPerson/upload/english/content/pdfs/70981.pdf.
2 The Payment and Settlement Systems Act. (2007, December). Retrieved from https://lddashboard.legislative.gov.in/sites/default/files/
A2007-51_0.pdf.

3The Information Technology Act. (2000, October). Retrieved from https://www.indiacode.nic.in/bitstream/123456789/13116/1/
it_act_2000_updated.pdf.

4Securities and Exchange Board of India (Index Providers) Regulations. (2024, March). Retrieved from https://www.sebi.gov.in/
sebiweb/home/HomeAction.do?doListing = yes&sid = 1&ssid = 3&smid = 0.

5 Insurance Regulatory and Development Authority of India (IRDAI) Regulations. (2020, June). Retrieved from https://irdai.gov.in/
documents/37343/602265/Insurance + Regulatory + and + Development + Authority + %28

Registration + of + Indian + Insurance + Companies%29 + Regulations%2C + 2000 + %28Updated + upto + 8th + Amendment%29.
pdf/783aeac9-ff12-2bae-fdfc-74c83d31b7c0?version = 1.4&t =1665253127440&download = true.

6 Consumer Protection Act. (2019, September). Retrieved from https://www.indiacode.nic.in/bitstream/123456789,/15256/1/a2019-
35.pdf.

7 Anti-Money Laundering and Know Your Customer Regulations. (2021, June). Retrieved from https://www.cnhindustrialcapital.com/
en_in/Documents/KYC-AML%20Policy_v.5.0.pdf.

8 Regulation of the Bank of Thailand No. B.E. 2544 “Electronic Financial Services”. (2001, September). Retrieved from https://www.bot.
or.th/content/dam/bot/documents/en/our-roles/payment-systems/payment-systems-notification---circulars/%E0%B8%BABOT-EFS/
regulation/EFS%20Regulations%20BE%202544%20-%20EN.pdf.

° Electronic Transactions Act. (2001, December). Retrieved from https://www.etda.or.th/getattachment/8faa736b-3235-49c8-8b01-
d37ff53a9a45/ENG-Version.aspx.

10 Personal Data Protection Act. (2019, May). Retrieved from https://thainetizen.org/wp-content/uploads/2019/11/thailand-personal-
data-protection-act-2019-en.pdf.

1 Anti-Money Laundering Act. (2019, April) Retrieved from https://www.amlo.go.th/amlo-intranet/en/files/AMLA%20N0%201-4(1).pdf.
12 Securities and Exchange Act. (2019, March). Retrieved from https://www.sec.or.th/EN/Documents/ActandRoyalEnactment/Act/act-
seal992-amended.pdf.
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commerce. This phenomenon will persist in several
locations and swiftly become widely known among
individuals residing in different regions of the nation
(Soekanto, 2016).

Arnold M. Rose proposed three overarching theo-
ries regarding social changes in his study. Arnold elu-
cidated three factors contributing to social change:
the gradual accumulation of technological advance-
ments, interactions, or conflicts between different
cultures, and the emergence of social movements
(Soekanto, 2016). Connectivity has a crucial role in
driving societal change by facilitating technical ad-
vance. Societal changes can exert beneficial and det-
rimental effects on communities, influencing several
domains like politics, culture, and social conventions
(Sternisko et al., 2020). The COVID-19 pandemic has
resulted in substantial global social changes, such as
enforcing lockdown measures, introducing social dis-
tance rules, and heightened dependence on remote
communication. Artificial intelligence (AI) can induce
substantial social change by affecting everyday life,
employment, and governance (Mas-Tur et al., 2021).

The argument above shows that the technology
sector plays a significant role in driving social devel-
opment. Economic issues in social life can be con-
sidered of secondary importance. The community’s
incentive to create technological discoveries stems
from its desire to gain an economic edge by produc-
ing new technology. C. Brand et al. (2020) investi-
gate the shift to a low-carbon transportation system
and the disruptive policies that come with it. They
emphasise the significance of carefully considering
social change and economic issues to ensure stake-
holders’ fair and sustainable transition.

Regarding those mentioned above, when consid-
ering the economic advantages of technical innova-
tions, it is crucial to acknowledge the legal obliga-
tions individuals must adhere to in every action they
take within their social context. Societal changes
frequently result in economic benefits as societies
adjust and develop, generating fresh prospects for
expansion and affluence (Ball, 1971). Implementing
sustainable practices in advancing renewable tech-
nologies like fintech can lead to societal transfor-
mations, such as enhanced environmental welfare,
as well as economic benefits, such as employment
opportunities and reduced expenses (Brashier &
Schacter, 2020). Nevertheless, it is crucial to consid-
er the human mentality’s conduct when engaging in
technological advancements, as it must adhere to the

relevant legal regulations. In the sociology of law, the
“Holmesian dictum” or legal interpretation, refers to
the significance of conduct as a component of legal
standards (Dymond, 2024). The application of law is
contingent upon its integration into the legal aware-
ness of society rather than being perceived solely as a
set of rules. Implementing legal principles guarantees
the maintenance of societal structure, fairness, and
the safeguarding of individual liberties within a cer-
tain community (Werner, 2024). The legal practice
is evidenced by the community’s adherence to the
laws. According to the given description, it is crucial
to focus on the legal conduct of the community when
implementing this fintech (Trzaskowski, 2024). Legal
practice applies to the organisers, the managers of
fintech firms, and those taking part in fintech activi-
ties as consumers.

In terms of the impact of fintech on social devel-
opment, fintech plays a major role in driving tech-
nological and economic transformations. Fintech
deviates from conventional expectations by aiming
to enhance the financial system in lending, payment
processing, crowdsourcing, and more. The swift in-
corporation of fintech technologies into financial
systems has accelerated social transformation by fos-
tering financial inclusivity, empowering underrep-
resented people, and revolutionising conventional
banking practices. Fintech is a component of societal
transformations that have the potential to transform
traditional payment systems into contemporary and
futuristic forms of payment systems in the future. The
emergence of fintech has resulted in beneficial soci-
etal transformations. However, it also presents some
obstacles and factors that need to be considered,
including data privacy, cybersecurity, and fair and
equal technological access (Simandan, 2020). In the
context of a technologically and economically evolv-
ing society, it is essential to establish rules that gov-
ern legal behaviour. These rules should be designed
to assess their effectiveness in technological and eco-
nomic domains. Consequently, legal behaviour plays
a crucial role in maintaining social order and demon-
strating the existence of a legal framework.

The legal framework for overseeing the imple-
mentation of fintech in Indonesia is based on various
regulations, including Financial Services Authority
Regulation No. 77/POJK.01/2016', Financial Servic-
es Authority Circular Letter No. 2/SEOJK.07/20142,
and Law No. 19 of 2016 “On Amendments to Law
No. 11 of 2008 concerning Electronic Information

! Financial Services Authority Regulation No. 77/POJK.01/2016 “Information Technology-Based Money Lending and Borrowing
Services”. (2016, December). Retrieved from https://www.ojk.go.id/id/regulasi/otoritas-jasa-keuangan/peraturan-ojk/Documents/
Pages/POJK-Nomor-77-POJK.01-2016/SAL%20-%20POJK%20Fintech.pdf.

2 Circular Letter of the Financial Services Authority No. 2/SEOJK.07/2014 “On Service and Settlement of Consumer Complaints”. (2014,
February). Retrieved from https://ojk.go.id/id/kanal/edukasi-dan-perlindungan-konsumen/regulasi/surat-edaran-ojk/Pages/SEOJK-
tentang-Pelayanan-dan-Penyelesaian-Pengaduan-Konsumen-pada-PUJK.aspx.
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and Transactions”. These regulations are the foun-
dation for monitoring and regulating fintech activi-
ties, shaping public perception of legal conduct in the
fintech sector. Furthermore, these legal provisions
serve as the foundation for implementing fintech in
Indonesia, ensuring that social changes in financial
system technology are regulated and preventing any
actions that may result in legal violations and hinder
the achievement of legal objectives in the fintech im-
plementation within the social community.

m Conclusions

The legal aims of implementing fintech can be under-
stood concerning the establishment of legal certainty
in the fintech sector, which has been acknowledged
and defined in the rules of Indonesia, including Bank
Indonesia rules and regulations from the Financial
Services Authority. Fintech aims to offer advantages
to the general public by enabling electronic finan-
cial transactions, as specified in Article 3 Item 2 of
Bank Indonesia Regulation No. 19/12/PBI/2017.
Law No. 8 of 1999 on Consumer Protection, OJK
Regulation No. 77/POJK.01/2016, and Circular Let-
ter of the Financial Services Authority No. 2/SEO-
JK.07/2014 ensure legal protection for consumers of
fintech services in case of financial losses caused by
fintech service providers.

The significance of fintech in social transforma-
tion lies in its ability to bring about transformative ef-
fects in people’s lives inside the realm of the financial
system. The most prominent transformation resulting
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from fintech is transitioning from conventional pay-
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op and implement precise and comprehensive regula-
tions for adopting fintech. The findings of this study
are expected to serve as a reference for the Indone-
sian government in its efforts to worldwide promote
fintech and effectively address the digital divide be-
tween regions, hence yielding beneficial outcomes in
the future.
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m AHoTamis. [{e foctipkeHHA 30cepe keHe Ha BILUIMBI TEXHOJIOTIE Ha TpaaUIlifiHi crtoco6OH OIIaTH M HacTiIKax
HOro AJiA CyCHiJIbCTBA. 3 OTJIAALY Ha MOMIMpeHHsA HU(POBUX BAIIOT, TAKOX BiJOMHX AK KPUNTOBAJIIOTH, AKi
BUKOPHCTOBYIOTh y TPaH3aKI[ifAX 3a JonoMoroi ¢iHaHcoBux TexHOJIOTiH (PpiHTex), e JOCTiIKEeHHS MOXe
CJIyI'yBaTH OCHOBOIO Il pO3p00JIeHHs 3aKOHIB i HOpMaTHUBHUX aKTiB, 1[0 PeryJioiTh ¢iHTex. MeTa 1{boro
JOCJIiJIKeHH:A — 3alIPONIOHYBAaTH UiTKe I KOHKpeTHe pO3yMiHHA JIeTiTUMHOCTI 1 CyCIiJIbHUX IlepeBar piHTexy
B IHgOHe3il. ¥V 1ili cTaTTi BUKOPUCTAHO METOOJIOTiI0 PETYJIATOPHUX AOCIigXeHb, 0 OXOIIIOE COLliaJbHO-
MpaBOBi MeTOM, aHaJli3 3aKOHOIaBCTBA Ta BUBUEHH: IPABOBUX KOHIEeNIill. Pe3yabpTaTyl 1{bOr0 NOCTiMKEHHA
Hajajdd MOXJIMBICTh BHU3HAUUTH TpU (QyHAaMeHTaJbHi KpuTepil BUKOpPUCTaHHA (iHTeXy: rapasrii,
BUTOAY Ta cupaBeyinBocTi. [TonoxeHHA npo ¢iHTex BukiIaAeHO B [losoxeHHi 6aHKy IHgoHesii No 19/12/
PBI/2017, IlonoxeHHi YnpasiiHHA ¢iHaHcoBux nocayr No 77/POJK.01/2016 Ta 3akoHi 1999 poky, Aki
TaKOX CTOCYIOTbCA MUTaHb, MOB’A3aHUX i3 3aXMCTOM IIpaB CIOXHBAYiB. I3 COIiOKYyJIbTypHOI MO3ULiI QiHTexX
yOCc006JII0€ TEXHOJIOTiUHY PeBOJIIOLII0, KA CIIPUSAE CYyCIHiJIBHOMY PO3BUTKY. DiHTEX Ma€ Ha MeTi 3aIpONOHyBaTH
repeBaru JJis CyCHiJIbCTBA Yepe3 CIPOIIeHHs eJIeKTPOHHNUX (PiHAaHCOBUX TpaH3aKIiil. ApryMeHTOBaHO, IO
(diHTex Bifirpae BUpimasbHY poJib Y pedOpMyBaHHI CyCIiJIbCTBa, PEBOJIIOI[iOHI3YIOUN B3a€EMOJII0 JIIOAEN
i3 ¢inancamu. KmrouoBum acmekToM wi€li TpaHcdopMmarlili € mepexif Biag TpaauLiiHUX MeTOiB OIJIaTU
no uudpoBux anbTepHaTuB. K OJIA CIOXHWBAviB, Tak i AJA (PiHTeX-KOMIAHI HaA3BHUYANHO BaXJIBO
JOTPUMYBATHCA 3aKOHOAABUMX BHMOT Iii 4Yac YNpoBaJkeHHA (iHTeX-pillleHb, OCKiJIbKU JOTPUMAaHH:A
HOPMAaTHBHO-NIPAaBOBUX aKTiB Mae€ BUpilllajbHe 3HaueHHA. HeqoTpuMaHHA eTUYHUX CTaHAAPTIB y (PiHTEX-
iHAyCcTpil MOXe CcTaTu Ha 3aBafi 11 MMPOKOMY BIPOBA/)KEHHIO Ta NPU3BECTH A0 HEraTMBHUX HACJIiJIKiB.
Po3ymiHHA NOTEHLiIMHUX 3arpo3, AKi (GiHTeX CTAaHOBUTH AJIA TPaAULIiNHOI (iHAaHCOBOI CUCTEMHU, JACTh 3MOTY
(piHaHCOBMM yCTaHOBAM i peryJjATopaM po3pobuTu edeKTUBHI cTpaTeril ynpaBjliHHA PU3UKaMU

m KimouoBi cjtoBa: ¢iHaHCOBI TeXHOJIOTII; CIpaBeIJIMBICTh;, 3aXMCT MpaB CIIOXUBAYiB; COI[iaJibHI 3MiHMU,
npaBoBa MeTa
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