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bazunak Ipuna Onezisna, 3006ysay suwoi oceimu HABC

HaykoBuii kepiBHUK — BopoGeii OJiena BsiuecsiaBiBHa, npodecop kadeapu KpuMiHaATICTHUHOTO
3a0e3neueHHs] Ta CYIOBHX €KCIIEPTU3 HaBYAJIbHO-HAYKOBOTO EKCIIEPTHO-KPUMIHAIICTHYHOTO
iHcTuTYyTY HABC, KaHAMIAT IOpUINYHUX HAYK, JOLIEHT

_OSINT SIK IHCTPYMEHT OPOTUIIT
POCINCBKIA JE3ITH®OPMAIIII TA ITPOITAT'AH/II

CydacHa BiifHa BeleTbCS HE JIMIIE Ha NEpeloBid, a W y MeaiiHOMY Ta 1H(OpMaliiiHOMy
npoctopi. Sk Bimomo, pociiicbka (enepariiss IpoTsIroM Oararbox pOKiB q)opMyBana MacIITabHy
CHCTeMY NpONaraHu i fe3inpopmallii, BAKOPHCTOBYIOUH (eiiKi Ta MaHIy/ISTHBHI HAPATHBH JUL
BIUIMBY Ha CYCHIJ'IBHy CBIZIOMICTB 1 JI€30pi€HTALlif0 ayuTopii. BoxHouac possuTok InTeprery Ta
U(GPOBUX TEXHOJIOTH Ha/laB I_II/IBIJ'IBHOMy CyCl'IlJ'IBCTBy HOTYKHUH IHCTPYMEHT HpOTI/II[ll — OSINT
(Open Source Intelligence), T06T0 po3BiAKY Ha OCHOBI BIAKPUTHX JaHKX. ChOTO/HI Ieit 1HCprMeHT
BUHIIIIOB JaJIEKO 32 MEXI JISIbHOCTI CIEICITYKO 1 MepeTBOPUBCS Ha II100aJIbHUM BOJIOHTEPCHKHI Ta
KYPHAITICTCBKUHN PYX, IKHI ToTTOMarae BUKpUBATH J1e3iH(opMallito Ta pylHyBaTH MpoNaraHaucTChKi
Mipu Kpemis.

OSINT — wme nmisnbHICTH 13 TOWIYKY, 300py Ta aHamizy iHdopmanii, OTpUMaHOi i3
3arajibHOJJOCTYITHUX KaHAJIB, 10 HE MOTpedye 3aCTOCYBaHHS TaEMHUX MeToAiB 30opy [1, c. 7]. [o
JDKEpes MOJKHa BIJHECTH CYNYTHHUKOBI 3HIMKH, ()OTO Ta BiZIeO 3 COLUAIBHUX MEpEX, MyOmiuHi
peectpu, 0a3u AaHUX, HOBUHU, METa/laHi (aiiiiiB ToIo.

KirouoBa nepesara OSINT y 60poTr0i1 3 mpomnarasow Mojsrae y MoCHJIaHHI Ha TIepeBIpeHi
(dakTu Ta gokaszoBy 0azy. Konm mpomaranma amesroe J0 €MOIi, MaHIMmyJIsIii, TeOpid 3MOBH Ta
aBTOPUTETY «OPIIIIHUX JKepen», TO BIAKPUTA PO3B1IKa IPYHTYETHCS HA TOUHOCTI JAHUX 1 pEaIbHUX
Jl0Ka3ax, IOCTYIIHUX JIJIsl He3a1eKHO1 epeBipky. BUKoprcTOBYIOUM BIAKPUTI JKEpesa Ta aHAI TUYHI
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meroau, OSINT mae 3Mory KOKHOMY, XTO Ma€ JOCTYN IO KOMIT' FOTEpA Ta BOJIOMIE KPUTHIHHM
MHUCJICHHSIM, CAMOCTIHHO TIEPEBIpATH 1H(OPMAITliI0 Ta BUKPUBATH HENPABAMBI HAPATHBH.

Pociiicbki iH(opMariiiHi onepariii mepeBaxHO CIIPSIMOBaHI HAa IPUXOBYBaHHS BIACHUX 3JI0YHHIB,
CIIOTBOpEHHS (PaKTiB ab0 AUCKpeauTalito YKpainu Ha MibkHapoaHiil apeni. OSINT-crinbHOTa — Taki
npoektu sk OSINT Bbmxonu, InformNapalm, Molfar, DeepState [2] — BUKOpPHCTOBYE HH3KY
e)eKTHBHHX IHCTPYMEHTIB JUISl BCTAHOBICHHS peaibHuX ¢akris. Komn MiH060p0HH pd abo
NPONAraHIMCTChKI PeCYpCH MOLIMPIOIOTE BifICO HIOWTO «3HMILICHHS YKPAaiHCBKOI TEXHIKH» 9H
«yCTIIITHUX y):[aplB» aHAITHKH TICPEBIPSIOTH JOCTOBIPHICTH LIMX MaTEpPiasliB LIIIXOM BCTAHOBJICHHS
TOYHOTO MICISl 3MOMKH: JOCHIIKYIOTbCS OCOOJIMBOCTI penbedy, pO3TallyBaHHS JOpIT, JIHIHA
eJIeKTponepeaayn, Oy/aiBenb Ta IHIINX 00’ €KTiB, SIKi MOPIBHIOIOTHCS 13 CYITyTHUKOBUMH 3HIMKaMu. Y
pe3ynbTaTi TaKUX MEPEeBIPOK HEOJAHOPA30BO BHSIBIISLIOCS, IO TMPOMAraHANCTCHKI «IePEeMOKHI
CIOJKeTH» OyNH 3HATI JAJIEKO BiJ 30HM OOWOBHX Jiii — Ha MOJITOHAaX y pocii ab0 Ha TUMYACOBO
OKYIOBaHUX TEPHUTOPIsAX. B okpemMux BuImaikax Ha Bijieo ikcyBajacs HaBiTh pOCIHChKa TEXHIKA, SKY
HaMaraJiucsi BUJIaTh 3a YKpaiHChKy [3].

Oco6muBo BaxauBy posib OSINT Bimirpae y BHKpPUTTI COpo0 NPUXOBYBAHHS BOEHHHX
3nmounHiB. OHUM 13 HAMBIAOMIIIMX MPUKIAIIB cTana Tpareais B M. byua. [licns 3BibHEHHS MicTa
pociiicbkka mpornaraHja TMOMIMPIOBAJIa TBEP/UKCHHS, HIOW TO Tilna 3aruOJMX MHUPHUX JKHTEIIB
3 SIBIJIMCS HA BYJIMIISIX YK€ MICISI BIAXOY POCIMCHKUX BiChK, HA3MBAIOUH 3a3HAUCHI KaXJIUBI TO11
«I10CTaHOBKOIO». 1IpoTe aHANITHKY Ta KyPHATICTH IIBUIKO CIPOCTYBAIA L 3asBH 32 JONOMOTOI0
CYIyTHUKOBHUX 3HIMKiB KomnaHii Maxar Technologies, 3pobnennx y CepeI[I/IHl oepesnst 2022 poky,
Ko micto nepedysaio B okymarii. Ha 3HiMkax Oyiio 4iTko BUIHO Tija JOJICH y THX CaMHX MICIUX,
e iX 3r0/I0M BHSBHJIM YKPaiHCHKI BICHKOBI Ta MKHAPO/IHI KYPHATICTH Micis aeokynarii bydi [4].

le omuum nHampsmom OSINT € anami3z nuppoBuX CIIAiB Ta METaJaHUX, IO JA€ 3MOTY
BUKpUBATH 1H(OpMAIiHI MaHIMysmii 1me g0 ix macoBoro mnomupeHHs. OAuH i3 MOKa30BHX
NPUKJIANIB — BIJICO3BEpHEHHS TMpeAcTaBHUKIB Tak 3BaHux «JIHP/JIHP», onpurtonnenux
HarepeioiHI MTOBHOMACIITAOHOTO BTOprHeHHs y 2022 pomi, B SKHX HIOMTO OTroJIONIyBanach
«TEpMIHOBAa €BaKyallii HAaceJeHHS 4Yepe3 HAcTyln YKpaiHChkuX cwim» [5]. [Jng mnepeBipku
JOCTOBIPHOCTI TaKMX MaTepiajiB aHAJIITHKH JOCTIUKYIOTh H(poBi (aiinm Ta X Meragani — aary
CTBOPCHHSI, PelaryBaHHs Ta TEXHIYHI mapamerpu samucy. Tak Oyno BHSBICHO, IO Biaeo Oy
3aIiCaHi 1e 3 KiTbKa JHIB 0 MOYATKy BTOPIHEHHS Ta CIPOCTOBAHO POCIHCHKY Te3y, IO arpecis
OyJia «BUMYILIEHUM KPOKOM Y BIZTIOBIIb».

OpmnuM 13 acnekTiB misuibHOCTI OSINT € BCTaHOBIEHHS TEPCOHANBHOI BIAMOBIAATHHOCTI 32
BO€HHI 37I04MHU. Bopor mparHe 3HEOCOOMTH HACHIJKHM HAaCHJIbCTBA Ta YHUKHYTH KOHKpETH3allii
BIINOBITAJILHOCTI KOHKPETHUX 0C10. AJie 3 BUKOPUCTAHHIM IHCTPYMEHTIB 3 PO3Mi3HABaHHs 001U Ta
aHali3y 3JIUTHX Y BIIKPUTHH JOCTYN pOCIHCHKMX 0a3 JaHMX, CHELialliCTH 3HaXOJSATh KOHKPETHUX
IJIOTIB, SIK1 3aITyCKAIOTh PAKETH 10 YKPATHCHKUX MicTax, a0 COJIIATIB, 1110 3aiiManucs MapoJIepCTBOM,
KaTyBaHHSMHU Ta BOMBCTBaMHU. Y HHB3II PO3CIiTyBaHb caMe 3aBISKW BIIKPHUTIA PO3BIALI BIAIOCS
ineHTU(diKyBaTH 0CiO, SIKI BUMHSJIM BOEHHI 3JI04MHM Ha TepuTopii Ykpainu. Hapmami, marepianu
BUKOPHCTOBYIOTBCSl KYPHAIICTAMH, TPABOOXOPOHHUMH YCTaHOBAaMH SIK JOJATKOBI JDKepena Jyis
JOKYMEHTYBaHHS MOJI1{ Ta TOTEHLIMHOI0 MPUTATHEHHS 10 BIAMOBI1IAIbHOCTI [6)].

Ha BinmMiHy BiJ TpaJuliiHUX MEXaHI3MIB JE€pKaBHOTO CIIPOCTYBAHHS, SIKI YACTO MOTPEOYIOTh
Outbiie wacy st 300py, mepeBipku Ta onpwiogaHeHHs iHopmarii, OSINT BigzHauaeThcs
HIBUJAKICTIO, BIJIKPUTICTIO Ta LIMPOKUM 3aJTyYEHHSIM HE3AJIEKHUX YYaCHUKIB. THcAUl He3aIeKHUX
aHAJIITUKIB 1 )KYpHAIICTIB Y PI3HUX KpaiHaX MOXKYTh OJHOYACHO JOCHIJKYBAaTH OJMH 1 TOW caMuil
MaTepiaj, MepeBIps0Yr HOro 3 pi3HUX MO3MIIH Ta BUKOPUCTOBYIOUM PI3HI METOIM aHami3y. Sk
MPaBUJIO, AHATNITHKHA JEMOHCTPYIOTh IOBHHH QJTOPUTM JIOCHIDKEHHS, IO JIO3BOJISIE IHIIMM
JOCITITHUKAM TIOBTOPHO TEPEBIPUTH pe3yibTaTH. TakKoX Jaemail dYacTilie OTpUMaHl Mia dYac
JOCHIJKeHb MaTepiajl BUKOPUCTOBYIOThCA SIK JIONIOMDKHA J0Ka3oBa 0a3za y IpaBO3axHCHIN
TiSUTBHOCTI Ta CYIOBUX nporecax.

OSINT cyTTeBO 3MIHHB Cy4acHHii iHQOPMALIAHIIA POCTIP HA TOH, y AKOMY Jezaili OUIbIIoro
3HaYCHHs HA0yBAIOTh MEPEBIpeHi JaHi Ta 10Ka30BicTh. HuHI po3Bi/ka Ha OCHOBI BIIKPHTHX JaHUX YiKe
HE € BHUKJIIOYHO C(Eeporo NISUIBHOCTI JIEpKABHUX CTPYKTYp UM MPO(ECiHHUX aHATITUKIB. 3aBIsSKU
nocryny 1o iHdopmanii, nudpoBUM cepBicaM 1 PO3BUTKY HAaBUYOK KPUTHUYHOTO MHCJIEHHS Jenali
Oiyb1IIe JTFOAEH MOXKYTbh 1OJy4aTHCS 10 EepeBipKU (PaKTiB Ta BUABICHHS iHPOPMAIIIMHUX MAHITYISALIH.
V Har yac iHpopMmartiiiHa Oe3neka CyCHiIbCTBa 3HAYHOIO MIpOIO 3aJISKUTh BiJl 3/[aTHOCTI MEPEBIPATH
NepuIopKepesa Ta BIAPI3HATH (PaKTH BiJ MaHIIYISTUBHOT 1H(OpMAITii.
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DEVELOPMENT OF A SIMPLE WEB RESOURCE RISK ASSESSMENT
SYSTEM BASED ON HEURISTIC RULES

In this day and age, with the internet being our go-to for all sorts of information, keeping in
touch, and even sorting out our finances, it’s no surprise that the more we get online, the more dodgy
stuff we bump into. We’re talking about all sorts of nasty traps like fake websites designed to nick
your details, nasty software lurking about, rip-off online shops, and other risky places. Because of
this, sorting out a way to figure out just how risky a website is, and how quickly we can spot potential
trouble for a user, has become a pretty pressing job.

One of the most straightforward and effective ways to tackle this is by using what we call
heuristic principles. Heuristics is basically a method of looking into something that doesn’t rely on
hardcore maths, but rather on a collection of common-sense clues and practical observations you pick
up along the way. This method is super useful in the world of online security because it lets us react
fast to new threats that pop up, even if we don’t have a massive list of known malicious sites yet.

Imagine you’ve got a system for judging website risks, and it’s built on these heuristic ideas. It
works by looking at what makes a website tick and tallying up special «risk points». The more red
flags it spots, the more dangerous that site is deemed to be.

To get a basic system up and running for judging risk, you can pinpoint a few key things to
check about a website. First off, is it using that secure HTTPS connection? Having an SSL/TLS
certificate means the information zipping between you and the website’s server is all scrambled up
and safe. On the flip side, if a site’s just chugging along on plain old HTTP, it might be a sign that
it’s either dodgy or just plain old. Still, even with HTTPS, you’re not completely in the clear, as those
sneaky phishers can get hold of these certificates too.

Another big thing to check is the website’s actual address, its domain name. Shady sites often
try to trick you by looking *very* similar to the addresses of famous websites, perhaps by swapping
out a letter or adding bits and bobs. This trick, often called typosquatting, is a favourite among those
running phishing scams. So, instead of landing on the usual site, you might get sent somewhere that
looks almost the same, but with a tiny spelling mistake.

You can also get a sense of risk by looking at how long the domain has been around. Websites
that have only just been set up are far more likely to be used for scams, simply because the crooks
keep ditching them once they get blocked. If a domain’s only been live for a few days or weeks, that’s
a strong hint it could be risky business. To find out how old a domain is, you’d typically have a look
at WHOIS records or special databases.

It’s also important to peek inside the website’s layout. Loads of flashing adverts, pop-ups that
appear out of nowhere, automatically sending you off to other sites, or trying to sneakily download files
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