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CTIﬁKIgTb CUCTEMMU KIBEPBE3IIERUN
TA II 3ABE3IIEYEHHA B HATO

Cmammio npucesueno anarisy Cymmuocmi CIiikocmi CycniibCmea iy Kibepnpocmopi.
Memoodonoziuno 3ocepedacyemopes yeaza na yceidomaenni genomena cmiixocmi. Ax-
UEeHMOBAHO Y6azy HA NUMAHHAX, SKi (DOPMYOMb uimKe YseieHHs w000 CMIUKOCMi
cycninbcmea npu po3bydosi cucmemu Kibepbesnexu. Ipoananizosano esomouiiHulL
wasx cmanosienus incmumymy cmivxocmi ¢ HATO. 3pobreno eucnosku 1000
GIMUUSHANOT HOPMAMUBHO-NPAB0BOT 6asu y chepi Kibepbesnexil, aKa 3a KOPOMKULL 4ac
6i0 NOBHOZO iZHOPYBAHHS CMIUKOCMI 6 cucmemi Kibepbesnexu npouwia WisX 00
NOBHOUIHHO20 OPMYBAHHSL NPABOBOT OA3U, BUSHAUEHHS MA PeZYI0BAHHs NPOUECs
Ppo36ydosu Kibepcmitixocmi 6 Ykpaini.

Knrouogi caosa: xibepbesneka, cmiiikicmo, Kibepsazposa, kibepcmitikicmy, 8pas-
JIUBICTNL, CNPOMONCHICI, BIOHOBLCHHA.

Y cydyacHoMmy iH(OpMAIiITHOMY CyCITiJIbCTBI MUTaHHs KibepOe3rekn 3aiiMae OiHe
3 KJIFOYOBHX MicIlb. PO3BUTOK CycCITiibcTBa Ta c(hopMOBaHi IIpaBoBi iHCTpyMeHTH 3abe3Iie-
4yIOTh peasizaiiio iHhopMaIiiiHIX IpaB i 000B I3KiB rPOMaJIsH, BUSHAYAIOTh CTYIIiHb
PO3BUTKY iH(opMalliiiHOi cdepu YKpainu, cTad iHpopMalliiiHOTO MPaBONOPS/IKY, PiBEHb
3abe3reyeHHsT TIPABOBOI OXOPOHU 1 3aXUCTY COIABHUX IIHHOCTEN. 3a YMOBH TiOPH/IH-
3arlii 3arpo3 HarfioHaTbHa Oe31eKa 3arajioM, 30KpeMa Kibepoesrieka, moTpedyoTh (hopmy-
BaHHs1 GE3MEKOBOTO KibGEPIIPOCTOPY Ta CUCTEMHOTO BIPOBAKEHHST BiIMOBIIHUX TIPABOBUX
incrpymenTiB [1]. OgHUM i3 KJIIOUOBMX Cy4aCHUX CBITOBUX TPEeH[iB KibGepOes3leku €
3abe3meueHHs KiGepCTiitkoCTi.

B ymoBax mupokomaciiTabHOro Bropruerss pd kibepoeseka € OHUM i3 KJIo-
4OBHUX eJIeMEeHTIB 060poHo3IaTHOCTI fepxkaBu. ChorojiHi KibepsiiiHa y posimasi. Pociiichki
XaKepu 3[IMCHIOITH IiJIecTIPSMOBaHi aTaku Ha OpraHU BJAaAM Ta iHOPACTPYKTYpPHIi
i IIPUEMCTBA JIJIST TOTO, 1100 3HU3UTH a0 TapasisyBaTH eKOHOMIYHY aKTUBHICTb IPO-
Ma/iu, HiABUIIIUTHU COLiaJIbHY HAIIPYTy Yepe3 BiJICYTHICTD abo HeCTa6iJIbHy p060Ty -
MPUEMCTB, sIKi 3a0€e311e4ytoTh poboTy KpuTH4HOi iHdpactpykrypu [2]. KisbkicTs Kibep-
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atak y 2022 porii Ha JIOTICTHKY, BilficbKOBi 00’€KTH, 6a3u JaHWX OPraHiB BJAJM Ta
indopmpecypcu Haroi gepxaBu B mopiBHsHHI 3 2021 poroM 36iibliuiacs Maiixe
BTpUdi; pd 3AiICHIOE TaKOXK CUCTEMHI KibepaTaku Ha TPAHCIOPTHY, MPOMUCJIOBY Ta
eHepretnyHy iHdpacTpykrypn Ykpainm. Dikcytorbes umcieHHi crpoOu BOPOKUX
KibepaTak I0/I0 HAIINX IPOMA/ISH, CIIaM-PO3CIIaHHs (DIIIMHTY, BUKpaeHHs iHdopMarlii
PO TIEPCOHAJIBHI JIaHi TPOMaJIsH, 30KpeMa BillchKOBOCIYKOOBIIIB Ta iHIINX Y0 €KTiB,
sIKi 3a0e311euyroTh HallioHaabHy Gesrexy Ta 000pony [3].

Y HATO paBno chopmyBasucst CUCTEMHI TTiAXOIN MO0 TIOCUJIEHHS CTIHKOCTI Ha
OCHOBI 3arobiratHst Kibepsarposam. Brucokuii piBeHb KiGepcTiikocTi 3a0e3edy€eThest y4acTio
ycix cy0’ekTiB cuctemu KibGepOesreku, (GoOpMyBaHHSIM HAMIHIX Ta ePEeKTUBHUX IHCTUTYIIIH,
CTPYKTY], areHIliil Ta Miciii, 110 cIpustioTh KibepbOesIelli Ta pearyioTh Ha KibepaTakii.

Hapasi, xapakrepusyoun TepMiH “CTiliKicTh”, BaXKJINBO 3a3HAYNTH, 1110 UAETHCS
PO BiAMOBiHUI cTaH 00’€KTa Ge3NeKn: KpUTHYHOT iH(pPaCTPYKTypPH, TIEBHOI CHCTEMHU,
cycmisberBa 3arasioM. Tak, Tepminosnoriunuii riocapii OOH gopmymioe Bu3HaueHHs
CTIKOCTI SIK 3IATHICTh CUCTEM, TPOMAJ] Ta CYCIiIbCTBA abCOPOYBATH 30BHIIITHI BILIUBU
Ta IMIBUAKO Bi[HOBJIIOBATH XapakTepucTuku (6a3oBy CTPYKTYypy i (byHKIIT), Tak i agar-
TUBHI MOKJUBOCTI, THYYKiCTh CUCTEMU B YMOBaX 3HAUHUX TpaHc(opmalliii, BILIUBIiB
30BHIITHBOTO cepenoBuina [4, ¢. 24]. Bogxouac Tepmin “crifikicTs” (aHriL, resilience)
€ JIOCTaTHbO BXKMBAHUM B aHTJIOMOBHUX KpaiHaX Ta XapaKTepU3YETHCH YCTAJIEHUMU
O3HaKaMU, fIKi (pOpMyIOTb HOro CIpUITHATTS Ha PiBHI MiXKHAPOJHUX HOPMATUBHO-
MIPABOBUX JJOKYMEHTIB 1 MPAKTUYHO iX 3HAUYE€HHS (POPMYE OCHOBY CIPUNHATTS “CTili-
KocTi” y cTparerivHnx Oe3meKoBUX JOKyMeHTax. Takok HeoOXiHIM 3aCTePEKEHHIM €
neBHa pobJsieMa iHTeprperalii TepMiny “cTiliKicTh” TIpU TepeKIai 3 aHIIiChKOI Ha
inmi MoBu. dk 3azmavators Timori IIpiop Ta Vonac Xarman, pisHOMaHITTSI CMUCIY
MOHATTS “CTIHKICT” MPU3BOANTH 10 TIPOOIEMU HOT0 YTOUHEHHS IS TUX, XTO (hOPMYE
JIepKaBHY TMOJTUKY [, c. 282].

[lxonaran /I:xo3zed 3 Besnwkoi bpurtanii 3a3nauae mpo “cTilikicTp” SK TIpO
HeostibepanbHy (OpMY AEP;KaBHOTO YIIPABJIiHHS, 3 HATOJIOCOM Ha 3aTHOCTI CYCITLIbCTBA
amanTyBaTucs 1o 3arpo3 [6]. Bomnouac /[>kepom Karan akieHTye Ha ToMy, 10 TePMiH
“CTIKICTB” CMCTEMHO BUKOPUCTOBYETHCS Y CTPATETiUHUX JOKYMEHTaX, € J0CTaTHbO
BKkUBaHuM cepen noJitTukiB y Crosyuenux Illtatax mogo murtanb Oe3meKu, 4acTo
BUTOJIONTYETHCS Y BUCTYTIAX MOJIITUIHUX [IisT49iB, a KoHTpecoM mporosiontytoThest “Mmicsiti
criiikocti” [7]. Hanpukman y Crpaterii Harionanpaoi Gesneku CIIIA (B pemakiii
2010 poky) Ge3rnocepesiHe BUKOPUCTAHHST TEPMiHY “CTiiiKicTh” 3/iiICHIOETHCS B KOH-
TeKcTi [8]: migBUIeHHS CTIMKOCTI Iep:KaBy Ta HAIliIOHAJTBHOI €EKOHOMIKH; TOTPUMaHHS
IIOCJIi/IOBHOTO TOJITUYHOTO KypCy KpaiHM Ha OCHOBi aMEpHMKAHCBKUX I[iHHOCTEN;
3/IaTHOCTi pearyBaTy Ha Ha/I3BUYAiiHi cUTYallii; 3MeHIIIeHHS] BPa3/IMBOCTI Ta ITi/IBUILIEHHS
cTifiKOCTI KpUTUYHOI iH(MPacTPyKTYpH; mpoTuzii rimobambHuM Bukaukam. A y Crpaterii
HarioHabHOI Oe3nekn Besmkoi Bpuranii CTifiKicTh BUKOPUCTOBYETHCS SIK OJIHA 3
KJIFOYOBHX YaCTUH 3a0e31eUeHHsI HalliOHAIbHOT Oe3MeKU: METOIO JAE€PKABHOI O THKH
y cdepi Harbesnekn BU3HAUYECHO PO30yL0BY 000POHH, CTIfIKOCTI Ta IMapTHEPCTBA, a B
II0/IAJILIIIOMY TEKCTi aKI[eHTOBAHO yBary Ha 3MillHeHHi BHYTPillIHbOI CTIIKOCTi y 1IpoO-
TUCTOSIHHI TJI06aJIbHUM BUKJIMKaM [9].

BiTunansani BYeHi TakoxX AOCTIKYIOTh 3a3HadeHi mutanHs, 30kpeMa bipiokos /1.C.,
BUJIJISIIOYM CYTHICHI O3HAKH, 3a3HaYaE, M0 “CTIMKICTD MOYKHA PO3IJISIATH SIK CYCIIiJIbHO-
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KYyJbTYpHUII (DEHOMEH, SKUI T0JIAra€ y CIPOMOKHOCTI CYyCHiJIbCTBA JOCATAaTH Ta B
HaJ3BUYAWHUX CUTYaIlisIX JAEMOHCTPYBATH BHMCOKHI piBeHb KyJIbTypu Oe3ie-
ku [10, c. 223]. Hapasi npukmaan repoismy i pilrydocTi yKpaiHCbKOTO CyCHiJIbCTBA Y
MIPOTUCTOSTHHI POCiChKill arpecii TakoK 3acBiluy€e PO BiANOBiAHUI piBeHb CTIHKOCTI
HaIol JiepsKaBW, B OCHOBi SKOi came colliambHul (peHoMeH, piBeHb CBioMOCTi Ta
KYJIbTYPH MEPEBakHOI OLIBIIOCTI YKPaiHChKUX IPOMAsH. A SIKIIO PO3TJISAATH “YK-
paiHChKi MaiilaHn”, Ha HaILy JYMKY, caMe CTiliKiCTb SIK CYCIIJIbHO-KYJIbTYPHUII (peHomMeH
chopMyBaa aKTHBHY IPOMAISTHCHKY TIO3HUILIO Ta 00'€Haa Joaeil 6e3 maTpuMKn
JlepsKaBU B3STH BiZIMOBIJaNbHICTD 3a cBOE MaiibyTHE Ha cebe. BoaHouac mocaigHuKy 3
Besukoi bpuranii, mocunaoynuch Ha aMepUKaHCbKY TIpecy, IMicJs TepaKTiB y KBiTHI
2003 poky B bocToni 3a3Hauanu 1nMpo xapakTepHi pycy MOBEIiHKYA TPOMAJISTH: CMiJINBI,
HIBU/IKO OPiEHTYBAJINCS, ITOKA3yBAIN IPUKJIA IIUPOTO TOBAPUCTBA, 3AJUIIAJINCA CII0-
KiTHUMU Ta JOTPUMYBAJUCS iIHCTPYKIIIH MPeICTAaBHUKIB MTPAaBOOXOPOHHUX OpraHiB [11,
c. 221].

BaxsmBuMm akiieHToM 110710 GOPMYBaHHS CTIHKOCTi € pO3yMiHHS TOTO, IO TTeBHA
HeraTUBHA TOJis, KA Peali3y€eTbcsl BiJIIIOBIIHOIO 3arpo3010, € HEMUHYY0l0. Takuit
MiIXij i BU3HaUYae 00’ EKTUBHOIO HEOOXiTHICTIO (hopmyBaHHS cucTeMu CTiIMKOCTI Ha OC-
HOBI 3ax0/1iB Oe311eKH, 10 T03BOJIATh BUCTOSATH Ta BiIHOBUTHCA. BogHOYac KaHAAChKI
(daxiBIli BKas3yloTh Ha JOIMYCTUMICTh 30ypeHb Ta BiZIMOB, SKi HEOOXiZHO 3a3/asierib
BU3HAYNTH | BCTAHOBUTH PiBeHb HacTiKiB [12, c. 13]. Tob6To, Ik 3a3HAUAIOTh aBTOPH
6esmexoBoro miamory [13, c. 4], kmouoBuM € Te, Mo Ge3meka cyd €KTa 3aJI€KUTh He
TiJIBKM Bi/l XapakTepy U piBHS 3arpo3y Ta MOro ypasJuBOCTI /10 3arpo3H, a i BiJ BJa-
CTHBOCTEH camoro cy0’ekra — fioro “criiikocTi” 10 TOiii.

Posymifoun BaKIMBiCTh TAKMX BIHCHOBKIB, CYTHICTh 3pO0JIEHNX aKIIEHTIiB, TEPMiH
“cTilikicTp” € He TpocTUM (POPMATHHUM KOHTEKCTHUM BUKOPUCTAHHIM Mi’KHAPOTHUMU
opraHizallisiMu, a Cy4acHOI HOBAI[€T0 111010 Po30y10BU Teopii be3reku, (hopMyBaHHS
6e31eKOBUX KOHIIETIIIN Ta CTPaTeriii, a TAKOK Ma€ KII0Y0Be PUKJIA/IHE 3HAYCHHST TIPU
peaJtisaltii [epKaBHOI OJITUKA CTOCOBHO 0e31eKOBOr0 cepenosunia. He BunsiTkom, a
OJIHI€IO i3 KJIFOYOBMX CHOTO/HI B CHCTEMi HAITIOHAIbHOT GEe3MeKH, came Moo (hOPMyBaHHST
“crifikocti”, € i kibepOesmeka.

Ha nouatkoBomy etarti icuyBanust HATO criiikicTs peasizoByBasiach 3araJibHUM
CYTHICHUM IIi/IXO/IOM caMe II10JI0 MOKJIMBOCTI BUTPUMYBATU HEOUYiKyBaHi BiliCbKOBi
yAapu, 10 3akpimoBasocsd [liBHiYHOATIAHTUYHUM JJOTOBOPOM Ta 3aCTOCYBaHHAM
HPUHITAITY KOJEKTUBHOI o6oponu. Tak, y cT. 3 3a3Hav4anocs, mo s 3a0e3medeHHst
edeKkTUBHIINOI peastizartii 1izieit /loroBopy kpainu-dienu, Aifoun OKPeMO Ui KOJIEKTUBHO,
HIJISIXOM TOCTifHOTO Ta e(PeKTUBHOTO BIOCKOHAJIEHHS BJACHUX MOKJIMBOCTEI Ta B3ae-
MOJIOIIOMOI'H ITi/ITPUMYBAaTUMYTh i PO3BUBATUMYTh CBOIO iHAMBilyaJbHy Ta KOJEKTUBHY
3IATHICTH TPOTUCTOATH 30poitHoMy Hamay [14]. Ase cydacHi TiX0au MPSIMO BU3HA-
YaloTbh CTIHKICTh OJIHUM i3 KJIFOYOBUX HAIIPSIMIiB.

3a cyyacHUX 0e3MeKOBUX YMOB aKTyaslbHiCTh 3a0e3nieuerss criitkocti B HATO
3HAYHO 3POCJIa Ta BCE YACTIIIIe PO3TISAIAETHCS STK OKPEMUM HAIIPSIM [TiSTBHOCTI AJTbSTHCY.
[TocuTiorouH 110 CKJIA0BY, CIIOYATKY TIPUHITUIT KOJIEKTUBHOT 000pOHM GYJI0 TOTTOBHEHO
PO36YI0BOIO CIIPOMOKHOCTEI KPH30BOTO MEHEIKMEHTY Ta PO3BUTKOM CITiBPOOITHUI[TBA
3a HarpsimoM Gesrieku [15]. Aste anexcist Kpumy pd y Bepecti 2014 poky chopmysasa
HOBi BUKJIUKK B TJI00aJIbHOMY GE3MIEKOBOMY CEPEOBHIIL, 1[0 MTOTPeOyBaIo yIIPOBajI-
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JKeHHSI HOBUX TiJIXO/iB Y CTpaTerivHOMY Ta OllepalliiHOMY IJIaHyBaHHi i BU3HAYEHHI
saBianb. Kk pesyabrar, 6yao sarBepmxero “Ilman xiit HATO momxo 3abesneyeHHs
rotoBHocTi” [16], akuit xoua i He peaJsizyBaB Iile TPSIMO KOHIIETI[il0 CTiHKOCTI, Bce K
3MiCTOBHO HabGJU3WB Tieil TPOIleC, OCKIIbKK TependavaB: MOCUIEHHS OOOPOHHUX
CITIPOMOKHOCTEM, ITiIBUIIIEHHS MOOLJIBHOCTI Ta OIePAaTUBHOCTI, MOJIMIIEHHA CITiBITPaIli
i KoopJMHAaIlil Mixk CTpyKTypaMu AJIbsSIHCY, BiAINPAIIOBAaHHA 3aXO/[iB aHTUKPU30BOTO
VIIpaBJIiHHS, TOCUJIEHHS CITPOMOXKHOCTEH OTPUMaHHS PO3BiyBaIbHOI iH(opMaltii ToIro.

BesmocepenHbo crilikicTh Oysia peanizoBaHa y HOpMaTuBHUX gokyMeHTax HATO
y yepBHi 2016 p. Ha 3ycTpivi MiHicTpiB 06opoHn kpain-unenis HATO 3 npuitHaTTsIM
BijinoBiHUX KepiBHUX TMTPUHITUIIIB. Ix amicT [IPAMO BU3HAYaB KJIIOYOBI HAIIPAMU 3a-
GesreyeH s CTIKOCTi:

rapaHTOBaHa Ji€BICTh YPsIAY | KPUTHUYHO BaKJIUBUX YPSIIOBUX CITYKO;

cTilike TTOCTayaHHS eHeprii;

3/1aTHICTh e(heKTUBHO BUPINITYBaTH CUTYAILIO 3 HEKOHTPOJIBOBAHUM TT€PEMillleHHS
JII0NEeN;

CTiMKi JpKepeJia MPOJYKTIB i BOJU;

3MATHICTD BIIOPATHUCS 3 MPOOJEMOIO 3HAYHKX JIIOJCHKUX BTPAT;

CTiliKi TIUBiJIbHI CHCTEMU 3B’SI3KY;

cTiiiki TparcmoptHi cucremu (st motpe6b HATO) [17].

Ha 11p0My 3K eTarli yIpoBaIKyiOoThCsI HOBI HAITPSIMU Ta 3aXO/K PO30YI0BU CTIHKOCTI
y kibeprmpocropi [18]:

CTBOpEHI KOMaH/M KibeppearyBaHHST,

mignucano MeMopaHyM PO MOPO3yMiHHS MiX AJIbSIHCOM i OKpeMuMu HOTOo
KpalHaMU-YJIeHaMU 111010 3a0e3MeyeHHs 3aXUIeHUX TiIKII0YeHb [T 06MiHy indop-
Malli€to i BperyJoBaHHda KPU3;

IlenTp mepenoBoro nocsiny 3 Kibepsaxucty HATO akTuBi3yBaB MisIbHICTD y Ha-
MPSIMKY PO3BUTKY CIIEI[iaJIbHUX MOKJIUBOCTEN MO0 MPOTU/IIT IIKiVIMBUM ITPOrpamMam
Ta MATroToBKU (haxiBIliB BifINOBIHOTO PiBHS;

HAJIATOJIKYEThCA CITIBIIPAIlsd MixK AJTbSTHCOM i MAaJTUMU Ta CepeHIMU KOMITaHisSIMU-
PO3POOHMKAMU KiOepTEeXHOJIOTIH, Ki yacTo HailbiibIn iHHOBaIlilHI B 1ill cdepi;

y xozi camity HATO y Bapmiasi OyB mignucanuii JOKyMeHT Miji HazBoto “30060-
B’sI3aHHS MO0 Kibep3axucTy”, 3TiHO 3 AKUM KpaiHU-4IeHNn AJIbSHCY ITiATBEpIUIN
KypC Ha PO3BUTOK CHJI i 3aC00iB 3 METOIO 3MII[HEHHS 3aTaIbHOI CTIHKOCTI OpraHisariii;

y kpainax-uireHax HATO npuiiasari HarioHasbHi crparerii KibepOe3mneku i BHeceHi
3MiHU /IO 3aKOHO/IAaBCTBA IIO/I0 3JI0YMHIB IIPOTHU Hel.

I3 ypaxyBanusm crerudiku ribpuanoi Bitiiun HATO BusHauae HapsiMU MO0
MOCUJIEHHS CTIIIKOCTI y MIPOTUCTOSIHHI KiGep3arpo3am:

IIMPOKe BTiIeHHs Kibep3axucTy B omnepaiiii i micii HATO, migBuineHus crarycy
BHECKIB KpaiH-4JIeHiB AJIbSTHCY y Kibep3aXucT 3 MOMOMIKHOTO 10 OiJIbIll caMOCTiii-
HOTO;

PO3BUTOK cuil i 3acobiB kibepsaxucty cepen wieHiB HATO, 06MiH 10CBizoM Mix
yjeHaMUu AJIbIHCY 3 BUKOPUCTAHHSAM (DOpMabHUX i HepOpMaJbHUX KaHAJiB (BKJIIO-
gaouu mpoiec 060porHOTO ManyBants B HATO);

yiTKe BU3HAUEHHS MiKHAPO/HOI posi AJbsHCY Y HMiATPUMILL Bi/IlIOBia/ibHOT T10-
BEJliHKHU JiepKaBK B KiGeprnpocTopi i 3axoiB 3 po30ymoBu H0Bipu B Kibepcdepi;
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0OMiH PO3BiyBaJbHUMHI JaHUMU Ta iH(OPMAITEO PO cTaH crpaB y Kibepcdepi
gk Mix wireHamu HATO, Tak i 3 iHmmMu MixKHapOJAHUMHU OpTraHi3allisiMu;

HaJIaro/IKeHHs CIiBIIpalli Ha OCHOBiI B3aeMHOTrO JonoBHeHHs 3 llentpom €C 3
60poThOU 3 KibepaaounHaMu, OCOOTMBO ¥ CBITJIi TIOPUAHOT BiitHN Ta KOHMJIKTIB ¥ Ci-
pux 3oHax [18].

Hocsix HATO y po36yn0Bi KOHIENTY CTIHKOCTI € HA/[3BUYATHO BasKJIUBUM i 1151
Ykpainu. [lepin 3a Bce, peasizaitisi CTiiKOCTi /iep;kaBu Ta CYCIIiJIbCTBA CTOCYETCS ce-
p¥ HalioHa/lbHOI Ge3reku, Mo Tepeadadac po3OyOBY Ha HOBUX 3acajiaX, 3 PUCAMU
cTiliKOI crcremu, cekTopy 6Gesrneku i oboponn. Hacamrepes 1ie cToCy€eThest:

GesrepebiitHoro (hyHKI[OHYBaHHS Y HOpMaIbHOMY (IITaTHOMY ) PESKUMI, aIalTaliio
70 YMOB, 1[0 3MiHIOIOTHCS;

371aTHOCTI BUTPUMYyBaTU HEOUIKYBaHi yaapu;

BiJHOBJIEHHST TICJIsI PYWHIBHUX HACJIAKIB SBUIN/miit Oyab-sKOI TPUPOIN 10
GaskaHol piBHOBAru 3a yMOBU 30epekeHHs Oe31epepBHOCTI mpolecy yipasiinasg [19].

HopMmartusHo-1ipaBoBe 3abesedeHHs peaisallii KOHIENTYy CTIHKOCTI B YKpaiHu
chopmyBasiocst smiine 3a octanfi poku. CTpaterist HallioHAJIBHOI Oe3rekn YKpaiHu
2015 poxy 11eii TepMiH BUKOPUCTOBYE JIHIIE Y KOHTEKCTI TTiIBUIIIEHHS CTIHKOCTI HaIlio-
HAJTbHOI €eKOHOMIKHY JI0 HeTaTUBHUX 30BHINTHIX BINBIB [20] i MOHATIITHOrO BU3HAYEHHS
3MiCTy 3a3HaueHOro TepMiHy B3arajii He MicTuTbh. Bognouac nactynna 2020 poky
Crparerig HamioHanpHOiI Gesrmekn Yipainu: “BE3INEKA JIIOJVHI — BE3IIEKA
KPATHW” xmo4oBrMY 3acafiaMil BU3HAYA€ CTPUMYBAHHS, CTilKicTh Ta B3aemoziio [21].
A'y cr. 47 nipsamo 3a3HavaeThes: “YKpaiHa 3apoBaINTh HAIlIOHATIBHY CUCTEMY CTiHKOCTi
15t 3ab€e31eYeHHsT BUCOKOTO PiBHSI TOTOBHOCTI CyCITIJIbCTBA i JIEP/KABH 10 PearyBaHHs
Ha IMUPOKUH criekTp 3arpos...”. I1lo Gyme pearizoByBaTHCS IIISIXOM:

OI[iIHKM PU3MKIiB, CBOEYACHOI ifieHTUdiKallii 3arpo3 i BU3HAYEHHSI BPa3JMBOC-
Tell;

eeKTUBHOTO CTPATErivHOTO TJIAHYBAHHS i KPU30BOTO MEHE/KMEHTY;

JI€BOI KOOpAMHAIIIO Ta 4iTKOI B3a€MO/ii opranis cekropy Oesnexu i 060poHHu,
HIIX JIepsKaBHIX OpPraHiB, TEPUTOPIaTbHIX rpoMa/l, Oi3HeCy, IPOMAISTHCHKOTO CYCIIiIb-
CTBA 1 HaceJIEeHHA Y 3arobiranHi pearyBaHHi Ha 3arpo3u Ta IO/I0JIaHHI HACIAKIB Ha/l-
3BUYANHUX CUTYAIlilf;

HOIMIMPEHHsT HeOOXiTHMX 3HAHb i HABMYOK y IIiii cepi;

HAJIATO/IKEHHS Ta MiITPUMaHHS HAJ[IMHUX KaHAJB KOMYHiKallii Jiep>KaBHUX OpraHiB
i3 HaceJleHHSAM Ha BCiil TepuTOopii YKpaiHu.

YV 3aKJIIOYHMX MOJIOKEHHSIX 3a3HAYAETHCS, 1[0 BOHA € OCHOBOIO JIJIST PO3POOJIEHHS
rajgy3eBUX CTpaTeTiii, 30KkpeMa KibepOe3rnekn YKpainu, sika i OyJia BBeJleHa B Iif0 BiJl-
noBiguuM Yka3om [Ipesunenta Ykpainu y Tpasui 2021 poky [22]. B ocranaboMy po3-
nini “Bumipu yenixy (MeTpuku)” 3a3Ha4a€eThCs, 110 3a pe3yJibratamu peadizaitii Ctpa-
Terii YkpaiHa 3a6€311e4nTh:

CTIMKiCTh 10 KiGep3arpos, MmiABUINKUBIIN 3JaTHICTD JepKaBHUX OpraHis, OizHecy
i rpomazisiH 3axuinatu cebe Ta pearyBatu Ha Kibepsarposu;

CIIPOMOJKHICTD /10 e(beKTUBHOI MPOTH/Iil HEAPYKHIM [isiM y KibGeprpocTopi...;

PO3BUTOK KaJPOBOTO MOTEHINATY Ta iHHOBAIITHOTO PUHKY KibGepOe3IeKHL....

Orxe, criiikicTh 70 KibGep3arpos Crparericio HallioHAAbHOI Oe3lexku YKpainu
BU3HAYAETHCA OJHUM i3 TOJIOBHUX NPIOPUTETIB 1i peasisairii.
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TakuM 4MHOM, B yMOBaX Cy4YaCHUX BUKJIMKIB 3a0e3redeHHsT KiGepCTiiikocTi €
CYCIIIbHO-KYIbTYPHUM (PeHOMEHOM, IO PEATIBYETHCS Yepe3 CKIAIMHINA OaraTOBIMIpHUIT
KOHIIEIIT, Y SIKOMY KJIIOUOBi cy0’exTi KibepOe3neKu oHOYacHO € i 06’ektamu. Brucokuii
piBeHb KibGepCTIKOCTi 3a0€31MeUy€EThCsT YIacTio yCix cyd €KTiB cuctemMu KibepOesmexu,
bopmyBaHHAM HaiHHKUX Ta e(PeKTUBHUX iIHCTUTYILiNA, CTPYKTYP, areHIlill Ta Micili, 1110
CpuAIOTh KibepOesreri ta pearyiorh Ha Kibepataku. To6To po3OymoBa aep:KaBHO-
MPUBATHOTO HapPTHEPCTBA Ta HEOOXiAHOI KyJAbTypHu y cyb6’ekTiB 3abe3medyeHHs
KiGepOeseky pakTUIHO (POPMYE MEPeyMOBH CTIHKOCTI CyCIIbCTBA Y KiGEepIPOCTOPi.
Boxrouac kiGepbesiieka He 0600B’sI3KOBO 3a/IeKUTh BiJl XapaKTepy YK PiBHs Kibep3arposw,
ocobsmBO B yMoBax BiitHu. Kibepbesmeka, 1o po30ymaoBy€EThCsl Ha OCHOBI (hOpMyBaHHS
CHCTEMHU CTIHKOCTI i3 ypaxyBaHHSM 3[aTHOCTI cy0’€KTiB KibepOe3meKku pOTHCTOSATH
3arposaM, HaBiTb 32 YMOBHU I1€BHOI YPa3JIUBOCTI, ajie 3 BiJINIOBIIHUMU XapAKTEePUCTUKAMU
CIIPOMOZKHOCTI HAI[IOHAJIBHOI CHUCTeMU 3a0e311edeH s KibepOeseKn, 03B0JISIE BUCTOATI
Ta BiJ[HOBUTHCS B YMOBax Kibepartak i KiGep3/I04mHiB.
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The article highlights the recent increased intensity of cyber attacks on logistics,
military facilities, government databases and our country’s information resources by
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the aggressor. It is noted that the intensity of cyberattacks on logistics, military
facilities, government databases and information resources of our country by the
aggressor has recently increased.

Methodologically, attention is focused on understanding the phenomenon of
resilience. It is noted that scientists consider resilience as a socio-cultural phenomenon,
which consists in the ability of society to achieve and demonstrate a high level of
security culture in emergency situations. The general concept of resilience is an
approach that considers the inevitability of a certain negative event, which is realized
by a relevant threat and the objective need to form a resilience system based on
security measures that will allow for survival and recovery.

The authors note that the term “resilience” is widely used in English-speaking
countries and is characterised by well-established features, shaping its perception at
the level of international legal instruments as well as its practical use in strategic
security acts. In particular, the national security strategies of the United States and
the United Kingdom are analyzed. The author points out the reservations regarding
the interpretation of the term “resilience” when translated from English into other
languages.

Attention is focused on the issues that form a clear picture of the resilience of
society in the development of the cybersecurity system.

The evolutionary path of formation of the institution of resilience in NATO is
analyzed. The article summarises that the national regulatory framework for
cybersecurity, which in a short time has gone from completely ignoring resilience in
cybersecurity to fully forming a legal framework, defining and regulating the processes
of building cyber resilience in Ukraine.

Based on the analysis, the study concludes that a high level of cyber resilience
is ensured by the participation of all actors in the cybersecurity system, the formation
of reliable and effective institutions, structures, agencies and missions that promote
cybersecurity and respond to cyber attacks.

Keywords: cybersecurity, resilience, cyber threat, cyber resilience, vulnerability,
ability, recovery.
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