3HIDKCHHS MaM'siTi, yBaru, KMITJIMBOCTI, TiJBHUINEHA JPATiBIUBICTb,
OpexINBICTh, BIACYTHICTh BUTPUMKH 1 3JATHOCTI IO TiSUTBHOCTI, 110
BHMAarae BOJBOBOi i po3ymMoBoi Hampyru. B Oinmbiiocti BuUMankis
CITO’KMBAYi HapKOTHKIB, HapKOMaHH, PO3yMIIOTh CBOIO
HETMOBHOIIHHICTb, 110 MOPO/PKYE Y HUX HEOOIPYHTOBaHY 3JIiCTh Ha
HaHOMMKYe OTOYCHHS 1 OaKaHHS 3allydaTH /0 BXKUTKY HApKOTHKIB
CBOIX 3HAMOMUX 1 poAWYIB. 3alliKaBJICHICTh J0 BKUTKY HAPKOTHKIB
BEIIMKOi KIUIBKOCTI OCi0 ITOSICHIOETHCS TaKOX  PO3MIUPECHHIM
MOXUTHBOCTEH TTPUAOATH HAPKOTHYHI 3aCO0H 3 HOBHUX JKepe.

MoxHa Tako) BHIUIMTH JIBAa OCHOBHHX MOTHBH 3JIOUHMHIB,
MOB’sI3aHUX 3 HE3aKOHHWM O00IroM HApKOTHKiB: 1) mparHeHHS [0
30araueHHs; 2) mHparHeHHs 3a0e3neynTu ceOe HApKOTHKAMH IS
BJIACHOTO CIIOKMBaHHSI.

Ha tenepimmniii yac, oco0a 3JI0YMHIS 3a3HAYEHOTO 3JIOYHHY
MOXKE XapaKTepu3yBaTHCs psaoM BigmiHHOCTed. Lls ocoba B3arami
MOX€ HE BKMBAaTH HAPKOTHUYHI 3acO0M, HE MAaTH KOJHOIO
BiJIHOIIIEHHS J0 iX BUTOTOBJICHHS, aji¢ MaTepiajibHO 3a0e3MeuyBaTh
11e MICIIe UM 3aJTy4aTH KII€HTIB 10 HhOTO. ToMy BKazyBaTH Ha 0CO0Y
3JI0YMHIIS, MAalO4Yd Ha yBa3l «HAPKOCMOXKHBAIOUY» JIIOAWHY, HE
BapTo, 00 116 MOXKE CTATH BEIUKOK TOMIIKOK MPH PO3CIiayBaHHI
JTAHOTO 3JI0YHHY.

AKTHBHA TIPOTHIiS HAPKOMaHIi CTalla OJTHUM 13 CTpaTeTiyHUX
HaTpPSMKIB JIisUTBHOCTI OpraHiB BHYTPIIIHIX CIpPaB 1 PO3MIISAA€THCS
SK CYTTE€BHH  UYMHHMK cTalinizamii 3araibHOi KPHUMiHOTEHHOI
CUTYaIlil AepKaBi.

HE3AKOHHA TOPT'IBJIA JIIOAbMMU B IHTEPHETI
Illegal Human Trafficking in the Internet

Kypcant 3-ro xypcy Konapartenko B.B.
HaykoBuii  kepiBHMK: BHKIaAa4 Kadeapu I1HO3EMHHX MOB
I'pedinb-Kpymeasannbska H.1O.

Trafficking in human beings is a major concern for the
global community. The introduction, growth, and utilisation of
information and communication technologies (ICTs) have been

163



accompanied by an increase in illegal exploitation and abuse of
technology for criminal activities. With respect to cyberspace, the
Internet is increasingly used as a tool and medium by transnational
organised crime. Human trafficking is an obvious form of organised
crime that has been affected by the global revolution in ICT. This
form of illegal trafficking is not exclusive to sexual exploitation with
respect to women or children trafficking but also covers indentured
servitude and child labour. This new form of slavery violates
fundamental and basic human rights and freedoms, and transcends
national boundaries and territories to negatively impact on numerous
countries across the globe. It is estimated that over 900,000 people
are being trafficked every year.

Although new techniques are constantly being implemented
and regulations being adopted to combat and eradicate diverse forms
of human trafficking, yet ICTs are also providing new means and
tools that facilitate human trafficking, especially for sexual
exploitation. On such a basis, these new forms of organised crime
present new challenges to lawmakers, law enforcement agencies, and
transnational human rights organisations. This necessitates the
existence of an effective supra-national as well as domestic
mechanisms that monitor the utilisation of ICT for criminal activities
and uphold essential human rights and freedoms.

The use of ICTs in trafficking in human beings involves the
utilisation of computers and / or networks. However, as sophisticated
as technology had become and as fascinating as the science of
artificial intelligence (Al) might be, we are not yet at the point where
computers can-by themselves-engage in criminal activity. The
machines are wonderfully compliant and totally amoral. Trafficking
in human beings by the use of ICTs always involves at least one
human being who plans, prepares, and initiates the criminal act.

Victims include: men, women and children, although most
agree that women and children are more often victims of trafficking.
Generally, traffickers prey on those most vulnerable: people who are
very poor, who have disabilities, the very young or old, people who
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have low literacy skills and educational levels, or people who cannot
speak English.

The world’s transition into an information society is being
marked by profound developments in all aspects of human life: in
work, education and leisure, in government, industry and trade. The
new information and communication technologies are having a
revolutionary and fundamental impact on our economies and
societies. The success of the information society is important for
developing, competitiveness and employment opportunities, and has
far- reaching economic, social and legal implications. Nevertheless,
the exploitation of ICTs for criminal activities is a Sid effect. These
criminal activities may take a large variety of forms and may cross
many borders.

In fact, various kinds of technology means can be used for
the purpose of sexual exploitation - either by individuals for their
own private use or by persons or groups using the Internet as a
commercial tool, to promote and sell images or services. Technical
aspects are crucial for the development of sites which exploit all the
technical possibilities of the Internet. The main techniques that are
used worldwide involve: Mainstream Communications, Scanners and
Video Digitizers, The Digital Video Disk (DVD), The Internet
Applications and Services.

On a different note, the globalisation of technology and the
revolutionary advancement of ICTs have impacted on criminal
activity, especially human trafficking for the purpose of sexual
exploitation. Mainstream communications, video digitizers, Internet
applications and services, and software and file transfer protocols are
amongst the tools utilized by traffickers to commit their crime and
promote their services. The increasing proliferation in usage of
technology assisted criminal activity and trafficking merits further
attention from the global community by enacting the necessary
legislative provisions and implementing effective technological and
enforcement tools that reduce ICT-facilitated criminal activities.
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CJIYXBOBA OCOBA K CYB’EKT 3JIOYUHY

Kypcant 206 HapuansHa rpyna KopoJsienko B.C.
HaykoBwii KepiBHHK: JOIEHT Kadeapu KpUMiHAIHHOTO IIpaBa,
kanpauaat opuanunux Hayk Hlapmap O.M.

CporoziHi B yMOBaX CHCTEMAaTHYHOTO pedOpMyBaHHSI HOPM
KK, siki perinaMeHTyroTh KpUMIHAJIBHY BiAMOBIAIBHICTD CITy’)KOOBUX
0ci0 € JOBOJNI aKTyaJbHUM Y 3B’SI3Ky 3 paTUQIKallielo HU3KA
MDKHApPOJHUX HOPMAaTHUBHO-TIPABOBUX aKTiB.
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O.M. Kpyrmos, [A.I. Kpymko, M.J. Jlucos, B.C. Jlykomchkmii,

166


http://www.pircenter.org/data/publications/info_sec.pdf

