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m Abstract. The effective functioning of any modern state and its ability to fulfil its assigned tasks are
contingent upon the implementation of appropriate organisational and legal mechanisms for its activities.
In the 21% century, the tasks of the state, the directions of its influence on societal relations, and its primary
and ancillary functions are undergoing transformation, necessitating urgent theoretical comprehension of the
inherent functions of the state. The purpose of the study is to analyse the instrumental characteristics of the
legislative process as a crucial aspect of state activity. To examine the instrumental characteristics of law-
making in the aspect of functionalism of the modern state, separate methods of scientific search were used,
namely: dialectical, functional analysis, comparison, historical and legal, formal-logical, formal-legal, and
system-structural. The obtained results emphasise that the transformation of the state’s tasks and its impact on
society are consequences of its role as a social phenomenon, primarily responsible for ensuring the integrity
and stable development of society. It is established that the effectiveness of any state depends on a complex
set of factors, with a correct determination of tasks, methods, and means being paramount for achieving the
objectives faced at specific stages of its development. Consequently, state functions are an immanent dynamic
characteristic closely linked with the activities of state authorities, especially legislative bodies. The creation
of legal norms, compared to other forms of state activity, always aims to regulate specific areas of societal
relations, which in turn constitute the essence of the state’s political, economic, informational, and other
functions. It is pertinent to understand legislation law-making as a legal form of ensuring the realisation of
state functions. Such a conceptual approach enables authorised subjects of state power to identify, legitimise,
and influence the directions through which the state intervenes in specific spheres of societal relations,
adjusting their essence and content
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= Introduction

Given the exceptional circumstances (martial law)
and the intensification of integration processes in
Europe against the backdrop of the war in Ukraine,
the problem of transforming the content of individ-
ual state tasks related to legal influence, legal regu-
lation, legislation law-making, and the effectiveness
of such activities has become particularly relevant.
Globalisation and integration processes that have
taken place in the world since the mid-20% century,
particularly the formation of various intergovern-
mental associations and transnational corporations,
have altered traditional perceptions of the state and
its purpose in society. This includes its fundamental
properties and characteristics, necessitating the mod-
ernisation of the corresponding doctrine.

According to G. Hrystova (2018), the sphere of
legal regulation involves the authority of state power
bodies to substantiate the use of all available means
and take appropriate measures sufficient to ensure,
implement, and protect rights; under any conditions,
it aims to transform the values of law into regula-
tions, thus preserving the inherent value of the law.
The value of law, as a product of legislation law-mak-
ing, originates from the state’s values, while its emer-
gence, as stated by V. Topchiy et al. (2022), results
from the will of the state and the functioning of state
power directed toward ensuring legal order in soci-
ety. N. Chirakitnimit et al. (2022) affirm that state
power is a significant factor in solving problems re-
lated to changes or reforms.

Given the constant geopolitical transformations
in the modern world, the significance of the results
of legislative activities of international law entities
and the value potential of international regulation for
the global community and individual states cannot be
overlooked. Recently, the legal values of the European
community have gained particular importance for the
essence and content of legislative activities in Ukraine.
These values are transmitted into national legislation
and serve as influential tools in the struggle for free-
dom, democracy, human and national dignity, and the
defence of Ukraine’s respect as a sovereign and inde-
pendent state. N. Kaminska (2022) argues that, thus,
as a result of law-making and corresponding legal real-
isation, Ukrainian legal values are acculturated with-
in the framework of Ukraine’s European integration.

The issues related to state functions, their es-
sence, content, classification, forms of realisation,
and the differentiation of the concept of state func-
tions from the functions of state bodies are still the
subject of discussion. However, there are not many
comprehensive theoretical monographs on this issue.
In particular, these are just a few papers worth pay-
ing attention to over the past two decades.

The purpose of the study by V.P. Plavych (2017)
is a theoretical-methodological and philosophical-

Scientific Journal of the National Academy of Internal Affairs, 28(3)

legal analysis of legislation law-making. Among the
fundamental works in the field of law formation and
legislative activities, T.O. Didych’s (2017) study fo-
cuses on the theoretical-legal and practical founda-
tions of law formation in Ukraine, emphasising the
analytical development and theoretical justification
of a communicative-institutional approach to its
understanding. Despite these studies, there are not
enough papers in the scientific discourse devoted to
a thorough analysis of the phenomenon of legislative
activities as one of the functional characteristics of a
democratic modern state. The complexity and con-
troversial nature of this issue require clarification of
the instrumental properties of legislative activities as
one of the areas of state activity, which is directly the
purpose of the study.

Given that the methodology of science is primari-
ly understood as the doctrine of scientific methods of
cognition or a system of scientific principles underly-
ing the research and justifying the choice of means,
techniques, and methods of cognition (Kolodiy &
Kolodiy, 2021), the methodological principles of in-
vestigating ontological characteristics of legislative
activities in the context of functionalism of the mod-
ern state became a complex of principles, general
scientific, and special methods of cognition. These
methods include comprehensive study, dialectical,
hermeneutic, formal-logical, comparative, structur-
al-functional, and classification methods, etc.

The analysis of the functions of the state and leg-
islation law-making, as one of its forms of activity,
was conducted through philosophical categories such
as essence, content, form, structure, and others. The
application of the dialectical method allowed defin-
ing the basic properties of the state’s functions and
legislation as phenomena of social reality and legal
categories that develop, interrelate, and interact. The
use of the structural-functional method investigated
the content of legislation law-making and the func-
tions of the state, their conditioning, and purpose.
The comparative method enabled the comparison of
concepts such as “goal”, “task”, “role”, “purpose” and
“function” of the state. The method of classification
allowed the systematic categorisation of criteria for
dividing state functions, revealing their features.

m Functions of the State: Essence,
Content, and Forms of Implementation

In modern science, the concept of “function” is used
in various meanings, such as “task”, “role”, “pur-
pose”, “meaning”, “goal” and others. This diversity
requires clarification. Therefore, a thorough analy-
sis of the functions of the state phenomenon, their
content, classification, forms of implementation, and
differentiation from the functions of state bodies is

necessary. It is crucial to note that the conceptual
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framework of the theory of functions, in general, and
the theory of state functions in domestic legal sci-
ence, was formed in the mid-60s of the 20% century.
According to this concept, the state arises from the
struggle between antagonistic classes and thus has
a class nature. Consequently, its essence, tasks, and
purpose in society were defined through the areas
of state activity. Nevertheless, the general social di-
mension of the state was not considered. Such an
approach in the prism of modern political and legal
reality requires development.

Modern researchers, in particular I.I. Tkachen-
ko (2020), define the functions of the state through
the concept of activity, enriching it with various char-
acteristic features. They emphasise the continuity of
state activity in specific spheres, which is objectively
determined by societal development and the activity
that serves as a means to accomplish the state’s tasks
and the regularities of its organisation, reflecting its
essence and possibilities on the international stage.
Therefore, the functions of the modern state are un-
derstood as institutionalised and normatively formal-
ised areas of state activity in key areas of societal life
(economic, social, legal, foreign policy, cultural, eco-
logical, etc.). These are fundamental spheres of so-
cial relations, which, due to their objective needs, are
mediated by specific functions, determining societal
functions that are socially significant and defining.
The state, as a complex organised social system with
internal and external dimensions, accomplishes its
tasks by engaging in activities in these dimensions.

The functions of the state are predominantly
analysed within a praxeological approach by em-
phasising the activity aspect of its essential man-
ifestation (Loshchikhin, 2016). Activity is a form
of communicative interaction that serves as a tool
for organising state power. The transformation of
state-citizen relations lies in improving communica-
tion through normative and institutional principles,
promoting stable interaction to solve common tasks.
Contemporary legislation law-making represents a
communicative and institutional model of interac-
tion emerging from this process (Dzyavelyuk, 2016;
Bobrovnik et al., 2019).

When defining the functions of the state, the
state’s objective as a societal institution holds para-
mount importance because the functions of the state
serve as its means and capabilities to achieve this ob-
jective. Similar to the objective of any societal phe-
nomenon, the objective of the state contains, in its
ideal form, the result that can be achieved through its
functions. In addition to the goal, the concept of the
“tasks of the state” is included in understanding the
term “functions of the state” as a complex phenome-
non. Currently, a common approach in legal science
involves differentiating between the state’s activities
as tasks and functions. It is asserted that these are

n

interconnected yet distinct concepts. Accordingly, the
“tasks of the state” are interpreted as the spheres of
societal relations that require state intervention and
the realisation of its objective, while the “functions
of the state” are defined as specific directions of its
activity ensuring the achievement of the state’s tasks.
Considering the systemic nature of societal relations,
the functions of the state should also be viewed as
the subject of systemic analysis, allowing the deter-
mination of the state’s activity, the purpose of which
is to regulate societal relations through managerial
influence, ensuring their stability and development
(Melnychuk, 2018).

The tasks of the state serve as the external (de-
fining) factor regarding the state’s functions. They
facilitate their realisation. Thus, the tasks of the state
are the means to achieve the ultimate or existing
objective of the state, which is to be accomplished
independently or with the assistance of other public
authorities. In the plane of the functions of the state,
there is also the question of their importance, i.e.,
the objective necessity in the development of social
relations, about the scope of their action. Thus, the
concept of the functions of the state has a complex
elemental meaning because it includes the purpose
of the state in society, the nature and spheres of in-
fluence on social relations. This connection is a direct
factor influencing the formation and development of
the state’s functions at any historical stage and under
any legal regimes. In addition, this influence is mutu-
al. That is, the main areas of state influence on pub-
lic relations always occur in accordance with their
social purpose or role. Considering this, the social
purpose of the state characterises its role in different
historical periods and in the future; the focus is on
ensuring the implementation of socio-economic and
political reforms, and so on.

Furthermore, the priority of state functions is de-
termined by the importance of the goal and the tasks
defined in accordance with it, which are solved by
the state in different historical stages. Thus, in the
objective realities of the formation and function-
ing of the state, certain areas of its activities may
acquire greater or lesser significance, while others
are always implemented, regardless of the priorities
set by the state at this historical stage of its devel-
opment (Volynets, 2012). Accordingly, in extraordi-
nary circumstances, such as a state of war, the state
simultaneously takes measures to restore territorial
integrity, liberate occupied territories, preserve vital
infrastructure, and, on the other hand, ensures the
fulfilment of its usual functions.

The social purpose of the state is also important
in terms of assessing the effectiveness of its function-
ing in ensuring the legal regulation of social rela-
tions, the rights and freedoms of individuals and cit-
izens, the conflict-free existence of subjects of social

Scientific Journal of the National Academy of Internal Affairs, 28(3)
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relations as its main goal. For example, according to
Article 3 of the Constitution of Ukraine!, the highest
social value in the state is the human being. Accord-
ingly, the rights and freedoms of individuals, their
provision, protection, and defence are defined as the
duty, content, and direction of the state’s activities,
the sphere of its responsibility. This provision of the
Constitution of Ukraine reflects the essence of the
relationship between the functions, purpose, social
purpose, and tasks of the state. It can be concluded
that the functions of the state are a complex concept,
the content of which is the unity of purpose, tasks,
purpose in society, and the main areas of their influ-
ence on social relations. The functions of the state
implemented in practice determine its role in society.

In the absence of doctrinal unity regarding the
classification of state functions, their division into
basic and additional, external and internal, open and
latent, economic, political, social, etc., based on dif-
ferent criteria, remains constant.

One of the attempts to modernise the doctrine
regarding the distribution of state functions based on
different criteria and to move away from their gener-
al division into internal and external can be the ap-
proach proposed by M.V. Dzyavelyuk (2016). Based
on the philosophical perception of statehood as a cer-
tain image, a nomenclature of state functions is intro-
duced instead of classification. Accordingly, only the
most active, significant, and most important activi-
ties of the state can be among the functions. Accord-
ingly, the inclusion of any field of state activity in
its functions should have a nomenclature character.
Among the nomenclature functions, according to the
author, are ensuring national security, competitive-
ness, social order, and development; avoiding and
countering crises and dysfunctions in the functioning
of the social organism; supporting the reality of state
sovereignty, reproducing its properties.

In view of the meaning of the concept of “nomen-
clature” in general and in jurisprudence in particular,
it can be conditionally agreed with this approach. Af-
ter all, “nomenclature” as a nominative way of des-
ignating objects does not have the meaning of the
concept and does not carry its semantic and essen-
tial load. Moreover, in jurisprudence, it can be used
to denote a specific list of positions according to the
principle of subordination. However, in the context
of this study, attention should be paid to the list of
state functions provided. Among them, there is an
absence of legal, legislative, law enforcement, and
law-making functions. Therefore, the author does
not consider law-making as a separate function of
the state, thus determining its derivative nature.

Nevertheless, the functional analysis of the state,
which involves the analysis of a wide range of its
functions, is inherently determined by its institution-
al organisation, i.e., the way of organising state pow-
er, the mechanism, and the apparatus of the state.

The value of the separation of powers in a demo-
cratic society lies in its potential to organise the po-
litical power of the state and protect individual au-
tonomy through the distinction between law-making
and law-application. Meanwhile, the organisational
value of the separation of powers provides the basis
for the “formal” theory, its protective value leads to
the “normative” theory. As a method of organising
political power, the division of powers goes hand in
hand with the technique of separating functions. The
distribution of powers relates to one or several norms
of competence, ensuring “independence” in the ex-
ecution of functions. On the contrary, the division
of functions means the allocation of the execution of
a specific function among one or several individuals
making decisions. The interaction between the distri-
bution of powers and the division of functions leads
to different strategies for organising public authority.
These categories can be applied to most state struc-
tures, regardless of the number of official branches
recognised by these structures (e.g., judicial power)
(Sandro, 2022).

These considerations create the necessity to dif-
ferentiate between the functions of the state and the
forms of their implementation. Any function of the
state requires a specific instrument for its realisation —
a legal form. For a long time, the internal functions
of the state were classified based on the nature of the
activities of state authorities: legislative, executive,
and judicial, thus replacing the phenomenon of func-
tions of state authorities with organisational forms
of their implementation. As forms of implementing
state functions, it is necessary to understand the ho-
mogeneous activities of state authorities, thanks to
which its functions are realised, tasks are performed,
and goals are achieved. Among such forms, from the
perspective of the purpose of the study, it is neces-
sary to highlight the legal form of implementing state
functions, which defines and establishes all other
forms of implementing state functions, giving them
a defined and legal character. Although, in a general
sense, three legal forms of implementing state func-
tions should be distinguished — law-making, law ap-
plication, and law enforcement — among these forms,
law-making activity occupies a special and defining
place due to its essence, content, and purpose. It is
about this activity in the aspect of the functioning of
the state in legal science that the debates still do not

! Constitution of Ukraine. June). Retrieved

%D0%B2%D1%80+#Text.

(1996,
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subside and there is no unity regarding the nature of
law-making, its independent or derivative character.

= The Problem of
the Phenomenon of Law-Making

Firstly, it is worth emphasising that the analysis of
foreign legal doctrine in recent decades indicates a
wide range of studies on issues related to the creation
of legal norms by various subjects of lawmaking and
their implementation. In particular, these are sepa-
rate aspects of normative drafting, the effectiveness
of legislation and its quality (Lewis, 2023); forms,
content, and the process of implementation of reg-
ulations; the scope and specifics of the implementa-
tion of the powers of law-making subjects (Hopkins,
2020), and so on. Regarding law-making as one of
the areas of state activity, state functions, or forms of
its implementation and manifestation, the vast ma-
jority of research has an applied character and relates
to the analysis of law-making by judicial authorities.
Among others, it is worth highlighting a study on the
features of law-making in the conditions of digitali-
sation of justice (Costantini et al., 2023), the mech-
anism of judicial law-making as a source of law, ju-
dicial law-making, and the general law of negligence
(Amirthalingam, 2020). The features of the legisla-
tive activity of international organisations and the
European Court of Justice are actively studied (Ig-
lesias, 2020; Florczak-Wator, 2020; Maisley, 2023),
and so on. However, questions directly related to
the clarification of the instrumental properties of
law-making as one of the areas of state activity and
one of the problems of the theory of state and law,
concerning the development and improvement of the
conceptual-categorical apparatus of jurisprudence as
a whole, have remained beyond the attention of for-
eign researchers.

For the domestic legal tradition and contempo-
rary research in the field of legal theory and state-
hood, a constant appeal to the general theoretical
issues of legal science is inherent, including the prob-
lems of state functions and its law-making activity as
a factor in improving sectoral legislation and enhanc-
ing the effectiveness of legal regulation. Traditional-
ly, in Soviet legal literature, law-making was consid-
ered the activity of state authorities in the creation,
improvement, or cancellation of legal norms.

Currently, the issues related to activities associ-
ated with law, state legal influence on society, and
law-making are extremely multifaceted. A fairly wide
range of research is devoted to these issues. Howev-
er, existing developments have not led to the crea-
tion of a unified concept of law-making as one of the
types of legal activities of the state. Summarising the
results of the studies conducted by the researchers
mentioned above, it can be argued that the definition
of the concept of law-making, due to the complexity
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of its essence and content, has taken place in differ-
ent dimensions, namely: from the perspective of the
philosophy of law, sociology of law, and the dogma
of law as an instrumental aspect of law-making.

In addition, it was emphasised that the content of
the activities of state bodies authorised to engage in
law-making; the provision by the relevant state bod-
ies of the binding nature of the results of law-making
— legal norms, objectified in the form of regulations;
the task of the state to create and organise the regu-
latory framework; the affirmation of the state as the
main subject of law-making, determining the para-
digm of legal influence, etc., determine the place and
role of the state in the law-making activity. Regard-
ing the recognition of the independence of law-mak-
ing as a state function or its derivative character, it
is worth noting that while performing the legislative
(law-making) function, the state is simultaneously a
prerequisite for the existence and effective implemen-
tation of the functions of law-making (legislation).
However, the functions of the state and law-making
are different institutions with a certain interrelation
(Didych, 2017). Thus, the author adheres to the con-
ceptual approach recognising the independence of
the law-making function of the state. In the opinion
of the researchers, the state plays a decisive role in
the implementation of law-making, which is covered
by the corresponding function of the state, which oc-
cupies a central place in the system of state functions.

It is worth agreeing with the opinion of
M.O. Teplyuk (2013), who, distinguishing three
functions of the state: legislative, administrative,
and law enforcement, emphasises their correspond-
ence to different types of law-making: administrative
function corresponds to sub-legal law-making, law
enforcement corresponds to judicial precedent, leg-
islative function corresponds to lawful law-making.
However, such an approach, especially regarding
the legislative function, which is conducted through
lawful law-making activity, appears somewhat con-
troversial in terms of nomenclature. After all, in this
case, all other types of law-making can be considered
illegal. V.V. Sukhonos (2015), while covering this is-
sue, emphasises that the state performs law-making
activities within the framework of the implementa-
tion of the political function of the state. Indeed, by
exercising the political function, the state, through
legal regulation of social relations, influences their
state, transformation, areas of development, thereby
organising them.

Another group of researchers, particularly
L.O. Shapenko (2022) and V.P. Plavych (2017), ad-
here to the opposite position, considering law-making
not as one of the functions of the state but as one of
the forms of its functions’ implementation. According
to studies on the mechanism of the state and its func-
tions during the Soviet era in Ukraine, law-making,
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like legal regulation and various organisational activ-
ities of the state in the implementation of the rules it
creates, including through encouragement, coercion,
and persuasion, are forms of performing state func-
tions. In this area, L.O. Shapenko (2022) states that
law-making is a specific form of state activity or a form
of regulatory activity performed by competent state
bodies, authorised public organisations, or the entire
population for the creation and development of the
legal system. V.P. Plavych (2017) considers law-mak-
ing simultaneously as a form of activity of state au-
thorities or other subjects delegated with law-making
powers and as a state function regarding the prepa-
ration, improvement, or cancellation of regulations.

On the other hand, this form of state function im-
plementation in legal theory is sometimes referred
to as legislative, the essence of which is understood
as the constitutionally defined activity of the high-
est state authorities in creating mandatory norms,
which, as rules, become laws and determine both the
essence and content and the nature of state functions
and the procedure for their implementation. Howev-
er, in the author’s opinion, this is a narrow approach
that does not encompass all types of objectification
of regulations in the modern state and, consequently,
forms of law-making.

Regarding the further development of the doc-
trine of law-making activity as a form of state func-
tions’ implementation, it is worth emphasising that
the material-legal content, which consists of compe-
tent authorities’ decision-making on the establish-
ment, modification, or repeal of legal norms, is an
essential aspect of legal regulation, and the proce-
dural-process form is only a means of implementing
the material-legal content of law-making activity.
Accordingly, law-making has a legal nature and is
a complex material process in which both form and
content are dialectically combined. Considering these
concepts as categories of philosophy, such as content
and form, it can be argued that the term “content”
denotes the phenomenon of “law-making activity”,
and the term “form” denotes the “law-making pro-
cess” (Plavych, 2017). Therefore, law-making activ-
ity is one of the forms of state functions’ implemen-
tation — legal, the content of which is the activity of
constitutionally authorised state authorities in adopt-
ing regulations, which has a homogeneous character
(Shai, 2014). It is one of the state’s activities in the
field of law, like legal realisation, law enforcement,
legal interpretation, and simultaneously - a legal
form of state functions’ implementation, which has
legal consequences, one of the ways of their imple-
mentation, and is aimed at achieving the state’s goals.
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m Conclusions
The functions of the state are its inherent dynamic
characteristic associated with the activities of state
authorities, primarily law-making bodies, the anal-
ysis of the transformation of which allows tracking
changes in the state and determining possible ways
for its further development. Law, due to its valuable
properties, is a tool that defines the limits of state ac-
tivity, its areas of development and functioning, and
exerts regulatory influence on social relations. The
analysis of scientific literature allows outlining sever-
al features and instrumental properties of law-making.
Legal values delineate the foundations of the
legal system, and thus, they are simultaneously le-
gal principles. Through law-making activities, legal
principles are enshrined in regulations, primarily the
constitution, permeating the fundamental tasks of
the state and the mechanisms for their implementa-
tion. This is the so-called state policy — a connecting,
mediating link between the state and its activities. By
normatively defining the goal, the state undertakes
corresponding obligations and creates mechanisms
for their implementation, and ultimately can deter-
mine the effectiveness of performing a certain func-
tion as the ratio of the goal and the result. Thus, the
creation of legal norms, compared to other forms of
state activity, always aims to regulate specific areas of
social relations, which, in turn, constitute the content
of the state’s political, economic, informational, and
other functions. Therefore, understanding law-mak-
ing as one of the forms — legal, ensuring the imple-
mentation of state functions, through which the state
can achieve its goal in the most optimal and efficient
way, is correct. Moreover, law-making is precisely
the instrument that allows not only defining various
state functions but also establishing connections be-
tween them, giving the state’s activities a comprehen-
sive, integrated, and adjusted character, ultimately
leading to stable legal order and societal progress.
However, the conducted study does not exhaust
the content of the issue, so it is essential to further
clarify the features of forms, methods, and areas of
law-making activities of authorised subjects during
emergencies (martial law), fulfilling the state’s obli-
gations in the context of European integration pro-
cesses, the transformation of the underlying princi-
ples of law-making, and others.
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IHCTPpYMEeHTanNni3M NpaBOTBOPUOCTI
B acneKTi pyHKUiOHYBaHHS cyYacHOi Aep)XaBu

HaTtania MNapxoMeHKo
JoKTOp 10puANYHUX HayK, mpodecop
[HcTUTYT mepxaBu i npasa imeHi B.M. Kopeubpkoro HAH Ykpainu
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m AHoTanis. [lepeqyMOBOI Ta YMHHUKOM e(peKTUBHOTO (YHKIIIOHyBaHHs Oyab-IKOI CydYacHOI JeprkaBH,
BHUKOHAHHA MOKJIaJIeHUX Ha Hel 3aBJaHb € 3aMpoBa)KeHH:A BiANIOBiAHUX OpraHi3aliiiHo-IpaBOBUX MeXaHi3MiB
11 gisneHOCTi. ¥ XXI cT. BigOyBaeThca TpaHcdopMalisa 3aBaaHb AepXXaBU, HaAMpsAMIB BIUIMBY Ha CYCHiJIbHI
BiIHOCHMHHN, OCHOBHMX i JOAATKOBUX (YHKI[iM, 1[0 NOTpeOy€e HArajJbHOTO TEOPEeTUYHOI'0 OCMUCJIEHHA
iMaHeHTHUX QYHKLIN OepkaBu. MeTo AOCIiAKeHHA € aHali3 iHCTpyMeHTaJIbHUX XapaKTepUCTUK MPoLecy
CTBOPEHHs 3aKOHIiB AK BaXJIMBOTO acCIleKTy iAJbHOCTI AepxaBu. [JIA OOCIiKeHHA iHCTpyMeHTaJIbHUX
XapaKTepUCTUK IIPaBOTBOPUYOCTI B acmekTi (YHKI[iOHAJi3My Cy4yacHOI JepxaBu OyJio 3aJyueHO OKpeMi
MEeTOAUW HayKOBOI'O MONIyKy, a caMe: JiaJIeKTUYHHUN, (PYHKIIOHAJBHOTO aHasli3y, MOPiBHAHHSA, iCTOPHKO-
NpaBoBUM, (HOPMAJIbHO-JIOTIUHUIN, (POPMaJbHO-IOPUANYHUN Ta CHUCTEMHO-CTPYKTYypHUU. Y pe3syjbTaTax
OOCJIiKeHHA 3ayBaXkeHo, 1o TpaHcdopwmarlia 3aBJaHb JepXaBU Ta 1l BIUIUB HA CYCIiJIBCTBO € HACJIiOKOM
11 poJi fAK coniaJpHOro (peHOMeHy 3 OCHOBHUM 3aBJaHHAM 3a0e3MeuYrTH LiJTiCHICTh i cTabiIbHUIT pO3BUTOK
cycninberBa. BecraHOBIEHO, 0 e(peKTHUBHICTh PYHKIIOHYBaHHA Oy1b-AKO1 AepXXaBU 3aJI€XXUTh BiJl KOMILJIEKCY
YUHHMKIB, TOJIOBHUMU CcepeJi AIKUX € TPaBUJIbHICTh BU3HAUEHHA METOIB i 3ac0o0iB, sIKi MOTPiOHO 3aJIyuYuTH 4JIA
BHUKOHAHHA 3aB/iaHb, 110 IOCTa0Th Ha IEBHOMY eTarli i1 pO3BUTKY. 3 OTJIAAY Ha 1ie, 0yJ10 BU3HAaueHO, 110 QYHKIIi1
JepxaBy € 11 iMaHEHTHOI0 AMHaMiuHOI0 XapaKTepUCTHUKOIO, NMOB’A3aHOI0 3 JiAJIBHICTIO OpraHiB Jep>KaBHOI
BJIaay, HacaMmmepe[ MpaBoTBOpuYMX. CTBOpeHHs HOPM IpaBa, MOPIiBHAHO 3 iHMMMM (popmamy OiAIBHOCTI
JepxaBy, 3aBXOU Ma€ Ha MeTi BIOPAAKYBAaHHA NeBHUX cdep CyCHibHUX BiAHOCHH, fIKi CBOEH 4YEprow €
3MiCTOM MOJIITUYHOI, eKOHOMi4YHOI, iHpopMaLiiiHOl Ta iHmux QyHKLiN AepkxaBu. KOpeKTHUM € pO3yMiHHSA
MIpaBOTBOPYOCTi fAK MpaBoBol GopMu 3abe3nedyeHHs peasizalil GyHKIiN AepxaBu. Takuil KOHIENTYyaJIbHUI
MNiAXi[A [a€ 3MOry YIOBHOBaXX€HUM Cy0’€KTaM [Aep:KaBHOI BJaay 3a AOIOMOTOI0 IPaBOTBOPYOI MiAJIBHOCTI
BU3HAUUTH, JleTajidyBaTh HaNpsAMHU BIUIMBY Jiep>XaBU Ha Ti chepH CYCHiJIbHUX BiJHOCHUH, fIKi MOTpeOyloTh
BTPYUYaHHA AepXXaBU, KOperyBaTH 1X CyTHICTb i 3MiCT

m KuouoBi cioBa: ¢yHKIlii mepxasu; Gopma peadizailil GyHKIiil gepxkaBy; MeTa U 3aBJaHHA IepXKaBH,
MPaBOTBOPYUICTh AK iHCTPYMEHT; IpaBOBe peryJiloBaHHs; I[iHHICTh MpaBa
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= Introduction

In the context of a full-scale war in Ukraine, organ-
ised crime is a threat to national security. Organised
crime is used by foreign intelligence services and is
one of the most powerful tools for destabilising the
situation in the country. For the law enforcement
agencies to build an effective system of combating
organised crime and eliminate the causes and con-
ditions of its existence, it is important to have prop-
er legal regulation of this area, including stable and
systematic legislation that should be consistent with
the socio-political and socio-economic conditions of
today, as well as international practices in this area.

The quality of legal regulation of combating or-
ganised crime is of immense importance, as law is
the main regulator of social relations in all spheres
of life (Bilozorov et al., 2017). Therefore, the study of
the current state of legal regulation of the sphere of
combating organised crime in Ukraine is always rele-
vant in terms of timely identification of legal gaps in
legislative and sub-legislative acts and development
of ways to improve them, considering the practices of
developed foreign countries.

The conceptual foundations and legal regulation
of combating organised crime have been sufficiently
covered in Ukrainian and foreign legal science. Among
the most recent published studies, attention should
be paid to the fundamental studies by H.P. Zharovs-
ka (2019) and V.S. Burkal (2021) on the theory and
practice of combating transnational organised crime
in Ukraine, which outline the problems of legal sup-
port for this process. Specifically, the authors pro-
vide a substantive critical analysis of the provisions
of criminal legislation of Ukraine regarding criminal
offences which are considered to be manifestations of
transnational organised crime. The authors emphasise
several gaps in the current Criminal Code of Ukraine
(CCU) that need to be addressed. T. Obokata (2019)
covered some aspects of the fight against transna-
tional organised crime through international human
rights law. The researcher concludes that interna-
tional human rights law, apart from simple criminal
justice measures, encourages states to adopt a holis-
tic approach capable of addressing the complex and
multifaceted nature of transnational organised crime.

A. Kupatadze (2019) studied the development of
organised crime in post-Soviet Eurasia, how geogra-
phy, natural resources, types of political leadership
and the involvement of international actors give rise
to various forms of collusion. He argued that even if
the authorities’ capacity to counter organised crime
through legal means is strengthened, the link be-
tween political and criminal structures stays strong.
O. Horbachov et al. (2020) investigated the specific
features of combating ethnic crime in Ukraine, includ-
ing the structure of modern and outdated organised
criminal groups. L.P.G. da Costa (2018) revealed that
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organised crime is part of a geopolitical and asym-
metric warfare strategy. Using specific examples, he
demonstrated how developed countries in various
historical periods have used criminal and terrorist
organisations in covert intelligence operations and
proxy wars as a tool to strengthen their geopolitical
influence. He presented common views on combating
organised crime, including through legal means.

Despite a considerable number of scientific stud-
ies on the problems of combating organised crime,
the current state of its legal regulation shows that
several issues are still unresolved. These include the
delineation of the functions of state bodies involved
in combating its manifestations, the procedure for
their interaction and coordination, determination of
the status of the entity responsible for organisational
support of the implementation of the state strategy
for combating organised crime, monitoring and re-
porting in the relevant area through the introduction
of a strategic communications mechanism, etc. This
necessitates further scientific research in this area,
namely, identifying ways to improve the current
legislation and the mechanism of its practical imple-
mentation to increase the efficiency of the subjects of
the fight against organised crime.

The purpose of this study was to analyse the reg-
ulations governing the fight against organised crime
and to provide proposals for modernising national
legislation to strengthen the capacity of Ukrainian
state bodies involved in combating organised crime.

= Materials and Methods

To fulfil the purpose of this study, the most suitable
methodology was used, which ensured its compre-
hensiveness and completeness. The study is based on
the analysis and synthesis of the provisions of laws
and regulations of Ukraine and NATO member states
in the field of combating organised crime. When stud-
ying the legal provisions of national and foreign leg-
islation and identifying the links between them based
on their similarities, the study employed the methods
of theoretical and legal research: analogy and com-
parison. The use of analogy is a way to eliminate legal
uncertainty in identifying gaps in national legislation,
including through the implementation of European
and international acts, to increase the effectiveness
of combating organised crime by law enforcement
agencies of Ukraine. Using the method of content
analysis, the study investigated invariant sources of
information which substantiate the functional model
of organised crime to identify legal conflicts in the
regulations on combating organised crime and de-
velop a single abstract model of the text of the law.

The study used the formal legal method to inves-
tigate the internal content of legal provisions govern-
ing the activities of Ukrainian state authorities aimed

18




Vatral

at detecting and preventing organised crime with
their further classification, systematisation, and gen-
eralisation. The systemic method of legal regulation
of combating organised crime in Ukraine was used to
consider the legal regulation of combating organised
crime in Ukraine as an integral system of interrelated
elements. The comparative legal method was used to
compare the norms, institutions, and categories used
in the legal systems of the partner countries and to
identify their common and distinctive features.

The study was based on the materials of regula-
tions (laws, strategies, concepts), according to which
the fight against organised crime, the fight against
terrorism, national security, state security, cybersecu-
rity, sanctions policy, as well as draft laws of Ukraine,
the provisions of which are aimed at improving
criminal, criminal procedural, anti-corruption, law
enforcement intelligence, and counter-intelligence
legislation. Specifically, the following documents
were analysed in the study: Constitution of Ukraine!’,
Criminal Code of Ukraine?, Law of Ukraine “On Legal
Framework for Combating Organised Crime”?, Law
of Ukraine “On Fundamental Principles of Ensuring
Cybersecurity of Ukraine”, Decree of the President
of Ukraine “On the Decision of the National Security
and Defence Council of Ukraine “On the National Se-
curity Strategy of Ukraine”®, Order of the Cabinet of
Ministers of Ukraine “On Approval of the Strategy for
Combating Organised Crime”®, etc.

To bring national legislation in the field of com-
bating organised crime in line with European law,
Europol’s materials on the harmonisation and im-
plementation of the IOCTA methodology (Europol,
2018), as well as data from analytical reports on the as-
sessment of organised cybercrime threats, were used.

= Results and Discussion

A key element of society’s effective fight against or-
ganised crime is the proper level of its legal regulation
(Vodko & Podobnyi, 2021). It defines the types and
signs of criminal offences committed by organised
criminal groups; responsibility for such illegal activ-
ities; particular powers of law enforcement agencies

to prevent this criminal phenomenon, eliminate the
causes and conditions of its existence; means that can
be used for this purpose, etc. (Kupka et al., 2021).
Therewith, national legislation must be necessarily
harmonised with international norms and standards,
as dictated by the international and European com-
munity (Dotsenko, 2019).

Repeatedly amended and supplemented since
1993. The Law of Ukraine “On Legal Framework for
Combating Organised Crime”’, does not meet the cur-
rent political, economic, and law enforcement needs
in this area. As O. Bakhurynska (2020) notes, the
content of the law does not contain the fundamental
principles on which the law enforcement, preventive
and punitive activities of counteraction actors should
be based. T.M. Mishchenko (2018) addresses the ab-
sence of a reference in the law to the fact that legis-
lation on combating organised crime is based, among
other things, on the norms of anti-corruption legisla-
tion. Agreeing with the position of the majority of ex-
perts, it can be assumed that the provisions of the law
are outdated and do not keep pace with the dynamics
of reforming the system of judicial, law enforcement,
and human rights bodies of Ukraine, which leads to
a violation of the harmonisation and unification of
legislation in the field of combating organised crime.

The consolidation of new basic criminal law in-
stitutions on organised crime in the Criminal Code
of Ukraine® (CCU) in 2001 was a major achievement
of the Ukrainian legislator, which generally ensured
the possibility of criminal law combating organised
forms of crime in the context of Ukraine’s attempts
to enter the European legal field. Nevertheless, the
legislative description of the criminal law provisions
on organised crime cannot be considered complete,
and the responsibility of the legislator includes their
further improvement. In this context, one of the steps
towards strengthening the fight against organised il-
legal activities of criminal communities in Ukraine
was the introduction of amendments to the Criminal
Code of Ukraine to expand the corpus delicti of Arti-
cle 255 and criminalise the status of a “code-bound
criminal” and the concepts of “criminal influence”

1The Constitution of Ukraine. (1996, June).

%D0%B2%D1%80#Text.

Retrieved

from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-

2 The Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

3 Law of Ukraine No. 3341-XII “On Legal Framework for Combating Organised Crime”. (1993, June). Retrieved from https://zakon.rada.
gov.ua/laws/show/3341-12#Text.

4 Law of Ukraine No. 2163-VIII “On the Fundamental Principles of Ensuring Cybersecurity of Ukraine”. (2017, October). Retrieved from
https://zakon.rada.gov.ua/laws/show/2163-19#Text.

> Order of the President of Ukraine No. 392/2020 “On the Decision of the National Security and Defence Council of Ukraine of
September 14, 2020 “On the National Security Strategy of Ukraine”. (2020, September). Retrieved from https://www.president.gov.ua/
documents/3922020-35037.

6 Resolution of the Cabinet of Ministers of Ukraine No. 1126-p “On Approval of the Strategy for Combating Organized Crime” (2020,
September). Retrieved from https://zakon.rada.gov.ua/laws/show/1126-2020-%D1%80# Text.

7 Law of Ukraine No. 3341-XII “On Legal Framework for Combating Organised Crime”. (1993, June). Retrieved from https://zakon.rada.
gov.ua/laws/show/3341-12#Text

8 The Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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and “criminal assembly”!. For instance, Law of
Ukraine No. 671-IX of 04.06.2020 supplemented the
Criminal Code of Ukraine with new articles, name-
ly, 255-1, 255-2, 255-3, and Article 255 was supple-
mented by Part 4 on liability for “creating a criminal
community, i.e., the union of two or more criminal
organisations, and the management of such a com-
munity”2 The same law defines the terms “criminal
influence” and “a person in the status of a subject
of increased criminal influence, including the status
of a “code-bound criminal”. However, according to
court practice, even before the criminalisation of the
above actions in national legislation, information re-
ceived by domestic law enforcement agencies from
foreign colleagues was factually treated as a criminal
offence. K. Yakovenko (2020) provides specific ex-
amples of such court decisions.

With the entry into force of the above-mentioned
Law No. 671-IX3, liability for participation in a crimi-
nal organisation has increased, as its provisions estab-
lish liability without any qualifying features, includ-
ing organisation of criminal groups, participation in
grave or particularly grave crimes, and prescribe con-
fiscation of property. This opinion is shared by judges
of appellate courts when reviewing the decisions of
investigating judges to impose a preventive measure
in the form of detention (Yakovenko, 2020). Thus,
today’s realities show that Ukraine, along with other
states, is trying to introduce new methods and mech-
anisms for combating organised crime, for which
purpose it is gradually updating its legislative frame-
work, as well as introducing new state bodies, types,
and methods of information exchange, specifically
within the framework of international cooperation.

The next reaction of the state to the need to improve
the legal regulation of law enforcement agencies’ ac-
tivities in combating organised crime was the adoption
of a governmental act — the Strategy for Combating Or-
ganised Crime, approved by the Order of the Cabinet
of Ministers of Ukraine No. 1126-p dated 16.09.2020.*
As a strategic planning document, the Strategy out-
lines the stages, principles, ways, and areas of its im-
plementation. One of such areas is the improvement
of the regulatory framework for combating organised
crime, which is the basis for prompt detection and
prevention of this socially dangerous phenomenon.
|

The analysis of the political and economic situa-
tion in Ukraine suggests that the implementation of
the national policy in the field of combating organ-
ised crime at the present stage will require funda-
mental changes in the institutional and legal meas-
ures to ensure this fight. The current system of law
enforcement agencies of Ukraine and the existing
regulatory framework for their activities in combat-
ing organised crime do not allow for offensive steps
to effectively combat this anti-social phenomenon
and the key threat to national security.

V.L. Lytvynenko (2020), having investigated the
problems of implementing the Strategy for Combat-
ing Organised Crime at the present stage, notes that
the document needs substantial revision, as it is more
reminiscent of the relevant Concept, i.e., defines a
system of views on the fight against organised crime,
rather than ways to implement national policy in
this area. The problems of implementing the Strat-
egy arise not because of its content, but because of
the systemic crisis in the legislative, executive, and
judicial branches of government, the incompetence
of their representatives, who at many key stages slow
down the processes related to the development and
adoption of legislative acts and constantly lobby for
the adoption of acts whose provisions do not com-
ply with the Constitution of Ukraine. One example
is the development of a draft law amending the Law
of Ukraine “On Legal Framework for Combating Or-
ganised Crime”, which, according to the Action Plan
for the Implementation of the Strategy for Combating
Organised Crime, was to be submitted to the Cabinet
of Ministers of Ukraine in March 2023, but for sub-
jective reasons, work on this project is still ongoing?®.

The danger of organised crime is also highlighted
in the National Security Strategy of Ukraine®. Accord-
ing to paragraph 19 of the Strategy’, the special ser-
vices of foreign countries are conducting intelligence
and subversive activities against Ukraine. They try
to support separatist sentiments, use and support or-
ganised crime groups and corrupt officials, and make
efforts to strengthen their infrastructure of influence.
The above strongly suggests that effective counter-
action to organised crime cannot be ensured with-
out counter-intelligence activities in this area, which
use special methods, forces, and means of collecting

! The Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2 Law of Ukraine No. 671-IX “On Amendments to Certain Legislative Acts of Ukraine on Liability for Crimes Committed by a Criminal
Community”. (2020, June). Retrieved from https://zakon.rada.gov.ua/laws/show/671-20#Text/

3 Ibidem, 2020.

4 Resolution of the Cabinet of Ministers of Ukraine No. 1126-p “On Approval of the Strategy for Combating Organized Crime”. (2020,
September). Retrieved from https://zakon.rada.gov.ua/laws/show/1126-2020-%D1%80# Text.

® Order of the Cabinet of Ministers of Ukraine No. 850-p “On Approval of the Action Plan for the Implementation of the Strategy for
Combating Organised Crime”. (2022, September). Retrieved from https://zakon.rada.gov.ua/laws/show/850-2022-%D1%80# Text.

6 Order of the President of Ukraine No. 392/2020 “On the Decision of the National Security and Defence Council of Ukraine of
September 14, 2020 “On the National Security Strategy of Ukraine”. (2020, September). Retrieved from https://www.president.gov.ua/

documents/3922020-35037.
7 Ibidem, 2020.
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information. Timely detection of manifestations of or-
ganised criminal activity from the perspective of for-
eign intelligence services and their neutralisation can
prevent the destruction of public administration and
local self-government mechanisms in Ukraine. Fur-
thermore, Item 24 of the Strategy® states that “incon-
sistent and incomplete reforms and corruption make it
impossible for the Ukrainian economy to grow stead-
ily and dynamically, increase vulnerability to threats,
and foster the criminal environment”, while Item 63
of the Strategy? states that to protect Ukraine from
all threats to national security, the state should fo-
cus on systemic reform of law enforcement agencies,
specifically in the fight against organised and trans-
national crime. This confirms the urgent need to im-
prove the system of actors in the fight against organ-
ised crime, as well as the need to introduce modern
forms and methods of countering this illegal activity.

The State Security Strategy, approved by the Na-
tional Security and Defence Council of Ukraine on
30 December 2021 and enacted by the Decree of the
President of Ukraine No. 56/2022 dated 16 Febru-
ary 2022, also became an important basis for the
development of a system of statutory regulation of
law enforcement agencies’ activities to combat or-
ganised criminal groups®. The document states that
apart from legality, transparency, the rule of law,
accountability, and democratic public control over
the functioning of the security and defence sector,
and respect for human and civil rights and freedoms,
the Strategy is based on the principles of counter-
ing terrorism and transnational organised crime.
The regulation declared organised criminal activity
as a threat to state security, as the intelligence ser-
vices of some foreign countries continue to conduct
intelligence, subversive, and other illegal activities
against Ukraine, including through organised crimi-
nal groups, and attempt to influence corrupt officials
to make management decisions in their favour.

The issue of combating organised crime is also re-
flected in the Strategy for the Development of the Jus-
tice System and Constitutional Justice for 2021-2023,
proclaimed by the Decree of the President of Ukraine

No. 231/2021 dated 11.06.2021* Specifically, the
areas of development of the justice system include
increasing the effectiveness of law enforcement agen-
cies’ cooperation in combating crime and ensuring
the proper performance of functions and powers of
the prosecutor’s office in the criminal justice system.

The issue of depriving the Security Service of
Ukraine (SSU) of its powers in this area is problematic
for organising the fight against organised crime. The
amendments to the Law of Ukraine “On Legal Frame-
work for Combating Organised Crime” proposed by
the Draft Law of Ukraine reg. No. 3196-d “On Amend-
ments to the Law of Ukraine “On the Security Service
of Ukraine” Concerning the Improvement of the Le-
gal Framework of the Security Service of Ukraine”,
dated 26.10.2020° as amended for the second read-
ing may lead to the destruction of an effective mech-
anism for combating organised crime. In the future,
the SSU is to be entrusted with counter-intelligence
support for the system of fighting organised crime.

The EU and NATO require that the SSU be
stripped of functions that are not typical for the intel-
ligence service during reform. At the same time, law
enforcement officials agree that the spread of organ-
ised crime, including transnational crime, is still one
of the most dangerous threats to the national security
of each country (Buciunas, 2019). PACE Recommen-
dations No. 1402 (1999) and No. 1713 (2005) state
that in cases of direct threat of organised crime to the
democratic regime of a country, the special services
should take part in measures to counter this socially
dangerous phenomenon’. With the outbreak of the
armed conflict in Donbas in 2014, part of eastern
Ukraine came under the control of quasi-governmen-
tal structures, where organised criminal groups ben-
efited financially from the chaos, lawlessness, and
impunity of their illegal activities (Zabyelina & Mark-
ovska, 2019). The Russian special services actively
used these circumstances to fuel separatism and fur-
ther destabilise the political situation in the region,
which led to a full-scale military invasion of Ukraine
in February 2022. In the context of the ongoing mili-
tary operations in Ukraine, including those involving

! Order of the President of Ukraine No. 392/2020 “On the Decision of the National Security and Defence Council of Ukraine of
September 14, 2020 “On the National Security Strategy of Ukraine”. (2020, September). Retrieved from https://www.president.gov.ua/
documents/3922020-35037.

2 Ibidem, 2020.

3 Order of the President of Ukraine No. 56/2022 “On Decisions of the National Security and Defence Council of Ukraine”. (2021,
December). Retrieved from https://www.president.gov.ua/documents/562022-41377.

4 Order of the President of Ukraine No. 231/2021 “On the Strategy for the Development of the Justice System and Constitutional Justice
for 2021-2023”. (2021, June). Retrieved from https://www.president.gov.ua/documents/2312021-39137.

5 Law of Ukraine No. 3341-XII “On Legal Framework for Combating Organised Crime”. (1993, June). Retrieved from: https://zakon.rada.
gov.ua/laws/show/3341-12#Text.

¢ Draft Law of Ukraine No. 3196-d “On Amendments to the Law of Ukraine “On the Security Service of Ukraine” Concerning the
Improvement of the Legal Framework of the Security Service of Ukraine”. (2020, October). Retrieved from https://w1l.cl.rada.gov.ua/
pls/zweb2/webproc4_1?pf3511 =70243.

7 Opinion of the Main Scientific and Expert Department of the Verkhovna Rada of Ukraine No. 3080 “On the Draft Law of Ukraine “On
the Security Service of Ukraine”. (2020, February). Retrieved from https://itd.rada.gov.ua/billlnfo/Bills/pubFile/65869.
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private military companies financed by criminal or-
ganisations, countering organised criminal activity as
a threat to state security should still be a priority for
the national intelligence service.

Currently, the adoption of the Draft Law reg.
No. 3196-d! has been postponed, as the reform of the
SSU during martial law, as well as the institutional
reform of any military formation, which involves a
complete review of the agency’s staffing, certification
of most of its employees and reduction of personnel,
is considered to be untimely. The Law of Ukraine
“On Amendments to the Criminal and Criminal Pro-
cedural Codes of Ukraine in connection with the rat-
ification of the Additional Protocol to the Council of
Europe Convention on the Prevention of Terrorism,
as well as to certain legislative acts of Ukraine on
improving the fight against terrorism” adopted in
March 2023 was important for improving the legal
framework for combating organised crime? The law
was drafted with the involvement of the SSU repre-
sentatives, considering foreign practices in the field
of counterterrorism, to strengthen the capabilities of
security agencies and the national system of coun-
ter-terrorism in general. This resulted in amendments
to the Criminal Code of Ukraine to establish criminal
liability for “terrorist training”, “crossing the state
border of Ukraine for terrorist purposes”, as well as
financing of these acts, and the Criminal Procedural
Code of Ukraine (CPCU) to determine the jurisdiction
of the above crimes for the SSU investigators. Dur-
ing martial law, the application of preventive meas-
ures to persons suspected or accused of committing
crimes is limited to the use of only one measure — de-
tention. It also envisages the introduction of special
pre-trial investigation procedures (in absentia) and
the expansion of the types of sanctions that may be
applied in such cases, namely to terrorist organisa-
tions and groups, following the Law of Ukraine “On
Sanctions”. Additionally, the Law of Ukraine “On
Combating Terrorism” prescribes the establishment
of a legal framework for anti-terrorist training of the
population, the establishment of new entities respon-
sible for combating terrorism and, specifically, their

powers, the expansion of the powers of the SSU, as
it is the main actor in the fight against terrorism, as
well as the formation and updating of the list of ter-
rorist organisations and groups, etc.

In the context of a full-scale armed aggression
against Ukraine, prompt detection of terrorist activi-
ties is essential for ensuring national security to pre-
vent its negative consequences, eliminate factors that
facilitate terrorist acts, as well as to stop, investigate,
and solve them. Accordingly, the implementation of
the above provisions should lay the groundwork forim-
proving the organisation of law enforcement agencies
in Ukraine in the area of countering terrorist activity.

An important regulation that, if adopted, will
have a positive impact on eliminating the causes
and conditions of organised crime is the Draft Law
of Ukraine, reg. No. 7684-d dated 30.11.2022.% The
main reason for drafting this regulation was the ur-
gent need to increase the effectiveness of the coun-
ter-intelligence units of the national special service
in countering intelligence, subversive, terrorist, and
other illegal activities of the special services of the
Russian Federation in the context of war, including
the use of various forms of organised crime.

Among other innovations, the Draft Law pro-
poses to add to the list of grounds for conducting
counter-intelligence activities set out in Article 6 of
the Law of Ukraine “On Counter-Intelligence Activi-
ties”* such grounds as verification of information on
the conduct of intelligence and subversive activities
against Ukraine by foreign states and their organisa-
tions, special services, including the use of criminal
structures, as well as the performance of tasks relat-
ed to counter-intelligence support for the system of
combating organised crime. Furthermore, the draft
law sets out a provision on the system of bodies that
will combat organised crime.

It should be considered that in the context of
armed aggression against Ukraine, attempts by Rus-
sia to create terrorist organisations in the country and
the active use of organised criminal groups for this
purpose, the adoption of the Draft Law No. 7684-d°
will be a major step forward for Ukrainian legislation.

! Draft Law of Ukraine No. 3196-d “On Amendments to the Law of Ukraine “On the Security Service of Ukraine” Concerning the
Improvement of the Legal Framework of the Security Service of Ukraine”. (2020, October). Retrieved from https://w1l.cl.rada.gov.ua/
pls/zweb2/webproc4_1?pf3511 =70243.

2 Law of Ukraine No. 2997-IX “On Amendments to the Criminal and Criminal Procedural Codes of Ukraine in Connection with the
Ratification of the Additional Protocol to the Council of Europe Convention on the Prevention of Terrorism, as Well as to Certain
Legislative Acts of Ukraine on Improving the Fight Against Terrorism”.”. (2023, March). Retrieved from https://zakon.rada.gov.ua/laws/
show/2997-20#Text.

3 Draft Law of Ukraine No. 7684-d “On Amendments to Certain Legislative Acts of Ukraine on Strengthening the Capacity of
Counterintelligence Agencies to Counteract the Large-Scale Military Aggression of the Russian Federation against Ukraine”. (2022,
November). Retrieved from https://itd.rada.gov.ua/billlnfo/Bills/pubFile/1561605.

4 Law of Ukraine No. 374-IV “On Counter-Intelligence Activities”. (2002, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/374-15/ed20021226#Text.

5 Draft Law of Ukraine No. 7684-d “On Amendments to Certain Legislative Acts of Ukraine on Strengthening the Capacity of
Counterintelligence Agencies to Counteract the Large-Scale Military Aggression of the Russian Federation against Ukraine”. (2022,
November). Retrieved from https://itd.rada.gov.ua/billlnfo/Bills/pubFile/1561605.
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Strengthening the capabilities of counter-intelligence
actors can considerably increase the effectiveness of
counter-intelligence measures to counter terrorist
and sabotage activities at counterintelligence facili-
ties and help prevent organised criminal activity and
combat criminal organisations in areas where there is
an elevated risk of criminal acts.

Ukraine’s ability to effectively counter threats of
any origin and nature, including organised criminal
activity, should be facilitated by the state’s systemic
sanctions policy. According to the provisions of the
Law of Ukraine “On Sanctions”!, the grounds for the
application of coercive measures are the actions of a
foreign state, foreign legal entity, or individual to the
detriment of the national security, sovereignty, and
territorial integrity of Ukraine, which lead to viola-
tions of human rights and freedoms, the interests of
society and the state, occupation of the territory and
other adverse consequences.

As of 2023, the sanctions legislation, which
was urgently introduced in 2014 as a response to
the aggressive actions of the Russian Federation, is
outdated and needs to be amended. Currently, the
National Security and Defence Council (NSDC) of
Ukraine has prepared a Draft Law reg. No. 5191 “On
the Principles of Sanctions Policy of Ukraine” dated
02.03.20212, considering the practice of developing
and implementing sanctions policies of international
partners (EU countries, the USA, Canada, and oth-
er states). One of the key innovations for the fight
against organised crime is the addition of national
and international sanctions to the lists of sanctions
applied in the fight against terrorist financing. At
the same time, the draft law is not without substan-
tial drawbacks, such as the lack of provisions on the
grounds for imposing sanctions, too long a timeframe
for making a decision on their imposition (up to one
month), and the lack of a mechanism for mandatory
approval of the NSDC’s decision to lift and amend
international sanctions by a relevant resolution of the
Verkhovna Rada of Ukraine. Furthermore, the draft
law prescribes criminal and administrative liability
for violation of the requirements of this Law. Cur-
rently, there is no such responsibility. Therefore, it
would be advisable to make provision for appropri-
ate amendments to the CCU and CPCU, as well as to
the Code of Ukraine on Administrative Offences.

Along with the Draft Law reg. No. 5191, the Ver-
khovna Rada of Ukraine registered two more draft
laws related to sanctions policy, namely the Draft Law
of Ukraine reg. No. 5191-1 “On Restrictive Measures
(Sanctions) of the State to Protect the National Inter-
ests of Ukraine” dated 16.03.2021° and the Draft Law
of Ukraine reg. No. 5191-2 “On Amendments to the
Law of Ukraine “On Sanctions” dated 19.03.2021.%
The main ideas of the draft laws are to systematically
reform the sanctions policy and create legislative con-
ditions for the implementation of effective sanctions
programmes. The imposition of sanctions on the iden-
tified Russian assets (of the Central Bank of the Russian
Federation, private companies, individuals, etc.) is a
prerequisite for further confiscation of these assets to be
used as sources of recovery of the Ukrainian economy.

A major step towards improving Ukraine’s sanc-
tions policy was the adoption in May 2022 of the Law
of Ukraine “On Amendments to Certain Legislative
Acts of Ukraine on Improving the Effectiveness of
Sanctions Related to Individual Assets”®, which aims
to introduce a procedure for identifying and confis-
cating assets of those entities that support military
aggression against Ukraine in any way. The law es-
tablishes new sanctions, such as the seizure of assets
of an individual or legal entity in favour of the state.
The decision on such a penalty will be made by the
High Anti-Corruption Court. However, the institution
of asset confiscation is quite new in modern law. The
first precedents of confiscation of property of Russian
oligarchs in Ukraine by terminating their ownership
rights demonstrated the inability of the state to ef-
fectively manage confiscated assets (Transparency
International Ukraine, 2022).

One of the key features of organised crime in
Ukraine is the use of corruption. In the context of
widespread corruption, growing influence of organ-
ised crime, which is taking place against the back-
drop of numerous contradictions in the current legis-
lation and the lack of an effective strategic initiative
to counter these phenomena, it is important that
the legislator, at the initiative of the President of
Ukraine, take measures aimed at reducing the level
of corruption in Ukrainian society. For example, the
Law of Ukraine “On Prevention of Threats to Nation-
al Security Related to Excessive Influence of Persons
with Significant Economic and Political Weight in

! Law of Ukraine No. 1644-VII “On Sanctions”. (2014, August). Retrieved from https://zakon.rada.gov.ua/laws/show/1644-18#Text.
2 Draft Law of Ukraine No. 5191 “On the Principles of Sanctions Policy of Ukraine”. (2021, March). Retrieved from https://w1.cl.rada.

gov.ua/pls/zweb2/webproc4_1?id =&pf3511=71291.

3 Draft Law of Ukraine No. 5191-1 “On Restrictive Measures (Sanctions) of the State to Protect the National Interests of Ukraine”. (2021,
March). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/pubFile/611788.
4 Draft Law of Ukraine No. 5191-2 “On Amendments to the Law of Ukraine “On Sanctions”. (2021, March). Retrieved from https://itd.

rada.gov.ua/billlnfo/Bills/pubFile/623524.

5 Law of Ukraine No. 2257-IX “On Amendments to Certain Legislative Acts of Ukraine on Improving the Effectiveness of Sanctions Related
to the Assets of Individuals”. (2022, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2257-20#Text.
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Public Life (Oligarchs)”! defined the procedure for
the NSDC to recognise a person as an oligarch, pre-
scribed restrictions on their rights, and measures to
influence oligarchs and their associates. Some oppo-
nents of the law questioned its political feasibility, as
there is no analogous legislation in the EU.

According to several Ukrainian experts, the legal
act has certain shortcomings related to contradic-
tions in legal provisions. For example, the proposed
provision of Article 7 of the Law, which bans the fi-
nancing of political parties, could be interpreted as
a restriction on the right of persons recognised as
oligarchs to own their property (Sushchenko, 2021).
This restriction includes a ban on the transfer of
money to political party accounts at their discretion.
In practice, this means that the NSDC of Ukraine and
the President of Ukraine will be entitled to restrict
the disposal of people’s property without their con-
sent, in violation of Article 41(4) of the Constitution
of Ukraine? on the inviolability of private property
rights. Furthermore, it is believed that the circle of
oligarchs could theoretically become extremely wide,
and some measures prescribed by the Law could be
ineffective in terms of their practical application. At
the same time, foreign scholarly sources emphasise
that to qualitatively change national legislation and
bring it closer to European law, legal measures should
be taken to prevent a situation in which organised
crime controls part of society and politics (Kupka et
al., 2021). Ukraine lacks the institutions necessary
to effectively prosecute organised crime and needs
to work on strengthening its legal system and intro-
duce best practices and countermeasures (Williams
& Picarelli 2017). Therefore, despite all the possible
shortcomings of the wording of this law and the lack
of tools to achieve the goals declared in it, its adop-
tion is a major step by the state to counteract the
systemic signs of the oligarchy’s criminal influence
on the functioning of the national economy, which is
the most complex part of organised crime.

It is important to adapt national legislation on
combating organised crime to the norms of Europe-
an law and UN requirements. Implementation of the
provisions of EU regulations is Ukraine’s obligation
on its path to European integration (Leun, 2021).
One of the examples of Ukraine’s compliance with
international legal norms is the introduction of the
Europol Serious and Organised Crime Threat Assess-
ment (SOCTA) methodology into law enforcement

activities, which is highly effective in EU countries
and is constantly reviewed and supplemented by the
Europol Advisory Group. The SOCTA report provides
a detailed analysis and assessment of the socio-politi-
cal areas of EU Member States vulnerable to criminal
influence and targeted by criminal groups, as well as
an analysis of organised criminal groups, including
the forms, methods, and means of their activities (Eu-
ropol, 2021). According to O.Y. Korystin & N.P. Svir-
idyuk (2022), the modern paradigm and world prac-
tice of combating organised crime is to focus on
identifying the sources of its existence and ways to
influence it. Therefore, the possibility of a strategic
vision of the threats and risks to national security
posed by criminal activity, as well as the conditions
of existence of criminal groups and the mechanisms
they choose to commit criminal offences, makes the
SOCTA methodology unique (Sanakoiev et al., 2022).
It is believed that the use of this methodology will al-
low law enforcement agencies of Ukraine to conduct
a thorough analysis of the current state of organised
crime, based on which they will formulate strategic
and operational goals, as well as appropriate tactics
to counter this socially dangerous phenomenon.

At the same time, gaps in Ukrainian legisla-
tion, the lack of specialised software and the lack
of competent IT analysts and specialists in this area
considerably slow down the implementation of the
SOCTA methodology. These problems can be solved
through professional training of actors in the fight
against organised crime in the specifics of criminal
analysis at the strategic level, the purchase of li-
censed software, the introduction of best European
practices and the implementation of a set of legis-
lative measures. A study of foreign practices in the
offensive strategy of fighting organised crime (Pere-
lyhina & Dmytryshak, 2019) shows that European
countries try to update their legislation every year
to strengthen the capacity and efficiency of law en-
forcement agencies. The SOCTA methodology is
being implemented in Ukraine with the support of
the EU Advisory Mission. The initial stage of such
implementation is the approval of Resolution of the
Cabinet of Ministers of Ukraine No. 59 dated 26 Jan-
uary 20223 This resolution approved the composi-
tion of the Interagency Working Group to coordinate
the implementation of the assessment system in the
activities of executive authorities. However, the tasks
of this working group do not contain provisions that

! Law of Ukraine No. 1780-IX “On Prevention of Threats to National Security Associated with the Excessive Influence of Persons with
Significant Economic and Political Weight in Public Life (Oligarchs)”. (2021, September). Retrieved from https://zakon.rada.gov.ua/

laws/show/1780-20#Text.
2The Constitution of
%D0%B2%D1%80# Text.

Ukraine. (1996, June).

Retrieved

from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-

3 Resolution of the Cabinet of Ministers of Ukraine No. 59“On Some Issues of Implementation of the SOCTA Ukraine Assessment System
in the Activities of Central Executive Authorities”. (2022, January). Retrieved from https://www.kmu.gov.ua/npas/deyaki-pitannya-
zaprovadzhennya-v-diyalnist-centralnih-organiv-vikonavchoyi-vladi-sistemi-ocinki-socta-ukrayina-59-260122.
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would prescribe the development of a state policy
on combating organised crime based on the imple-
mentation of the SOCTA methodology (setting stra-
tegic goals, developing comprehensive action plans),
which, according to the authors of the present pa-
per, considerably slows down its implementation.

The rapid development of digital technologies
is driving the improvement of forms and methods
of digital crime. Organised cybercrime is associ-
ated not only with cybersecurity issues, but also
with threats to national security, namely critical
infrastructure, the military-industrial complex, etc.
M.V. Hutsaluk (2019) notes that it is impossible to
carry out a complete criminological analysis that
would fully cover all aspects of global cybercrime, in-
cluding its organised forms. This phenomenon is sub-
stantially different from conventional types of crime
and cannot be adequately assessed by the usual crim-
inological approach. Currently, the legal framework
for protecting the interests of the state, society, and
individuals in cyberspace is defined by the Law of
Ukraine “On the Fundamental Principles of Ensuring
Cybersecurity of Ukraine™, which is also not without
its drawbacks. As digital transformation is one of the
priorities of modern development, Ukraine is taking
effective steps towards the global digital environment.
Thus, on 17 January 2018, the Government approved
the Concept for the Development of the Digital Econ-
omy and Society of Ukraine for 2018-2020, and on
03 March 2021 - the Concept for the Development of
Digital Competencies. At the same time, the rapid de-
velopment of digital technologies encourages the im-
provement of forms and methods of “digital crime”2

Europol’s analytical report “Internet Organised
Crime Threat Assessment (IOCTA), 2018” (Europol,
2018) states that an effective tool for prompt detection
and further localisation of criminal groups’ activities
in cyberspace is the creation of databases on cyber-
crime and its criminological state. Other important
components of successful counteraction to organised
cybercrime should be technical support of author-
ised entities, including constant updating of licensed
software to detect malware and new business models
of cybercrime, involvement of IT specialists in coun-
teraction measures, international digital integration,
regulation of interagency information exchange, and
application of best practices in countering crime in
foreign countries with developed digital economies.

m Conclusions

The legal regulation of this activity, primarily national
legislation that is in line with current socio-political

realities and international practices, has an important
impact on the organisation of countering organised
crime. Ukraine, along with other countries, is trying to
introduce new ways and mechanisms to combat organ-
ised crime and is gradually updating its national legis-
lation. The results of the analysis of certain regulations
in terms of their potential impact on the organisation of
countering organised crime show both positive devel-
opments in this area and indicate legal gaps that need
to be addressed. The new laws create legal grounds for
law enforcement agencies and special purpose state
bodies to use the latest forms, methods, and means of
countering intelligence and subversive, terrorist, sabo-
tage, and other illegal activities of organised criminal
groups, primarily in the context of full-scale armed
aggression against Ukraine. Gaps in anti-crime legisla-
tion slow down democratic processes and create pre-
conditions for further criminalisation of the key areas
of state functioning. The most substantial gaps include
incomplete and sometimes absent legal provisions
that should regulate the implementation of effective
anti-corruption programmes, criminal, and adminis-
trative liability for violation of the sanctions policy,
and criminalisation of intelligence and subversive ac-
tivities carried out through organised criminal groups.

As of 2023, the regulations governing the law
enforcement intelligence, counterintelligence, an-
ti-terrorism, anti-corruption, and criminal procedural
activities of law enforcement agencies need to be im-
proved. It is also urgent to accelerate the implemen-
tation of the Europol Serious and Organised Crime
Threat Assessment (SOCTA) methodology in Ukraine,
the full implementation of the Convention on Cyber-
crime and the implementation of the provisions of the
National Strategy for Combating Organised Crime,
which emphasises, among other things, the need for a
permanent comprehensive analysis of the causes and
conditions under which organised criminal groups
emerge and develop, and strengthen their activities.

Further research on this topic should be focused
on defining the current system of actors involved in
countering organised crime, the list of their powers
and principles of interaction, the specifics of counter-
action measures under martial law, and the organi-
sation of international cooperation with law enforce-
ment agencies of NATO member states.
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m AHOTamis. AKTyaJIbHiCTh HayKOBOT'O JOCJIiIKEHHS 3yMOBJIeHa HeOOXiAHICTI0 po3p06JIeHHA KOHKPETHUX
MIPOMO3UIif 3 yAOCKOHAJIeHHs 3aKOHOAABCTBA y cdepi MpOTHil OpraHi3oBaHill 3JI0UMHHOCTI Ha Cy4YaCHOMY
etamni. MeTa cTaTTi — Ha OCHOBIi BUSBJIEHUX IIPOTAJIMH y IPaBOBOMY PeryJil0BaHHi MPOTHUJil opraHi3oBaHii
3JIOYMHHOCTi BU3HAYNTHU IIJIAXMA WOT0 BJOCKOHAJIEHHA 3 OIJIAAY Ha Cy4yacHi COIiaJIbHO-TIOJIITUYHI peastil
Ta Mi’)KHapOJHi NpakTUKu. JlocaipkeHHsA BUPIlIye LI MUTAHHA 3a JOIIOMOI'OI0 CUCTEMHM 3arajlbHOHAayKOBUX
i cmeniaJbHUX METOZIB HAyKOBOrO IMi3HAHHA: aHaJIi3y, CUHTe3y, aHaJIoril, NMOPiBHAHHA, y3arajbHeHHs,
KOHTEHT-aHaJi3y, a TakoX (popMasibHO-IOPUAUYHOTO, MOPiBHAJIBHO-IPABOBOTO Ta CHCTEMHOTO METOXiB.
PesysbTaTu aHa1i3y IPaBOBOTO peryJiloBaHHA NPOTUil OpraHi3oBaHill 3JIOUMHHOCTI B YKpaiHi 3aCBiguy0Th
HasABHICTh CYTTEBUX NPOTAJIVH y HalliOHAJIbHOMY 3aKOHOAABCTBI, IIJ0 CTBOPIOE NTepeJyMOBH AJIA MOAAJIbIIOL
KpuMiHaizanil HaiBaxuBimmx chdep (PyHKIiOHyBaHHsA AepXaBu, MepeiyciM B yMOBaX BOEHHHUX il
1[0 TPUBAIOTh HA TEPUTOPil KpaiHU. Y CTATTi aKl[eHTOBAHO Ha HU3Ili MPOEKTIB 3aKOHIB, MOJOXEHHA AKUX
CIIpAMOBAHI Ha NMOCHUJIEHHA CIPOMOXHOCTEN Cy0’€KTiB MPOTHULil OpraHi3oBaHill 3JI0OYUNHHOCTI Ta MaTUMYTh
MO3WTHUBHUI BIUIMB Ha YCYHEHHA NPUYMH M YyMOB Ii icHyBaHHA. [[oBedeHO, IO BaromMe 3Ha4eHHA Mae€
MoOJepHi3alig KpUMiHaJIbHOTO, KPUMiHaJIbHOTO MPOIeCyaJbHOr0, AaHTHUKOPYMIiiHOIO0, OIepaTUBHO-
PO3IIYKOBOTO Ta KOHTPPO3BiAyBaJIbHOTO 3aKOHOMABCTBA, a TaKOX yAOCKOHAJIeHHS NPAaBOBUX AaKTiB y
cdepax 60poTHOU 3 TEPOPU3MOM i CAHKI[IFIHOI MOJIITUKU. APTYMEHTOBAaHO HeOOXigHICTh MPUILBUAIIEHHA
iMILIeMeHTalil B YKpaiHi MeTo[oJioril €BpONOJIy 3 OLiHKMU 3arpo3 TAXKUX 3JI0YMHIB Ta OpraHi3oBaHOI
3JIOYMHHOCTI OO0 MOXJIMBOCTi CTpaTerivyHoro 6aueHHs Bpa3JIMBUX AJI KPUMiHaJIbHOTO BIJIUBY CYCIIiJIbHO-
noJriTnuHux cdep. JJoBeaeHo, 10 BaXINBOIO TepeJyMOBOI0 e(eKTUBHOI MPOTULil 3JIOUNHHOCTI € peasi3alis
noJyioxxeHb CTpaterili 00poTbOU 3 OpraHi30BaHOW 3JIOUWHHICTIO, IO CTOCYIOTHCA CTBOPEHHA CTabiJIbHOTO
I CHCTEMHOTO 3aKOHOAABCTBa [JIA BIPOBA/)KeHHS HOBUX METOJiB i MexaHi3MmiB mpotugii. [IpakTuuHe
3Ha4YeHHsA po0OTU NOJIATAE B TOMY, IO OTPUMaHi pe3yJbTaTh JOCIiPKEHH MOXYTh CJIyIyBaTy MiATPYHTAM
OJ1s BOOCKOHAJIEHHSA MPAaBOBOTO peryJsiloBaHHA MPOTUil OpraHi3oBaHill 3JIOUMHHOCTI B YKpaiHi AK 3arposi
11 HaioHabHIN 6e3neli, HacamIepen Mif yac Ail IPaBOBOTO PeXUMY BOEHHOTO CTaHy
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m Abstract. In the context of the development of neural networks and the legality of their use, the substantiated
need to analyse the capabilities of artificial intelligence in the work of law enforcement agencies and to
protect society from crime becomes increasingly relevant. The purpose of this study was to characterize the
use of artificial intelligence in law enforcement, specifically, its impact on the level of crime, its detection
and investigation, and the overall efficiency of law enforcement agencies. Using the comparative legal
method, the author assesses various approaches to the use of artificial intelligence and analyses scientific
representations of this issue based on the dialectical method. The terminological and normative-dogmatic
methods helped to investigate the interpretation of the term “artificial intelligence” in modern scientific
discussions and to give an axiological assessment of this phenomenon. The systemic-structural and formal-
logical methods helped to consider the specific features of introducing artificial intelligence into law
enforcement at the present stage. The study highlights the impact of artificial intelligence tools on the
efficiency of law enforcement agencies, and substantiates the need to introduce regulations at the state level
to avoid the risks of using artificial intelligence in law enforcement considering European integration. It is
argued that the use of artificial intelligence to protect society from threats should follow the internationally
established principles of its responsible use, which has not yet been prescribed in law. The risks of using
artificial intelligence for human safety were highlighted. The study identified the main trends, problems,
and prospects for the introduction of artificial intelligence in law enforcement. International practices in
the use of artificial intelligence tools were updated. The results of this study can be used in the development
of state policy in the field of artificial intelligence, development of legal regulation of its use, integration of
artificial intelligence into the activities of state bodies, including law enforcement agencies
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= Introduction

Improvements in digital technologies have facilitated
their introduction into various areas of human life.
Artificial intelligence has become one of the leading
areas of their development. Robotics, the Internet of
Things, big data, cloud infrastructure, augmented re-
ality glasses, etc. are modern capabilities that help
professionals solve their tasks quickly, efficiently,
and functionally. Technical achievements in artificial
intelligence are one of the most promising and undis-
covered areas of development of information systems
and technologies that successfully help law enforce-
ment agencies around the world. Intelligent security
systems controlled by command centres, combined
with video surveillance systems, are effective in pre-
venting crime and deterring acts of terrorism. The
introduction of artificial neural networks in law en-
forcement naturally contributes to its efficiency and
automation of routine law enforcement actions.

A review of recent studies shows that the intro-
duction of artificial intelligence into law enforcement
is a considerable tool for combating crime, a means
of improving its efficiency and implementation. This
was emphasised by M. Karchevskyi (2023), who not-
ed the importance of classifying artificial intelligence
and its legal regulation. Furthermore, the author ex-
amined the possibilities of using weak artificial intel-
ligence and the prospects for a strong type of artificial
intelligence. The characterisation of these technolo-
gies and their role in combating crime was the sub-
ject of a study by V.V. Holina & S.S. Shramko (2020),
who noted that law enforcement agencies are tasked
with monitoring many people potentially prone to
commit crimes, which is why it is so important to
introduce the latest technologies into law enforce-
ment. M.I. Maietnyi (2021) analysed the evolution of
Al and the introduction of artificial neural networks
in law enforcement and the legality of their use, em-
phasising that they can become an effective tool for
combating corruption and organised crime. The re-
verse side of this issue was considered by O. Radut-
nyi (2017), who noted that the achievements of ar-
tificial intelligence can be used to commit crimes in
the field of information relations or directly threaten
the interests of human and society. S. Matuliene et
al. (2022) considered the use of digital technologies
through the lens of European integration processes,
highlighted gaps in the regulatory framework for
their use, and outlined areas for its improvement.
According to scientists who investigate and highlight
the essence of artificial intelligence and its impact
on all spheres of life, including law enforcement, it
is increasingly capable of autonomously detecting
suspicious activities (Rademacher, 2019), counter-
ing cyberattacks (Trifonov et al., 2018), predicting
crimes (Elsherif, 2021), and capturing a criminal at
the crime scene (Becker et al., 2022).

29

Despite a considerable number of scientific stud-
ies on the possibilities of artificial intelligence in law
enforcement, which are of scientific and practical
importance, the subject under study stays open for
discussion of the effectiveness of artificial neural net-
works, investigation of the legality of their use and
the need to introduce a legal framework that would
regulate the legality of the use of digital technologies
in law enforcement.

The purpose of this study was to analyse the effec-
tiveness of artificial intelligence in law enforcement
to solve and investigate crimes, to reduce the work-
load of law enforcement officers and minimise profes-
sional risks, and its impact on expanding the methods
of combating crime. Tasks of this study: to formulate,
based on scientific research, substantiated generalisa-
tions regarding the use of artificial neural networks in
law enforcement; to provide recommendations on the
legality of artificial intelligence in law enforcement.

= Materials and Methods

The following scientific methods were used to inves-
tigate the topic: terminological, systemic and struc-
tural, dialectical, comparative legal, formal-logical,
and regulatory and dogmatic. The term “artificial
intelligence” was studied using the terminological
method. The system-structural method was used to
determine the classification of artificial intelligence
and formulate a holistic approach to the totality of its
means. The dialectical method was used to cover the
discourse of scholars on the legality of the use of arti-
ficial intelligence in various spheres of life, including
law enforcement, and to summarise the fundamen-
tally important conclusions. That is why this method
provided an opportunity to compare views and argu-
ments for and against the use of artificial intelligence
in law enforcement. The comparative legal method
helped to assess different approaches to the use of
artificial intelligence in Ukraine and internationally,
and to formulate an opinion on the legal framework
for the use of artificial intelligence in various coun-
tries, which will facilitate international cooperation
in this area. Using the formal logical method, the
study analysed the systematic approach to the in-
troduction of artificial intelligence into law enforce-
ment. The method helped to define the limits and cri-
teria for the use of artificial intelligence, considering
the prediction of negative consequences and the pos-
sibility of minimising them. The normative-dogmatic
method helped to outline the importance of artificial
intelligence for law enforcement in the detection and
investigation of offences and provided arguments for
the irreversible development of smart technologies.

The theoretical framework of this study in-
cluded the research y such scholars as V.V. Ho-
lina & S.S. Shramko (2020), K. Blount (2022),
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T. Rademacher (2019). In drafting this paper, the le-
gal acts of Ukraine and the European Union that pre-
scribe the development of artificial intelligence tech-
nologies were used, namely, the Order of the Cabinet
of Ministers of Ukraine approving the Concept of
Artificial Intelligence Development in Ukraine!, EU
Digital Europe Programme (2021-2027) (n.d.), which
allows enterprises to introduce digital technologies,
develop leading digital skills and expand digital in-
frastructure, to which Ukraine has also joined, the
Civil Code of Ukraine?, the Law of Ukraine “On the
National Police”, the Law of Ukraine “On Personal
Data Protection™, the Order of the Ministry of In-
ternal Affairs of Ukraine No. 357 “On Approval of
the Instruction on Organisation of Response to Ap-
plications and Reports of Criminal, Administrative
Offences or Events and Prompt Informing in the Bod-
ies (Units) of the National Police of Ukraine” dated
27.04.2020°, the Order of the Ministry of Internal
Affairs of Ukraine No. 1026 “On Approval of the In-
struction on the Use of Technical Devices and Techni-
cal Facilities with Photo and Film Filming and Video
Recording Functions by Police Bodies and Units” dat-
ed 18.12.2018¢.

m Results

In the scientific community, the concept of artifi-
cial intelligence (AI) and the legitimacy of its use is
a matter of debate not only in the EU but also in
Ukraine. The Concept for the Development of Ar-
tificial Intelligence in Ukraine defines it as “an or-
ganised set of information technologies that can be
used to perform complex tasks by using a system of
scientific research methods and information process-
ing algorithms™”. The main purpose of the entire se-
curity sector is to make society safer (Vermeeren et
al., 2021). For law enforcement agencies, digital
technology programmes increase efficiency, facil-
itate data management processes, and enhance ca-
pabilities that deliver a range of benefits to public
safety and criminal justice. For example, road safety
systems detect violations and notify the authorities,
identifying offenders. Facial recognition is becom-
ing increasingly popular as an Al application. Its

technologies help law enforcement agencies to make
decisions and perform tasks in general, increase ef-
ficiency or expand opportunities for certain actions
or choices (Roksandic, et al. 2022). The use of such
systems helps to improve law enforcement control
over urban space, disciplines citizens, and increases
their level of comfort. The overwhelming majority of
all regional preparatory meetings for the 14th United
Nations Congress on Crime Prevention and Criminal
Justice (United Nations, 2021), which took place in
Japan in 2020, stressed the importance of law en-
forcement officers’ skills in applying information and
communication technologies, including big data, in
the fight against crime.

V.V. Holina & S.S. Shramko (2020) emphasise
the importance of five technologies that can be used
by the police in combating crime. The first of these
methods is to use big data in mapping to predict the
geographical areas that have the highest crime rates.
The Internet of Things helps law enforcement agen-
cies collect data through video surveillance in public
places. The police have access to massive amounts
of data, which enables them to better understand
social trends, predict potential crime, and act in a
more targeted and rational manner. Regarding the
use of drones, their effectiveness lies in constant sur-
veillance and maintenance of law and order without
the involvement of individuals, searching for missing
persons, investigating fatal accidents, tracking sus-
pected criminals, etc. Using just one drone can re-
duce crime rate by 10%.

Thanks to advances in high technology and the
development of the infrastructure of large cities, sys-
tems are becoming smarter and can transmit infor-
mation in real time. This helps to detect crimes in-
stantly in hot pursuit, predict future crime scenes and
increase patrolling. The use of facial recognition and
number plate scanning to identify people and cars
makes augmented reality glasses useful for law en-
forcement. This allows law enforcement agencies to
easily identify and detain individuals they suspect of
committing crimes. Although the use of this technol-
ogy is still at an experimental stage, it is hoped that
in the near future, smart augmented reality glasses

! Resolution of the Cabinet of Ministers of Ukraine No. 1556-p. “On Approval of the Concept of Artificial Intelligence Development in
Ukraine”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80#  Text.
2 Civil Code of Ukraine. (2023, September). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.

3 Law of Ukraine No. 580-VIII “On National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
4 Law of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/2297-17#Text.

5 Order of Ministry of Internal Affairs of Ukraine No. 357 “On Approval of the Instruction on the Organization of Response to Applications
and Reports of Criminal, Administrative Offences or Events and Prompt Informing in the Bodies (Units) of the National Police of
Ukraine”. (2020, April). Retrieved from https://zakon.rada.gov.ua/laws/show/z0443-20#Text.

6 Order of Ministry of Internal Affairs No. 1026 “On Approval of the Instruction on the Use of Technical Devices and Technical Facilities
with Photo and Video Recording Functions by Police Bodies and Units”. (2018, December). Retrieved from https://zakon.rada.gov.ua/
laws/show/z0028-19#Text.

7 Order of the Cabinet of Ministers of Ukraine No. 1556-p. “On Approval of the Concept of Artificial Intelligence Development in
Ukraine”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80# Text.
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will become part of regular police equipment (Holina
& Shramko, 2020).

Notably, the police, within its competence, ap-
plies preventive measures and coercive measures de-
fined by the Law of Ukraine “On the National Police™!
(Article 31, Item 9), and therefore, sometimes it may
deviate from the norms of the Civil Code of Ukraine?.
According to this Article, a police officer is entitled
to use preventive measures, including means that
have the functions of photography, film, and video
recording. For example, researchers at the University
of Cambridge found that police officers wearing body
cameras had 93% fewer complaints from the public,
as video recording increases accountability on both
sides (Holina & Shramko, 2020). It is also natural that
the use of Al in today’s law enforcement activities
to detect and investigate offences is one of the most
promising and progressive areas of development of
information management systems and technologies.

For example, the use of robots and drones in law
enforcement helps law enforcement agencies around
the world to more effectively detect crimes (e.g., ille-
gal mining of natural resources and minerals; illegal
logging; areas illegally sown with hemp); video re-
cording of traffic violations, road accidents (Kaskad
automatic road control system); face recognition and
verification with a database; data collection during
explosions, fires, natural disasters), simplifying their
work, and protecting police officers from accidents
and excessive aggression. An example of the use of
neural networks in law enforcement is the informa-
tion and telecommunication system “Information
Portal of the National Police of Ukraine” (IPNP), a set
of hardware and software tools designed to process
information that is part of the unified information
system of the Ministry of Internal Affairs of Ukraine®.

The 14% United Nations Congress on Crime Pre-
vention and Criminal Justice emphasised the im-
portance of intensifying the use of emerging digital
technologies, such as Al and information and commu-
nication technologies, including the use of big data
in the fight against crime. Departmental specialised
intelligent information systems were created: for the
police — automated fingerprint information systems
(ADIS Sonda, Dacto-2000, Morpho - France, Prin-
trak — USA, NEX - Japan, etc;) for the Border Guard
Service — integrated information and telecommuni-
cation systems “Arkan” and “Hart”; for the Customs
Service — multifunctional integrated information sys-
tem “Electronic Customs” (Tvoroshenko, 2016). The
introduction of programmes such as Kasandra and
geographic information systems (GIS) into the work

of Ukraine’s law enforcement agencies enables them
to meet international standards. In practice, law en-
forcement agencies are already actively using digital
video surveillance technologies to search for offend-
ers: face recognition, illegal mining, amber, deforest-
ation; auto-fixation; automated hot pursuit systems;
security systems that can recognise hacking threats,
call emergency services, and carry out environmental
design to create safer areas.

In 2020, the Ministry of Justice of Ukraine offi-
cially introduced Kasandra software with Al elements
(Artificial intelligence will help..., 2020). Kasandra
analyses the personality of the offender and deter-
mines the possibility of repeated violations of the law.
Practitioners praise this software, which is one of the
tabs of the unified register of convicts and detainees,
which includes risk and needs assessment. Kasandra
helps police officers to assess the probability of a new
crime being committed, automates the description of
criminals’ personalities, and assesses the probability
of breaking the law. Over time, Kasandra will learn
to analyse all the data available on the criminal.

Some countries have long been using automatic
face recognition software systems. Scientific devel-
opments (Becker et al., 2022) show that high accu-
racy of face recognition is achieved through biom-
etric parameter index technologies. In 2019, only
18 such cameras operated in the Safe Kyiv Region
(“Bezpechna Kyivshchyna”) system (Ukraine). As of
2023, there were 1,883 CCTV cameras in operation,
of which 480 could recognise vehicle licence plates
and 905 were view cameras. Spatial face recognition
uses a 3D sensor to capture information about the
shape of the face to detect characteristic features
(A video surveillance system with..., 2023). Back in
2019, EUAM organised drone management training
for 16 officers of the criminal support departments
of the National Police of Ukraine (The police expand
the..., 2019). Such special aerial reconnaissance
groups were planned to be established in every re-
gion of Ukraine.

In 2023, police attention is focused on the grow-
ing need for a reliable criminal identification sys-
tem that is efficient and cost-effective for mass use.
N. Mittal & R. Singh (2022) propose a system con-
sisting of advanced hardware and software that can
considerably improve the accuracy and reliability of
a criminal identification system by incorporating ma-
chine learning and artificial intelligence. Verification
through Al-blockchain helps to achieve end-to-end
encryption, timestamps, and legitimacy verification
(Mittal & Singh, 2022).

! Law of Ukraine No. 580-VIII “On National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
2 Civil Code of Ukraine. (2023, September). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.

3 Order of the Ministry of Internal Affairs of Ukraine No. 676/B/] “On Approval of the Regulation on the Information and Telecommunication
System “Information Portal of the NP of Ukraine”. (2017, August). Retrieved from: https://zakon.rada.gov.ua/laws/show/z1059-17#Text.
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Since the use of Al in the legal system provides
a great opportunity to effectively detect, solve, and
counteract offences, countries in North America, Eu-
rope, and East Asia are investing heavily in its devel-
opment. This is becoming a key element of success in
international markets. Detecting and tracking crimes
contributes to the effectiveness of law enforcement
agencies in preventing and investigating offences. A
positive experience of using Al in law enforcement
is the use of a geographic information system (GIS).
These scientific developments allow not only track-
ing people and vehicles, but are also useful at cus-
toms, in preventing riots, terrorist attacks, and ensur-
ing security at concerts or other crowded places (The
role of GIS..., 2019).

The combination of model images of territories
(space and aerial images of the earth’s surface, elec-
tronic maps, diagrams) has become possible thanks
to modern computer technology. This greatly simpli-
fied the search for the offender. Al is used in the fight
against terrorism by locating criminals. Analysing so-
cial media posts, phone calls, and locations are com-
monly used methods of detecting and investigating
crime. For example, Evolv Technology’s Al-based se-
curity system, which operates through the Evolv Pin-
point app, uses face recognition and functions like a
conventional metal detector. The capacity is 600-900
people per hour (Maietnyi, 2021). The built-in camera
compares the visitor’s face with the faces in the watch
list uploaded to the system’s databases. The informa-
tion and photo of this person are displayed on the secu-
rity tablet, marked in red. The yellow highlighting in-
dicates an unverified threat, and the profile is verified
in real time within seconds. According to M.I. Maiet-
nyi (2021), to ensure centralised monitoring and sur-
veillance in smart cities, it is necessary to use artificial
neural system programs, cameras, and motion sensors
to monitor order in crowded places, to predict danger-
ous situations, and to recognise the faces of criminals.

The use of artificial intelligence in the develop-
ment of analytical tools helps to identify the char-
acteristics of modern criminals, which contributes
to their timely detection and prediction of criminal
intentions. This makes it possible to effectively coun-
teract them, and that is why it is appropriate to use
the existing system of crime prevention through envi-
ronmental design, which is a programme of manipu-
lating built-up areas of cities to create safer areas. The
Crime Prevention Through Environmental Design
(CPTED) programme was invented in 1960 by crim-
inologist C. Ray Jeffery. It is thanks to CPTED that
modern research on burglary prevention has moved
to a qualitatively new level (Monchuk et al., 2019).
Conventional conceptions of crime fighting, accord-
ing to K. Blount (2022), often oppose the police to
the person, known or unknown, who is responsi-
ble for the crime. However, due to the increasingly
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rapid development of technology, police are prior-
itising crime prevention, making it necessary to iden-
tify who or what group of people might be the next
likely offender before a crime is committed, which is
known as predictive policing (Blount, 2022). This po-
sition of the scholar is well-reasoned, since the wide-
spread use of various variants of this system has been
observed in Western Europe and the United States
since 2010. Notably, Time magazine proclaimed pre-
dictive policing as one of the 50 best inventions of
2011 (Wilson, 2018).

It is quite natural that to use “predictive polic-
ing” in modern law enforcement, the areas of this ac-
tivity should be defined. G.G. Fuster (2020) believes
that the effectiveness of this system will be to predict
criminal offences and persons who commit or are
likely to commit (or re-commit) them; to create pro-
files of such persons, considering the characteristics
of already identified offenders; to predict the proba-
bility of victims of criminal offences. It can be argued
that Al expands the possibilities of crime prediction,
prevention, and detection. M.I. Maietnyi (2021) be-
lieves that for its effectiveness, radar, and laser loca-
tion devices (e.g., LIDAR) should be used. The preci-
sion of this technology makes it possible to map large
geographical areas with a level of detail that was
previously possible only at excessive cost. M.I. Mai-
etnyi (2021) provides several examples of the use
of artificial neural networks in foreign countries. In
Dubai, border guards have equipped airports with a
system for detecting undeclared items. The UK has
created its own system of preventive measures due
to the considerable number of accidents caused by
phone use while driving, while in Australia, such
drivers are monitored by road cameras. The photo-
graph is the basis for the charge of violation.

China is actively using the latest digital technolo-
gies as an effective tool in the fight against organised
crime, including corruption. The Zero Trust func-
tional system developed by the Chinese Academy of
Sciences detects suspicious transactions involving the
alienation or acquisition of property, illegal construc-
tion, and enrichment. Access to 150 secure databases
makes it possible to analyse the behaviour of civil
servants (Maietnyi, 2021). A robotic police officer
has appeared at a railway station, and apart from
controlling the order, it also communicates with pas-
sengers. They also use “smart glasses” that help to
identify a criminal much faster. The Chinese political
authorities plan to build an artificial intelligence in-
dustry with a turnover of USD 150 billion by 2030.
The main function of Al should be to combat crime.
The most ambitious development of Chinese scien-
tists, according to V. Maietnyi (2021), is the Police
Cloud system, which is supposed to collect informa-
tion from shopping histories in retail chains, food de-
livery orders, and hospital visits during which DNA
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samples are collected (Maietnyi, 2021). A “real-time
forensic centre” that predicts the possibility of com-
mitting crimes and determines the “potential degree
of threat” from individuals was opened in 2017 in
California (Maietnyi, 2021).

Ukraine’s active involvement in the world’s best
practices of implementing smart technologies by the
national authorities is a positive indicator that gives
hope for the introduction of advanced methods of
crime prevention and combating in the country. In
2020, Ukraine established an expert committee on
artificial intelligence under the Ministry of Digital In-
formation and drafted a Concept for the Development
of Artificial Intelligence!. Due to the considerable
increase in the impact of smart devices on people’s
lives, the use of Al-based smart home applications
is forecast to grow by 50%. Cisco drew attention to
this?. However, full automation of the home space is
still a task for the future. To solve conventional crime
problems, modern law enforcement practice uses the
strategy of “Predictive policing” (Yurtaieva, 2020).
The main idea is to use the ability to analyse and
process substantial amounts of information using ar-
tificial intelligence technologies. This helps to create
reasonable forecasts to optimise the use of available
resources and perform police tasks.

m Discussion

The recorded features of the specifics of the use of
neural networks indicate that the collection and ac-
cumulation of large amounts of data are fundamen-
tal to the detection of offences and the detention of
criminals. Therefore, it is only natural that the use of
Al tools is caused by a special social need to protect
the rights and freedoms of citizens. But its use has
a common prerequisite — safety and legality. This is
the legal approach followed by K. Yurtaieva (2020),
M. Demura & D. Klepka (2022) and others, emphasis-
ing the legality and morality of AI application.

Over the past five years, cybersecurity has moved
from the stage of cybercrime to the stage of cyber-
warfare (Trifonov et al., 2018). In response to the
new challenges, the expert community has two main
approaches: to adopt the philosophy and methods of
military intelligence and to use artificial intelligence
methods to counter cyberattacks. The Technical Uni-
versity of Sofia has implemented a project related to
the use of intelligent methods to improve security in
computer networks. The analysis of the feasibility of
using various artificial intelligence methods showed
that it is impossible to identify a method that would
be equally effective for all stages of cyberintelligence.
While a multi-agent system has been selected and

experimentally tested for tactical cyberthreat intel-
ligence, recurrent neural networks are proposed to
be used for operational cyberthreat intelligence (Tri-
fonov et al, 2018). International experience also
proves that Al algorithms perform tasks more accu-
rately, quickly, and cheaply. However, the modernity
of this method has added some ambiguity in deter-
mining its legal nature and legality (Elsherif, 2021).
Given the research conducted by scientists, one
can agree that the impact of neural networks on hu-
manity has been understudied. Therefore, in further
development of Al and the development of a regula-
tory framework, priority should be given to avoiding
the risks of its use. To this end, society must control
all processes of development of these technologies
and their legal framework. The use of mainly nation-
al technologies will ensure the independence of the
state, considering the European integration trajectory
of digital technology development and the prospects
for its use in law enforcement (Matuliene et al., 2022).
Given all the risks of using Al in human life, the
European Parliament plans to adopt a common regu-
latory framework for Al as an element of its product
regulation by the end of 2024 (Polikovska, 2023). The
draft law is the world’s largest attempt to address the
potentially harmful effects of artificial intelligence.
Specifically, members of the European Parliament
decided to classify the following systems as danger-
ous: biometric identification in public places; biom-
etric classification systems based on socio-economic
status; emotion recognition systems in law enforce-
ment, border control, workplace and educational in-
stitutions; systems that can create databases of faces
based on processing images from cameras in public
places, etc. The search for a missing child, prevention
of a terrorist threat, and detection or prosecution of
a perpetrator or suspect in a criminal offence are de-
fined as exceptions to the use of neural networks.
However, according to O. Etzioni (2016), it is still
unclear how effective any regulation of Al can be.
Modern technology capabilities are emerging faster
than lawmakers can address them. Furthermore, ac-
cording to the scientists, only a few researchers are
concerned with the problem of controlling artificial
intelligence, while hundreds of thousands are in-
volved in its creation. Therefore, the question of how
realistic it is to control Al risks stays open.
According to O. Karmaza & T. Fedorenko (2021),
the use of neural networks is complicated by the fact
that its concept, types (forms), principles, conditions,
and rules of application are still undefined at the
legislative level and are only the subject of theoret-
ical discussions. International recommendations and

! Resolution of the Cabinet of Ministers of Ukraine No. 1556-p. “On Approval of the Concept of Artificial Intelligence Development in
Ukraine”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80# Text.

2 Ibidem, 2020.
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legislation do not provide concrete answers to some
important questions in the field of artificial intelli-
gence. On the other hand, scholars emphasise that
international law and foreign doctrines are also rel-
evant. That is why the development of regulatory
frameworks and laws that would regulate the use
of Al in Ukraine is now a topical issue (Karmaza &
Fedorenko, 2021). However, the creation of a legal
framework in this area requires a unified approach
to understanding the nature of artificial intelligence,
which is not yet available. This creates uncertainty for
Al in the legal, social, and moral and ethical spheres.
This leads to the existence of diverse opinions on
the legal aspects of Al, its benefits, threats, and risks
among legal experts. There are also discussions about
the recognition of legal personality of artificial intel-
ligence robots. More importantly, scientists and prac-
titioners have not reached a consensus on the need to
develop effective mechanisms for the implementation
of legal liability in the context of AI use.

However, according to M. Demura & D. Klep-
ka (2022), scientists and practitioners express consol-
idated opinions on the use of artificial technologies
in the legal environment at scientific and practical
conferences in the form of recommendations and
protocols of intent. Therefore, the regulatory and
conceptual uncertainty of Al requires their approval
at the state level, as its potential is used for complex
priority legal tasks in law enforcement. The princi-
pal areas of its implementation are various software,
including databases, registries, and smart contracts.
But the main thing is that AI should be socially ori-
ented, meeting the interests of human security,
preserving personal space, will, and consciousness.
Rapid changes in public life have a fundamental im-
pact on the modernisation of the neural systems of
domestic law enforcement agencies. This includes,
for instance, the Integrated Interagency Information
and Telecommunication System for Controlling Per-
sons, Vehicles, and Cargo Crossing the State Border
(Maietnyi, 2021). Now, artificial neural networks are
not without their drawbacks. M. Demura & D. Klep-
ka (2022) believe that since artificial intelligence
operates only with information that is known in ad-
vance, in some cases its work may be incomplete.
If the offender has not previously had any contact
with law enforcement agencies, their data will not be
included in the database. As a result, the programme
may underestimate its threat to society. It is reasona-
ble to believe that the powerful development of neural
systems also leads to the transformation of crime and
its use of these technologies to commit cyberattacks
(Demura & Klepka, 2022). Technology is increasingly
being used by criminals in the field of information
relations, producing growth and new types of crime.

S. Matuliene et al. (2022) also notes the use of digi-
tal technologies in criminal activities, emphasising the
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need for “close” attention to the security needs of Al:
its reliability, transparency, and fairness. Especially
when the effects of innovative technologies are unpre-
dictable (Matuliene et al., 2022). Modern researchers
believe that one of the tasks of criminology is to un-
derstand how artificial intelligence is related to crime.
It is becoming part of various aspects of criminal, po-
lice, and security strategies (Hayward & Maas, 2020).
The key issue is to ensure that no innocent person is
accused or convicted because of the misuse of artifi-
cial neural networks. NATO’s Al Strategy, adopted in
October 2021 (NATO Meetings..., 2021), considers Al
as an opportunity to achieve technological advantage,
but also as a source of threats from malicious use.
That is why the world has developed universal prin-
ciples for the responsible use of artificial intelligence
as a defence against threats: legality, responsibility,
and accountability, explicability, and traceability.

= Conclusions

The analysis of the types, methods and classifica-
tion of Al and its application in law enforcement
makes it possible to summarise and characterise
the use of modern technical neural information net-
works in this area of activity. The study examined
the experience of using digital technologies in law
enforcement activities of foreign countries. They are
most effectively used in the US, Japan, China, and
Germany. These are the countries that are active-
ly using artificial neural technologies to fight crime
and terrorism, improve cybersecurity, and ensure
the inviolability of citizens’ privacy and freedoms.
It is important that their activities in this area are
also aimed at raising public awareness of the legal
and ethical standards of these media. International
experience in the use of neural networks proves that
their algorithms process big data more accurately,
can analyse a large amount of information in the
shortest possible time, and can achieve highly ac-
curate results with less risk to system employees.
This makes it possible to argue for the importance
of expanding European cooperation to improve the
application of these technologies. At the same time,
the findings of this study strongly suggest that arti-
ficial intelligence tools not only increase the oper-
ational efficiency of the police, but also have risks
in their use. Therefore, the issue of developing a
regulatory framework for the use of artificial neural
networks that would ensure the legitimacy of AI and
prevent its adverse impact on humans stays urgent.
Specifically, it is necessary to define the legal status
of artificial intelligence, the regulatory framework
for its application in various industries, the system
of control over its creation, operation, and use, and
outline strategic directions for the development of
Al All of these rulemaking areas are based on Euro-
pean standards, rules, and recommendations.
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New unique developments in artificial neural
networks require in-depth cooperation between
practitioners and research centres, modernisation
of the information system of all law enforcement
agencies to enable them to use advanced digital
technologies to process large amounts of data, im-
prove the efficiency of law enforcement and ensure
the safety of citizens, and minimise the risks of
adverse consequences. Scientific conflicts are also
caused by the lack of specificity in the definition of
artificial intelligence in the legal sphere, since the
different interpretations do not always consider
modern achievements, challenges, opportunities,

and prospects for the development of digital tech-
nologies. This violates legal relations in the gov-
ernment.

Regulatory support for digital technologies, their
comprehensive research and study of their place and
importance in the state is an area for new searches
for their use for the benefit of society.
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m AHoTamisa. B ymMoBaxX po3BUTKY HEHPOHHUX MepexX i 3aKOHHOCTI 1X 3aCTOCYBaHHs aKTyaJIbHOCTi HaOyBae
0oOrpyHTOBaHa HeOOXiHICTh aHaJIi3y MOXJINBOCTEH MTYYHOI0 iHTeJIeKTy B poOOTi IPaBOOXOPOHHUX OpraHiB
Ta y0Oe3nedeHHs CyCHiJIbCTBA BiJl 3JI0YMHHOCTI. MeTa cTaTTi — cXapakTepu3yBaTU 3aCTOCYBAHHA MITYYHOTO
iHTeJIeKTy B NPaBOOXOPOHHIN MifJIBHOCTiI, 30KpeMa HOoro BIJIMB Ha PiBeHb 3JIOUMHHOCTI, II BUKPUTTA Ta
po3cJIifyBaHHA, 3arajabHy e(eKTUBHICTh IPAaBOOXOPOHHUX OpraHiB. 3a JOIIOMOT00 IOPiBHAJIBHO-IIPABOBOTO
MeTOAy HaJaHOo OIL[iHKY Pi3HUM IiAX0aM 40 3aCTOCYBaHHA ITYYHOT'O iHTEJIEKTY, Ha MiCTaBi AiaJIeKTUIHOT'O
MpoaHaJjli30BaHO HAYKOBi pemnpe3eHTalil I1i€l mpobjeMaTuku. TepMiHOJIOTIYHUII Ta HOPMAaTHBHO-
JOTMATUYHUN METOOMW Aajii 3MOTY AOCiAWTH TJyMauyeHHs IMOHATTA «IUTYyYHHN iHTeJeKT» y CydYyacHUX
HayKOBUX AUCKYCifX, JaTH aKCiOJOTiYHy OLiHKy TakoMy ABUIYy. CHCTEMHO-CTPYKTypPHUN Ta GopMaIbHO-
JIOTi4Hi METOAY AOTIOMOTIJIU PO3TJIAHYTU OCOOJIMBOCTI BIIPOBA/I)KEHHA IITYYHOTO iHTEJIEKTY B IPAaBOOXOPOHHY
OiANIBHICTh Ha Cy4YacHOMY eTami. 3a pe3yJjbTaTaMu OOCJiJXEeHHS BUCBITJIEHO BIJIMB 3ac006iB IITYyYHOTO
iHTeJeKTy Ha e(eKTUBHICTb AifAJIBHOCTI OpraHiB NPaBOMNOPSAMKY, a TaKOX OOIPYHTOBAHO HeEOOXiJIHiCTh
yIIpOBaJXKEHHs Ha JIep)KaBHOMY PiBHi HOPMAaTUBHUX [OKYMEHTIiB AJI1 YHUKHEHHS PU3HKiB 3aCTOCYBaHH:A
LMITYYHOTO iHTeJIeKTy B MPAaBOOXOPOHHIN AiAJIBHOCTI 3 OrJiAAYy Ha €BpoiHTerpario. ApryMeHTOBaHO, [0
3aCTOCYBaHHA WITYYHOTO iHTEJIEKTY fK 3aXHCTy CYCIiJIbCTBA Biff 3arpo3 Mae BiAmoBigaTu cHOpMOBaAHUM
Ha MiXHapogHOMY PpiBHi IpUHLHUIAM HOTO BiANOBiJaJbHOrO BUKOPHUCTAHHA, fIK€ OCi HOPMATHBHO He
3aKpinyeHo. BuokpeMJieHO pU3HKU 3aCTOCYBaHHsA HITy4YHOIO iHTeJIeKTy [JiA Oe3mneku jofeil. BusHaueHO
OCHOBHI TeHJeHIlil, MpobjieMl U NepCleKTUBU BIPOBAXKEHHS IITYYHOTO iHTeJeKTy B IPAaBOOXOPOHHY
OiANIbHICTh. AKTyaJIi30BaHO MiXXHAPOAHUI OOCBi[ 3aCTOCYBaHH:A 3ac00iB MITYYHOTO iHTeeKTy. Pe3yjibTatu
JOCJiI)KeHHA MoXe OyTH BUKOPHCTAHO Mif yac (popMyBaHHA JiepXaBHOI MOJITHUKU y cdepi 3acTOCyBaHHA
LMITYYHOTO iHTeJeKTy, po3po0bJieHHsA MPaBOBOl perjiaMeHTarlil ioro BUKOPUCTAHHA, iHTerpaiil mTy4YHOro
iHTeJIeKTy B [iAJIbHICTh Jlep>)XaBHUX OPraHiB, 30KpeMa IIPpaBOOXOPOHHUX

m KutiouoBi cyioBa: inpopmariiiiti TeXHOJIOTiT; IPOTUisA 3JIOYNHHOCTI; YHUKHEHHS PU3UKiB; BUKOPUCTAHHS
IITYYHOT'O iHTEJIeKTy; IpaBOBe peryJIl0BaHH:A; IPaBONOPYIIeHH:; IU(PPOBi TEXHOJIOTiT
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m Abstract. In the period of post-war reconstruction, an urgent issue for Ukraine will be the issue of integration
into the supranational infrastructure of the European Union, including the electronic communications
industry. Given the above, the research aims to reveal the impact of discretion on a digital single market
in the electronic communications area. Using the dialectical general philosophical method, a current era
of discretion in a post-industrial society, which is closely associated with a large-scale digitalization of
all processes of building new models of technical solutions in the context of revolutionary standalone,
evolutionary non-standalone, compromise approaches, is presented. Using the specific scientific system-
structural method, the structure of the Open Radio Access Network framework for the convergence of the
electronic communications market, such as open internal RAN stack interfaces (HTTP Live Streaming; Lan-
Like Switching), open Northbound interfaces (management, optimization, orchestration), open interfaces
for hardware and software disaggregation (VRAN functions running on Network Functions Virtualization
Infrastructure), was demonstrated. The evolution of RAN has gained special attention in the context of
openness and virtualization, using the general scientific formal empirical method of comparison, based on
a combination of Open Radio Access Network and Cloud Radio Access Network regarding vRAN as a key
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» Introduction

The current era of post-industrial society is closely
related to the large-scale digitalization of all process-
es of building a new cross-border model of the elec-
tronic state. In the period of post-war reconstruction,
an urgent issue for Ukraine is, in particular, the issue
of integration into the supranational infrastructure of
the European Union, including the electronic com-
munications industry. For the effective implementa-
tion of this process, it is important to use relevant
discretionary tools for ensuring the formation and
development of the electronic state, which, of course,
are electronic communications. During such activi-
ties in the electronic communications market, a set of
processes begins regarding the establishment, imple-
mentation, and development of electronic communi-
cations to meet the needs and interests of the state
and society, specific users of the electronic commu-
nications networks and consumers of the electronic
communications services.

The establishment and implementation of the
economic process management policy, in particular,
in the industrial dimension, as well as the organiza-
tional and legal mechanisms for regulating the func-
tioning of the electronic communications market,
remains an unresolved issue. The main part of activ-
ities in the electronic communications market has a
discretionary nature, as it provides free discretion of
operators or providers on the appropriate exercise of
their powers. Therefore, disputes regarding the im-
plementation of the competence of authorized enti-
ties, as well as regarding the guarantees of technical
security, protection of personal data and the interop-
erability of systems might arise.

At the national level of research activities re-
garding the use of electronic communications, the
latest approaches have the following directions: dig-
ital transformation; operation of the “rule of law”
principle; specifics of management; and procedural
issues. For example, L. Shymchenko (2022) stud-
ied the indicators of communications effectiveness
in the context of digitalization. At the same time,
the approach is not fully covered, considering how
exactly electronic communications contribute to the
digital transformation of Ukraine and how to ensure
the implementation of the national European inte-
gration policy. O.P. Metelev (2022) outlined the pos-
sibilities of using electronic communications during
the administration of justice.

The Ukrainian doctrine is quite detailed regard-
ing the application of the “rule of law” principle, in
particular, in the context of implementing legisla-
tion on electronic communications. A. Donchenko &
O. Petryshyn (2023) interpret this principle as the

basis of democracy, including the use of electronic
communications during the functioning of the me-
dia, as described by S. Burlakov (2020). V.M. Laze-
bnyi (2021) highlighted the regulations for the use
of electronic communications during information
removal. V.B. Marchenko (2023) detailed implemen-
tation features of electronic commerce under the
provisions of the Law of Ukraine “On electronic com-
munications”!. However, the issue of harmonizing
Ukrainian legislation on electronic communications
with the latest European regulatory practices, as well
as the legal approaches of supranational judicial au-
thorities, requires additional attention. The manage-
rial dimension of the administrative telecommunica-
tions law functioning has been clarified by O.S. Fe-
dorenko (2021) and R. Shchupakivskyi (2019). The
issue of cross-border cooperation within the frame-
work of the interaction of electronic communications
markets needs further clarification.

The research aims to reveal technological and le-
gal aspects of the O-RAN functioning in the context
of defining clear limits for exercising discretionary
powers by the participating subjects of the electronic
communications market.

= Materials and Methods

General philosophical, scientific, and specific meth-
ods were used to describe theoretical and practical is-
sues of digitization as a strategic factor in the unity of
the content component and external form of reflection
related to increasing efficiency and productivity from
using digital technologies and social transformation.

A formal-legal method as the specific research
method was used to outline the gradual integration
of all spheres of state and public life in the digital
universe in terms of globalization, harmonization,
decentralization, and empowerment. The dialectical
general philosophical method was used to highlight
the digitalization in the electronic communications
area as the mechanism (platform) of the informa-
tion society, the internal market of information and
communication technologies via the build-up of effi-
ciency and productivity from the use of digital tech-
nologies, ensuring equal opportunities for everyone
to access information, knowledge and services, in-
creasing confidence and security in using informa-
tion and communication technologies. This legal
category was studied based on the general research
method of formalization as discretionary, charac-
terized by such features as reliability, appropriate
quality, and quantity, as well as ease of use and
universal access to digital services. The axiomatic
general research method was used to describe the

! Law of Ukraine No. 1089-IX “On Electronic Communications” (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/

show/1089-20.
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adequacy of pricing policy, considering the interests
of the maximum number of consumers (users).

A deductive method as the general research
method of theoretical research was used to outline
a large-scale expansion of the digital technologies
scope among the subjects of private law; the ser-
vice orientation, speed of response to the needs of
the consumer (user), including the update of digital
services and their use in real-time; the adaptability
of digital services to the needs of local technological
ecosystems.

Accordingly, the general research method of uni-
ty of historical and logical was used to clarify the fea-
tures of national and transboundary legal policies re-
garding the discretion on a digital single market con-
sistent with the revolutionary cross-border processes
of institutionalizing a coherent network ecosystem
based on 5G and 6G. In this regard, the compara-
tive legal and system-structural methods were used
to prioritise technological convergence, economies of
scale, convergence of access and formation of met-
ro-networks through the architecture of a switched
packet via Voice over IP technology, synchronization
of time-division multiplexing transmission systems, a
set of consolidated broadband services such as “tri-
ple” and “quadrilateral” service (considering the ad-
dition of mobile communication). Empirical general
methods of observation, description and comparison
were used to outline the normative provision of spa-
tial integration of the electronic communications
markets, based on updating the corresponding legal
framework in terms of the use of electronic communi-
cations through infrastructure shifts, i.e. the introduc-
tion of machine communication through the prism of
creating conditions for advanced high-speed mobile
broadband communications, universal availability
of the latter, public anonymity and high reliability.

A hypothetical method has provided an oppor-
tunity to formulate recommendations regarding a
GAIA-X network ecosystem functioning, considering
the necessity to secure the tracking processes and
guarantee personal status.

m Results and Discussion

In 2018, 5 mobile carriers collaborated to launch
the O-RAN Alliance (O-RAN Alliance Continues...,
2020), which has already united operators and pro-
viders worldwide, e.g., from China, Taiwan, Japan,
United Kingdom, India, Germany, etc (44 Chinese
companies have..., 2020). Major European Operators
(Deutsche Telekom AG, Orange S.A., Telefonica S.A.,
and Vodafone Group Plc) are supporting the rollout of
Open RAN (Major European operators accelerate...,
2023). Italian operator TIM (Telecom Italia Mobile)
has also joined this initiative (Tomas, 2021) of col-
laboration to transform the Radio Access Network.

Scientific Journal of the National Academy of Internal Affairs, 28(3)

As of September 2023, 13 countries have signed a
Memorandum of Understanding, 11 have implement-
ed a commercial launch of such an initiative, 10 are
at the pre-commercial stage, 7 are in deployment,
and 11 are in testing. Open Test and Integration Cen-
tres are located in the countries of America and Asia.

O-RAN structuring framework has instrumental
and procedural characteristics. It could be consid-
ered as a dynamic category in the electronic com-
munication market’s convergence. In its technical
dimension, it deals with openness and virtualization
based on a combination of ORAN and Cloud RAN re-
garding VRAN as a key enabling technology. From
its legal perspective, international legal sources for
the regulation of relations in the area of electronic
communications (international conventions, interna-
tional treaties and agreements, directives) are to be
primarily taken into account regarding the legal sta-
tus of public administration, operators and providers
(electronic communications operators and providers
of electronic communications services), entities re-
ceiving services in the area of electronic communica-
tions (consumers and/or users), as well as the protec-
tion of individual rights and freedoms.

Software implementations of functionality might
be considered one of the key factors of change dur-
ing the implementation of the O-RAN framework
(Hanselman, 2019), considering the technologi-
cal base, software, communication speed, and data
protection capabilities (Parallel Wireless, 2020).
An Open VRAN is built to accelerate 5G Open RAN
deployments. The xRan was designed for this task,
which is now incorporated into O-RAN. ORAN de-
fines the interfaces at the level, that which 3rd Gen-
eration Partnership Project does not (Third Genera-
tion Partnership Project Agreement, 2007). O-RAN
does define interoperable profiles for F1 that have
been defined for the 5G HTTP Live Streaming.

Technical solutions could have the following ar-
eas of discretionary implementation (Fig. 1): revo-
lutionary standalone approach, based on the packet
core, providing the latest services with ultr a-min-
imal delay, in particular, network segmentation, a
new set of services with minimal delay for restructur-
ing of technological solutions; evolutionary non-stan-
dalone approach with the development of existing
technologies and products, possible simulation in
combination with the “shake” approach, but with de-
teriorating quality or bandwidth service capabilities;
compromise approach. It is important to consider
the gold and millimetre frequency bands within the
global map and synchronization, as well as the real
effects and implementation problems. Radio network
design involves stopping innovation from suppliers,
and telecom industry leaders, and using open-source
developments to collaborate.
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Revolutionary standalone approach

Evolutionary non-standalone approach

Compromise approach

Separate network development

Increasing speeds
In a new frequency range
Development of existing

Support of old solutions
Application of separate
standalone elements

Figure 1. Discretionary implementation of technical solutions
Source: compiled by the author based on current technical solutions

O-RAN concerns the flexible architecture, being
interoperable, with split and deployed layers with
open communication (Kazemifard & Shah-Mansouri,
2021). O-RAN allows multiple architectural options.
ORAN defines interfaces between various modules.
These interfaces are fairly generic and could be used
internally within a “box” if required. A primary ad-
vantage of ORAN is the possibility of innovation
within the module. For a transboundary dimension,
virtualized central unit server requirements are es-
sential, regarding high central processing unit in-
tensive, medium intensive, low storage intensive,
high (SRIOV) input/output intensive, possible cryp-
to hardware acceleration, no timing support, virtual
machine, hardware-based container for virtualiza-
tion, law environment constraints (standard indoor
form factor compute, cases, temp hardening, Net-
work Equipment-Building System compliance).

It is possible to form an intermediate conclusion
that within the O-RAN common transport infrastruc-
ture. There are no solutions for hybrid automatic re-
peat request timing limit in 5G New Radio. Fronthaul
is to have a minimum bandwidth usage even with
no user equipment traffic. The constraint is to be on
the operation of the random-access channel window,
which could be set to 10ms. Fronthaul requires strict
synchronization phase accuracy, but cluster relative
sync could be used.

5G applications might be based on the cloud vir-
tual reality regarding the appropriate quality of ex-
perience in “vertical” services, including the use of
the Non-Real-Time RAN intelligent controllers and
Near-Real-Time RAN intelligent controllers. As such,
the O1 interface collects data for training in Non-Re-
al-Time RAN intelligent controllers. The central unit
software module helps support data provisioning to
Near-Real-Time RAN intelligent controllers and Non-
Real-Time RAN intelligent controllers and executes

4

quality of service enforcement decisions from Near-
Real-Time RAN intelligent controllers. The machine
learning models about the multidimensional data
could be trained offline in a Non-Real-Time RAN
Intelligent Controller. The model inference is to be
executed in a Near-Real-Time RAN Intelligent Con-
troller. The Non-Real-Time RAN intelligent control-
lers could apply the Al quality of service policies to
re-allocate RAN resources via the same service and
Near-Real-Time RAN intelligent controllers could im-
plement these policies on central units / distributed
units through the E2 interface (Li & Akman, 2020).
Frontal security is a discussed issue. Some operators
deploy IPSec on backhaul, as well as for Midhaul.
The deployment strategy of IPSec on xHaul varies a
lot from one part of the world to another. IPSec could
be a useful tool for control and management messag-
ing. The use of security encapsulation will vary on
the level of trust the operator has in its infrastructure.

Convergence processes eliminate differences
between the Anglo-Saxon and continental systems
of law (Mykhailina & Hotsulyak, 2021). A legal
framework is to be formed for adopting architec-
tural decisions, using the resources and the latest
technologies based on dynamic topology through
the prism of consumer-oriented activities of govern-
ment structures within the electronic communica-
tions industry (smart terminals, cloud technologies,
personalized media centres, etc.). Accordingly, su-
pranational law, as part of the regulation of activ-
ities of the subjects of the electronic communica-
tions market, objectively appears as the universal
pluralistic regulatory order for their behaviour. The
described model allows for establishing formalized
criteria at the normative level for the effective use
of electronic communications in the conditions of
public and private life digitalization. There are
rules of law on electronic communications relating
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to the recognition of legal facts (validation rules)
and those that establish conduct standards in the
light of law-making facts, including conflict of laws,
interpretations, and rules of logic operations (the
rules of legal facts exegesis).

Within the GAIA-X initiative (an initiative that
develops, based on European values, digital gov-
ernance that can be applied to any existing cloud/
edge technology stack to obtain transparency, con-
trollability, portability and interoperability across
data and services), it is crucial to adhere to the
provisions of completion and antitrust law. The
European Union Digital Markets Act is a legislative
proposal that covers gatekeeper platforms and their
obligations, data sharing between gatekeepers and
business users (avoiding discrimination within the
gatekeeper platform; data sharing obligations with
business users inside the platform; data sharing
with business users outside the platform); anti-com-
petitive behaviour (tying and bundling, self-prefer-
encing); advertising; app stores; mergers and merg-
er policy (effects of mergers and acquisitions in the
digital world, pre-emption, synergies, innovation);
enforcement and the information gap between plat-
forms and regulators; fair platform behaviour'. For
the GAIA-X network ecosystem, regulations on an-
ticompetitive behaviour and self-preferencing are
exceptionally important.

The risks for GAIA-X and O-RAN ALLIANCE
members of non-conforming with Regulation
2016/679% (General Data Protection Regulation)
and the CLOUD Act® also remain. One such risk,
concerning global processing services under su-
pra-regional agreements, is data controllers’ func-
tioning, etc (Rojszczak, 2020). This issue is particu-
larly relevant, as tracking is often about the status
of persons or their geolocation, as well as data from
digital certificates often used in mobile applica-
tions. This is a restriction on the fundamental con-
ventional rights and could lead to the disclosure of
pseudonymised data, especially if the information
systems are centralized and/or if the information is
released publicly.

It is advisable to preserve the essence of the
rights and freedoms of individuals using this tra-
ditional three-part test, with an emphasis on the
proportionality of such intervention. According to

the ECtHR’s settled case law, to determine the com-
pliance of a measure with the principle of legali-
ty, it is necessary to analyse three criteria (Fig. 2):
1) whether such a measure is lawful (provided by
national law); 2) whether the purpose of such a re-
striction is legitimate; 3) whether such a measure
is proportional to the goal (ensures a fair balance
between the interests of society and the need to re-
spect the fundamental rights of the individual). If
at least one of these criteria is not met, the ECtHR
finds that the state has violated Article 1 of Proto-
col No. 1 to the Convention for the Protection of
Human Rights and Fundamental Freedoms®. The
aforementioned case does not adhere to such crite-
ria. The following principles are breached: privacy;
justice and non-discrimination; responsibility; and
consistency with human rights.

Justice and

non-
discrimination
Consistency
with human Responsibility
rights\
Limited nature
of interference
In certain
defined Necessity
circumstances
Proportionality

Figure 2. Guaranteeing the personal status within
the tracking processes

Source: compiled by the author based on case law

(Breyer v. Germany, 2020)°.

However, requiring personal data from mobile
operators does not always violate the right to priva-
cy. The European Court of Human Rights has stated
in the case “Breyer v Germany” that the interference

! Proposal for a regulation of the European Parliament and of the Council on contestable and fair markets in the digital sector (Digital
Markets Act). (2020, December). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri = CELEX:52020PC0842.
2 Regulation (EU) 2016/679 "On the Protection of Natural Persons Concerning the Processing of Personal Data and the Free
Movement of Such Data (General Data Protection Regulation)". (2016, April). Retrieved from https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32016R0679.

3 The Clarifying Lawful Overseas Use of Data Act (CLOUD Act). (2022, December). Retrieved from https://www.eurojust.europa.
eu/publication/cloud-act.

4 European Convention on Human Rights. (1952, March). Retrieved from https://www.echr.coe.int/documents/d/echr/convention_
ENG.

5 Case of Breyer v. Germany App No. 50001/12. (2020, January). Retrieved from http://hudoc.echr.coe.int/eng?i=001-200442.
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might be of a limited nature regarding certain de-
fined circumstances (paras 61, 95, 100, 103)!. The
state is to take care of a certain balance between the
means of influence, an adequate assessment of illegal
actions and the goal to be achieved. The principle of
proportionality must ensure that an appropriate bal-
ance is struck between any adverse effects that might
be caused by the rights, freedoms, or interests of the
parties to the legal relationship, as well as the objec-
tives of the actions. The principle of proportionality
provides for the use of means proportionate to the
objectives pursued, ensuring, through measures tak-
en, a clear balance between the public interest and
the interests of individuals. Disclosing personal data
and its use for any kind of research is unlawful.
Consequently, the relevant conditions for the dig-
italization of the electronic communications market
and protection of the rights, freedoms, and legitimate
interests of consumers of the electronic communica-
tions services (users), the rights and legitimate in-
terests of operators and providers of electronic com-
munications are to be institutionalized. From the or-
ganizational and legal perspective, this point of view
means that the conditions for the entry of the na-
tional market segment to the cross-border electronic

A category object

communications space are formed by streamlining
the procedures for the cooperation of subjects of the
electronic communications law.

Prospects for implementing artificial intelligence
in the context of electronic communications func-
tioning are related to the possibility of digitizing the
identity of the law enforcement officer. It is about
creating the “core” of a single ecosystem of artificial
intelligence at the national and supranational lev-
els for decision-making based on the best personal
and professional qualities of a person from the gene
pool of nations and a computer as a system of inter-
connected information. Such models and algorithms
will allow, through prognostic and evaluative cogni-
tive activity, to simulate the processes of conscious
human activity while working with various objects
of the subject area and other individuals. The final
decision is to be made in the symbiosis of human
and artificial intelligence. The representation of the
pairing of the interaction of people and technology is
considered optimal at the current stage of the global
development of mankind. Such a possibility of intro-
ducing artificial intelligence during the exercise of
discretionary powers is a constructively solvable un-
certainty and a completely solvable variation (Fig. 3).

One variant from the described set

(which could be called a variation)

Intrinsic solvability,which means that each subset is descriptive,
that is, each subset corresponds to at least one function, from

A category

the object of the set to all subsets to which the object belongs

External solvability, which means that each class of domain
objects corresponds to at least one subset

A set with a partition that has complete solvability

concerning the domain

Figure 3. Introducing artificial intelligence during the exercise of discretionary powers

Source: developed by the author

On 9 June 2020, the Council of the European Union
presented its Conclusions on shaping Europe’s digital
future®. Considering the provisions of this regulatory
act, an urgent issue in the context of using the latest
technologies of electronic communications is the cre-
ation of such an infrastructural environment where
digital sovereignty and security are guaranteed, risks
are minimized, conditions for connectivity are created,
and post-crisis issues, which stand before humanity,

will be resolved. It is about the formation of strategic
international digital value chains and the provision of
common European Union values that contribute to sus-
tainable development, the institutionalization of fair
competition on a global scale, autonomy, and trans-
parency in the behaviour of subjects of the electronic
communications market, as well as promoting human
rights and fundamental freedoms, considering the posi-
tion of the state, civil society, and scientific community.

! Case of Breyer v. Germany App No. 50001/12. (2020, January). Retrieved from http://hudoc.echr.coe.int/eng?i=001-200442.
2 Council conclusions on Shaping Europe’s Digital Future. (2020, June). Retrieved from https://www.consilium.europa.eu/

media/44389/5t08711-en20.pdf.
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Thus, a challenge, which needs an urgent solu-
tion to achieve a substantial boost, is the attraction
of investments, recovery planning, and the develop-
ment of high-impact infrastructure projects, in par-
ticular, in the cross-border format, which will create
conditions for the leadership of the European elec-
tronic communications market in the global dimen-
sion based on innovation and creativity. Considering
the deployment of European Union-wide Gigabit net-
works, it is also important for Ukraine to reformat
electronic communications markets appropriately,
focusing on both global scale standards and national
digital capacity to guarantee all-inclusive access to
high-capacity digital infrastructures based on value
chains. An important aspect of both legal policy and
research activities is the formulation of a coordinated
approach for members of the European and Ukraini-
an communities, both regarding the common frame-
work for the functioning of electronic communica-
tions markets and ensuring cybersecurity during 5G
and 6G deployment.

At the current stage of developing the electronic
communications market in national and supranation-
al dimensions, a scientific and practical discussion
aims to evaluate the impact of the legal provisions on
the electronic communication markets convergence,
in particular, using empirical general methods of ob-
servation, description and comparison regarding the
inextricable connection of such convergence with the
transitional digitalization process. The main goal of
scientific guidance is to advocate for public policies
that support the development and implementation of
open and interoperable technological solutions in the
electronic communications market that are not only
innovative but also secure, including wartime calls,
in particular for the use of radio frequencies. The
discussion on relevant practical technical solutions
deals with ensuring convenience, universality, dis-
tribution, as well as observability and rationality of
behaviour, transformation via virtualization through
platforms in real-time, with dynamic updates from
agency programs based on a combination of docu-
mentary and technical parts. It is about standard in-
terfaces and network architecture for a decomposed,
virtualized, open, and intelligent system.

The contemporary doctrine on digitization, in-
cluding the electronic communications area, outlines
the use of the legal and algorithmic normative sys-
tems, researched by P. Friedl (2022) in the Anthro-
pocene, described by A. Camacho (2023) when con-
trolling market power in the digital economy, which
has been outlined within the digital services act. A
characteristic feature of the European doctrine is the
support of a practically established position regarding
the adoption of a comprehensive regulatory act on
electronic communications. The systematized norma-
tive act on electronic communications is to cover the
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scope of application, objectives, and principles; the
institutional framework; the rules on market entry;
the end-users rights; the obligations aimed to stim-
ulate competition; the rules on universal service and
must-carry (de Streel & Hocepied, 2021). It is worth
agreeing with F. Liberator & J. Konidaris (2021) who
single out such sources of law as treaties and conven-
tions, regulations, directives, decisions, recommen-
dations, communications, and notices, considering
the proper cases. In the latest studies, special atten-
tion is paid to the “soft law” in the regulatory process
to comply with European expectations (Sulev, 2020).
The positions, proposed in this study regarding
the technical characteristics of ORAN are supported
by doctrinal approaches considering the minimum
delay function placement and resource allocation
in mobile networks (Kazemifard & Shah-Mansouri,
2021). S.F. Schwemer et al. (2021) noted that the cur-
rent liability exemption regime is to focus on trans-
mission in, or access to, a communication network,
as well as storage. In the context of the provisions of
the ORAN Alliance outlined in the article, could par-
tially support the outlined approaches, but consider
the risks of excessive freedom in the electronic com-
munications market. In the conditions of the digital
economy, A. Camacho’s (2023) conclusion is to be
considered relevant regarding the essential require-
ment to pay attention to ethical and service circum-
stances for the use of mobile networks concerning
adaptive law, in terms of the latest technological rev-
olution and the aggravation of armed aggression.
One can agree with P.I. Colomo (2022), con-
sidering the market analysis procedure as the ideal
of future-proof regulation with the ability to adapt
to the economic and technological evolution of the
industry. The approach of the integral “social” pol-
icy in establishing the digital society and economy
deserves special approval regarding the balance
between the “access rights and protection” and the
“industrial policy” for the producers (Ruck, 2020).
The author’s development of this approach relates to
the formulation of the comprehensive practice of the
electronic communications market participants’ be-
haviour, in particular, in the context of interpersonal
relations, the introduction of artificial intelligence
into the information and technical systems of opera-
tors and providers, as well as for security solutions. It
is necessary to consider such privacy issues when us-
ing mobile applications as contact tracing, and use of
personal data, on the one hand, as well as restrictions
that violate interoperability on the other.
Particularly, O. Kokoulina (2023) deals with dig-
ital contact tracing regarding key subjects, technical
processes, and data protection. The balance between
privacy and transparency is a top issue against data
exploitations by online platforms with a zero-price
business model, which A. Toth (2023) has proven.
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It is worth considering the opinion of researchers
about the feasibility of reconciling transparency and
privacy, particularly, in CLOUD Act agreements (Ro-
jszczak, 2020) and tracing apps (Kokoulina, 2023).
For Ukraine, the outlined approaches are extremely
relevant, since the post-war reconstruction concerns,
in particular, cross-border integration of electronic
communications markets. This process requires co-
ordinated regulatory regulation, management prac-
tices, and interoperability of networks and services.

m Conclusions

The legal policy related to digitalization concerns the
introduction of 5G and 6G in the transition to a dis-
cretionary technological mode. It is a whole ecosys-
tem that can ensure the development not only of the
communications industry but of the country’s wel-
fare as a whole, in particular, through revolutionary
change. Key issues of coordinating the legal policy
with revolutionary transborder processes of build-
ing a coherent GAIA-X network ecosystem refer to
applying a new generation of communication tech-
nologies in the context of guaranteeing security and
trust, system federalism, transparency and open-
ness, digital sovereignty, opportunities for develop-
ment and introduction of innovations to achieve a
balance between the harmonization of the regulato-
ry array in the area of electronic communications,
the performance of rights and legitimate interests of
the subjects of the electronic communications mar-
ket and ensuring the synchronism of this process.

m References

O-RAN architecture is truly open, covering ac-
cessible internal RAN stack interfaces (HTTP Live
Streaming, Lan-Like Switching), open Northbound
interfaces (management, optimization, orchestra-
tion), open interfaces for hardware and software
disaggregation (VRAN functions running on Network
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interoperability is guaranteed, but vendors can dif-
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models. O-RAN has a common transport infrastruc-
ture for all traffic types, allows any-to-any connec-
tivity for evolved 5G architecture requirements and
defines distributed unit (including radio) categories
that determine transport latency.

The prospects for conducting additional research
are intricately linked to the multifaceted technical
and legal aspects surrounding the operational dy-
namics of a GAIA-X network ecosystem, which is
founded upon cutting-edge next-generation commu-
nication technologies. Moreover, there is a compel-
ling need to address and ensure the robustness of
tracking processes and safeguard the personal status
of individuals, particularly in the context of acquir-
ing data sourced from digital certificates.

m Acknowledgements
None.

m Conflict of Interest
None.

[1] 44 Chinese companies have joined the OpenRAN effort, a strategy to reduce Huawei’s presence in 5G.
(2020). Retrieved from https://strandconsult.dk/44-chinese-companies-have-joined-the-openran-effort-

a-strategy-to-reduce-huaweis-presence-in-5g/.

[2] Burlakov, S. (2020). Internet media in Ukraine: Current problems legal regulation. Juridical Science,
5(107), 60-67. doi: 10.32844/2222-5374-2020-107-5-1.07.

[3] Camacho, A.E. (2023). In the Anthropocene: Adaptive law, ecological health, and biotechnologies. Law,
Innovation and Technology, 15(1), 280-312. doi: 10.1080/17579961.2023.2184133.

[4] Colomo, P.I. (2022). Future-proof regulation against the test of time: The evolution of European
telecommunications regulation. Oxford Journal of Legal Studies, 42(4), 1170-1194. doi: 10.1093/0jls/

gqgqac016.

[5] de Streel, A., & Hocepied, C. (2021). The EU regulation of electronic communications networks and

services. In P.L. Parcu, & E. Brogi (Eds.), Research handbook on EU media law and policy (pp. 110-140).

Cheltenham: Edward Elgar Publishing.

[6] Donchenko, A., & Petryshyn, O. (2023). The rule of law as the basis of democracy: Implications for
Ukraine in the age of digital transformation. Topical Issues of Law: Theory and Practice, 1(45), 120-125.

doi: 10.33216/2218-5461,/2023-45-1-120-125.

[71 Fedorenko, O.S. (2021). Directions of state regulation and support for the management of the potential
of the telecommunication enterprise. Scientific Notes of Lviv University of Business and Law, 28, 258-264.

doi: 10.5281/zenodo.5547656.

[8] Friedl, P. (2022). Dis/similarities in the design and development of legal and algorithmic
normative systems: The case of Perspective APL. Law, Innovation and Technology, 15(1), 25-59.

doi: 10.1080/17579961.2023.2184134.

[91 Hanselman, E. (2019). Open RAN transitions for established providers. Retrieved from https://www.
redhat.com/cms/managed-files/ve-451-research-ran-for-service-providers-analyst-paper-f21117-

201912-en.pdf.

45

Scientific Journal of the National Academy of Internal Affairs, 28(3)



https://strandconsult.dk/44-chinese-companies-have-joined-the-openran-effort-a-strategy-to-reduce-huaweis-presence-in-5g/
https://strandconsult.dk/44-chinese-companies-have-joined-the-openran-effort-a-strategy-to-reduce-huaweis-presence-in-5g/
https://doi.org/10.32844/2222-5374-2020-107-5-1.07
https://doi.org/10.1080/17579961.2023.2184133
https://doi.org/10.1093/ojls/gqac016
https://doi.org/10.1093/ojls/gqac016
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3897368
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3897368
https://doi.org/10.33216/2218-5461/2023-45-1-120-125
http://dx.doi.org/10.5281/zenodo.5547656
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4097452
https://www.redhat.com/cms/managed-files/ve-451-research-ran-for-service-providers-analyst-paper-f21117-201912-en.pdf
https://www.redhat.com/cms/managed-files/ve-451-research-ran-for-service-providers-analyst-paper-f21117-201912-en.pdf
https://www.redhat.com/cms/managed-files/ve-451-research-ran-for-service-providers-analyst-paper-f21117-201912-en.pdf

Discretion and electronic communications markets...

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]
[27]
[28]

[29]

Kazemifard, N., & Shah-Mansouri, V. (2021). Minimum delay function placement and resource
allocation for Open RAN (O-RAN) 5G networks. Computer Networks, 188(7), article number 107809.
doi: 10.1016/j.comnet.2021.107809.

Kokoulina, O. (2023). Tell me who your contacts are, or what can we learn from standard setting in
the context of COVID-19 tracing apps. Computer Law & Security Review, 48, article number 105802.
doi: 10.1016/j.clsr.2023.105802.

Lazebnyi, V.M. (2021). Current aspects of legal regulation for monitoring electronic communications
and removal of information from electronic communication networks in Ukraine. Bulletin of Kharkiv
National University of Internal Affairs, 94(3), 113-125. doi: 10.32631/v.2021.3.10.

Li, C., & Akman, A. (Eds.). (2020). O-RAN Use Cases and Deployment Scenarios — Towards Open and Smart
RAN. Retrieved from https://assets-global.website-files.com/60b1962ffda0a42f779¢765b/60d335c6d3
fed506aeldce58 O-RAN%2BUse%2BCases%2Band%2BDeployment%2BScenarios%2BWhitepaper%2B
February%2B2020.pdf.

Liberatore, F., & Konidaris, J. (2021). EU electronic communications code handbook.. London: Bloomsbury
Publishing.

Major European operators accelerate progress on Open RAN. (2023). Retrieved from https://www.
telefonica.com/en/communication-room/press-room/major-european-operators-accelerate-progress-
on-open-ran/.

Marchenko, V.B. (2023). Legal provisions of information and communication component of electronic
commerce in accordance with tthe Law of Ukraine “On Electronic Communications”. Uzhhorod National
University Herald. Series: Law, 2(75), 27-31. doi: 10.24144/2307-3322.2022.75.2.4.

Metelev, O.P. (2022). Some issues of digitalization process in criminal proceedings. Subcarpathian Law
Herald, 3(44), 90-94. doi: 10.32782/pyuv.v3.2022.20.

Mykhailina, T.V., & Hotsulyak, Y.V. (2021). Typologization of legal families: Rethinking classification
criteria and species composition. Scientific Bulletin of Uzhhorod National University, 63, 27-31.
doi: 10.24144/2307-3322.2021.63.4.

O-RAN alliance continues to grow as global operators and suppliers reach across borders to collaborate
on Open Innovation in Radio Access Networks. (2020). Retrieved from https://www.businesswire.
com/news/home/20200220005795/en/0O-RAN-Alliance-Continues-to-Grow-as-Global-Operators-and-
Suppliers-Reach-Across-Borders-to-Collaborate-on-Open-Innovation-in-Radio-Access-Networks.
Parallel Wireless. (2020). Everything you need to know about Open RAN. Retrieved from https://www.
parallelwireless.com/wp-content/uploads/Parallel-Wireless-e-Book-Everything-You-Need-to-Know-
about-Open-RAN.pdf.

Rojszczak, M. (2020). CLOUD act agreements from an EU perspective. Computer Law & Security Review,
38, article number 105442. doi: 10.1016/j.clsr.2020.105442.

Ruck, M. (2020). “Universal Service” and the new EU Electronic Communications Code in the context
of “end-user rights” and “state-of-technology”. Computer Law Review International, 21(3), 76-83.
doi: 10.9785/cri-2020-210304.

Schwemer, S.F., Mahler, T., & Styri, H. (2021). Liability exemptions of non-hosting intermediaries:
Sideshow in the Digital Services Act? Oslo Law Review, 8(1), 4-29. doi: 10.18261/ISSN.2387-3299-
2021-01-01.

Shchupakivskyi, R. (2019). Subject-matter of administrative telecommunications law. Scientific
Bulletin of the International Humanities University. Series: Jurisprudence, 40, 49-52. doi: 10.32841/2307-
1745.2019.40.11.

Shymchenko, L. (2022). Digital transformation of Ukraine as a mechanism of effectiveness
of communication of power with the people. Society. Document. Communication, 14, 304-322.
doi: 10.31470/2518-7600-2022-14-304-322.

Sulev, G. (2020). Soft law in EU electronic communications regulation: A Bulgarian case study. European
Papers, 5(3), 1555-1564. doi: 10.15166/2499-8249/438.

Third Generation Partnership Project Agreement. (2007). Retrieved from https://www.3gpp.org/ftp/
Inbox/2008 web files/3GPP_Scopeando310807.pdf.

Tomas, J.P. (2021). Telecom Italia joins alliance to promote O-RAN technology. Retrieved from https://
www.rcrwireless.com/20210208/open_ran/telecom-italia-joins-alliance-promote-oran-technology.
Toth, A. (2023). Strengthening of EU regulatory intervention against data exploitations by online
platforms with a zero-price business model. Masaryk University Journal of Law and Technology, 17(1),
111-127. doi: 10.5817/MUJLT2023-1-4.

Scientific Journal of the National Academy of Internal Affairs, 28(3) 46



https://doi.org/10.1016/j.comnet.2021.107809
https://doi.org/10.1016/j.clsr.2023.105802
http://visnyk.univd.edu.ua/index.php/VNUAF/article/view/403
https://assets-global.website-files.com/60b1962ffda0a42f779c765b/60d335c6d3fed506ae1dce58_O-RAN%2BUse%2BCases%2Band%2BDeployment%2BScenarios%2BWhitepaper%2BFebruary%2B2020.pdf
https://assets-global.website-files.com/60b1962ffda0a42f779c765b/60d335c6d3fed506ae1dce58_O-RAN%2BUse%2BCases%2Band%2BDeployment%2BScenarios%2BWhitepaper%2BFebruary%2B2020.pdf
https://assets-global.website-files.com/60b1962ffda0a42f779c765b/60d335c6d3fed506ae1dce58_O-RAN%2BUse%2BCases%2Band%2BDeployment%2BScenarios%2BWhitepaper%2BFebruary%2B2020.pdf
https://www.squirepattonboggs.com/en/insights/publications/2021/03/the-eu-electronic-communications-code-handbook
https://www.telefonica.com/en/communication-room/press-room/major-european-operators-accelerate-progress-on-open-ran/
https://www.telefonica.com/en/communication-room/press-room/major-european-operators-accelerate-progress-on-open-ran/
https://www.telefonica.com/en/communication-room/press-room/major-european-operators-accelerate-progress-on-open-ran/
http://visnyk-pravo.uzhnu.edu.ua/article/view/276092/270987
https://doi.org/10.32782/pyuv.v3.2022.20
https://doi.org/10.24144/2307-3322.2021.63.4
https://www.businesswire.com/news/home/20200220005795/en/O-RAN-Alliance-Continues-to-Grow-as-Global-Operators-and-Suppliers-Reach-Across-Borders-to-Collaborate-on-Open-Innovation-in-Radio-Access-Networks
https://www.businesswire.com/news/home/20200220005795/en/O-RAN-Alliance-Continues-to-Grow-as-Global-Operators-and-Suppliers-Reach-Across-Borders-to-Collaborate-on-Open-Innovation-in-Radio-Access-Networks
https://www.businesswire.com/news/home/20200220005795/en/O-RAN-Alliance-Continues-to-Grow-as-Global-Operators-and-Suppliers-Reach-Across-Borders-to-Collaborate-on-Open-Innovation-in-Radio-Access-Networks
https://www.parallelwireless.com/wp-content/uploads/Parallel-Wireless-e-Book-Everything-You-Need-to-Know-about-Open-RAN.pdf
https://www.parallelwireless.com/wp-content/uploads/Parallel-Wireless-e-Book-Everything-You-Need-to-Know-about-Open-RAN.pdf
https://www.parallelwireless.com/wp-content/uploads/Parallel-Wireless-e-Book-Everything-You-Need-to-Know-about-Open-RAN.pdf
https://doi.org/10.1016/j.clsr.2020.105442
https://doi.org/10.9785/cri-2020-210304
https://doi.org/10.18261/ISSN.2387-3299-2021-01-01
https://doi.org/10.18261/ISSN.2387-3299-2021-01-01
https://doi.org/10.32841/2307-1745.2019.40.11
https://doi.org/10.32841/2307-1745.2019.40.11
https://sdc-journal.com/index.php/journal/article/download/419/341
https://www.europeanpapers.eu/en/system/files/pdf_version/EP_EF_2020_I_049_Georgi_Sulev_00438.pdf
https://www.3gpp.org/ftp/Inbox/2008_web_files/3GPP_Scopeando310807.pdf
https://www.3gpp.org/ftp/Inbox/2008_web_files/3GPP_Scopeando310807.pdf
https://www.rcrwireless.com/20210208/open_ran/telecom-italia-joins-alliance-promote-oran-technology
https://www.rcrwireless.com/20210208/open_ran/telecom-italia-joins-alliance-promote-oran-technology
https://doi.org/10.5817/MUJLT2023-1-4

Barikova

OuncKpeuia Ta pUHKU eIeKTPOHHUX KOMYHIiKauin:
nepcnekTtusa O-RAN
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m AHoTamis. ¥V mepioj micasBOEHHOI Biq0Oy/I0BU aKTyaJIbHUM MUTAHHAM i YKpainu Oyle, IOMiX iHIINX,
NUTaHHA iHTerpanii B HagHaIliOHaJIbHY iHGpacTpykTypy EBpomeiicbkoro Coio3y, 30KpeMa B Tajy3b
eJIeKTPOHHUX KOMYHIiKallili. 3 OrJiAAy Ha 3a3HaueHe, MeTOI0 CTATTi OyJIO BUABJIEHHs BIUJIMBY JUCKpeLil
Ha e€OUHUN NUQPOBUN PUHOK y cdepi eJeKTpOHHNX KOMYHiKaliil. 3 BHKOPUCTAHHAM [iaJIeKTUYHOTO
3arajgbHO(}isI0COPCHKOTO METOHy NpeNCTaBJIeHO CydYyacHy epy JAUCKPETHOCTI B IOCTiHAyCTpiaJbHOMY
CyCIiJIbCTBI, fIKa TiCHO MOB’A3aHa i3 mMHpokoMacmTabHOo NU@poBi3alli€lo BCiX npoueciB NoO0yJ0BHU HOBUX
Mofesiell TeXHiYHUX pilleHb y KOHTEKCTi peBOJIIOLiHOr0 aBTOHOMHOI'O, €BOJIIOLiNTHOTO HEeaBTOHOMHOTO,
KOMIIPOMICHOI'O MiAXOAiB. I3 3acTocyBaHHAM KOHKPETHO-HayKOBOI'O CHCTEMHO-CTPYKTYPHOTO METOOy
MIpOAEeMOHCTPOBAaHO CTPYKTypy O-RAN (Bimkputoi Mepexi pafiofoCTymy) AJiA KOHBEpPTeHIil PUHKIB
eJIeKTPOHHUX KOMYHiKalliii: BifkpuTi BHyTpimHi iHTepdelicu creka RAN (komMyHikaliliHUI TPOTOKOJ AJ1A
MOTOKOBOI mepefaui Mefia Ha ocHOBi HTTP; komyTalis, cxoxa Ha JIOKaJbHY Mepexy), BiOKpuTi MmiBHiuHi
inTepdelicu (kepyBaHH:A, ONTUMIi3allisA, opkecTpOBKa), BiAKpUTi iHTepdelicu i Ae3arperalii anmapaTHOTo
Ta mporpamMHoro 3abe3nedeHHs (PyHkLil VRAN, 110 nparioioTh Ha iHQpacTpyKTypi BipTyasizanii MepexeBux
¢dyukuii). Po3sutok RAN npuBepHyB yBary B KOHTEKCTi BiIKpUTOCTi Ta BipTyasisalii 3 BUKOPUCTaHHAM
3araJjbLHOHayKoBOro (pOopMajibHOT'O eMIIipUYHOr0 MeTOAy IOpiBHAHHA Ha OcHOBi moegHaHHA ORAN i
Cloud RAN, mpuuomy VRAN pO3TJISHYTO SIK KJIFOUOBY TEXHOJIOTiYHY TEXHOJIOTi0. BHUCBITJIEHO TOJIOBHI
NUTAHHA NPaBOBOl MOJITUKU Ta MEPCHeKTUBU 11 y3TOJKEeHHS 3 PEeBOJIIIiMHUMH TPaHCKOPAOHHUMH
npoijecamMu MoOyZoBU LiJlicHOI MepexeBoi ekocucTteMu GAIA-X Ha OCHOBI KOMYHiKaLiiHUX TeXHOJIOTiH
HOBOTO IOKOJIiHHA, 3 OIJIAAY Ha IMPUBATHICTh, CIpaBelJIMBICTh i HeOUCKpPUMiHALli0, BiANOBiJaJbHICTB,
Y3TOXEHiCTh 3 TpaBaMMu JIIOAWUHMU. [IpakTHUHa LiHHICTh AOCIIi)KEHH [10JIATAE B MOXJIMBOCTi BUKOPHUCTAaHHA
3anpoNoOHOBAHUX aBTOPOM peKOMeHJalill y cdepi gep>kaBHOrO peryJiloBaHHsA eJeKTPOHHUX KOMYHikanin

m KutiouoBi cjioBa: 3B’s13HiCTh; b pOBizallis; MepexeBa eKOCHCTeMa; BiJICTeXXeHHs; MpaBoBa MOJIiTUKa
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m Abstract. The electronic evidence has become one of the key components of criminal investigations. The
use of digital evidence allows investigating not only criminal offences against the property, environment,
etc., but also offences committed during the war and invasion. Since the beginning of the large-scale
invasion of Ukraine, the number of pillage cases, which became known from open sources of information,
has increased. The purpose of this study was to investigate the problematic issues of using digital evidence
in the pillage investigation. The methodological basis was general scientific methods of cognition, namely,
scientific abstraction, deduction and induction, extrapolation, and logical generalisation. The paper
examines pillage among other war crimes in the context of determining the concept, composition of a
crime, and the admissibility of digital evidence during the pillage investigation of this crime. The urgency of
solving problematic aspects related to the pillage investigation, primarily in the context of a full-scale war
in Ukraine, is substantiated. The pillage is separated from other crimes against property committed under
martial law or a state of emergency. The problems of terminology are considered and approaches to the
qualification of criminal offences committed under martial law, including shortcomings in law-making, are
outlined. It is proposed to amend the Criminal Procedure Code of Ukraine, defining the requirements for
electronic evidence during the investigation of pillage. The practical significance of the study lies in the fact
that such tools can be used for further research on the use of the digital evidence as a means of proof in the
pillage investigation, as part of the development and improvement of legislation in this area
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» Introduction

The hostilities on the territory of Ukraine have shown
how important electronic tools for searching and col-
lecting information are for investigating criminal of-
fences. One of the types of such criminal offences is
pillage. In this situation, the entire legal system of
Ukraine is faced with new challenges that need to be
solved by forensic means. To establish the fact of pil-
lage, it is necessary to collect, investigate and submit
evidentiary information to the court. In the process
of proof, electronic evidence is of great importance,
which can be recorded by technical means.

The use of electronic evidence has become in-
creasingly important in the pillage investigation, as
modern technologies and the digital environment
have a significant impact on crimes of this nature.
Attackers can leave traces in the form of electronic
data on computers or mobile devices, such as: text
messages, email, photos, videos, social networks, etc.
Law enforcement agencies can analyse this data to get
important information about the crime and possible
persons involved in it. Many places where the pillage
takes place are equipped with video surveillance sys-
tems. Video recordings can serve as the important ev-
idence, revealing the crimes and identifying intruders
by their appearance or movements. The correct use of
the electronic evidence can significantly increase the
effectiveness of the investigation and help to iden-
tify and bring to justice the perpetrators of pillage.

The problems of this topic are the specifics of pil-
lage, the existing traces of this offence, the features
of identifying the perpetrator, the insufficient use
of technical means, etc. In addition, under martial
law, it becomes more difficult to collect and record
evidence. One of the new areas of forensics, digital
forensics, is gaining importance. This industry allows
developing effective tools for investigating criminal
offences, especially those committed under martial
law, the occupation of territories, or armed conflicts,
when there is a limited access to the scene of an acci-
dent or when it is impossible to get there at all.

O. Predmestnikov et al. (2023) expressed concern
that Ukraine, having been at war for more than a
year, does not use all available means of the protec-
tion, including non-ratification of the Rome Statute
of the International Criminal Court, which makes it
difficult to implement some of the decisions of this
international body. S. Depauw (2018) analysed the
role of digital evidence in criminal cases in European
Union countries, drawing attention to the collection
of electronic evidence, in particular content data, for
criminal justice in Europe. K. Latysh (2022) inves-
tigated the use of digital forensics during the war.
The researcher proposed requirements for digital ev-
idence and considered all the aspects of martial law.

H. Mamedov (2022) found out how digital fo-
rensics and electronic evidence were used to record
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traces of war crimes in Bucha. Satellite images were
able to prove the involvement of Russian servicemen
in the killing of civilians and that mass graves ap-
peared during the occupation. O. Yanovska (2022)
highlighted the fact that the procedure for collecting
and recording electronic evidence must necessarily
involve a computer technology specialist. According
to the recommendations developed by the National
Academy of Internal Affairs, computer technology
specialists can help an investigator identify, collect
and record the necessary electronic evidence. In ad-
dition, a significant amount of information is located
on the internet, which can potentially, under certain
conditions, be used as evidence of military and other
criminal offences (Latysh, 2022).

Therefore, the purpose of this study was to inves-
tigate the possibilities of electronic evidence in the
investigation of criminal offences related to pillage
during the martial law.

= Materials and Methods

The study used a complex of general scientific and
special methods. These include, in particular, meth-
ods of formal logic, namely synthesis, analysis, de-
duction, induction, abstraction, and analogy. With
the help of these methods, the content of the issues
under study was clarified in detail in order to deepen
their understanding. In particular, it was possible to
establish the essence of the concept of “pillage” and
other related issues. The concept of pillage and its
interpretation were studied using the Criminal Code
of Ukraine. In particular, the issue of the admissibil-
ity of electronic evidence in the pillage investigation
in various research papers was investigated. The
paper considered the state of use of electronic evi-
dence in criminal proceedings in foreign countries.
In addition, research in the legal sciences should be
based on three components. Legislative and regu-
latory - requires selecting, studying, and analysing
all laws and regulations in the field of criminal law.
The second component is the practical component.
It is necessary to investigate the practice of using
electronic evidence in the criminal offences related
to pillage. In the third, it is also important to in-
vestigate theoretically and analyse scientific sources
that raised the issue of the electronic evidence, and
pillage during the war.

The descriptive and analytical method allowed
interpreting legal categories, formulating definitions,
and outlining the procedure for collecting the elec-
tronic evidence during the pillage investigation. The
comparative legal method was used in the compari-
son of concepts and scientific research, the opinions
of researchers on the concept of digital evidence, their
belonging and admissibility, and was also used in
the analysis of the current Criminal Procedure Code
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and other legislative acts. Due to this method, a dis-
tinction was made between pillage and other crimes
against property committed during martial law.

This method helped to classify and identify the
features of the subject under study, to develop mech-
anisms for determining the admissibility of elec-
tronic evidence during the investigation of pillage.
The specific sociological method allowed studying
the opinions and views of researchers on the issues
under study, allowed identifying and solving some
practical and theoretical problems, and formulat-
ing recommendations for improving legislation in
the field of admissibility of electronic evidence. The
statistical method was used to summarise the results
of studying the materials of criminal proceedings on
the investigation of war crimes, in particular, pillage
during martial law, and to substantiate the theoreti-
cal provisions of the work with statistical data. They
have been collected on the number of war crimes
since the start of the full-scale invasion and the per-
centage of crimes related to pillage was determined.
The methods of forecasting and modelling were used
to develop proposals for improving certain provisions
of the legislation.

The methodology of using electronic (digital)
evidence in the investigation of pillage under the
martial law includes a set of procedures, principles,
techniques, and methods of research in this area. It
is based on a dialectical method of cognition of phe-
nomena and processes, the main principles of which
are consistency and complexity.

m Results

The pillage is often referred to in the media as the
open or secret theft of property by a person during
a war. However, according to the legislation, theft
of private homes, premises, vehicles, shop premises,
etc. is not the pillage. The Criminal Code of Ukraine
(hereinafter — CC) defines pillage as a military crim-
inal offence, that is, it can only be committed by
military personnel. According to Article 432 of the
CC, pillage is the theft of things on the battlefield
that belong to the dead or wounded!. Article 432 of
the CC defines two clear criteria for qualifying pil-
lage as a criminal offence. Firstly, there is a clear lo-
cation for the commission of this crime — a theft of
property on the battlefield (that is, the area where
military operations are being conducted or once con-
ducted, and this also includes the area that is under
fire from military equipment). Secondly, the theft of
personal belongings that are located near the dead
or wounded. This applies to personal belongings, not
those that can be used in future to conduct hostili-
ties. Therefore, this offence applies only to military
personnel, not civilians, and only if it is committed
on the battlefield. When certain illegal actions are
aimed at seizing things for the purpose of their own
profit without the above-mentioned circumstances,
then they cannot qualify as the pillage and relate to
other criminal offences. Thus, it is inappropriate to
apply the concept of “pillage” to persons who have
committed a criminal offence under the martial law,
but not on the battlefield and are not military person-
nel (Table 1).

Table 1. Differentiation between the concepts of “pillage” and “theft”

Subject:

Serviceman

Place of commission:

Battlefield

Subject:

Private property of the wounded or killed persons

Pillage Theft
Concept: Concept:
Theft of items on the battlefield that belong to the dead or Secret theft of property (Article 185 of the Criminal Code)?
wounded (Article 432 of the Criminal Code) Subject:

Natural person of sound mind who has committed a criminal
offence

Place of commission:

Any locality

Subject:

Private property, military supplies, firearms, etc.

Source: developed by the authors

The use of electronic evidence can be an important
tool in the pillage investigation. The electronic evi-
dence is information in electronic form that contains
data on circumstances relevant to the case: electronic
documents (text documents, graphic images, plans,
photographs, video and sound recordings, etc.); web-
sites; text, multimedia and voice messages; metadata,

databases, etc., in electronic form. Such data can be
stored, in particular, on portable devices (memory
cards, mobile phones, etc.), servers, backup systems,
and other places where data is stored in the electron-
ic form (including on the Internet) (Sabadin, 2021).

The Office of the Prosecutor General is the
main body that has taken over the coordination of

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

2 Ibidem, 2001.
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war crimes investigations since Russia’s invasion of
Ukraine. As of December 2022, prosecutors recorded
62,128 war crimes, including 60,387 (97.20%) vio-
lations of the laws and customs of war — Article 438
of the CC!, in which 135 persons were served with a
notice of suspicion. The rest is propaganda of war,
genocide, waging aggressive war, sabotage, propa-
ganda, pillage, and other crimes (About registered
criminal..., 2022).

The main types of electronic evidence in the in-
vestigation of pillage can be:

1. Video and photo evidence: videos and photo
recordings can show the facts of pillage, show the
persons involved in the crime, or record other de-
tails. Such evidence can be obtained from surveil-
lance cameras, mobile devices of witnesses, or social
networks.

2. Electronic communications: email, social media
messages, SMS messages, and other forms of electron-
ic communication may contain important informa-
tion about criminals, their accomplices, or their plans.

3. Online footprints: pillage can have an elec-
tronic footprint in the form of activity on websites,
forums, social networks, etc. Such data can provide
important information about the actions and motives
of criminals.

For the successful use of the electronic evidence
in the pillage investigation, it is necessary to carry
out a proper procedure for collecting, analysing and
preserving evidence so that it remains complete and
reliable. The decision of the Joint Chamber of the
Criminal Court of Cassation of the Supreme Court of
29.03.2021 in case No. 554/5090/16-k (proceedings
No. 51-1878kmo21)? explained how the electronic
evidence is evaluated and whether different versions
of the same electronic document are considered ad-
missible. According to the Law of Ukraine “On Elec-
tronic Documents and Electronic Document Manage-
ment”3, if an electronic document is stored on several
electronic media, then each of these copies is consid-
ered original, and only the content of the electron-
ic document is important, and not the medium on
which it is stored (Sabadin, 2021).

With the help of effective digital forensics tools,
the investigation of war crimes becomes much more
effective, especially in war conditions, when there is
often no access to the crime scene (Kostenko, 2019).
Moreover, the Internet contains a large amount of
information that can potentially be used as evidence

of military criminal offences. The task of law enforce-
ment agencies is to obtain this data stored on elec-
tronic media, which acts as a source of criminally
significant information (Okpara et al., 2023).

The main digital forensics tools that can help in
pillage investigations are:

= analysis of satellite images;

= geolocation tag analysis;

= examination of publicly available video and
photographic materials provided to the investigation;

= use of special software for image processing
and analysis;

* monitoring of telephone conversations and
email correspondence;

= use of a face recognition system and search for
them in special databases (in Ukraine, the Clearview
Al application for face recognition is used to identify
criminals and the dead).

Notably, obtaining evidence from open sources
of information is something new for the Ukrainian
legal system. When searching for and recording such
information, it can only become the electronic evi-
dence under certain conditions. The Law of Ukraine
“On Amendments to the Criminal Procedural Code
of Ukraine and the Law of Ukraine “On Electronic
Communications” on Improving the Effectiveness of
Pre-Trial Investigation “On Hot Pursuit” and Counter-
ing Cyberattacks” changed the legal regulation of the
use of digital evidence®. One of the changes was that
the specialist received the right to provide explana-
tions, consultations, and references. The current Crim-
inal Procedure Code of Ukraine and the above-men-
tioned law do not describe the requirements that
such a certificate must meet. It can be concluded that
it will refer to documents as a source of evidence.

In addition, this law defined the possibility of
taking readings from technical devices and means
that have the function of photo and video recording
from a person who is the owner or owner of such
means or devices, in order to clarify the necessary
circumstances of the case. Taking readings from these
technical devices is carried out based on a decision
of the investigator or prosecutor and, if necessary,
an appropriate specialist is involved. This resolution
must contain the following data: the number and
name of the criminal proceedings, information about
the owner of technical devices, the period of time for
which readings from technical means should be tak-
en. Analysing judicial practice, it can be concluded

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2 Resolution of the Joint Chamber of the Criminal Court of Cassation of the Supreme Court No. 554/5090/16-K. (2021, March). Retrieved

from https://verdictum.ligazakon.net/document/96074938.

3 Law of Ukraine No. 851-IV “On Electronic Documents and Electronic Document Management”. (2003, March). Retrieved from https://

zakon.rada.gov.ua/laws/show/851-15#Text.

4 Law of Ukraine No. 2137-IX “On Amendments to the Criminal Procedural Code of Ukraine and the Law of Ukraine “On Electronic
Communications” on Improving the Effectiveness of Pre-Trial Investigation “On Hot Pursuit” and Countering Cyberattacks”. (2022,
March). Retrieved from https://zakon.rada.gov.ua/laws/show/2137-20#Text.
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that the main sources of information about the per-
petrators and organisers of criminal offences under
martial law are mobile phones, laptops, tablets, pho-
to and video cameras, social networks, e-mailboxes,
search engines, etc. (Stefaniv, 2022).

One of the key problems of the investigation of
war crimes in Ukraine is that the main provisions of
the criminal procedure legislation regarding the reg-
ulation of the definition of digital evidence and the
procedure for its collection, use, and examination in
criminal proceedings do not meet the conditions of
the present (Fil & Khoynatska, 2022). Therefore, con-
sidering current challenges, it is necessary to make
additions and changes to Chapter 4 of the Criminal
Procedure Code!, which should provide for the defi-
nition of the electronic evidence and its source. It
is also necessary to determine the criteria for the
ownership and admissibility of electronic evidence.
In addition, the procedure for detecting, searching,
recording, seizing and storing electronic evidence
during investigative actions needs to be regulated.

The cybersecurity strategy of Ukraine, which
was approved by Presidential Decree No. 447/202 of
August 26, 2021, determined that for strengthening
the state in the field of cybersecurity, the legal settle-
ment of the problem of electronic (digital) evidence
is one of the key conditions®. These changes will im-
prove the effectiveness of law enforcement officers’
use of electronic databases and cyberspace in gen-
eral for the purpose of comprehensive and impartial
investigation of criminal offences committed during
the martial law and pillage in particular (Shepitko &
Shepitko, 2021).

Given the process of Ukraine’s integration into
the European Union, the experience of these coun-
tries in the use of the electronic evidence is impor-
tant. Therefore, the Council of Europe has provided
“Guidelines on electronic evidence” that describe in
detail the process of obtaining and processing digi-
tal evidence. It also covers the basic principles that
should be followed when collecting and processing
digital evidence (Gisel et al., 2020). These include:
legality, appropriate training, data integrity, special-
ised support, and a control log. Considering these
principles and the above research, the following ba-
sic requirements for electronic (digital) evidence can
be proposed (Tosza, 2020).

Firstly, the information and data contained on
electronic media should directly relate to the circum-
stances of the relevant criminal offence that is be-
ing investigated. Secondly, in order to the data to be
truly reliable and authentic, it is necessary to carry
out an appropriate verification procedure for these

data. One of the most common and recommended
is the Dublin Core Metadata Element Set. According
to this document, a set of fifteen “core” elements is
used. To describe resources, recipients, or developers
of digital data must record the following once about
digital information: author, reach, creator, date, de-
scription, format, identifier, language, publisher, re-
lationship, copyright, source, subject, title, and type
(Dublin Core metadata..., 1999). Special programmes
and applications can be used to automatically cap-
ture metadata. For example, the “eyeWitness to
Atrocities” camera app can be used, which allows
capturing videos and photos with built-in metadata
that cannot be changed later. This metadata shows
where and when the photo and video material was
taken and whether it was changed. These photos and
videos are stored in the app’s secure gallery, where
they cannot be edited (Cerbo, 2021). Thirdly, digi-
tal evidence must have a tangible expression, i.e., be
recorded on a technical medium (phone, flash drive,
computer, hard disk, etc.). These media can be at-
tached to the materials of criminal proceedings and
then reproduced in the appropriate process. It is very
important to determine the source of origin of such
material and establish the video recording process.
By collecting information from open sources (so-
cial networks, news sites, blogs, etc.), it is possible to
review photos and videos of pillage incidents. After
the examination, the investigator should appoint a
forensic portrait examination or an examination of
photo, video, and sound recordings to identify the per-
son who committed a criminal offence by voice, face,
etc. (Riekkinen, 2019). To avoid any traces of editing
or alteration of photo, video and audio recordings, a
computer forensic examination should be appointed.
In order to find out the value of the object of the en-
croachment, it is necessary to appoint a commodity
expert examination. Things that are the subject of pil-
lage can only be those objects of the material world in
respect of which civil rights and obligations arise and
which are related to ensuring the sphere of the pri-
vate life of a person. These items may include watch-
es, wedding rings, pendants, etc. (Lasaka, 2023).
Thus, one of the most important procedures in
criminal proceedings related to the investigation of
pillage is to conduct the above-mentioned exami-
nations. The electronic evidence plays an important
role in the modern justice, especially in the context
of Ukraine’s integration into the European Union.
To ensure the reliability and authenticity of this evi-
dence, it is important to follow principles that include
legality, appropriate training, data integrity, special-
ised support, and the use of metadata. Such evidence

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defense Council of Ukraine Dated May 14,
2021 “On the Cybersecurity Strategy of Ukraine”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/447/2021#Text.
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must have a tangible form on electronic media and
be properly documented for use in court proceedings.

m Discussion

Ye.O. Murzo (2023) investigates the specifics of the
appointment and conduct of certain types of foren-
sic examinations in the pillage investigation, di-
vides electronic documents into several categories:
1) electronic documents contained on physical me-
dia; 2) electronic documents posted on the Internet;
3) electronic documents contained in special cloud
services for storing information. K. Latysh (2022)
studied digital forensics during the war. In particu-
lar, the researcher concluded that due to the rap-
id digitalisation, the role of digital forensics in the
investigation of criminal offences has significantly
increased. The global pandemic, frequent cyber-at-
tacks, armed aggression, and information warfare
have exacerbated the need to develop digital foren-
sics. Generally accepted forensic scientific and tech-
nical means should be updated in accordance with
the needs of the modern world, but at the same time,
they should consider the requirements of the cur-
rent criminal procedure legislation and internation-
al standards. This is especially true for the evidence
that has been obtained and collected from publicly
available sources, such as the Internet.

The authors of this study agree with this opinion,
since digital forensics tools have helped to investi-
gate pillage much more effectively. Digital forensics
is of great importance in the investigation of pillage,
as digital traces can provide valuable information
about the crime and the persons involved (Wang &
Liu, 2019). Digital forensics can include analysing
social media, communication records, email, mobile
phones, and other digital traces that can help identify
looters (Marcello, 2015). Analysing these tracks can
help identify how looters operate, their communities,
and information about possible targets and plans.
Criminologists can recover lost or deleted data from
digital devices such as computers, mobile phones, or
storage media (Abraha, 2020).

This may include recovering photos, videos,
messages, or other digital evidence that can be used
to identify individuals involved in pillage or estab-
lish their actions. They can also analyse network
traffic passing through digital networks to identify
pillage-related abuses. The use of computer vision
and artificial intelligence algorithms allows foren-
sic scientists to analyse photos and videos from sur-
veillance cameras or mobile devices to detect pil-
lage (Chan & Magotiaux, 2021). These tools help
digital forensic investigators collect, analyse, and
interpret digital data related to pillage. The use of
these tools helps to collect independent, objective,
and convincing evidence that can be used in legal
proceedings to bring looters to justice. Thus, digital
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forensics plays an important role in pillage investi-
gations, helping to identify perpetrators and estab-
lish the truth (Lewulis, 2021).

O. Predmestnikov et al. (2023) in their study con-
cluded that Ukraine, which has been at war for more
than a year, does not use all possible and available
methods of protection. In particular, the attention
was drawn to the fact that Ukraine has not ratified
the Rome Statute of the International Criminal Court
yet, which makes it difficult to implement some de-
cisions of this international body. The study also es-
tablished that the identification of pillage by legal
scholars with a theft, robbery, or plunder is condi-
tioned by the fact that the title of the law that in-
creased liability for certain types of property crimes
refers to the increase in liability for pillage, while
the content of the law increases liability not only for
this type of crime. In the course of this study, the
issue of the qualification of pillage was highlighted.
In order to bring real criminals to justice for a crim-
inal offence committed, it is important to collect an
evidence base, since pillage can only be committed
on the battlefield.

S. Depauw (2018) investigated the role and sig-
nificance of digital evidence in criminal proceedings
in the European Union. This paper was intended
to analyse recent developments in the collection of
the electronic evidence, or rather content data, for
criminal justice purposes in Europe. Firstly, a brief
historical review of the EU’s actions in the context
of judicial cooperation in criminal matters (both in
general and in relation to evidence) was conducted.
Secondly, electronic evidence itself and legislation
in its current form were discussed, followed by an
assessment of the actions taken by both the Council
of Europe and the European Union to overcome the
difficulties faced by both public (law enforcement
agencies) and private actors (service providers). The
study evaluates the extent to which current discus-
sions and proposals can be considered a step forward
in light of technological and judicial reality.

T. Khashashneh et al. (2022) compared the pow-
ers of a criminal judge to evaluate digital evidence in
the laws of Jordan, Egypt, and France. The interest
enjoyed by digital (electronic) evidence has become
great compared to other types of evidence. In fact,
this is due to the spread of the use of digital infor-
mation technologies, the role of which has increased
with the introduction of the Internet and computers
in various spheres of life. Thus, the problem with
this study was that the virtual environment became
a hotbed for a number of criminals, who are called
information criminals. The crimes they commit are
in a virtual environment. Several findings and recom-
mendations have been made in this study, the most
important of which is that digital (electronic) evi-
dence is the best evidence to prove virtual crimes, as
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it depends on the environment in which the criminal
offence was committed. Hence, the interest in this
type of evidence began, since the proof of a virtual
crime is not limited to digital (electronic) evidence,
because it can be proved by traditional methods of
proof, such as: testimony, confession, etc.

J. Kancauskiene (2019) investigated the com-
puter expertise and electronic evidence in Lithuani-
an criminal proceedings. Lithuanian Code of Crim-
inal Procedure! first of all, regulates the receipt of
electronic data, complementing the requirements of
laws such as the Criminal Intelligence Act, the Police
Activities Act and the Financial Crime Investigation
Service, but not limited to them. Data are usually ob-
tained in the manner prescribed by both the Criminal
Intelligence Act and other laws prior to the start of a
pre-trial investigation. After the opening of a pre-trial
investigation, evidence is collected exclusively in ac-
cordance with the Code of Criminal Procedure? The
courts are particularly attentive to checking whether
the evidence collected in accordance with the Law on
Criminal Intelligence was obtained legally. The re-
quirement to obtain evidence in accordance with the
procedure established by law is closely related to the
requirement to obtain evidence legally. Judges are
obliged to carefully assess whether the evidence was
obtained legally, i.e., whether the rules for obtaining
evidence established by law were followed.

M. Rojszczak (2022) investigated cooperation in
the field of the electronic evidence in criminal cas-
es from the perspective of the European Union (EU).
For several years, there has been a debate among EU
member states about the need to regulate cross-bor-
der access to electronic data used as evidence in
criminal proceedings, and how best to do this. The
existing model of cooperation, based mainly on bi-
lateral agreements, seems to be dysfunctional and
is perceived by many as an obstacle to effectively
combating the growth of cross-border crime. In re-
sponse, work has begun on several new legal mech-
anisms, the main of which is the draft regulation on
electronic evidence from the European Commission
and the proposal to expand the convention on cyber-
crime, which has been in force for almost 20 years,
with an additional new protocol. The United States
has proposed its own model of cooperation, which
follows from the CLOUD Law. This paper discusses
the current state of affairs and the expected form of
future regulations — in terms of both facilitating law
enforcement cooperation and clarifying the obliga-
tions imposed on digital service providers.

Overall, digital forensics has become an impor-
tant tool in the investigation of pillage and other
crimes in the modern world. It allows the collection,

analysis, and interpretation of digital data, in par-
ticular, electronic documents and other digital trac-
es, which can be used to identify criminals and obtain
reliable evidence in court proceedings. This is espe-
cially relevant in the face of modern challenges, such
as: digital threats, information warfare, and rapid
digitalisation. Updating and developing digital foren-
sics tools are a necessity to ensure effective investiga-
tion and establishment of truth in the modern world.

= Conclusions

This paper investigated the use of electronic evidence
as a means of proof in the investigation of pillage.
It is important to ensure the proper preservation of
electronic evidence, as it can be used in court pro-
ceedings. This includes properly storing metadata, a
chain of custody, and ensuring that it is inaccessible
to third parties. The electronic evidence can be ex-
amined to confirm its authenticity and integrity. It
is important to work with relevant security services,
such as the police, intelligence or military, to ensure
that electronic evidence is properly collected and
processed. This will help to ensure the legal aspect of
the pillage investigation.

In the course of the study, the requirements that
electronic evidence must meet in a pillage investi-
gation were put forward. Firstly, the electronic evi-
dence must relate to a specific offence. Secondly, it
is necessary to properly verify the evidence received.
Thirdly, digital evidence must be tangible, i.e., it must
be recorded on a specific technical medium (phone,
computer, flash drive, etc.). It is described that proof
of pillage requires the collection and presentation of
convincing evidence confirming the existence of this
crime. The reliable evidence and its adequate pres-
entation will help ensure a fair investigation and the
prosecution of all perpetrators. Collecting evidence
of pillage on the battlefield can be difficult and cause
some difficulties. Reports from people who have wit-
nessed or suffered pillage can be an important source
of information. These testimonies may be collected
from civilians, military personnel, or journalists who
were on the battlefield.

It is reasonable that official documents, such as
police statements, medical records, or reports from
human rights organisations, may contain information
about cases of pillage on the battlefield. If the evi-
dence of pillage is collected, it is important to con-
tact the competent authorities, such as: the police,
human rights organisations or international bodies,
to transfer the collected information and evidence
for further investigation and possible prosecution of
those responsible. It is determined that international
observers or missions aimed at verifying compliance

! Code of Criminal Procedure of Lithuania. (2002, March). Retrieved from https://www.wipo.int/wipolex/en/legislation/details/8195.

2 Ibidem, 2002.
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with human rights and international norms can work
in conflict zones. Their reports and research may
contain information about pillage and human rights
violations on the battlefield. Notably, it is important
to collect this evidence, verify its reliability and au-
thenticity, and transfer it to the relevant authorities
of the incriminated country or international organ-
isations that have competence in investigating and
bringing to justice the relevant persons.

The issue of using electronic evidence in the in-
vestigation of pillage is almost not considered by
foreign researchers. The investigation of pillage may
require cooperation between countries and interna-
tional organisations. In the future, it is necessary to
develop new norms of the international law aimed at

countering pillage and punishing criminals. Interna-
tional legal structures may be involved in the investi-
gation and enforcement of justice. The results of this
study can be used to improve criminal legislation, in
particular, to introduce amendments and additions to
Chapter 4 of the Criminal Procedure Code concern-
ing the definition of the very concept of “electronic
(digital) evidence” and requirements for their rele-
vance and admissibility.
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m AHoTamnisa. EJeKTpoHHi JoKa3W CTalTh OAHUMU 3 KJTIOUYOBUX CKJIAZOBUX PO3CIiAYBaHHSA KPUMiHAJbHUX
npaBonopylleHb. BukoprcraHHA IU@pOBUX [AOKa3iB Ja€ 3MOIy pO3CAigyBaTH He Juile KpUMiHaJIbHi
NpaBONOPYIIEHHA IPOTH BJIACHOCTI, AOBKLJLJIA TOIIO, a 11 IPaBONOPYILIeHHs, BUNHEHI B Iepiof] BiliHN Ta OKyIalil.
3 movaTKy WIMPOKOMACIITAaOHOTO BTOPTHEHHA B YKpaiHy 30ijbInmiacA KiJbKiCThb BUMNAJKiB MapoJepcTBa,
Mpo AKi cTa€ BiJOMO 3 BiAKpUTUX AXepes iHpopMmaillii. MeTo 1ii€l poboTu OyJI0 AOCTigXeHHA MPOoOJIeMHUX
NUTaHb BUKOPUCTAHHA HUMPOBUX MAOKAa3iB y Mpoleci po3ciaiyBaHHA MapojepcTBa. MeTOdOJIOTiYHUM
MATPYHTAM CJIyTyBajid 3arajlbHOHAyKOBi MeTOAU Mi3HAHHA, a camMe HayKoBOl alcCTpakiiii, AeAyKIil Ta
IHOYKIIil, eKCTpamoJIALil Ta JIOTIYHOTO y3arajbHeHHA. Y CTaTTi 3[iliCHEHO OOCJIigXeHHA MapoJiepcTBa cepen
IHIINX BOEHHUX 3JI0UYMHIB Y KOHTEKCTi BU3HAuUeHHsA MOHATTHA, CKJIAAy 3JIOYMHY, AONYCTUMOCTI MU(POBUX
JOKa3iB Mif dYac po3ciiAyBaHHA IBOTrO 3JI04MHYy. OOI'PYHTOBAaHO HarajbHICTh BUPIilIeHHS NPOOJIEMHUX
aCIleKTiB, MOB’A3aHUX i3 PO3CIifyBaHHAM MapoAepCTBa, IlepeyCiM y KOHTEKCTi TOBHOMACIITAOHOI BiliHU B
YkpaiHi. BiamexoBaHO MapoAepCTBO BiJ iHIINX 3JI0YMHIB IPOTH BJIACHOCTI, IKi BUNHEHO B yMOBaX BOEHHOTO
a00 HaA3BUYANHOTO CcTaHy. Po3riAHyTO NpobeMaTuKy TepMiHOJIOTII Ta OKpecseHOo Iigxoau Ao KBasidikamil
KpUMiHaJIbHUX IIPaBONOpYIIeHb, BUMHEHNUX B YMOBAaX BOEHHOTO CTaHy, a TaKOX HEJOJIIKA 3aKOHOTBOPYOCTI.
3anponoHOBaHO BHECTU 3MiHU A0 KpuMiHaIbHOTO NpoliecyaabHOr0 KoJeKCy YKpalH{, BU3HAUUBIIN BUMOTU
[0 eJIeKTPOHHUX J0KasiB MiJ Yac po3ciifyBaHHA MapohepcTBa. IIpakTuyHe 3HaueHHs poOOTH MOJIATAE B
TOMY, IO TaKi iHCTPyMEHTH MO>HAa 3aCTOCOBYBAaTU [JIA NOAAJIBIINX AOCJIiKeHb NUTAHHA BUKOPHUCTAHHA
undpoBUX OOKa3iB K 3aco0y AOKa3yBaHHA Iiff Yac po3CjaifyBaHHA MapoAepCTBa, Y MexXax po3poOJieHH:A Ta
BJOCKOHAJIEHHA 3aKOHOIaBCTBA 3a LIUM HaNpsMOM

m KilouoBi ciioBa: 1nudpoBa KpuMiHaJicTHKa; [xepesna iHdopmalii; nudposisallis; KpuMiHaIbHe
MpaBONOPYIIEeHH; BOEHHI 3JI0YMHU; BOEHHUI CTaH
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m Abstract. Due to the lack of professional staff and the high workload of investigators, investigations into
crimes against road safety and transport operation are often conducted ineffectively. As a result, the rights
of victims of car accidents stay unprotected. This makes the issue of providing them with legal aid especially
important. The purpose of this study was to develop the principles of victim representation at the subsequent
stage of pre-trial investigation of crimes against road safety. The methods used in this study include general
scientific methods (inductive, deductive, analysis, synthesis, analogy, modelling) and special methods
(systemic and structural analysis, logical-legal, comparative legal, sociological). The activities of a road traffic
accident victim’s representative during the subsequent stage of pre-trial investigation are considered with a
division into separate components (procedural, control and advisory, and search) which are interrelated and
interdependent. The features of these components in their interconnection were systematically outlined. The
procedural and control-advisory components were studied inseparably from each other at the general level
and at the level of concrete investigative (detective) actions. The search component was studied separately
with the definition of its specific components, methods and means of their implementation. The study defined
the principles of organisation and some tactical methods of representation of a road traffic accident victim
at the subsequent stage of pre-trial investigation of crimes against road traffic safety. The author proposes
a methodology for initiating the necessary investigative actions by the victim’s representative in different
types of interaction (constructive, official business, conflict) that develop at a later stage between them and
representatives of the prosecution. Based on the analysis of Ukrainian legislation and its application practice,
the study identified the range of problems arising in the practical activities of a representative of a road traffic
accident victim at the subsequent stage of pre-trial investigation and suggested ways to resolve them. The use
of the provisions of this study will contribute to the improvement of the activities of trial lawyers, increase
the effectiveness of legal aid to victims of road accidents, and to further research in this area
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= Introduction

The problem of injuries and deaths due to crimi-
nal violations of traffic rules and vehicle operation
in Ukraine and around the world is becoming in-
creasingly relevant due to the steady increase in the
number of cars and drivers and the intensification
of traffic. Therewith, victims of road accidents often
do not receive adequate compensation, and the per-
petrators avoid deserved punishment. This is mainly
due to mistakes and shortcomings of the investiga-
tors conducting the pre-trial investigation of the ac-
cident. There is often ineffective or complete absence
of professional legal aid to the victim at the initial
and subsequent stages of the pre-trial investigation.
This necessitates scientific development of ways to
remedy this situation.

V.M. Tertyshnyk (2020) has recently investigat-
ed the general issues of exercising the rights of the
victim in criminal proceedings. The author suggests
ways to improve the status of the victim, expand
their statutory rights, establish a procedure for their
implementation, eliminate legal conflicts and har-
monise legislation in this area. N.Z. Rohatynska &
K.I. Skliaruk (2022) presented to the scientific com-
munity their vision of the complex of existing prob-
lems regarding the procedural status of the victim in
criminal proceedings and ways to solve them. In gen-
eral, Ukrainian scholars have described the specific
features and problems of the procedural status of the
victim in criminal proceedings in sufficient detail for
almost a decade since the adoption of the current
Criminal Procedural Code of Ukraine. As for the range
of these problems, their impact on the realisation of
the victim’s natural rights and ways to solve them,
the conclusions of scholars are mostly consistent with
each other. The only competing proposals are those
concerning the wording of certain provisions of leg-
islative acts. These discussions are taking place in
the area of legal regulation of criminal proceedings.

At the same time, the issues of providing qual-
ified legal aid to a victim in criminal proceedings
have not received much attention from Ukrainian
scholars in recent years. Two Ukrainian researchers
conducted special research on these issues. I. Raki-
pova et al. (2023) in 2017-2022 investigated cer-
tain issues of protection of victims’ rights under the
Criminal Procedural Code of Ukraine, specifically, in
terms of regulating and ensuring their right to rep-
resentation in criminal proceedings, cases of man-
datory participation of the victim’s representative in
procedural actions. In 2023, the researchers gave a
detailed description of the current state of protection
and defence of victims’ rights, provision of profes-
sional legal aid, and identified prospects for reform-
ing legislation in this area.

R.O. Yemelianov (2020; 2023) published sev-
eral studies on criminal procedural activities of a

59

victim’s trial lawyers during 2020-2023. The real
contribution of the researcher to solving problems in
the field of providing professional legal aid to a vic-
tim in criminal proceedings is combined with several
rather controversial provisions. All of them relate to
the general problems of legal regulation of criminal
procedural activities of a victim’s representative.

Foreign researchers, including N. Elbers et
al. (2020), K. Matthews (2021), J.S. Schulz et
al. (2022), have also investigated this issue, but in
the context of law enforcement practice in the Neth-
erlands, the United States of America, and Australia.
However, neither Ukrainian scholars nor representa-
tives of the scientific community of other countries
have considered the issue of victim representation in
criminal proceedings for road traffic crimes. Accord-
ingly, there has been a lack of attention to research
on the provision of legal aid to road accident victims
at different stages of criminal proceedings and at cer-
tain stages of pre-trial investigation.

Representation of a road traffic accident victim
has several forensic features related to the specif-
ics of pre-trial investigation of crimes against road
safety. The activities of a lawyer-representative of
a road accident victim, apart from the procedural
aspect, also include the extra-procedural aspect re-
lated to their search and control and advisory work.
The need to consider the specifics of investigating
criminal road accidents is emphasised by scholars
who study the issues of investigative, prosecutori-
al, and expert activity in criminal proceedings on
crimes against road safety. At the same time, they
contribute to research in this area. Thus, P.V. Ber-
naz (2020) provided a description of the individual
elements of the system of circumstances to be proved
during the pre-trial investigation of road traffic acci-
dents. A.D. Koshkarov (2020) proposed a methodol-
ogy for determining the causal relationship between
vehicle malfunctions and road accidents. A.V. Pid-
dubna (2021) made practical suggestions on how
to organise the interaction of the investigator with
other participants in criminal proceedings. There-
with, similar issues regarding the activities of a road
accident victim’s representative have not yet been
addressed. That is why the purpose of this study
was to formulate the conceptual framework for
ensuring the effectiveness of the work of a lawyer
representing the interests of a road accident victim
at the subsequent stage of pre-trial investigation.

= Materials and Methods

The study used general scientific and special methods
of legal science. General scientific research methods
include abstraction, generalisation, analysis, synthe-
sis, induction, deduction, analogy, and modelling.
The special legal methods used in this study included
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a systematic analysis of legal norms and the practice
of their application. The study comprehensively an-
alysed certain provisions of the Criminal Procedural
Code of Ukraine (CPCU) and the specific features of
their implementation based on the materials of 200
criminal proceedings on crimes under Articles 286-
288 of the Criminal Code of Ukraine! (the study ex-
amined materials in the proceedings of the investi-
gative units of the Main Departments of the National
Police in Vinnytsia Oblast and in Kyiv; Khmilnytskyi
Municipal and District and Vinnytsia City Courts of
Vinnytsia Oblast; Prymorskyi District Court of Odesa;
Boryspil City Court of Kyiv Oblast). The formal legal
(normative and dogmatic) and legal modelling meth-
ods were used to formulate proposals for amend-
ments to the current legislation. The comparative le-
gal method is used to determine the differences in the
scope of rights granted by the legislator to the victim,
the defence, and the investigator and prosecutor dur-
ing the pre-trial investigation.

The study used the method of expert assessments.
200 investigators with experience in investigating

crimes against road safety and 200 lawyers with
experience in representing road accident victims
were interviewed. In preparing for the survey, the
purpose was to interview the number of investiga-
tors that would ensure a prominent level of repre-
sentativeness of the results (as for investigators, the
survey was conducted among both current police
officers and those who had changed their career in
the last three years). All survey participants were
provided with the opportunity to stay anonymous,
and the ways and guarantees of doing so were ex-
plained. They were informed about the purpose and
objectives of the survey, how the data they provided
would be used, and the risks that might be involved.
The survey was conducted in compliance with ethical
standards when working with people. The research
was conducted following the rules of the Helsinki
Declaration (1975).2 The survey was conducted us-
ing the author’s questionnaire presented in Table 1.
For each of the questions, several answers were of-
fered. Nevertheless, the questions were left open,
asking the respondents to provide their own answer.

Table 1. List of questions contained in the author’s questionnaire

Question

1 | What are the specific features of criminal proceedings in relation to criminal road accidents in terms of the time of serving a notice
of suspicion to a person?

2 | Whatshould be the basis for the organisation and tactics of the victim’s representative at the next stage of the pre-trial investigation?

3 | Whether the victim’s representative should use certain tactics when working with the client

4 | Under what conditions will the investigator, on their own initiative, inform the victim’s representative of all important news in
the case?

Do investigators provide representatives of the road accident victim with access to the proceedings based on their oral statements?

6 | Under what conditions, at the oral request of the victim’s representative, does the investigator provide them with the opportunity
to read the case file?

7 |What does a victim’s representative need to determine the scope and sequence of procedural actions to be taken to achieve the
purpose of representation?

8 |What does a victim’s representative need to determine the scope and sequence of procedural actions to be taken to achieve the
purpose of representation?

9 |Is it always necessary to interrogate the victim, witnesses, and suspect in a road accident investigation?

10 |Is it appropriate to use road traffic accident diagrams when interrogating a suspect?

11 |Is it advisable to record interrogation by video; what is the significance of an investigative experiment for obtaining evidence?

12 | What are the requirements for the work of a road traffic accident victim’s representative during an investigative experiment?

13 |Is it always necessary to involve an expert automotive technician in an investigative experiment?

14 |Should a representative of a road accident victim control the involvement of an expert car technician in an investigative
experiment?

15 | What requirements should be met to conduct an investigative experiment in the proceedings of the category under study?

16 |What are the consequences of making inaccuracies, errors, misprints, and non-compliance with the procedural form when
conducting an investigative experiment?

Source: developed by the author

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2 The Declaration of Helsinki. (1975). Retrieved from https://www.wma.net/what-we-do/medical-ethics/declaration-of-helsinki/.
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The survey was launched in September 2022 and
continued throughout the year. The interviewed po-
lice officers and lawyers live and work in Kyiv, Vin-
nytsia, Volyn, Zhytomyr, Kyiv, Odesa, Khmelnytskyi,
Kharkiv, and Cherkasy oblasts. The survey of police
officers was conducted in writing in a mixed format
(in-person and offline). Police officers who had taken
advanced training courses at the National Academy
of Internal Affairs and Kharkiv University of Inter-
nal Affairs were interviewed in person (112 people).
An additional 88 police officers (current and former)
were interviewed by sending them questionnaires via
the Internet (by prior agreement). All lawyers were
interviewed in this way.

m Results and Discussion

Limits and content of the further stage of pre-trial
investigation of crimes against road safety. The
active work of a road accident victim’s representa-
tive during procedural actions at the beginning of the
pre-trial investigation should find its logical continu-
ation at other stages of the investigation. To fulfil the
purpose of the representative office, such activities
must be not only active but also effective. For this,
such activities must be well organised and have scien-
tifically sound tactics. However, the modern scientif-
ic community does not have a single approach to di-
viding pre-trial investigations into certain stages. Due
to the lack of scientific research in this area, there is
a need for theoretical development of forensic meth-
odology and tactics for representing the interests of a
road traffic accident victim not only at the initial but
also at the subsequent stages of pre-trial investigation.

For the most part, this division is based on pro-
cedural criteria, relying on the provisions of Arti-
cles 214, 219, 276, 283, 290, 291, of the CPCU". Spe-
cifically, the initial, subsequent (further), and final
stages of the pre-trial investigation are distinguished.
Therewith, the initial stage is considered to be the
entry of information into the Unified Register of
Pre-Trial Investigations (URPTI) and issuing the per-
son a notice of suspicion. This notice starts the next
(further) stage of the pre-trial investigation, which
ends with the provision of access to the pre-trial in-
vestigation materials (Blahuta et al., 2019). Howev-
er, it is not always procedural criteria that should be
used as a basis for determining the stages of pre-trial
investigation. For example, in proceedings involving
criminal road traffic accidents, it can take a long time
from entering information into the URPTI to notify-
ing a person of suspicion (this statement was sup-
ported by 95% of the surveyed investigators and 92%
of lawyers). Sometimes this is explained by the com-
plexity and duration of examinations, without which

it is impossible to notify a person of suspicion (al-
though it is already clear from the proceedings who
caused the accident). Sometimes, it is the inability
to quickly identify and detain the culprit who fled
the scene of the accident. Therefore, all this time, the
investigator is either waiting for the results of the ex-
aminations or is engaged in routine systematic work
to establish the identity of the perpetrator, their lo-
cation and the circumstances of the criminal offence.

As the analysis of criminal proceedings on crimes
against road safety suggests, the initial stage of the
pre-trial investigation should be considered the pe-
riod that begins with the inspection of the scene (of-
ten before entering information into the URPTI) and
ends with the completion of all urgent procedural
actions (i.e., those whose slightest delay jeopardises
the receipt of factual data on the circumstances of the
criminal offence and may further serve as grounds
for doubting the admissibility of such data).

Such actions may include inspection of the acci-
dent scene, medical examination of vehicle drivers,
obtaining samples for examination at the accident
scene during the initial inspection of the accident
scene, temporary seizure of property and seizure of
property, interrogation of the victim and witnesses,
appointment of necessary examinations, sending nec-
essary requests, temporary access to things and doc-
uments (carriers of video recordings of the accident),
conducting investigative actions, including covert
actions, to identify and detain the culprit of the ac-
cident who fled the scene. Notably, this stage is dis-
tinguished based on forensic factors. It is conditional
and the specific list of actions included in it must be
determined individually in each proceeding.

The author believes that the main criterion for
distinguishing between the initial and the next (fur-
ther) stage of pre-trial investigation is that the pros-
ecution should perform all urgent procedural actions
necessary to fulfil the tasks of criminal proceedings
(or lose the possibility of their performance). In this
case, the victim’s representative must assess, based
on the available materials, whether all these actions
have been completed (or whether the possibility of
their completion has been completely lost). This as-
sessment becomes particularly relevant if the repre-
sentative of the road traffic accident victim entered
the case some time after it began. The organisation
and tactics of further actions by the victim’s repre-
sentative should be based on the results of such an
assessment. This approach was agreed by 67.5% of
the surveyed lawyers.

The analysis of materials of criminal proceedings
on crimes against road safety suggests that the inves-
tigative (detective) actions of the subsequent stage in

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.
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this category of cases should include re-examination
of the scene; additional interrogation of witnesses and
the victim; interrogation of the suspect; interrogation
of two or more previously interrogated persons, in-
vestigative experiment. If the driver of the vehicle
has fled the scene of an accident (with or without
the vehicle) and has not been identified and detained
at the initial stage of the pre-trial investigation, it
may be necessary to conduct separate law enforce-
ment intelligence activities and covert investigative
(detective) actions at a later stage. This includes
conducting radio reconnaissance, visual surveillance
(Article 269 of the CPCUY); establishing the location
of radio equipment (radio electronic means) (Article
268 of the CPCU?); covertly obtaining samples nec-
essary for comparative research (Article 274 of the
CPCU?®). The same can be said for situations where
there are grounds to believe that the accident is be-
ing used to conceal the commission of another crime.

These actions should be applied in a thoughtful
and systematic manner, which is ensured by the use
of appropriate forensic techniques and tactics by the
prosecution. At the same time, the victim’s represent-
ative should have their own methodology and tactics.
When developing such a methodology and tactics, it
is necessary to proceed not only from the provisions
established in criminalistics regarding the investiga-
tion of these crimes (this is mainly necessary for ac-
tive monitoring of the investigator’s actions and their
objective assessment), but also from the areas of pro-
cedural and extra-procedural interaction of the road
accident victim’s representative with other partici-
pants in the proceedings. This approach was agreed
by 88% of the surveyed lawyers.

General principles of representation of a road
accident victim at the subsequent stage of pre-tri-
al investigation. A representative of a road traffic
accident victim must interact with several entities,
including the investigator, prosecutor, head of the
pre-trial investigation body (prosecution); the sus-
pect and their defence counsel (defence); experts
and specialists. Furthermore, in collecting evidence,
the representative of the road traffic accident victim
communicates with witnesses and persons who have
things and documents important for solving the tasks
of the representation. By agreement with the client,
the representative of the accident victim also inter-
acts with representatives of insurance companies. For
each of these areas of communication, one can out-
line their own tactics.

The victim’s representative inevitably interacts
with their client in their work. In this case, this can

only refer to certain methods (algorithms) of work.
The presence of tactics in this type of interaction
would indicate possible resistance on the part of the
partner, which is unacceptable in the relationship be-
tween an attorney and a client. This opinion is shared
by 63.5% of the lawyers surveyed. At the same time,
this type of interaction is the starting point for other
communications of the road accident victim’s repre-
sentative. It is thanks to this type of interaction that
the purpose of the activity and specific tasks of the
representative of the road accident victim in a par-
ticular criminal proceeding are determined.
Interaction with the prosecution should be based
on the principles previously proposed for communi-
cation between the victim’s representative and the in-
vestigator for use at the beginning of the pre-trial in-
vestigation. As it was defined, “such interaction can be
constructive, official, formal, or conflictual. For a rep-
resentative of a road traffic accident victim, the most
beneficial choice is constructive interaction, which
involves mutual consultation, coordination of action
plans, and simplified (informal) exchange of informa-
tion. Therewith, the actions of the road traffic acci-
dent victim’s representative should organically com-
plement the investigator’s activities, fill in the gaps in
their work (if any), and serve as a safeguard against
procedural and tactical errors” (Chervinskyi, 2023).
Representation of a road traffic accident victim
throughout the pre-trial investigation (as well as at its
beginning) should be conditionally divided into proce-
dural, advisory and controlling, and search (detective)
components. The saturation of the procedural compo-
nent of the subsequent stage of the pre-trial investiga-
tion depends on the moment when the attorney-rep-
resentative entered the case and what procedural
measures, which are mandatory for achieving the pur-
pose of representation, they have already taken at the
previous stage. This also applies to the submission of
relevant applications and motions to the investigator.
If alawyer is involved in the case after the pre-trial
investigation is completed, the first motion should be
a motion to get acquainted with the pre-trial investi-
gation materials following Article 221 of the CPCU*.
It is impossible to file such a motion if the client does
not have the status of a victim, which is often the
case in proceedings of the category under study due
to the failure of relatives of the injured or deceased
to file the relevant statements and engage a lawyer.
In such a case, the primary issue to be resolved by
the lawyer concerns the organisation of the filing of
the relevant applications by their clients. This ap-
proach is supported by 95% of the lawyers surveyed.

! Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Ibidem, 2012.
3 Ibidem, 2012.

4 Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.
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In the future, it is advisable for the victim’s repre-
sentative to systematically review the pre-trial inves-
tigation materials to properly organise their activities.
However, it is advisable to file a motion following Ar-
ticle 221 of the CPCU" only if the investigator insists
on it. Thus, 81.5% of the surveyed lawyers said that
in case of constructive interaction with the investiga-
tor, the latter informs them of all important new data
received by them, and personal acquaintance with
the case file takes place by oral agreement. 69% of
the interviewed investigators stated that they always
promptly provide access to the case file to the repre-
sentatives of the road accident victim upon their oral
requests. Furthermore, if necessary, at the request of
the trial lawyers, investigators themselves send them
scanned copies of the necessary documents via mes-
sengers (this saves time for both the investigator and
the victim’s representative).

A special type of petition filed with the inves-
tigator or prosecutor by a representative of a road
accident victim during the pre-trial investigation is
a petition for investigative (detective) actions follow-
ing Article 220 of the CPCU2 Such motions should
be filed when the investigator fails to conduct inves-
tigative (detective) actions necessary in the opinion
of the victim’s representative in a timely manner (or
at all). The filing of such motions should be preceded
by communication with the investigator (and, if nec-
essary, with the prosecutor), the purpose of which
is to find out the reasons for the failure to conduct
investigative (detective) actions. Such reasons may
include both objective (military operations; consider-
able workload of the investigator; lack of natural or
technical conditions for a certain action; inability of
specialists, witnesses, etc., to take part in the action)
and subjective (disinterest in performing the tasks
of criminal proceedings, negligence in the investi-
gation). Sometimes investigators and prosecutors
can disguise subjective reasons with objective ones.
However, based on the results of communication, the
victim’s representative may well draw conclusions
about the real reasons and choose a particular type
of action tactic, which may include cooperation, ac-
commodation, and confrontation. The latter option
involves a conflict type of interaction, the mandatory
filing of a motion to conduct the necessary investiga-
tive (detective) actions following Article 220 of the
CPCU?, appealing to the investigating judge against
the refusal to satisfy these motions (Item 7, Part 1,

Article 303 of the CPCU*) or delaying their consider-
ation (Item 1, Part 1, Article 303 of the CPCU®).

The same can be said for other procedural ac-
tions, namely measures to ensure criminal proceed-
ings, among which special attention should be paid
to temporary access to things and documents. Thanks
to this measure, in a manner clearly regulated by the
CPCU®, primary medical documentation necessary for
forensic examination, video recordings from station-
ary surveillance cameras belonging to enterprises,
institutions, organisations, and individuals, etc. are
obtained and attached to the criminal proceedings.

When determining the scope and sequence of
procedural actions necessary to obtain the desired
result, the representative of the road traffic accident
victim should keep in mind the issues of factual data
that are missing for proof: the event of the criminal
violation of traffic rules (time, place, method, mech-
anism, and other circumstances); the guilt of the per-
son in committing it; the type and amount of dam-
age caused by the accident, as well as other elements
that, following Article 91 of the CPCU’, are included
in the subject of proof. This approach factually com-
bines the search and control and advisory functions
of a road accident victim’s representative. It was sup-
ported by 95.5% of the lawyers surveyed.

To fulfil the purpose of representing a road traffic
accident victim, a lawyer must file a motion not only
to conduct the necessary investigative (detective) ac-
tions, but also to take part in them (specifically those
initiated by the prosecution or defence). This pro-
cedural step ensures that it can apply the advisory,
control, and search components of its activities. By
taking part in these actions, the representative of the
accident victim can actively observe the work of the
investigator, correct it if necessary, and obtain the
information necessary to perform their own tasks.

Interrogation as a means of obtaining factual
data in a road traffic accident investigation. Inter-
rogations of victims, witnesses, and suspects are an
essential means of obtaining factual data in criminal
proceedings for road safety offences. This statement
was agreed with by 91% of investigators and 87% of
lawyers surveyed.

It is natural that the victim’s representative is en-
titled to be present during the interrogation of their
client. This follows from a comprehensive analysis
of the provisions of Item 8, Part 1 of Article 56; Ar-
ticle 58; Item 2, Part 1 of Article 66; Article 95 of

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.

2 Ibidem, 2013.
3 Ibidem, 2013.
4 Ibidem, 2013.
5 Ibidem, 2013.
6 Ibidem, 2013.
7 Ibidem, 2013.
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the CPCU!. But this is not explicitly stated in the
Law. Therefore, it is advisable to establish the rele-
vant right of the victim by setting out Item 8, Part 1
of Article 56 of the CPCU in the following wording:
“to have a representative, to use their legal aid in
all procedural actions and to refuse their services at
any time during criminal proceedings”. At the same
time, it is necessary to establish the relevant powers
of the victim’s representative, specifically by supple-
menting Article 56 of the CPCU with Part 52, which
should be set out in the following wording: “The rep-
resentative is entitled to be present during procedur-
al actions that are carried out with the involvement
of the victim”.

The interrogation of a victim in proceedings of
this category is most often conducted after emergen-
cy aid has been provided, transportation to a hospi-
tal, necessary medical operations and manipulations
have been performed, and the victim has recovered to
a state that allows for conscious communication (i.e.,
a certain time after the incident). In such a situation,
the task of the road accident victim’s representative
is to ensure that the interrogation is carried out with
the permission of the doctor and that the physical
and mental condition of the victim is considered dur-
ing this investigative (detective) action. Therewith, it
is important to strike a balance between performing
the tasks of representing the victim in criminal pro-
ceedings and ensuring the conditions necessary for
their recovery.

During the interrogation, the victim’s represent-
ative should keep in mind that certain details of the
accident may be forgotten or changed under the in-
fluence of external and internal factors (the devel-
opment of retrograde amnesia in the case of a trau-
matic brain injury is not excluded). The following
tactics can be used to restore the victim’s forgotten
memory: asking a series of questions that activate
associative connections; using criminal proceedings
materials (crime scene inspection report, diagrams,
photographs) during interrogation; showing a video
obtained during the inspection of the crime scene;
presenting various objects during interrogation.

The involvement of a representative of a road
accident victim in the interrogation of a suspect is
possible only if the latter has acquired this status. As
already noted, in criminal proceedings of the investi-
gated category, a person is usually notified of suspi-
cion a long time after the start of the pre-trial inves-
tigation, which is due to the need for the investigator
to obtain the results of examinations that contain the
grounds for suspicion. The interrogation of a suspect
is usually carried out immediately after the notifica-

tion of suspicion and without the involvement of the
accident victim and their representative. However,
the trial lawyer may always review the results of
such interrogation and, if necessary, file a motion
for re-interrogation. Having granted such a request,
the investigator, following Part 6 of Article 223 of
the CPCU®, shall be obliged to invite the victim’s
representative to take part in the interrogation.
Such actions of the road accident victim’s represent-
ative are aimed not only at clarifying certain factu-
al data, but also at eliminating contradictions and
discrepancies between the suspect’s testimony and
other materials of the criminal proceedings, and at
exposing them for providing knowingly false infor-
mation. These contradictions, among other things,
should be sought between the suspect’s explana-
tions given immediately after the accident and the
testimony given earlier as a witness.

One of the key tactical methods of interrogating
a suspect is the use of an accident scheme (88.5%
of the surveyed investigators and 91% of lawyers
agreed with this). It can be used to formulate concise
and understandable questions about the location and
direction of movement of the participants in the ac-
cident, the sequence of actions of the interrogator at
various stages of the event. In this case, it is advisable
to use a video recording of the investigative action,
since both questions and answers will not be fully un-
derstood due to their linkage to the scheme, and their
usual presentation in the protocol will not fully reflect
the factual data provided (83% of the interviewed in-
vestigators and 90% of the lawyers agreed with this).

The above techniques should also be used when
questioning witnesses to an accident. In case of con-
siderable discrepancies in their testimony, interroga-
tion (including of two or more previously interrogated
persons) may be conducted at the scene of the acci-
dent. However, this is the competence of the investi-
gator, who is not obliged by the criminal procedural
law to involve the victim’s representative or to notify
them of the time and place of the investigative ac-
tion. The latter may join it by submitting relevant re-
quests in the same manner as for the interrogation of
the suspect. This applies to both witnesses identified
by the prosecution and witnesses identified by the
victim’s representative in their detective activities.

During interrogation, it should be borne in mind
that the suddenness and short duration of the accident
results in the eyewitness’s incomplete awareness of its
details and their inability to recall the details of the
accident exhaustively. Furthermore, there is a possi-
bility of distortion of the picture of the accident in
the mind of the witness over time under the influence

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.

2 Ibidem, 2013.
3 Ibidem, 2013.
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of objective and subjective reasons. Therefore, it is
advisable to identify all eyewitnesses to the accident,
since only the totality of their testimony will help to
most fully recreate the entire picture of the devel-
opment of the event and the role of its participants.

Obtaining evidence in a road traffic accident
investigation through an investigative experi-
ment. An important means of obtaining evidence in
criminal proceedings for road safety offences is to
conduct an investigative experiment. This was unan-
imously supported by 100% of the investigators and
lawyers surveyed. An analysis of the provisions of
Article 240 of the CPCU! suggests that the purpose
of an investigative experiment is to verify and clarify
information relevant to establishing the circumstanc-
es of a criminal offence by reproducing actions, en-
vironment, circumstances of a particular event, con-
ducting necessary experiments or tests.

In criminal proceedings concerning crimes
against road safety, this investigative (detective)
action is used to perform several important tasks.
Firstly, it is the identification of individual charac-
teristics of particular individuals, namely: the abili-
ty to perceive (see, hear) a certain obstacle, action,
event, or phenomenon (approaching car, pedestrian
movement, car collision, hit-and-run, etc.) in given
conditions; the ability to take certain actions (emer-
gency braking, change of direction) on a particular
section of the road; availability of manoeuvring skills
(reversing into a garage, turning with a small radius,
parallel parking, etc.). Secondly, it is the determina-
tion of the duration (speed) of certain processes or
the time required for certain actions, namely: for a
person to walk a certain section of the roadway; for a
car to drive a certain section of the road, for a certain
manoeuvre; for determining the speed of a car, etc.
Finally, it is to establish the mechanism of the entire
accident, as well as its individual elements.

In general, the tasks that are solved by an inves-
tigative experiment do not exist in isolation from
each other in practice, but are used in various com-
binations, which should result in obtaining new evi-
dence. But the same investigative experiment can be
aimed both at verifying evidence and establishing
the conditions that contributed to the commission
of a criminal offence, etc. (Antoniuk et al., 2021).
Thus, an important organisational and tactical issue

is to determine the place of the investigative ex-
periment among other procedural actions aimed at
investigating a road traffic accident. Given that the
investigative experiment often pursues the purpose
of verifying testimony at the scene, interrogations of
witnesses, suspects, and victims should precede it.

Theoretically, in criminal proceedings concern-
ing crimes against road safety, the investigative ex-
periment should also be preceded by examinations,
namely transport and traceability examinations,
and determination of the technical condition of ve-
hicles, the results of which are the initial data to be
considered during the said investigative (detective)
action. At the same time, the study of criminal pro-
ceedings of the category under investigation strong-
ly suggests that the sequence may be different: the
results of the investigative experiment may be the
initial data for certain types of automotive exper-
tise. As noted by A.O. Chychyrkin (2020), there are
often cases when an investigative experiment is ap-
pointed and conducted by the investigator on the
initiative of an expert who has been notified of their
involvement in the conduct of an automotive tech-
nical examination.

Furthermore, the perpetrators of road accidents
often take part in the investigative experiment in the
status of witnesses due to the lack of examination re-
sults that should form the basis of a notice of suspicion
(e.g., the Supreme Court’s rulings of 30 May 2019 in
cases No. 164/1457/16-k? and 522/17642/173; of 2
March 2021 in case No. 137/265/19% of 28 January
2020 in case No. 359/7742/17°, etc.). Thus, if the
victim’s representative concludes that it is necessary
to conduct an investigative experiment before con-
ducting certain examinations, they may initiate the
said investigative (detective) action by exercising the
right prescribed in Article 220 of the CPCU®. Moreo-
ver, there are no legal prohibitions on repeating the
investigative experiment, which can be carried out
both before and after certain examinations.

Important parameters that ensure the complete-
ness, comprehensiveness, and effectiveness of the in-
vestigative experiment include the circle of persons
taking part in it; time and place of conduct; com-
pliance of the surrounding conditions and situation
with those that existed at the time of the event be-
ing recreated. The circle of persons taking part in the

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.
2 Resolution of the Supreme Court of Ukraine in case No. 164/1457/16-k. (2019, May). Retrieved from https://reyestr.court.gov.ua/

Review/82261840.

3 Resolution of the Supreme Court of Ukraine in case No. 522/17642/17. (2019, May). Retrieved from https://reyestr.court.gov.ua/

Review/82065567.

4 Resolution of the Supreme Court of Ukraine in case No. 137/265/19. (2021, March). Retrieved from https://reyestr.court.gov.ua/

Review/95345032.

5 Resolution of the Supreme Court of Ukraine in case No. 164/1457/16-k. (2019, May). Retrieved from https://reyestr.court.gov.ua/

Review/82261840.

6 Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.
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investigative experiment is determined by the inves-
tigator and is regulated by the procedural criterion.
Specifically, Part 3 of Article 240 of the CPCU! states
that a suspect, victim, witness, defence counsel, and
representative may be involved in the investigative
experiment. This wording suggests that the involve-
ment of the victim and/or their representative in the
investigative experiment is the investigator’s right,
not their duty. If the investigator considers it possi-
ble to conduct an investigative experiment in the ab-
sence of a representative of the road accident victim,
the latter is effectively deprived of the right to per-
form control, advisory, and search functions during
this important investigative (detective) action.
Therefore, it is advisable for the representative
of the road accident victim to submit a request to the
investigator at the beginning of the pre-trial inves-
tigation to conduct all investigative (detective) ac-
tions with their involvement (with appropriate mo-
tions filed in advance). The criminal procedural law
does not make provision for such motions (but does
not restrict the lawyer’s ability to file them) and the
investigator’s obligation to satisfy them. Therefore,
this requirement can be included in other motions,
e.g., in a motion to review the pre-trial investigation
materials. Furthermore, Part 6 of Article 223 of the
CPCU? prescribes that an investigative (detective) ac-
tion carried out at the request of the defence, the vic-
tim, a representative of the legal entity in respect of
which the proceedings are being conducted, shall be
carried out with the involvement of the person who
initiated it and/or their defence counsel or represent-
ative, unless this is impossible due to the specifics
of the investigative (detective) action or such per-
son has submitted a written refusal to take part in it.
Therefore, to oblige the investigator to involve a rep-
resentative of the road accident victim in the investi-
gative experiment, it is necessary to file a request for
its conduct in advance (to initiate it oneself).
Involvement of the road accident victim’s repre-
sentative in the investigative experiment allows them
to make sure that the investigator follows all meth-
odological requirements for its conduct, and, accord-
ingly, that its results are reliable. The analysis of
scientific and educational literature helps to identify
the main requirements in proceedings for road traf-
fic offences, specifically conducting the investigation
in the place where the accident occurred and at the
time when it took place; completeness of the repro-
duction of the situation and events; phased conduct
of experiments (tests) with the location of partici-
pants, objects, items in the way they were located at
certain stages of the accident; matching the natural

(wind, precipitation, cloud cover, lighting, ice, etc.)
and artificial (lighting, smoke, noise, traffic lights,
traffic density, road surface condition, etc.) condi-
tions to those that existed at the time of the accident;
the use of the same (or similar, homogeneous) things
(objects, tools, means) that were involved (affected,
influenced) in the accident; compliance of the pace
of experiments (tests) with the pace at which the real
accident occurred; multiple repetition of homogene-
ous experiments, including (if necessary) in changed
conditions; consideration of the conditions and cir-
cumstances of the accident that could not be repro-
duced at the time of the investigative experiment.

These conditions are tremendously important,
but not every one of them should be applied in any
investigative experiment. Therefore, a representative
of an accident victim should not insist on fulfilling
each of them: those requirements that in a particular
situation cannot in any way affect the results of the
experiment can be excluded. Therefore, when repre-
senting a road traffic accident victim, it is necessary
to carefully analyse the investigative situation every
time and, when communicating with representatives
of the prosecution, focus on compliance with only
those requirements, the failure to comply with which
may lead to erroneous conclusions and false results.
This statement was supported by 85.5% of the law-
yers surveyed.

Furthermore, the procedural criteria for conduct-
ing an investigative experiment include the require-
ment of Part 4 of Article 240 of the CPCU? - ensuring
safety for the life and health of participants and other
persons, prohibition of humiliation of their honour
and dignity. This is fully consistent with the pro-
visions of Article 3 of the Constitution of Ukraine,
which classifies these values as the highest social val-
ues. Since a road traffic accident is a dangerous and
harmful event in itself, this requirement of the leg-
islator is extremely relevant in criminal proceedings
for crimes against road safety. Therefore, a represent-
ative of a road traffic accident victim should insist on
an accurate reproduction of certain actions, elements
(events) that may result in a threat to these social
values and cause damage.

Notably, active monitoring by a representative
of the road accident victim of compliance with the
above organisational and tactical requirements for
conducting an investigative experiment implies their
involvement in the organisation of this investigative
(detective) action. Furthermore, the location of the
road traffic accident victim’s representative during
the investigative experiment is important: it should
ensure the exercise of their rights to directly examine

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.

2 Ibidem, 2013.
3 Ibidem, 2013.

Scientific Journal of the National Academy of Internal Affairs, 28(3)

66



https://zakon.rada.gov.ua/laws/main/4651-17?lang=en%23Text

Chervinskyi

evidence, monitor the actions of other participants
and the course of the experiment. This statement was
supported by 85% of the lawyers surveyed.

It is important for the victim’s representative to
be present during the investigative experiment with
the persons whose testimony is being verified, espe-
cially the suspect and witnesses. These testimonies
are often contradictory. If present during the inves-
tigative experiment, the victim’s representative will
have the opportunity to ask questions that will help
eliminate these contradictions and further deprive
the defence of the use of statements regarding the
existence of reasonable doubt about the existence of
certain circumstances. This statement was agreed by
87% of the surveyed lawyers.

Part 2 of Article 240 of the CPCU! states that, if
necessary, an investigative experiment may be con-
ducted with the involvement of an expert. In criminal
proceedings for crimes against road safety, this is al-
ways necessary. According to the research conduct-
ed by A.O. Chychyrkin (2020), typical situations of
involving a specialist car technician at the working
stage of an investigative experiment during the in-
vestigation of road traffic crimes are as follows: “1)
establishing visibility during an accident (determin-
ing the ability of the driver, pedestrians to see each
other, cars, road signs, other objects; determining the
possibility of blinding); 2) establishing visibility in an
accident; 3) determining the speed of the vehicle; 4)
determining the time required for the victim to cover
the distance to the place of collision; 5) determining
the ability of the driver to avoid an accident”.

The involvement of an expert car technician in
conducting an investigative experiment in proceed-
ings of this category is prescribed by the current
forensic methods. Its absence results not only in
mistakes and inaccuracies in the conduct of this in-
vestigative (detective) action, but also casts doubt on
the results of the future automotive technical exam-
ination. This was agreed by 64.5% of investigators
and 89% of lawyers surveyed. For these reasons, the
involvement of an automotive specialist in the inves-
tigative experiment by the investigator should be an
element of the subject matter of the victim’s repre-
sentative’s control and advisory function. If the in-
vestigator has not engaged one, it is advisable for the
representative of the road traffic accident victim to
insist either on the immediate engagement of such a
specialist or on postponing the time of the investiga-
tive experiment. Exceptions may include cases of the
simplest experiments with basic measurements that
can be conducted by the investigator and verified by
the victim’s representative.

The legislator has included at least two disinter-
ested persons (witnesses) to the list of mandatory
participants in the investigative experiment, whom
the investigator, following Part 7 of Article 223 of
the CPCU?, shall be obliged to invite. There is an ex-
ception to this rule — the use of continuous video re-
cording of the course of the investigative (detective)
actions. Investigators have different approaches to
implementing this rule, but for the most part (73.5%
of respondents), they apply both the rule (invite wit-
nesses) and the exception (organise continuous vid-
eo recording). At the same time, there are no legal
prohibitions on the representative of the accident
victim conducting their own video recording of the
investigative experiment. Such a tool helps the trial
lawyer to record the elements necessary to fulfil the
purpose of representation, and subsequently analyse
in detail the course and results of this investigative
(detective) action. This was agreed by 92.5% of the
lawyers surveyed.

An important procedural criterion for conduct-
ing an investigative experiment is the requirement
of Part 6 of Article 240 of the CPCUS® to draft a pro-
tocol of this investigative (detective) action with the
obligatory indication of the conditions and results.
Compliance with all the requirements for drafting
such a protocol is a mandatory element of the control
and advisory work of the representative of the road
accident victim. Inaccuracies, mistakes, errors, and
non-compliance with the procedural form in their
entirety may later become the basis for the defence
to declare the evidence inadmissible. This statement
was supported by 90.5% of the lawyers surveyed.

The analysis of criminal proceedings for road
safety offences shows that other shortcomings in the
design of the investigative experiment protocol are
also widespread, including the following: unclear in-
dication of the purpose, inconsistency of the exper-
iments conducted and the results obtained; the de-
scription of only the first experiment (indicating the
total number of experiments and the identity of the
results obtained); the investigator’s own assessment
of the results of the experiments (Chychyrkin, 2020).

Appointment and conduct of expert exami-
nations during the investigation of a road traffic
accident. Proof in the category of criminal proceed-
ings under study is based mainly on the conclusions
of various examinations. However, representatives
of road accident victims have much narrower oppor-
tunities than the prosecution and defence in terms
of engaging specialists, appointing, and conducting
examinations. Their procedural powers to use the in-
stitute of special knowledge in criminal proceedings

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.

2 Ibidem, 2013.
3 Ibidem, 2013.
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are extremely limited. This opinion was shared by
89.5% of the surveyed lawyers. This leads to adverse
consequences for the protection of the rights and le-
gitimate interests of road accident victims.

Under current conditions, at the subsequent stage
of pre-trial investigation, representatives of road ac-
cident victims are unable to properly influence the
use of special knowledge (including these scientific
achievements) in criminal proceedings to perform
their tasks, due to the shortcomings of the criminal
procedural law. To remedy this situation, it is neces-
sary to amend Articles 71 (Parts 2 and 3), 242 (Part
1), 243 (Part 1), 244 (Parts 1 and 2) of the CPCU',
making provision for the rights of the victim (equal
in scope and content to the rights of the defence) to
engage specialists and conduct examinations.

Prior to such amendments, the representative of
the road traffic accident victim should: firstly, estab-
lish and maintain constructive interaction with the
investigator; secondly, have a suitable level of train-
ing in the relevant fields of knowledge (motor vehicle
engineering, trace evidence, forensic medicine, etc.);
thirdly, establish personal contacts with specialists
(preferably experts) in these fields of knowledge. All
this allows: correctly assessing the forensic situation
and concluding on the need to involve specialists
and/or experts; providing the investigator with rec-
ommendations in this regard that will be accepted by
them (with the possibility to recommend a particular
specialist, with ensuring their appearance when the
investigator cannot ensure it themselves); including
in the list of quest ions posed to the expert those the
answers to which are important for protecting the
rights and interests of the road accident victim; effec-
tively using the conclusions provided by specialists
and experts to perform their own tasks within crimi-
nal proceedings; preventing procedural errors of the
investigator in terms of organising the process of us-
ing specialised knowledge.

In the absence of constructive interaction with
the investigator and unsatisfactory organisation of
the process of using specialised knowledge in crimi-
nal proceedings, the representative of the road traf-
fic accident victim may use procedural tools (request
for an expert examination as an investigative action,
followed by an appeal against the investigator’s re-
fusal or inaction) and non-procedural (formal and
informal notifying of the head of the pre-trial inves-
tigation body, procedural supervisor, head of the
National Police).

Detective activities of the road accident vic-
tim’s representative at the subsequent stage of
the pre-trial investigation. The involvement of a
road traffic accident victim’s representative in inves-
tigative (detective) actions and the initiation of their
|

conduct are mostly covered by the control and advi-
sory and procedural components of their activities. In
this part, the search component is present only in the
form of an analysis of the investigative situation and
the trial lawyer’s search for new factual data impor-
tant for the performance of the tasks of representa-
tion during investigative (detective) actions.

At the same time, the search component of rep-
resenting a road traffic accident victim at the subse-
quent stage of the pre-trial investigation is expressed
in unassisted activities independent of the investiga-
tor. Thus, if a lawyer-representative enters the case
some time after the start of the pre-trial investigation,
it is advisable for them to personally visit the acci-
dent scene and examine it. This is necessary to form
a clear picture of the accident mechanism. Further-
more, based on the results of the examination of the
accident scene, the victim’s representative may iden-
tify important circumstances that were not reflected
in the criminal proceedings and verify the data ob-
tained by the investigation. In some cases, it is worth
not only examining the scene of an accident, but also
observing it for some time, which helps the trial law-
yer to understand the specific features of road traffic
organisation, their connection with the terrain, vege-
tation, architecture, as well as the impact of these fac-
tors on the actions of drivers and pedestrians. Based
on the data obtained in this way, the lawyer-repre-
sentative may conclude that certain investigative ac-
tions are necessary. This includes a repeat inspection
of the scene of the incident if the initial inspection
did not include factual data on circumstances that
are important for the purpose of the representation.

The search component of representing a road
traffic accident victim at the subsequent stage of the
pre-trial investigation includes identifying and inter-
viewing still unknown witnesses to the accident. It
should be practiced when the representative of the
road traffic accident victim lacks factual data to per-
form their tasks and there is a possibility of finding
witnesses to the accident and its consequences (this
statement was supported by 87.5% of the surveyed
lawyers). Such a search is carried out in the same
way as at the initial stage of the investigation, name-
ly through announcements in the press, reports on
local television channels, appeals to local residents
through social media groups created on a territorial
basis, interviews with residents of nearby buildings
and employees of local businesses. Such a search
should be focused not only on identifying eyewit-
nesses to the accident, but also those who did not
perceive it directly but witnessed the subsequent
events. Testimony about the post-criminal behav-
iour of the perpetrator of the accident is important
for establishing the circumstances that mitigate and

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.
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aggravate the punishment and characterise their per-
sonality. Having found the witnesses to the accident,
the lawyer-representative should first interview them
following Part 3 of Article 93 of the CPCU! and Item
7, Part 1 of Article 20 of the Law of Ukraine “On the
Bar and Practice of Law”?. This was agreed by 61.5%
of the surveyed lawyers.

The search component of representing a road
traffic accident victim at the subsequent stage of the
pre-trial investigation also includes the search and
analysis of criminal proceedings related to road traf-
fic accidents that occurred in analogous circumstanc-
es, possibly in the same place. This helps the victim’s
representative determine their legal position. Natu-
rally, there are no two identical road accidents, but
there are so-called typical situations, and, according-
ly, the legal positions of courts of various instances
on their resolution. The level of support for this ap-
proach among the surveyed lawyers is 77%.

We consider consultations with experts to be a
separate element of the search component of repre-
senting a road traffic accident victim at the subse-
quent stage of the pre-trial investigation, which help
to correctly formulate the questions in the petition for
an expert examination, assess the technical capacity
of the testimony of witnesses and the suspect, timely
warn about the lack of initial data for the examina-
tion, etc. 94.5% of the surveyed lawyers agreed with
the expediency of such a step.

The search activities of a road traffic accident
victim’s representative also include the collection of
various information about the identity of the suspect,
which must be considered by the court when passing
a verdict. Such information includes, among other
things, criminal records, facts of administrative lia-
bility, specifically for violation of traffic rules. Infor-
mation about the property belonging to the suspect
is also important, as it may be seized to secure a civil
claim. Various open registers and lawyer’s requests
are tools for obtaining this information.

Comparison of the expert opinions obtained dur-
ing the survey with the work of scientists helped to
supplement the results of the study. As for the in-
terrogation of victims, special requirements for their
interrogation should be imposed if they are minors.
These requirements are both legal (statutory) and
psychological in nature. The representative of such
a victim should take steps to ensure that the inves-
tigator or prosecutor follows such requirements. As
pointed out by V. Zarubei et al. (2021), at the further
stage of the investigation of a criminal road accident,
it is advisable to rely on the researchers’ conclusions
that the method of obtaining testimony should be

based on the age and procedural status of the mi-
nor, which requires a special approach given the
vulnerable state, social immaturity, and the risk of
violation of the rights and freedoms of such persons.
0.Y. Guseva et al. (2021) emphasise that in each case
of interrogation of an underage victim, it is advisable
to ensure that the interrogation is conducted by an
investigator specially trained for this purpose and of
the same sex as the victim; the questions to be asked
are clear, simple, and without alternative; and that
specialists in age-related pedagogy and age psychol-
ogy are consulted and present during the interroga-
tion. The author also supports the practice of intro-
ducing “green rooms” in the field of criminal justice,
as the child’s environment during the relevant proce-
dural actions is crucial for establishing contact with
the child (Zarubei et al., 2021).

Regarding the continuous video recording of
interrogation, which according to the survey is not
always used by investigators, important aspects are
noted by I. Miroshnykov et al. (2022). The scientists
argue that an additional useful effect of video record-
ing during the interrogation of a suspect is that it will
be possible to investigate all their non-verbal and par-
averbal reactions to questions and evaluate the verac-
ity of their answers based on behavioural patterns.
Furthermore, scholars fairly point to the possibility of
using other means of detecting lies in the testimony of
a suspect that are extra-procedural in nature, namely,
polygraph examination (Miroshnykov et al., 2022). A
suspect may, in an attempt to avoid punishment, pro-
vide deliberately false testimony. Therefore, if doubts
regarding the veracity of the suspect’s testimony are
confirmed, the representative of the road accident vic-
tim may initiate the use of procedural means of expos-
ing false testimony, to which scholars rightly include
repeated interrogation, additional and simultaneous
interrogation of previously interrogated persons, and
an investigative experiment (Mohilevskyi, 2022).

At the same time, modern Ukrainian and world
science pays great attention to the narrowly pro-
fessional aspects of conducting certain types of ex-
aminations in cases of crimes against road safety.
Specifically, this refers to such types of expertise
as forensic and automotive. For instance, in 2023,
medical experts investigated the issues of assessing
the severity of facial and general trauma in children
and adolescents injured in road accidents (Xavier et
al, 2023), as well as diagnosing facial fractures and
determining the severity of associated injuries after
motorcycle accidents (Chuang et al., 2023). The intro-
duction into expert practice and use of the methods
proposed in this study are important for the criminal

! Criminal Procedural Code of Ukraine. (2013, April). Retrieved from https://zakon.rada.gov.ua/laws/main/4651-17?lang = en#Text.
2 Law of Ukraine No. 5076-VI “On the Bar and Practice of Law”. (July, 2012). Retrieved from https://zakon.rada.gov.ua/laws/show/5076-

17#Text.
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law qualification of criminal road accidents, which
largely depends on the severity of the injuries sus-
tained by the victim. The same can be said about
the methods of determining the cause of death with-
in 24 hours of the accident (Kamabu et al., 2023)
and determining the cause of death of road traf-
fic victims in individual cases (Rastogi et al., 2023)

Automotive experts have recently also been inves-
tigating specific issues of conducting examinations in
the field of their professional activity. This includes
determining the speed of the vehicles before the in-
itial contact (Serdiukov, 2018), which is important
legally for establishing causal links between the ac-
tions of the road traffic participants and the harmful
consequences of a car accident. Scientists have also
developed methods for determining the technical fail-
ure of a vehicle’s braking system (Koshkarov, 2020)
and establishing indicators of the traction of a vehi-
cle’s wheels (tyres) to the road surface (Kashkanov et
al., 2020). These techniques are important for deter-
mining the technical ability of a driver to avoid an
accident, which in turn has a considerable impact
on the decision on their guilt. To address this issue,
in some cases, the results of examinations of auto-
motive lubricants are important, which necessitates
scientific research into their properties (Estevanes et
al., 2023). The above-mentioned scientific achieve-
ments enrich expert and legal practice and are impor-
tant for the representative of a road accident victim.

m Conclusions

Based on the results of the survey, analysis of crim-
inal proceedings and regulatory documents, a list of
appropriate investigative actions for a road accident
victim’s representative was established. The results
of the survey showed that, based on the forensic
methods of investigating crimes against road safety,
it is effective to determine the most suitable list and
sequence of investigative (detective) actions neces-
sary to complete the objectives of the representation,
actively monitor the work of the investigator and
provide them with advice or adjust their activities in
a procedural manner.

As a result of the analysis of criminal proceed-
ings, it was found that investigative (detective) ac-
tions carried out at the subsequent stage of pre-trial
investigation of crimes against road safety may in-
clude re-inspection of the scene; additional interro-
gation of witnesses and the victim; interrogation of
the suspect; interrogation of two or more previously
interrogated persons, investigative experiment, and
expert examinations. The survey showed that it is ad-
visable for a representative of a road traffic accident
victim to initiate a re-inspection of the scene of the
accident if, during a preliminary personal inspection
of the scene, they have discovered circumstances
important to the criminal proceedings that were not

Scientific Journal of the National Academy of Internal Affairs, 28(3)

established and recorded by the investigator during
the initial inspection of the scene or when conflict-
ing witness statements can be verified in this way.
Additional interrogations, including interrogations of
two or more previously interrogated persons, should
be initiated by the victim’s representative when it is
necessary to clearly record or eliminate contradic-
tions in the testimony of different witnesses or the
suspect, as well as to identify the reasons for the in-
consistency of their testimony with other factual data
obtained in criminal proceedings.

In the opinion of experts and based on the results
of the analysis of criminal proceedings, it can be ar-
gued that the initiative of the road accident victim’s
representative to conduct an investigative experi-
ment is appropriate when there are all the initial data
and necessary conditions for its conduct, and the in-
vestigator does not appoint it, as well as when the in-
vestigator asks the victim’s representative for such an
initiative for certain tactical reasons. The search com-
ponent of the activities of the road traffic accident
victim’s representative at the subsequent stage of the
pre-trial investigation, depending on the circumstanc-
es, may include personal visit to the scene of the acci-
dent, its examination and observation; identification
and interviewing of still unknown witnesses to the
accident; search and analysis of criminal proceedings
concerning road traffic accidents that occurred under
analogous circumstances in the same place; consulta-
tions with experts; collection of data characterising
the perpetrator of the accident, information about
their property; detection and exposure of attempts
to unlawfully influence the victim and witnesses.

Prospects for further scientific research in this area
are a detailed investigation of the institution of using
special knowledge in criminal proceedings as an instru-
ment of activity of a road accident victim’s represent-
ative at the subsequent stage of pre-trial investigation.
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NMpencTaBHMLUTBO NOTepNiNoro BiA AOPOXHbO-TPAHCMNOPTHOI
npuroan Ha nogasnblUOMYy eTani 4OCyA0BOIro po3cigyBaHHS
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m AHoTatisa. Yepes Gpak npodeciiiHux Kaapis i BUCOKe HaBaHTaXX€HHS Ha CJIUYMX PO3CIIiyBaHHSA 3JI0UYNHIB
npoTu Oe3neKky JOPOXXKHBOI'O PyXy Ta eKCIUTyaTallil TPaHCIOPTY YacTo MPOBOLATh HeeeKTUBHO. YHACiI0K
LBOTO MPaBa XepTB aBTOMOOIJIbHUX aBapill 3aIUIIAI0ThCA He3axXullleHUMU. L{e 3yMOBJIIO€ aKTyaIbHICTh TUTaHb
HagaHHA IM mpaBoBol gomomoru. MeTow AOCIigXeHHA BU3HAUeHO po3pobJjieHHsA 3acaj MpefCcTaBHUIITBA
MOTEPIILJIOrO Ha MOAAJIBIIIOMY eTami JOCYJ0BOTO PO3C/IiJyBaHHA 3JI0UYMHIB MPOTHU 0e3MeKu JOPOXHBOTO PyXY.
3-1moMix MeTO1iB, sIKi BUKOPHUCTAHO B I[bOMY AOCJIi’KEeHHi, CJ1i[T BUIOKPEMUTHU 3araJJbHOHAYKOBi (iHyKTUBHUI,
OeqyKTUBHUUN, aHaJlli3, CMHTE3, aHaJIOTisA, MOJIeJIIOBaHHA) Ta creliajbHi (CUCTEMHO-CTPYKTYPHHUI aHaJli3,
JIOTiKO-IOpUANYHU, TOPiBHAIBHO-IPABOBUI, coUioJioriuHuil). JisjpHiCTh IpeACTaBHUKA MOTEPIIJIOTO BiJ
JOOPOXHBO-TPAHCIOPTHOI MPUTOAU IiJ Yac MOMAJIBIIOTO eTaly OOCYOOBOTO PO3CJiAyBaHHA PO3TJIAHYTO 3
PO3MeXyBaHHAM 11 Ha OKpeMi KOMITOHeHTH (IIpoliecyasibHUE, KOHTPOJIbHO-KOHCYJIbTaTUBHUI Ta NOLUIYKOBUI),
AIKi € B3a€MOIIOB’I3aHUMHU Ta B3a€EMOOOYMOBJIeHUMHU. CCTEMHO OKpecjieHO 0COOJIMBOCTI IIUX KOMIIOHEHTIB ¥
1X B3aEMO3B’A3KY. [IpoljecyaspHNI Ta KOHTPOJIBHO-KOHCYJIbTATUBHUI KOMIIOHEHTH JOCJIi)KeHO HeBiJpUBHO
OAWH BiJl OOHOTO Ha 3arajibHOMY PiBHi 1 Ha piBHi IpoBedeHHA KOHKPeTHHUX CJigunX (pO3MyKOBUX) Hill.
[TomykoBUii KOMIIOHEHT OOCJIiJXXEHO OKpeMO 3 BHU3HAUeHHAM KOHKPETHHX HOro CKJIQAHUKIB, MPUIOMIB i
3aco0iB ix peastizariii. BusHaueHo 3acagu opraHisailii Ta AesKi TaKTU4Hi IPHUIIOMU PeICTaBHUIITBA IOTEPITiJIOr0
Bil JIOPOXHBO-TPAHCIOPTHOI MNPUTOAYW Ha IMOAAJIBIIOMY eTami [OCYAOBOI'O PO3CJIilyBaHHA 3JIOUMHIB
npotu 6e3nekyu AOPOXHBOIO PyXy. 3alpONOHOBAHO METOAUKY iHIiLilOBaHHA MpeACTaBHUKOM IIOTEPIHiJIoTo
HeOOXiTHMX CJIiunX Oifl 3a Pi3HUX TUMIB B3aeMofil (KOHCTPYKTHUBHA, OQiIliliHO-/iioBa, KOHGJIIKTHA), 1110
CKJIQJIMCA Ha MOJAJIBIIOMY eTalli MiX HUM i IpeiCTaBHUKaMU CTOPOHU 00BHMHYyBaueHH:A. Ha mifcrasi aHasisy
3aKOHOJABCTBa YKpalHU Ta MPaKTUKU HMOr0 3aCTOCYBaHHA BCTAHOBJIEHO KOJIO MpoO0JieM, AKi BUHUKAIOTh y
MPaKTUYHIN AiAIbHOCTI MpeACcTaBHUKA MOTEPIILJIOTO Bifl JOPOXHBO-TPAHCIIOPTHOI MPUTOAN Ha MOLAJIBIIIOMY
erami JOCyJOBOTO PO3CJiyBaHHA, Ta 3alpONOHOBAHO LLIAXM 1X PO3B’A3aHHA. BUKOpPHUCTaHHA IOJIOXEHb
UbOTO AOCJi[XeHHA OyJe CIOpUATH BOOCKOHAJIEHHIO JisJIbHOCTI aAgBOKAaTiB-IpeACTaBHUKIB, MigBUIIEHHIO
e(deKTHUBHOCTI HaJJaHHA MPaBHUYOI JOMOMOTH MOTEPIiJIUM BiJl JOPOXHBO-TPAHCIOPTHOI MPUTOAU, a TaKOX
MPOBeIeHHIO MOAAJIBIINX HAYKOBUX PO3BiIOK 3a I[M HaNpsAMOM

m KiTi040Bi cjtoBa: aiBOKaT-MpeICTaBHUK; CJTiaui (pO3MIyKoBi) [il; KpuMiHaIbHe MpoBaKeHHs; KpUMiHaIbHe
MPaBONOPYIIEeHH; 3aXUCT MpaB; 6e3neka pyxy
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