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Modern rule of law:
Basic approaches to understanding

Vasyl V. Kopcha’

Uzhhorod National University
88000, 14 Universytetska Str., Uzhhorod, Ukraine

Abstract

The modern state governed by the rule of law in the Western legal tradition differs in a number of
characteristics (instrumental and substantive), firstly, from its retrospective analogues (for example, the
states of the Middle Ages), and secondly, from the understanding and perception of the state in other legal
(and cultural) traditions, for example, Islamic. In addition, the process of globalisation and other features
of the 21 century require mainly new approaches to understanding the state as a social phenomenon,
the relevance of which remains despite significant improvements on this issue in Soviet and Ukrainian
legal science. During the Soviet era, one of the most fundamental was the work of V. 0. Tenenbaum “The
State: a System of Categories” (1971), however, like other works of this period; its content was built on the
opposition of the essence of the socialist and bourgeois states. The purpose of this paper is to study the
phenomenon of the modern state and analyse the main scientific approaches to understanding its essence.
The methodology of this study is an analysis of the main approaches to understanding the modern state, its
essential features and the conditions of its establishment. The problems of state activity that are important
for the current conditions of its functioning, in particular, the efficiency of the state, are also considered. The
features (theories) of the state found in international law are investigated separately. The implementation of
the Montevideo Convention of 1933 established the following four characteristics of a state: 1) a permanent
population; 2) a designated territory; 3) own government; 4) capacity to enter into relations with the other
states. The paper highlights the phenomenon of semi-sovereign states. Special attention is paid to the
investigation of the phenomenon of the modern (national) state, which was formed in the era of bourgeois
revolutions and how significantly different from previous types of state, such features as the foundation of
the state in the territorial cultural space and the nation to which free citizens belong; the transformation
of society into a civil society with the principle of equality and prohibition of privileges. Despite significant
scientific developments in the study of this problem, the need for further investigation of the essence of this
phenomenon is urgent, taking into account the realities of the beginning of the 215 century
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Introduction

The modern state is one of the key categories of legal
science. This approach remains relevant at the beginning
of the 21% century, reflecting the place and role of the
state in the legal system. The concept of “state” contin-
ues to be relevant, although a number of researchers
abandon it in favour of a certain concrete and effective
empirical content of political formations. Despite the
really broad and diverse approaches to understanding
the state, there is a consensus on what the essential
elements of the state are.

There is a high level of dynamics of state-forming
processes in the modern world [1]. Notably, at the be-
ginning of the 21°* century, more than 250 territorial
and political entities with state characteristics func-
tioned on the globe. However, not all of them can be
called proper “states”. Such formations can be classi-
fied into groups. Conceptually, the state and its criteria
will be analysed below, but in this case, the concept
of an “independent state” refers to a “nation that is
politically organised as a sovereign state in a certain
territory” [2].

The purpose of the study is to outline the main
areas for understanding the modern state. What is the
state in the modern world? The modern (national)
state as a phenomenon is developed in the period af-
ter bourgeois (anti-feudal) revolutions, replacing the
traditional state. This period in economic history is
designated as the beginning of the industrial era.

Presentation of Main Material

In the general study of the nature of the national state,
this concept is defined as a political organisation of
society formed in the industrial era, the legitimacy of
which is ensured by the representation and protection
of the interests of individuals included in it based on
ideas and values of socio-cultural, spiritual, historical,
linguistic, territorial cohesion and a single level of eco-
nomic development [3]. Living in developed countries
(Germany, the United Kingdom) in the 19% century,
Karl Marx and Friedrich Engels observed an unattractive
picture of the state of that time, in particular, the con-
siderable property and social differentiation (prole-
tarians - bourgeois) and the lack of voting rights for
the vast majority of the adult population. Their views
were formed in the conditions of that time and rationally
reproduced reality. Indeed, when only the wealthy had
the right to vote, democracy was fake and the state
was only formed by those strata (classes). This reality of
the 19% century dictated the development of classical
theses of Marxism.

In addition, such ideas were common in West-
ern Europe at the beginning of the 20" century. Ger-
man researcher A. Menger, in his “New Doctrine of the
State” (1905), outlined the main parameters of the
so-called “socialist” and “communist” states of the fu-
ture. In particular, he planned “the transfer of property

rights from individuals to broad social groups”, “equality

of means of consumption in communist society”, “the
implementation of the socialist idea through constant
reforms”, “socialist public property”, “the weakening of
the Roman concept of property in legal order” [4].

The Marxist-Leninist theory provided, first, for
the recognition that the state as a social institution did
not exist forever. The primitive system, in which the
universal unit of society was the ancestry, did not know
and could not know the state. The emergence and ex-
istence of the latter is connected with the division of
society into classes. The state arises from the need for
one ruling class to keep other, oppressed classes in sub-
jection. Secondly, revealing the content of the state, the
Marxist-Leninist theory states that the state consists of
a special category of people who have special means
for systematically applying coercion and subjugation of
people in society. According to F. Engels, “the state is
nothing more than a machine for suppressing one class
by another”. Later V. Ulyanov-Lenin (“The State and the
Revolution”, 1917) clarified: “the state is a machine for
maintaining the dominance of one class over another”.
Later, he noted that the state is a special category of
people “who are allocated to manage others and that
in the interests, in order to manage systematically, con-
stantly possess a well-known instrument of coercion,
an instrument of violence, which is now armed detach-
ments of troops, prisons, and other means of subjugat-
ing someone else's will by violence - this is the essence
of the state”. Third, the state has special functions that
consist in managing society. The state acts as an instru-
ment of suppression of political opponents of the ruling
class. On the other hand, the state performs functions
in which it acts as an official representative of the en-
tire society. In the end, Marxism-Leninism justified the
inevitability of the complete extinction of the state,
which is associated with the complete elimination
of classes, with the transition to communist public
self-government [5].

At the same time, Max Weber did not perceive
the essence of the state in its functional orientation,
that is, from the “content of activity”. Thus, in 1918, he
noted that there are almost no tasks that the political
union would not be involved in. Therefore, it is possi-
ble to give a sociological definition of the modern state,
in the end, only considering the specific means used
by it - physical violence. In his view, a state should be
called a human society that claims (with success - the
author emphasised) a monopoly on physical violence
within a certain branch. In other words, the only source
of the "right" to violence is the state. Max Weber also
emphasised that this refers to such “relations of dom-
ination of people over people who rely on legitimate
(that is, what is considered legitimate) violence as a
means. For a state to exist, people under its rule must
submit to the authority claimed by those who rule” [6].

As Christopher Pierson notes, transnational forces
in general and the globalised market economy, in par-
ticular, have decisively limited the “free hand” of the
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state in both internal and external affairs. However,
states remain the main players in national politics and
in the international arena, although there is a huge dif-
ference between states in terms of their ability to act
independently on the world stage. This does not refer
to the “decline of the state”, but rather to a change in
its essence and mode of activity. The same researcher
argued that a state should be considered a political or-
ganisation that performs continuous actions and can
claim the state level if its administrative staff success-
fully supports claims to the monopoly of the legal use
of physical force in the event of execution of an order.
Christopher Pearson identifies the following features of
the state:

1) control (monopoly) over the use of violence;

2) territorial character;

3) sovereignty;

4) constitutionality;

5) rule of law and non-personalised force;

6) state bureaucracy;

7) powers/legitimacy;

8) citizenship; an additional feature is taxation [7].

The idea of the state as a phenomenon specific to
modern times is based on one position, which, mean-
while, is shared by followers of different schools. This
is depicted, for example, in the works of V. Chetvernin,
who separately studied the evolution of Western sci-
entists' views on the modern state. Its position is that
the state is a phenomenon of the modern era, although
it has adopted the ideas and institutions of antiquity
and the medieval period. At the same time, the French
researcher P. Birnbaum gives the following definition
of the state: “The state is an institutional political and
legal machine, served by functionaries who identify
with their role, separated from civil society, over which
it tries to exercise full custody, controlling it through
its administrative bodies and through its own law,
dominating it through its police, setting it in motion
through economic intervention, subjugating it even-
tually through mastering thoughts and linking them
with its own values” [8]. Together with his colleague
B. Badi outlines the following elements of the modern
state:

1) a system of institutionalised roles that con-
stantly functions;

2) a single legitimate holder that uses force to
control the territory in which it exercises its sovereignty,
exercising protective power over the territory of the most
remote of the provinces, protecting also the borders;

3) a political and administrative machine that
operates through functionaries who are recruited on an
impersonal basis according to meritocratic criteria [9].

The Austrian and American scientist Hans Kelsen
notes that the ideologised science of the state “cannot
master its essence except by comprehending this so-
cial picture as a certain system of human behaviour”.
Usually, he continues, “the state is defined as a kind
of political organisation. But even this expresses only

Law Journal of the National Academy of Internal Affairs, 11(2), 7-12
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the idea that the state is a compulsory order. After all,
the specific “political” component of this organisation
consists in coercion, which is carried out from person
to person and regulated by this procedure, consists in
coercive acts that establish this procedure. These are
exactly the compulsory acts that the legal order links
with the conditions defined by it. The state as a political
organisation is a legal order” [10]. Therefore, G. Kelsen
defines the state as a “relatively centralised legal order”.
According to the researcher, it is precisely this centrali-
sation that distinguishes the state legal order from the
original pre-state and supranational (or interstate) order
of general international law.

The same scientist develops his argument, op-
posing other schools of understanding the state. Thus,
he notes: “If we understand the state as a certain so-
cial community, then this community, as noted earlier,
can be constituted only through a certain regulatory
procedure. And that a community can be constitut-
ed only through one such order (and even identified
with this order), then the normative order that con-
stituts the state can only be a relatively centralised
compulsory order, that we recognise it as a state legal
order”. He continues: “the state as a social community
consists — according to traditional political science -
of three components: the state population, the state
territory, and the so-called state power, which is exer-
cised by the independent government of the state. And
all three components are defined only in legal terms -
that is, they can only be understood as the validity
and scope of the legal order” [10]. At the same time,
G. Kelsen, like G. Cohen, with his idea of “the state as
a form of law”, believed that the state does not belong
to empirical reality, but corresponds to a certain legal
order and personifies it. In other words, with this ap-
proach, the state and law are identified. In his opinion,
the state as an organisation of coercion is identical to
the rule of law and is itself generated by law. Thus, he
concludes that any state is constitutional, including
authoritarian. According to G. Kelsen, it is possible to
understand the state through the prism of interna-
tional law. It determines what a state is and what are
the necessary conditions for its existence, in particu-
lar: “law and order”, “efficiency of territory manage-
ment”, “independence of society from other societies”.
In this sense, states have relative sovereignty, and are
also subordinate to subjects of international law (su-
pranational organisations) [11].

However, in a monographic study on the prob-
lem of state sovereignty, the famous soviet researcher
I. Levin noted as early as 1948 that sovereignty is the
state of full autonomy of a state on its territory and its
independence from other states. He also defined the
following features of the sovereignty of public authority
acting on behalf of the state:

1) unity of power, which is expressed in the pres-
ence of a higher body or system of bodies that collec-
tively make up the highest state power;

9 I
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2) monopoly or concentration of power coercion
in the hands of the state in the person of its bodies;

3) unlimited state power (as noted by 1. Levin, these
three features constitute the sovereignty of state power);

4) external independence of state power. He also
believed that “sovereignty and independence of the
state” are manifested in the exercise of state functions
and provide for the existence of sovereign rights that
legally ensure the implementation of these functions.
This includes such rights as the right to create their own
authorities, the right to conduct external relations, the
right to be considered a belligerent party, the right to
make laws, the right to a fair trial, and the right to maintain
order on their territory [12].

A legally independent state differs from a qua-
si-state entity precisely in the completeness of the actu-
al exercise of sovereign rights. To denote quasi-states,
the concept of “semi-sovereign state” is widely used in
international law [13].

In the Ukrainian scientific community, the con-
cept of the state is understood in different ways. Thus,
P.M. Rabinovich in one of the latest studies presented
the following definition of this issue: “the state is an or-
ganisation of political power of the dominant part of the
population in a socially heterogeneous society, which,
ensuring its integrity and security, organises the satis-
faction of general social needs and manages society pri-
marily in the interests of this part of it” [14]. Ukrainian
researcher O.F. Skakun noted that it is impossible to de-
fine a general concept of the state, which would contain
all the features and properties characteristic of each
of its periods in the past, present and future, without
exception. At the same time, any state has a set of uni-
versal features that manifest themselves at all stages of
its development, for example, territory, population, and
power. However, the researcher still formulates the
appropriate definition:

“The state is a sovereign political and territorial
organisation of society with power, which is carried
out by the state apparatus on the basis of legal norms
that ensure the protection and coordination of public,
group, and individual interests with legal coercion if
necessary” [15]. Prominent Ukrainian researcher V. Si-
renko noted that a state-organised society can only be
considered a society that, by organising and isolating
state power from its environment, has endowed this
power with the power of supremacy, completeness
and general obligation in all aspects of the function-
ing of society. First of all, this refers to the potential
possibility of state power to show its supremacy, the
general obligation of its requirements on any issue of
public life [16].

In the international legal aspect, a number of
features (criteria) of a state are determined by interna-
tional law, in particular, the Montevideo Convention of
1933 establishes four features:

1) a permanent population;

2) a defined territory;

3) own government;

4) capacity to enter into relations with the other
states. Although this convention has an inter-American
character; it has de facto become the standard of interna-
tional legal understanding of the state as a subject of in-
ternational relations. The text of this document contains
several other basic characteristics of the state, which are
the embodiment of its essential nature, in particular:

1) the political existence of the state does not de-
pend on recognition by other states.

Even before recognition, the state has the right
to protect its integrity and independence to ensure its
preservation and prosperity, and therefore, to organise
its own life as it sees fit, take legislative measures based
on its interests, administer its services, and determine
the jurisdiction and competence of its courts. The ex-
ercise of these rights has no other restrictions than the
exercise of the rights of other states under international
law (Article 3 of the Convention);

2) states are legally equal, enjoy the same rights
and have equal ways of exercising them. The fundamental
rights of states may not be violated in any way (Articles 4,
5 of the Convention);

3) recognition of a state means that the state that
recognises it accepts another with all the rights and ob-
ligations defined by international law. Recognition is un-
conditional and irrevocable. In addition, the recognition
of a state can be direct or tacit (Articles 6, 7);

4) no state has the right to interfere in the internal
or external affairs of another (Article 8) [17].

Conclusions

Thus, the conducted study provides the following con-
clusions about the conditions of establishment and char-
acteristics of the modern state, which naturally arise in
the last few centuries:

1) the state form of society is organised mainly
within the area of permanent existence (territory) of a
certain national culture. This does not refer to an ethnic
group, but about a certain society, designated by a com-
mon culture, economic market, a certain style of rela-
tions between differentiated groups (religious, ethnic,
etc.). The nation-state is defined as “an organisation to
govern a nation (or possibly two or more closely related
nations) whose territory is defined by national borders,
and whose right is determined, at least in part, by
national customs and expectations”;

2) “national” in the sense of “national state” re-
flects a new understanding and new practice of organis-
ing the state. The idea, which was put forward and first
recorded at the constitutional level during the bourgeois
revolutions (especially the French Revolution at the end
of the 18% century), about the “origin of all power from
the nation” was so revolutionary in itself that de facto
for the next two centuries human civilisation followed
the path of filling it with content and implementing it in
practice. In this context, the national state, in contrast
to the traditional one with its elitist content and aversion
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to the people, declares itself a “state from the people”.
Moreover, the power of the nation (people) as a people
is consolidated in the constitution for the first time in
history - it is at this time that the first written consti-
tutions were adopted - another civilisational achieve-
ment associated with the national state. The meaning of
the “first wave” of constitutions is obvious - a contract
between the people and the state regarding mutual
rights and obligations. An example of consolidating the
concept of national sovereignty is the French Consti-
tution of 1790, which stipulates: sovereignty is one,
inseparable, inalienable, and essential. It belongs to
the nation; no part of the people, no individual can ap-
propriate its implementation. Such a decision allows
separating the state from the face of the king;

3) society in such a state becomes different,
acquiring mainly a civil character. The idea of legal
equality and civil rights significantly and favourably
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CydyacHa npaBoBa Aep)KaBa:
OCHOBHI nigxoau Ao po3yMiHHA

Bacunb BacunoboBud Konua

Y>KropoaCcbKMM HaLiOHaNbHUIM YHIBEPCUTET
88000, By/. YHIBEPCUTETCbKA, 14, M. Y)Xropof, YKpaiHa

AHoTauia

CyyacHa npaBoBa /Jiep:kaBa B 3axiZiHil mpaBoBii TpaauIiii 3a HU3KOI0 XapaKTePUCTUK (IHCTPYMEHTANbHUX i
CyTHICHUX) BUPI3HAETHCH, O-TEPIIIe, BiJf pETPOCNEKTUBHUX ii aHaJI0TiB (HanpuKIIazj, ep>KaB cepeiHbOBIYY),
o-/Apyre, BiZi po3yMiHHSA Ta CIPUAHSATTS iep>KaBU B iHIIUX NPaBOBUX (1 KyJIbTYPHUX) TPaAULIisIX, HAIPUKJIAJ,
icmamcbkiii. KpiMm Toro, mpomnec ruo6asnmizanii Tta iHmi o3Haku XXI cTosiTTS mOTpebyOTh HepeBa)KHO
HOBHUX MNiJIX0J[iB /10 PO3yMiHHS [Jlep’KaBU SIK CYCIiJIbHOr0 GpeHOMEeHY, aKTyalbHICTb JOC/Ti/PKEHHS SKOro
36epiraeTbcs MONpy 3HAYHUH Z0POBOK i3 [1bOr0 NUTAHHS B Pa/IsiHCbKIHN Ta yKpalHChKil mpaBHUYIN Hay1ii. 3a
yaciB CPCP o/Hi€ero 3 HairpyHTOBHILIMX 6ys1a panis B. O. Tenen6ayma “/lep»kaBa: cucreMa kateropii” (1971), ofHak,
AK ¥ iHmi npani nporo nepioay, ii 3mMicT 6yJsio BUOGY/[yBaHO Ha NPOTHUCTABJIEHHI CyTHOCTI coljiasicThU4yHOl Ta
6ypaKyasHoi fepkaB. MeTa ny6.iikanii - BUBUeHHsI GeHOMEHY Cy4acHOI ZiepKaBH, aHaJ1i3 0CHOBHUX HAYKOBUX
NiAX0AIB 0 pO3YyMiHHS MOro CyTHOCTI. MeTo/[010Tit0 11i€]l CTAaTTi CTAHOBUTHL aHaJsli3 OCHOBHUX MiJIX0/iB 0
po3yMiHHA cy4yacHOi jAepkaBy, ii cyTHicHUX o3HaK U yMoB ii ¢opmyBaHHA. Takok MopyliieHo Npo6aeMHU
JislIBHOCTI iep>KaBH, sIKi MalOTh 3HAaYeHHS JJIs1 Cy4YacHUX yMOB i pyHKIioOHyBaHHS, 30KpeMa epeKTUBHOCTI
JepxxkaBu. OKpeMo JOCTiKy0ThCs 0cO06IMBOCTI (Teopil) JeprkaBy, 1110 NPUXOBaHi B Mi>KHapoJHOMY TpaBi.
peanizanis B KouBennii MouTeBifeo 1933 p. 3akpinusa Taki 4oTHpPU O3HAKMU JepkaBU: 1) mocTifiHe
HaceJIeHHSI; 2) BM3HadyeHa TepuTopis; 3) BjIacHUM ypsJ; 4) BIJIMB HAa NifTPUMaHHSA BiJHOCUH 3 iHIIUMHU
Jlep>)kaBaMu. Y cTaTTi BUCBIT/IIOEThCS GeHOMEH HaniBCyBepeHHUX Jiep>kaB. Oco6/iMBa yBara NpuaiiseTbcs
JocaimpkeHHI0 $deHOMeHY cy4acHoi (HalioHasbHOI) JAepaBH, 10 cHOpPMyBaBCS B eNOXy OYp>KyasHHUX
peBOJIIOLIN | AK ICTOTHO BiJIpi3HABCA BiJ| monepejHiX TUMIB JAep>KaBU, TAKMMHU O3HAKaMH, K 3aCHYBaHHA
JepKaByu B TEPUTOpPiaJIbHOMY KyJIbTypHOMY INPOCTOpi Ta Hauifd, A0 AKOI HaJieXKaTb BlJIbHI TpOMaJdHY;
NepeTBOPEHHS CYCIiJIbCTBA Ha TPOMA/ITHChbKe CyCIiJIbCTBO 3 IPUHILUIIOM PiBHOCTI Ta 3a60pOHOI0 IPUBieiB.
[Tonpu BaroMuil HayKOBHUH JJOPOGOK Y AOCAiIKEeHHI OKpecsieHOl Mpo6eMH, aKTyaJbHOI € HeOOXiJHICTh
M0/IaJIbIIOr0 BUBYEHHS CYTHOCTI I[bOro peHoMeHY 3 orJisiAy Ha peasii noyaTky XXI cTosiTTs

Knio4oBi cnoBa:
CydacHa Jlep>KaBa; 03HaKU JepKaBy; JepKaBHUU CyBepeHITET; KBa3iZepKaBHy; TpOMaJsaHCbKe CYyCHiJIbCTBO
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Abstract

The purpose of the study is to explore techniques and methods of the cognition of legal phenomena, scientific
analysis of children's rights as a legal phenomenon, identification of general patterns, and formalisation and
generalisation of children's rights at the world and national levels. The methodological basis of the study was the
use of a set of methods necessary for the implementation of the scientific goal and the fulfilment of the tasks set,
in particular: analysis of the rights of the child in international documents and legislation of Ukraine, the method
of generalisation, hermeneutics regarding the interpretation and processing of texts of normative and doctrinal
sources, and other philosophical, general scientific, and special methods. The scientific originality lies in the fact
that the author has for the first time considered the rights of the child as legal phenomena that have specific fea-
tures, depending on the subject, types, and age of the child. The methodological foundations of cognition of the
rights of the child at each stage of its development are highlighted and the application of a number of the above
methods is proposed. The scientific tools of cognition of children's rights are structured. The study of children's
rights is a complex and multifaceted process of human thinking, which is necessary for improving legal mecha-
nisms and protecting the rights of minors. Techniques and methods of cognition depend on the specifics of the
legal phenomenon and the sphere of cognition. However, the scientific approaches, methods and principles of
scientific research on children's rights considered in our study should be applied in a complex, preventing con-
tradictions and refuting the results obtained by using various tools. All these methodological tools prove their
value at every stage and in every segment of the study. Depending on the object of knowledge, the predominance
of a certain methodological tool for implementing a specific research task is evident. Based on the conducted
research, a number of generalisations are formulated, including the following: scientific cognition of children's
rights is impossible without a well-chosen methodology; the methodology of scientific cognition of children's
rights is a complex phenomenon that covers the structure and system of legal scientific knowledge of its theories
and concepts. Methodological foundations of knowledge of children's rights form a multi-level system, which is
developed by the principles of scientific cognition, dominant worldview, type of scientific thinking, philosophical
foundations, scientific paradigms, methodological approaches, and scientific methods

Keywords: methodology; foundations; rights of the child; cognition process; research; philosophical method;
general scientific method; special method of cognition

Introduction

The dynamism of social processes, ideological discom-
fort, and logical and methodological contradictions are

occupy an important place. The development of science,
the search for new ways of its knowledge and changing
attitudes to science actualise interest in the methodol-

associated with a rapid change in value orientations and
the globalisation of the world. The need to find effective
solutions to problems and quick solutions do not always
optimise the process, complicating conflict and crisis
situations. These are the realities of our time, the prob-
lems of human existence, the preservation and develop-
ment of the individual, their inner world, ideological and
methodological culture. In this context, logical and epis-
temological, and logical and methodological problems
]
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ogy of scientific cognition, require constant rethinking
and improvement of methodological research. The main
vectors of the methodology of cognition were studied
by M.A. Damirli [1], M.V. Kostitskyi [2], O.F. Skakun [3];
the specifics of the methodology of the cognition of chil-
dren's rights were discussed by N.M. Krestovska [4].

In recent years, Ukraine has implemented a num-
ber of reforms, including the creation of an effective
state-legal mechanism for the protection of children's
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rights. At the level of theory, such phenomena are subject to
knowledge and rethinking in order to further improve them.
The purpose of the study is to explore methods
of cognition of legal phenomena, to carry out a scientific
analysis of children's rights as a legal phenomenon, to
identify general patterns, and to formalise and gener-
alise the children's rights at the world and national
levels. To achieve this goal, the following tasks were de-
fined: 1. Summarise the current problems of the meth-
odology of cognition of children's rights. 2. Systematise
methodological levels of knowledge of children's rights.
3. To substantiate the peculiarities of the methodological
foundations of knowledge of the rights of the child.

Materials and Methods
Methods are one of the elements of the theory of knowl-
edge. In the study of scientific knowledge, its methods
and forms are an important study of empirical and the-
oretical levels, which will be considered on the example
of knowledge of children's rights using specific tools.
Modern knowledge of childhood is interdisci-
plinaryc clarifying its specifics is impossible without
applying the methodology and results of anthropology,
genetics, cultural studies, demography, pedagogy, eth-
nography, psychology and other sciences [5]. The latest
legal methodology prompts researchers to timely modify
paradigmatic approaches in evaluating two concepts of
modern communication - government and society [6].
The law is a source of knowledge of childhood,
and legal science, investigating the interaction of “a child
in contact with the law” and “a child in conflict with the
law”, turns to generalizations, conclusions, empirical
material acquired in legal scientific disciplines. Some re-
searchers suggest considering the “interests of the child”
as a legal category, and this opinion is well-argued [7].
In the theory of law, general, special and private
methods of the process of knowledge are distinguished.
Fundamental, general theoretical concepts define meth-
ods of cognition that retain their own independence and
are general philosophical laws or categories that highlight
general, separate methods in specific circumstances. An
important element of the methodology is the step-by-step
process of learning. The first stage of knowledge involves
obtaining complete, objective, reliable information, and
the second one covers the comparative aspect. In this
case, the information is analysed to detect inconsistencies.
The next stage is based on the generalization of stable fea-
tures obtained during the comparison. The step-by-step
approach is completed by defining the abstraction and
establishing generalized results. Methodological levels
are correlated with the main stages of cognition [8].
The methodology of learning the rights of the
child is a multi-level system that covers the levels of
paradigms, approaches, methods and principles (sources
for methods) and the level of theories and concepts. Some
researchers believe that general scientific theory should
be considered separately as a designation of a field of
scientific theory that applies equally to all sciences, is
a theory about all scientific fields, is used to distinguish
science from science, and defines the criteria of scienti-
ficity. Every researcher has a scientific theory; it affects

their actions and therefore affects scientific results [9].
The latter arise simultaneously as a result of research
and the beginning of further research. Knowledge of the
peculiarities of the child's legal relationship in the field
of law and child rights is possible only if methodological
pluralism is used.

Approaches to the methodological level of scientific
knowledge are interpreted by E.P. Semenyuk as a logi-
cal-epistemological, and a methodological formation that
expresses only the direction of scientific research, limiting
it mainly to one aspect (in the extreme case - to several in-
terconnected spheres), but, unlike method, is based on the
methodological level of scientific knowledge, fundamen-
tally devoid of any restrictions and even a clear fixation of
the means by which research is conducted [10]. The multi-
plicity of approaches (not opposite, not contradicting each
other) within the framework of one study provides an un-
derstanding and explanation of the phenomenon under
study. The complexity of the phenomenon of childhood as
asocio-cultural phenomenon requires an in-depth study of
the philosophy of childhood, history of childhood, ethnog-
raphy of childhood, psychological history, anthropology of
childhood, and history for its comprehensive and objec-
tive knowledge. pedagogy, etc. In this regard, V.M. Syrykh
notes that “a theoretical analysis of the essence, social pur-
pose of law, laws of its functioning and development are
impossible without taking into account the connection
of law with other social phenomena and processes” [11].
In general, sharing the position of other researchers, the
study shows that it is more effective to study the rights of
the child based on the methods of learning not only legal
sciences.

Most researchers claim that the choice of cognition
methodology depends on the concentration of attention
on a separate perspective of the subject of cognition [12].
In particular, from the standpoint of the existential-hu-
manistic approach, it is possible to consider the knowl-
edge of the rights of the child, which is manifested in:

- awareness of the child as a legal entity in the pro-
cess of continuous development and establishment of legal
personality - at the philosophical and legal level of research;

- the interpretation of the child as an independent,
albeit special subject of law in the dynamics of changes in
its legal properties (legal capacity, legal capacity, tortious
capacity) —at the level of theoretical legal research;

- identification of peculiarities of legal relations
and other forms of legal behavior with the participation of
children, determined by the state of childhood -at the level
of sectoral —applied legal research.

The existential-humanistic approach is closely
related to the axiological approach, primarily the latter
focuses on a person as a socio-legal value [13].

The level of methods and principles of learning the
rights of the child covers general scientific and special sci-
entific methods and principles, including: dialectical, his-
torical, formal-logical and comparative-legal method.

The dialectical method, developed at the beginning
of the development of science as one of the types of hu-
man activity, retains its importance even at the modern
stage of research. The dialectical method is used in re-
search at the same time as other methods. Its components
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are such principles as objectivity and comprehensiveness
of research, patterns of transition of quantitative changes
into qualitative ones, unity and struggle of opposites, ne-
gation. In relation to this research, the principle of objec-
tivity consists primarily in the researcher's desire to be
objective and impartial (although this does not exclude
his value orientations), the principle of complexity is man-
ifested in the identification and scientific analysis of all
components of legal regulation, all legal relations involv-
ing children or regarding the protection of rights children,
various manifestations of legal life in relation to children.

Knowing the rights of the child as a whole and
the legal status of the child as its core is impossible
without an analysis of the historical origins of these legal
phenomena, which presupposes the use of the historical
method. It covers the following research methods: retro-
spective; historical comparison; historical analogy; his-
torical typification; historical periodization.

The synthesis of the evolutionary paradigm and
the historical method is embodied in anotheraspect ofthe
study - in determining the place of the child's rights in the
legal system of Ukraine. The starting point in this sense is
the idea of . Raz, later developed by ]. Harris, regarding
momentary and non-momentary legal systems. According
to J. Razom, the momentary system is a time span or a
momentary section of the legal system, which covers all
the legal standards in force at that time, and the non-mo-
mentary system, in addition, also covers obsolete and
canceled standards, which are legal heritage. Any instant
legal system necessarily belongs to non-instant [14].

The anthropological essence of the child and its
rights is specific to legal science; therefore, it requires a
special jurisprudence of the formal legal method - the
basis of legal thinking [15]. The formal legal method
performs several equally important functions in legal
research. It is the main tool for the interpretation of ex-
isting norms that protect children's rights, formulates
specific categories and concepts of the institution of
child rights in legal science, classifies norms and sources
of law, and identifies gaps in regulatory regulation.
The method of comparative analysis is actively used
to understand the rights of the child at different levels:
doctrinal, normative, institutional and at the level of
practical application. The comparative legal method is
increasingly used in legal science. A scientifically based
understanding of legal comparativistics is the proposed
definition of O.F. Skakun, according to which the com-
parative legal method appears as a comparison of linear
legal concepts and processes, clarification of similarities
and differences between them [16].

In other words, the comparative legal method is a
comparison of legal concepts, phenomena, processes of
the same order and clarification of similarities and dif-
ferences between them. Depending on the objects, the
latter is used selectively, provided that the objects are
comparable. The process of learning the law on a glob-
al scale is objectively necessary, that is, an inter-ethnic
comparison of different legal systems that exist in the
states of the world community [3].

Knowing the rights of the child, it can be argued
that these are universally recognized ethical and legal
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values that are established at the global level. In addi-
tion, from the standpoint of the functional approach, the
criteria of comparative analysis are met by legal norms
that have a single goal, namely, ensuring the conditions
for survival, normal development and socialization of
children, regardless of whether they belong to different
legal families. For comparison, you can choose objects
that are close in place in the legal systems of your coun-
tries: first of all, norms, institutions and sources of law,
legal institutions that apply them, interpretive acts and
doctrines.

The use of the comparative legal method in the
study of the rights of the child makes it possible to com-
pare, for example, the provisions of the laws of Ukraine
on the protection of the rights of the child with the leg-
islation of other countries, on the basis of which it is
possible to conduct a comparative analysis and draw
the necessary conclusions. The research shows that the
value of the rights of the child in modern society unites
all countries in order to create an effective mechanism
for their protection. The comparative legal method is
appropriate in the study of children's rights both stati-
cally and dynamically. After all, society is rapidly devel-
oping; new legal phenomena appear, which are subject
to comparison with the previous ones, and for an in-
depth study of the rights of the child, it is necessary to
determine the range of compared elements.

D.A. Yagofarov singles out status and situational
methods. The first of them is based on the fact that the
legal status of a minor is not static, it changes significantly
with the transition to other age and social groups. De-
pending on the child's age, his interaction with the state
and society also changes. The second is to consider typ-
ical manifestations of the personality of minors as sub-
jects of legal relations, typical situations in which they
may find themselves [17].

For example, minors under the age of 16 are not
subject to administrative liability in accordance with the
Code of Criminal Procedure, as they are recognized as
incapable of realizing the meaning of their own actions
and managing them. The administrative responsibility
of a child can arise only if he/she reaches 16 years of
age at the time of committing the offense, and not at the
time of issuing a decision to hold him/her criminally lia-
ble. The law stipulates those measures of influence have
an educational direction and can be applied to children
aged 16 to 18 who have committed an administrative of-
fense, if the body of administrative jurisdiction reaches
a conclusion about the possible correction of the of-
fender without applying punishment - this is a more
severe administrative penalty. Collectively, these mea-
sures form a system that is formed depending on the
increasing severity of coercive measures - from less
strict to stricter [18].

The novelty of the study is due to the fact that
for the first time the concept of “child's rights” was con
sidered as a legal phenomenon that has specific charac-
teristics depending on its type and age of the child. The
methodological foundations of learning the rights of the
child at each stage of its development are highlighted and
the application of a number of the above-mentioned
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methods is proposed. The scientific toolkit for learning
the rights of the child is structured.

Conclusions

Therefore, the study of the rights of the child is a com-
plex and multifaceted process of human cognition, nec-
essary for the improvement of legal mechanisms for
the protection of the rights of minors. The researcher,
relying on previously acquired knowledge, masters
others - through cognition. In the process of cognition,
self-knowledge also occurs - self-reflection of the subject
of cognition occurs.

Techniques and methods of cognition depend on
the object - signs of the legal phenomenon. However, the
scientific approaches, methods and principles of sci-
entific research on children's rights considered in this
study should be applied in a complex manner, which al-
lows to prevent contradictions and refute the obtained
results using various means. All these methodological
tools demonstrate their value at every stage and in every
segment of research. Depending on the object of knowl-
edge, it is obvious that one or another methodological
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MeTopgonorivyHi 3acagu NisHaHHSA NpaB AUTUHMU
OneHa BacuniBHa MakcuMeHKoO

HauioHanbHa akageMiqa BHYTPILLHIX CcnpaB
03035, nn. ConoM'aHcbKa, 1, M. KuiB, YKpaiHa

AHoTauisa

AKTya/bHICTD JOC/i/PKEHHS MOJISITAa€ B TOMY, 110 HUHI BUKOPHUCTAHHS HEIJIAaCHOTO CHiBPOOGITHUIITBA /s
MeToto cTaTTi € AocaixkeHHs NpuUKoOMIB i cmoco6iB Mi3HaHHSA NMPaBOBUX SIBUIL, HAYKOBUHM aHasli3 mpas
JUTHHU SIK TIPaBOBOrO SIBUIIA, BUSBJIEHHs 3arajJbHUX 3aKOHOMipHOCTeH, popmMasisanis Ta y3arajJbHeHHS
IpaB JAUTHHU Ha CBITOBOMY M 3arajibHOJEP>KaBHOMY piBHSX. MeT0/10J10TiYHO OCHOBOM My6Jtikarii cTaso
3aCTOCyBaHHS KOMILJIEKCY MeTO/iB, HeOOXiTHUX AJIsI peaJsiidanil HAyKoBoi MeTU ¥ BUKOHAHHS MOCTaBJIEHUX
3aB/laHb, 30KpeMa: MeTO/] aHaJli3y NpaB JUTUHU B MXKHApPOJHUX JOKYMEHTAaX i 3aKOHOJAaBCTBI YKpaiHU, METOJ,
y3arajbHeHHs, TepMEHEeBTUKH L0/0 TJIyMadyeHHs Ta ONPALf0BaHHA TEKCTIB HOPMAaTUBHUX i JOKTPUHAIbHUX
JKepeJs, a TakoX iHII ¢isocodchbki, 3arayibHOHAYKOBI Ta creniaibHi MeToau. HaykoBa HOBU3HA MOJISATAE
B TOMY, L0 aBTOP yIeplle PO3IJIHYB NpaBa JUTHHU sIK NpaBOBi sABUILA, AKUM NpUTaMaHHi cnenudivxi
03HAaKHW, 3aJIe’)KHO Bij npeMeTa, BUJIB i Biky AUTUHU. BUOKpeMJieHO MeTO/L0JI0TiuHI 3aca/iu NMi3HaHHSA MpaB
JAUTUHU Ha KOXKHOMY eTanl il po3BUTKY 1 3allpONIOHOBAHO 3aCTOCYBAHHA HU3KHU NepeJliYyeHUX BUllle MeTO/IB.
CTpyKTypOBaHO HAayKOBUM IHCTpyMeHTapil Ni3HaHHA NpaB AUTUHU. JlocaipkeHHS IpaB IUTUHU € CKJIaJHUM
i GbaraTorpaHHMM HpPOLIECOM JIIOJCbKOTO MMCJIEHHS, IKMH € HeOoOXiJHUM /Jisl BJOCKOHAJIEHHS MPAaBOBUX
MexaHi3MiB Ta 3aXUCTY NpaB HEMOBHOJIITHIX oci6. [IpuiioMu 1 cioco6u nisHaHHSA 3aJ/1eXKaTh Bifj 0COGIMBOCTEN
MPaBOBOTO sIBUINA Ta cbepu NizHaHHA. OJHAK PO3TJISIHYTI B HAIIOMY AOCJIiP)KeHHI HAyKOBI MiAX0AH, MeTOAU
Ta NPUHLMIMN HAYKOBOIO JOCJIJXKEHHs IpaB AUTHUHU CJIiJ 3aCTOCOBYBATU B KOMILJIEKCI, 10 JA€E 3MOTY
3ano6irT CynepeyHo Ti Ta CIPOCTYBAHHIO Pe3yJ/IbTAaTiB, OTPUMAHUX LLJISXOM 3aCTOCYBaHHS Pi3HOMaHITHOTO
iHCTpyMeHTapiwo. Yci 1ji MeTOA0JI0TiYHI IHCTPYMEHTH 3acCBiAYyIOTh CBOI LIHHICTb Ha KOXHIHW cTaAil Ta B
KO>XHOMY CerMeHTi [JOCJi/PKeHHs. 3a/Jie)XHO Bifi 00’€KTa Mi3HAHHS OYEBUJHUM € TepeBaXKaHHS MEBHOTO
MeTO/[0JIOTIUHOTO 3acoby /s peasisallii KOHKPETHOTO 3aBJaHHSA A0C/imKkeHHs. Ha migcraBi 3aificHeHOTO
HayKOBOTO JIOCJiKeHHSI cHOpPMYJ/IbOBAHO HU3KY y3arajbHEHb, cepe/i IKUX Taki: HayKoBe IMi3HAHHsS MpaB
JIUTUHU HEMOXJIMBe 6e3 BJa/0 00paHOi MeTOo0Jiorii; MeTOJ0JIOTiA HayKOBOro Mi3HAHHS MpaB AUTHHU
€ CKJIQJHUM fBUIIEM, Ke OXOIUIIOE CTPYKTYypYy M CUCTEMY IOPUJHUYHOIO HAayKOBOIO 3HAaHHA HOro Teopii
Ta KoHLeNuii. MeTozmosioriuni 3aca/jv misHaHHSA NpaB AUTHUHU CTAHOBJATH GaraTOpiBHEBY CHCTeEMY, SIKY
$OpMYIOTh IPUHIIMIIKM HAYKOBOTO Mi3HAHHS, JOMiHAHTHUH CBITOIJISA/I, TUIl HAYKOBOI'O MUCJIeHHS], dpinocodchki
3acaJi, HayKOBi mapaurmMu, MeTOA0JI0TIUHI NiIX0AM i HAYKOBI METO U

KnouoBi cnoBa: MeToz0J10ris; 3aca/a; npaBa JUTHHHY; NPoOLeC Mi3HAHHSA; AOCHiMKeHHs; diocodcbKuii
METO/; 3araJlbHOHAaYKOBUW MeTO/; Cllelia/IbHUI MeTO/ i3HaHHA
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Abstract

The purpose of the study is to provide scientifically based conclusions on the definition of the system of state
authorities for protecting human rights in the field of national security in the context of modern challenges
and threats based on scientific research. The methodological basis of the study is a complete and coordinated
system of methods, which allowed properly analysing the subject matter, in particular, methods of analysis,
synthesis, induction, and deduction were used. The theoretical basis of this publication is the papers by
Ukrainian researchers devoted to the study of state authorities on the protection of human rights in the field
of national security. The scientific originality of the publication is conditioned by the fact that it included a
systematic analysis of legal enactments in the field of legal regulation of the system of state authorities for
the protection of human rights in the field of national security. It is established that the activities aimed at
the protection of human rights and national security are bilateral in nature: the protection of human rights
guarantees state security — and protection of state security safeguards human rights. The study highlights
the incompleteness of the reform of this system of bodies that certify the shortcomings of the legal regulation
of their activities, in particular: 1) the National Guard of Ukraine has the status of a military formation.
At the same time, the National Guard of Ukraine is a military formation with law enforcement functions,
which belongs to the system of the Ministry of Internal Affairs of Ukraine; 2) the National Police of Ukraine
as the central executive authority belongs to the security and defence sector. At the same time, the Law
of Ukraine “On Central Executive Authorities” does not specify the National Police as the central executive
authority; 3) the subjects of the intelligence community among others, according to the Law of Ukraine “On
intelligence”, is the security service of Ukraine. However, in Part 2 of Article 12 of the Law of Ukraine “On
National Security of Ukraine”, the Security Service of Ukraine is defined as a separate body in the field of
ensuring national security. It is noted that the double indication of the same bodies in the system of state
authorities for the protection of human rights in the field of national security is legally unsound
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Introduction

Protection of human rights in the field of national secu-
rity has become increasingly relevant in recent years.
This is conditioned by the military aggression of the
Russian Federation, increased threats in the informa-
tion sphere, cyber-attacks, etc. Reforms are underway
in public authorities, in the way administrative services
are provided and in the transition to a new, digital reality.
This refers to the creation of services such as the Diia
app, eMalyatko, eCase, etc.

Therefore, the protection of human rights in the
field of national security should be carried out consid-
ering the processes of digitalisation taking place in the
country.

The dictionary of modern Ukrainian language
and slang defined the word of 2019 as “digitalisation” [1].
Such a choice is quite appropriate, primarily due to the
frequency of use of this word by representatives of so-
ciety and authorities. The neologism, which appeared
in the Ukrainian language only a few years ago, and ac-
cording to the dictionary definition, means changes in
all spheres of public life related to the use of digital tech-
nologies. The word is a simplified form of the term “dig-
ital transformation” and a manifestation of the global
digital revolution [1].

The term “digitalisation” is still almost not used
in Ukrainian legal science. However, it is obvious that
modern science cannot stay away from these processes,
primarily due to the fact that for any changes it is neces-
sary to develop a scientific basis.

Separately, it should be noted about the relation-
ship between digital transformation and the protection
of human rights in the field of national security. This
connection can be traced in the fact that new challenges
are constantly emerging - not only in the field of law
enforcement and the state border, but also in the field
of information technology. That is why ensuring infor-
mation and digital security is a component of national
security in the context of digitalisation.

In this regard, it is necessary to investigate the
topic of defining the system of state authorities to pro-
tect human rights in the field of national security in the
context of reforming the national security system and
digital transformation of the state.

The chosen topic is related to scientific and prac-
tical tasks that include: the determination of the list of
bodies responsible for the protection of human rights
in the field of national security, their competence, and
identification of law enforcement problems.

Analysis of scientific sources indicates the exis-
tence of fragmentary research on this issue. In partic-
ular, I. Doronin devoted his study to the theoretical and
legal investigation of the national security of Ukraine in
the information age. The author considered the actual
scientific problem of developing a conceptual approach
to the legal regulation of public relations in the field of
national security in the information age. He focused on
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the legal and organisational principles of the develop-
ment of the system of subjects of ensuring the national
security of Ukraine [2]. S. Drobotov analysed the con-
stitutional and legal support of national security in
Ukraine [3]; O. Kubetska, T. Ostapenko, Ya. Paleshko
defined the conditions for ensuring the national secu-
rity of the state [4]; V. Antonov studied the constitu-
tional and legal foundations of the national security of
Ukraine at the monographic level. Among other things,
he highlighted the political and military components of
the national security system, the protection of constitu-
tional human rights and ensuring their personal security
in the face of modern challenges and threats, etc. [5].

Despite a significant number of studies in this
area, the system of state authorities for the protection
of human rights in the field of national security in the
context of modern challenges and threats has been
underinvestigated.

The purpose of the study is to provide scientifi-
cally based conclusions on the definition of the system
of state authorities for protecting human rights in the
field of national security in the context of modern chal-
lenges and threats based on scientific research.

To achieve this goal, the following tasks were set:

- carry out a systematic analysis of legal enact-
ments in the field of legal regulation of the system of
state authorities for the protection of human rights in
the field of national security;

- determine the state authorities responsible
for the protection of human rights in the field of na-
tional security;

- determine the correlation between the ac-
tivities of various bodies for the protection of human
rights and national security;

- determine the shortcomings of the legal regu-
lation of the list and the competence of state authori-
ties for the protection of human rights in the field of
national security

Presentation of Main Material

Article 3 of the Constitution of Ukraine recognises a
person, his or her life and health, honour and dignity,
inviolability and security as the highest social value [6],
which also provides for ensuring security in general,
that is, national security. Recognition as the highest
social value requires the protection of human rights, in
particular, in the field of national security. It is possible
to establish a two-way link between the protection of
human rights and ensuring national security. After all,
only in a country that ensures national security at the
proper level, it is possible to talk about the protection
of human rights.

In the Law of Ukraine “On National Security of
Ukraine”, national security is defined as “protection
of state sovereignty, territorial integrity, democratic
constitutional order, and other national interests of
Ukraine from real and potential threats” (paragraph 9
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of Part 1 of Article 1) [7]. In fact, at the level of ensuring
national security, it is necessary to discuss the security
of its main objects, the list of which is not exhaustive.
Researchers claim that the triad of objects of national
security of the state consists of the security of the indi-
vidual, society, and the state [8].

This law defines the principles of democratic
civil control in Article 4. In particular, “the civil control
system consists of control carried out by the President
of Ukraine; control carried out by the Verkhovna Rada
of Ukraine; control carried out by the National Secu-
rity and Defence Council of Ukraine; control carried
out by the Cabinet of Ministers of Ukraine, executive
authorities, and local self-government bodies; judi-
cial control; public supervision” [7]. The cited legisla-
tive provisions determine the list of state authorities
whose powers include ensuring national security in the
field of civil control:

- Verkhovna Rada of Ukraine;

- National Security and Defence Council of Ukraine;

- Cabinet Of Ministers Of Ukraine;

- executive authorities and local self-government
bodies; judicial authorities.

The President of Ukraine is a special subject in
the field of ensuring national security. However, taking
into account the subject of the study - state authorities,
this issue will not be considered in the paper.

After the constitutional reform of 2016 and the
clarification of the functions of the prosecutor's office,
it is no longer subject to civil control over the security
and defence sector.

In addition to civil control, the Law of Ukraine
“On National Security of Ukraine” defines the security and
defence sector. In particular, “the security and defence
sector includes: the Ministry of Defence of Ukraine, the
Armed Forces of Ukraine, the State Special Transport
Service, the Ministry of Internal Affairs of Ukraine,
the National Guard of Ukraine, the National Police of
Ukraine, the State Border Service of Ukraine, the State
Migration Service of Ukraine, the State Emergency
Service of Ukraine, the Security Service of Ukraine,
the Anti-Terrorist Centre under the Security Service
of Ukraine, the Judicial Protection Service, the State
Security Service of Ukraine, the State Service for Spe-
cial Communications and Information Protection of
Ukraine, the staff of the National Security and Defence
Council of Ukraine, intelligence agencies of Ukraine, the
central executive authority that ensures the establishment
and implementation of the national military-industrial
policy” (Part 2, Art. 12) [7].

Thus, the system of state authorities for the pro-
tection of human rights in the field of national security
covers two groups of bodies: civil control bodies and
security and defence bodies.

Commenting on Article 12 of this Law, researchers
claim that after updating the legislation in the field of
national security and defence in 2018, the system of the
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security and defence sector was partially changed by
introducing new terms: “security and defence sector”,
“security forces”, and “defence forces”. All state bodies
that ensure the national security of Ukraine belong to
the security and defence sector and, accordingly, to its
individual components. According to, I. Doronin, it is
necessary to consider the composition of the security
and defence sector and the corresponding powers of its
components, based on the systematisation defined by a
legislative act. In contrast to the simple list of subjects
of ensuring national security of Ukraine in the Law of
Ukraine

“On the fundamentals of national security of
Ukraine”, the current legislative act proposes to build
a certain system of the security and defence sector,
which contains four components. In particular:

- security forces;

- defence forces;

- military-industrial complex;

- citizens and public associations.

The first two components of the security and
defence sector are not differentiated in the require-
ments of Part 2 of Article 12 of the Law of Ukraine
“On National Security of Ukraine”. At the level of ter-
minological explanation, Article 1 of the Law notes
that the “security forces” include: law enforcement
agencies, intelligence agencies, special-purpose state
bodies with law enforcement functions, civil protec-
tion forces, and other bodies that are entrusted by the
Constitution and Laws of Ukraine with the functions
of ensuring national security of the state. The defence
forces include: the Armed Forces of Ukraine, military
formations, law enforcement agencies, and intelligence
agencies, organs of special purpose with law enforce-
ment functions, which are assigned by the Constitu-
tion and laws of Ukraine to ensure the defence of the
state [2]. Cited above Part 2 of Article 12 of the Law of
Ukraine

“On National Security of Ukraine” actually pro-
vides two formulations - security bodies and defence
bodies, in general, it has 17 relevant state bodies. Two
of them have the status of ministries - the Ministry of
Defence of Ukraine, the Ministry of Internal Affairs of
Ukraine, the rest - different bodies and formations.

The Armed Forces of Ukraine have the status of
a military formation. The National Guard of Ukraine
also has the status of a military formation. At the same
time, the National Guard of Ukraine is a military for-
mation with law enforcement functions, which be-
longs to the system of the Ministry of internal Affairs
of Ukraine. Since the legislator refers the Ministry of
Internal Affairs of Ukraine to bodies in the field of na-
tional security, the question arises about the expedi-
ency of specifying in the law its structural divisions as
separate bodies entrusted with powers in this area [9].

The National Police of Ukraine belongs to the
security and defence sector.
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The National Police of Ukraine [10] is a central
executive authority that serves society by ensuring the
protection of human rights and freedoms, countering
crime, and maintaining public security and order (Part 1
of Article 1 of the Law of Ukraine “On the National Po-
lice”) [10]. At the same time in the Law of Ukraine

“On Central Executive Bodies” does not refer to
the National Police as the central executive body:.

Unlike other bodies whose names are used in
their legislative formulation, the legislator uses a gen-
eralising concept for intelligence agencies. Until 2020, a
specialised law - “On Intelligence Agencies of Ukraine” -
was in force, but it became invalid on the basis of Law
No. 912-IX of September 17, 2020. The intelligence
agencies previously included the following: the Foreign
Intelligence Service of Ukraine, the intelligence body
of the Ministry of Defence of Ukraine, the intelligence
body of the specially authorised central executive body
for the protection of the state border. On September 17,
2020, the Law of Ukraine “On Intelligence” came into
force, Article 4 of which states that in order to effectively
perform intelligence tasks, an intelligence-gathering
community operate in Ukraine. The subjects of the in-
telligence community are: 1) the coordinating body for
intelligence issues; 2) intelligence agencies defined by
Law; 3) the Security Service of Ukraine; 4) other com-
ponents of the security and defence sector defined by
the National Security and Defence Council of Ukraine,
which are attracted by intelligence agencies to perform
intelligence tasks and strengthen the intelligence ca-
pabilities of the state [11]. Consequently, the question
arises about the appropriateness of using the term “in-
telligence agencies”, since it has been replaced by “intel-
ligence community”.

The analysed legislative provisions also refer to
such a body as the Security Service of Ukraine. However,
in Part 2 of Article 12 of the Law of Ukraine “On National
Security of Ukraine”, the Security Service of Ukraine is
defined as a separate body in the field of ensuring na-
tional security. It is noted that the double indication of
the same bodies in the system of state authorities for
the protection of human rights in the field of national
security is legally unsound.

Developing the topic of defence bodies, attention
should be focused on the digital transformation of the
Armed Forces and ensuring information security. In
particular, in September 2021, the President of Ukraine
V. Zelensky [12] approved the Strategic Defence Bulle-
tin of Ukraine [13], which defines the digital transfor-
mation of the Armed Forces and ensuring information
security as one of the priorities. Based on the above, it
can be stated that the defence sector is beginning its
reform in accordance with the challenges of our time
towards information security of a person, society, and
state bodies.

Among the listed shortcomings in the field of
identifying bodies that ensure national security, it is
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also advisable to highlight the need to coordinate the
activities of these bodies. In addition to duplicating
bodies in different structural units, their powers are
also duplicated. At the same time, the legislator does
not provide advantages to a particular body.

In addition, there are no uniform requirements
for the order, urgency, specific officials of state bodies
who will prepare relevant reports, and most impor-
tantly - the method of communicating the report as a
generalised result of the activities of state authority to
the public. It seems that such a report should provide
for an open format, that is, accessible to citizens at any
time. The only exception is information that constitutes
a state secret.

The paper provides a systematic analysis of legal
enactments in the field of legal regulation of the sys-
tem of state authorities for the protection of human
rights in the field of national security. It is established
that the activities aimed at the protection of human
rights and national security are bilateral in nature: the
protection of human rights guarantees state security -
and protection of state security safeguards human rights.
After all, only in a country that ensures national secu-
rity at the proper level, it is possible to talk about the
protection of human rights.

The study of relevant regulations indicated that
the system of state authorities for the protection of
human rights in the field of national security covers
two groups of bodies: civil control bodies and securi-
ty and defence bodies. It was established that the de-
fence sector has begun its reform in accordance with the
challenges of our time towards information security of
a person, society, and state bodies.

Conclusions

The system of state authorities for the protection of
human rights in the field of national security and their
competence is determined by special legislation. It can
be stated that the reform of this system of bodies is
incomplete, as evidenced by the shortcomings of the
legal regulation of their activities, in particular:

- the National Guard of Ukraine has the status
of a military formation. At the same time, the National
Guard of Ukraine is a military formation with law en-
forcement functions, which belongs to the system of
the Ministry of Internal Affairs of Ukraine. Since the
legislator refers the Ministry of internal affairs of
Ukraine to bodies in the field of national security, the
question arises about the expediency of specifying in
the law its structural division as a separate body en-
trusted with powers in this area;

- the security and defence sector includes the
National Police of Ukraine as a central executive au-
thority that serves society by ensuring the protection
of human rights and freedoms, countering crime, and
maintaining public security and order. At the same time,
the Law of Ukraine “On Central Executive Authorities” does
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not specify the National Police as the central executive
authority;

- the subjects of the intelligence community,
among others, in accordance with the law of Ukraine
“On Intelligence”, are the Security Service of Ukraine.
However, in Part 2 of Article 12 of the Law of Ukraine
“On National Security of Ukraine”, the Security Service
of Ukraine is defined as a separate body in the field of
ensuring national security. It is noted that the double
indication of the same bodies in the system of state
authorities for the protection of human rights in the

I The system of organs of state power for the protection of human rights in the sphere of national security

between the relevant state authorities, there is a dupli-
cation of bodies in different structural units, and their
powers are also duplicated;

- uniform requirements have not been formed
regarding the procedure, urgency, specific officials
of state bodies who will prepare relevant reports,
and most importantly, the method of communicating
the report as a generalised result of the activities of
state authority to the public. The study suggests that
such a report should provide for an open format, that
is, it should be available to citizens at any time. The

field of national security is legally unsound; legal enact-
ments do not have a coordinated system of interaction

only exception is information that constitutes a state
secret.
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CucteMa opraHiB gep)XaBHoOi Blagu
LoAo0 3a6e3neyvyeHHs NpaB NIOAUHN
y cdepi HauioHanbHOI 6e3neKu

NeHuc AHaToninosu4 Ymnxxos

HauioHanbHa akageMiqa npaBoBMX HayK YKPAiIHM
61000, Byn. YepHuLieBcbKa, 80, M. XapkKiB, YKpaiHa

AHoTauia

MeTa ctaTTi — Ha mifi[cTaBi HAyKOBOro AOCJi/P)KEHHs HAJ[aTU HAYKOBO OOI'PYHTOBAHI BUCHOBKHU CTOCOBHO
BU3HA4YEHHsS CHUCTEMH OpraHiB JepxaBHOI BJajy i3 3abe3nedyeHHs MpaB JIOAUHU y chepi HalioHaJbHOI
6e3neKky B yMOBaX Cy4aCHUX BHUKJMKIB i 3arpo3. MeTopoJioriuHe miArpyHTs1 HayKoBOI CTaTTi CTaHOBUTH
LiJlicHa ¥ y3ro/»KeHa CMCTeMa METO/IB, 110 Jiajla 3MOTY HaJIeXKHO MpoaHasi3yBaTH NMpegMeT AOCTiJKeHHs,
30KpeMa BUKOPUCTAHO HAyKOBI MeTOJM aHaJi3y, CHHTe3y, iHAyKLil Ta fAeaykuii. TeopeTUYHUM NiAIPYHTAM
uiei nmy6Jikanil ctasu mpani BiTYM3HSAHUX YYEHHUX, NMPUCBSAYEH] JOC/iP)KeHHIO OpraHiB Jep:KaBHOI BJaju
m0/10 3a6e3nevYeHHs MpaB JAUHHU ¥ cdepi HanioHabHOI 6e3neku. HaykoBa HoBM3Ha my6Jrikalii moJisirae
B TOMY, 1110 B po60Ti 6yJI0 BUKOHAHO CUCTEMHHUI aHa/li3 HOPMaTHUBHO-NIPABOBHUX aKTiB y cdepi npaBoBOro
peryJitoBaHHsI CUCTEMHU OpraHiB Jlep>KaBHOI BJIaJy 111010 3a6e3MeyeHHs MpaB JIAUHU Y cdepi HaLlioHaIbHOI
Oe3neku. BcTaHOBJIEHO, IO Ais/IBHICTh i3 3a0e3neyeHHs MpaB JIIOAWHU K HalioHaJIbHOI Ge3NmeKd Mae
JIBOCTOPOHHIM XapakTep: 3abe3lnedeHHs] paB JIIOJWHU 3abe3neyye Jep:kaBHY Oe3neKy - 3abe3nedyeHHs
Jlep>kaBHOi 6e3neku 3abe3nedyye MpaBa JIOAUHU. Y CTAaTTi KOHCTATOBAaHO He3aBeplleHiCTb pedpopMyBaHHS
03HAYEeHOl CUCTEMU OpraHiB, 10 3aCBiAYYIOTh HEJOJIIKA IpPaBOBOI perjiaMeHTalil iXHbOI JidJbHOCTI,
30kpeMa: 1) crartyc BilicbkoBoro ¢popmyBaHHsI Mae HarjioHasbHa reapjis Ykpainu. BogHoyac HanionanbHa
rBapzis YkpaiHu € BificbkoBUM PpOpMyBaHHSAM i3 MPaBOOXOPOHHUMU QYHKLISIMH, 110 HAJEXUTD 0 CUCTEMHU
MinicTepcTBa BHYTpilIHIX cipaB YKpaiHy; 2) A0 CK/IaAy ceKTopy 6e3neKky i 060poHU HaiexxuTh HalioHanbHa
noJiiLia YKpalHy fK LieHTpaJbHUU opraH BUKOHaBYol Bjaaau. BogHovac y 3akoHi Ykpainu «IIpo neHTpanbHi
OpraHY BUKOHABYOI BJaJiM» HEMa€ BKa3iBKM Ha HanjioHanbHy noJiiniio gk LeHTpaJbHUM OpraH BUKOHABYO]
Baagy; 3) cy6’€eKTaMH pO3BiAyBaJbHOrO CHiBTOBapHUCTBA MOMIXK iHIIMX, BiAmOBiAHO A0 3akoHy YKpaiHu
«IIpo po3Biaky», € Ciyx6a 6e3neku YkpaiHu. YTiM y 4. 2 cT. 12 3akoHy Ykpainu «IIpo HanioHanbHY 6Ge3neKky
Ykpainu» Ciyx06y 6e3nexku YKpaiHM BU3HA4YeHO SIK OKpeMHM opraH y cepi 3abe3neyeHHsI HallioHa/JbHOI
6e3neku. B6avaeThbcs, 110 MOABIMHE 3a3HaUYeHHsl OJJHUX | TUX caMMUX OpraHiB y cucTeMi opraHiB JepxaBHO]
BJIa/IM 110/10 3a6e3MeyeHHs NpaB JIIOAUHU Y chepi HallioHanbHOI 6e3MeKHU € OPUAMYHO HEKOPEKTHUM

Krno4oBi crnoBa: opraH fiep:xaBHOi BJagy; 3abe3nedeHHs IpaB JI0JUHY; Hal[ioHaIbHa 6e3neka; HamionanbHa
rBap/is Ykpainu; MiHicTepcTBO BHYTpilIHIX cipaB Ykpainy; HanioHanbHa nostinis Ykpainy; Ciyx6a 6e3neku
Ykpainu
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Abstract

The purpose of this research is a systematic analysis of the identity of the criminal as an element of the forensic
characteristics of the crime provided for in Article 368 of the Criminal Code of Ukraine. Terminological,
systemic-structural, formal-logical, comparative-legal, statistical methods were used during the processing of
materials in the research. It has been proven that the identity of the criminal is one of the most important
elements of the forensic characterization of the crimes provided for in Article 368 of the Criminal Code of
Ukraine. It was determined that the criminal's identity as an element of his forensic characteristics in the case
of acceptance of an offer, promise or receipt of an unlawful benefit is distinguished by specific features in the set
of biological, psychological and social properties of the individual. It is claimed that criminals of this kind are:
mostly men, who in most cases occupy managerial positions; persons with a low level of cultural awareness,
focused on meeting personal financial and economic needs, commit crimes mostly alone, less often in small
groups of persons, more often as an official, and one who provides or offers to provide an illegal benefit, while
equally trying to hide the commission of such crimes. The necessity of studying all elements of their forensic
characteristics and establishing relationships between them is substantiated

Keywords:
forensic characteristics; identity of the criminal; illegal benefit; corruption

____________px

Introduction

In At the current stage of Ukraine's development as an
independent, legal, democratic state, under the influ-
ence of political, economic, social and other factors, a
number of threats arise that pose a real threat to na-
tional security and the transformation of Ukraine on the
path of European integration.

The phenomenon of corruption is a particular
public danger, since the commission of corruption of-
fenses leads to the destruction of the financial system,
undermines the trust of citizens in the state, and destroys
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the ability of officials to conscientiously fulfil their
duties to protect national interests. than for personal
enrichment.

Today, the fight against corruption is a priority
task of national policy, as it affects all spheres of society
and requires systemic institutional changes aimed at
changing public consciousness. Only the elimination
of corruption as a phenomenon will contribute to the
introduction of new standards of behavior of civil ser-
vants and the restoration of trust in state institutions.
The current state of development of systemic corruption
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in Ukraine requires drastic changes in the organization
of anti-corruption measures [1].

One of the types of corruption offenses, the con-
sequences of which have become particularly relevant
today, is the acceptance of an offer, promise or receipt
of an illegal benefit by an official (Article 368 of the
Criminal Code of Ukraine), which differs from other
self-interested crimes by a high level of latency, which
significantly complicates its course investigation. As a
rule, two persons are involved in the commission of
such crimes - the one who provides the unlawful ben-
efit and the one who receives it. They are equally inter-
ested in concealing criminal activities. The purpose of
this research is a systematic analysis of the identity of
the criminal as an element of the forensic characteristics
of the crime provided for in Article 368 of the Criminal
Code of Ukraine.

To achieve this goal, it is necessary:

1. Reveal the concept of “person of the criminal” as
an element of the forensic characteristics of the crime
provided for in Article 368 of the Criminal Code of Ukraine.

2. Provide a description of the criminal's identity
as an element of the forensic description of the crime pro-
vided for in Article 368 of the Criminal Code of Ukraine.

Presentation of Main Material

The commission of crimes provided for in Article 368 of
the Criminal Code of Ukraine encroaches on the foun-
dations of the social order, guarantees of constitutional
rights and freedoms of man and citizen, on the func-
tioning of the relevant branch of government and the
state administration system as a whole.

Obtaining an undue advantage has various forms.
According to the criminal law, the subject of such a crime
is all kinds of material goods, for example: 1) property,
in particular, seized from free circulation - money, valu-
ables and other things; 2) the right of ownership (for
example, documents giving the right to receive property,
use it or demand the fulfilment of obligations, etc.);
3) any actions of a property nature (for example, trans-
fer of property assets, refusal of them, refusal of own-
ership rights, free provision of services, payment of
sanatorium-resort or tourist vouchers, admission and
education of children in foreign or domestic educational
institutions), construction or repair work, etc.) [2].
Thus, according to case No. 520/15000/19 of the Kyiv
District Court of Odesa, PERSON_1 is charged with the
fact that on 01/14/2019 in the period from 3:30 p.m.
to 3:35 p.m.,, for selfish reasons and for the purpose of
personal enrichment, realizing the illegality of his own
actions, using the official position given to him, while
being in room 501 of the Kyiv VP in the city of Odesa of
the GNP of the Odesa region at the address N appealed
to the citizen PERSON_2 with a request to provide himself
with an unlawful monetary benefit in the amount of
800 US dollars.02/04/2019 at approximately 9:30 p.m.
under the same circumstances, while staying at the

Law Journal of the National Academy of Internal Affairs, 11(2), 24-29

Polyakh I

address indicated above, PERSON_1 independently
reduced and finally determined the amount of illegiti-
mate benefit in the amount of USD 300 (which accord-
ing to official NBU data as of 02/04/2019 amounted to
UAH 8,271.21) for his failure to act in the interests of
PERSON_2, as one who provides an unlawful benefit
by using the official position given to him, namely: for not
conducting an investigation on the basis of the man-
date of the Investigative Committee of the Kyiv District.
GUNP in Odesa GUNP of Odesa region in criminal pro-
ceedings No. 12019160480000159 dated 01/13/2019
under Part 3 of Art. 185 of the Criminal Code of Ukraine
regarding the conduct of investigative actions aimed
at establishing the involvement of PERSON_2 in the
commission of the specified criminal offense. Lat-
er, on 02/07/2019, in the period from 7:19 p.m. to
7:26 p.m., while on the fifth floor near office No. 501
in the building of the Kyiv Regional State Administra-
tion, Odesa, at the address: Odesa, str. Akademika Fila-
tova, 15a, acting deliberately, for selfish reasons and
for the purpose of personal enrichment, PERSON_1, in
the manner established by him, personally received an
unlawful benefit in the form of money in the amount
of 300 US dollars from a citizen of Ukraine, PERSON_2
(which according to official NBU data as of 02/07/2019
amounted to UAH 8,08922) for not taking actions in
the interests of PERSON_2 using the given official posi-
tion, namely: for not conducting criminal proceedings
No. 12019160480000159 dated 01/13/2019 under
part 3 of Article 185 of the Criminal Code of Ukraine,
investigative (search) actions, aimed at establishing
the involvement of PERSON_2 in the commission of the
specified criminal offense [3]. The results of the data
analysis of the conducted survey of practical workers
indicate that investigators, operational workers, med-
ical experts, prosecutors quite often faced difficulties
during pre-trial investigation in criminal proceedings
regarding the acceptance of an offer, promise or receipt
of undue benefit by an official. This is due, firstly, to the
fact that practitioners do not have a sufficient amount
of knowledge about the mechanism of committing a
crime to accept an offer, promise or receive an undue
benefit from an official regarding the means used by the
subjects of such a crime, the peculiarities of the trace
picture, etc.; secondly, the lack of a single method of in-
vestigation, the basis of which is the establishment of
the forensic characteristics of this type of crime, which
affects the effectiveness of their investigation.

Having analysed the materials of criminal pro-
ceedings on the fact of acceptance of an offer, promise
or receipt of an illegal benefit by an official, in order
to understand the specifics of the investigation of this
crime, it is first necessary to investigate the forensic
characteristics of this type of crime.

Aspects of the issue of forensic characterization of
acceptance of an offer, promise, or receipt of undue ben-
efit by an official were considered by such researchers
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as V.I. Boyarov [4], V.A. Zhuravel [5], O.Yu. Tatarov [6],
A.N. Khalikov [7], D.O. Shumeiko [8] and others. At the
same time, the results of their research do not fully re-
veal the essence of such crimes, and also do not solve
the problematic issues that arise in practice during
the investigation of the facts of acceptance of an offer,
promise or receipt of an undue benefit by a criminal or
an official, since some researchers considered relevant
issues in the conditions of the Criminal Code of 1960
and without taking into account the provisions of the
current criminal procedural and criminal legislation of
Ukraine, while others focused only on certain elements
of the forensic characteristics of accepting an offer,
promise or receiving an illegal benefit by an official.

Despite the large number of scientific approach-
es to defining the concept and content of forensic
characteristics, the study agrees with the opinion of
V.Yu. Shepitko, which is considered relevant today. Thus,
the researcher defines the forensic characteristics as a
system of information about certain types of crimes, fea-
tures of the subject of the crime, motives, the object of
the offense, the environment, criminal law techniques,
which are important for the detection and disclosure
of such acts in a forensic way. Means and methods. The
essence of forensic characterization is that it is consid-
ered as a system containing signs and data about the
natural connections of traces, which are expressed by
the appropriate degree of reliability, established on the
basis of the generalization of these materials of criminal
proceedings, verified by investigative practice [9].

As noted by A.V. Starushkevich, forensic charac-
terization reproduces data on individual elements of
the composition of the crime mainly at the probable
level, in particular: the identity of the criminal and the
victim; ways of preparing, committing and concealing
certain types of crimes; situationally determined, caus-
ally or otherwise connected with the crime event, the
results of relevant changes in the situation, which have
evidentiary value; attempts to hide traces of crimes
used by criminals and information about other circum-
stances that may be useful for a full, comprehensive
and objective investigation of criminal proceedings. An
important factor in the formation of the forensic char-
acteristics of crimes is the prediction of new ways of
committing them, the identification of typical methods
of criminals [10]. The study shows that the identity of
the criminal is one of the most important elements of
the forensic characterization, since its other elements:
the method of commission, the situation, the place, the
time, the identity of the victim - are derived from the
criminal intent and the criminal act committed by the
criminal.

It should be noted that the concepts of “person
of criminal” and “subject of crime” are not equated
here, since “subject of crime” is a criminal law concept
(natural person who has committed a crime at the
age from which criminal responsibility can arise), and

B The identity of the criminal as an element of the forensic characteristics ...

“personality of a criminal” is a criminological concept
(it includes biological, psychological, and social char-
acteristics of an individual).

The question of the concept of “the person of
a criminal” remains debatable among criminologists,
since there is no single clear approach to its definition.

Yes, A.V. Ivanytsia notes that the “personality of
a criminal” is a broad concept that encompasses the es-
sence of a person, a set of signs characterizing his moral
and spiritual world in interaction with social and indi-
vidual conditions of life, which in one way or another
influenced the commission of a crime, criminality [11].

According to AF. Zelinskyi, the person of the
criminal can only be discussed in relation to a person
guilty of committing a crime, who committed one or
more deliberate, purposeful actions, provided for by
the law on criminal liability, for the realization of a
common motive [12].

As noted by .M. Danshin and A.P. Zakaliuk, the
personality of a criminal is a set of essential and estab-
lished social properties and signs, socially significant
biological and psychological features of an individual,
which, objectively realized in a specific committed
crime, give the specified act signs of public danger, and
the culprit is socially dangerous, taking into account
that the person is subject to criminal liability provided
for by the criminal law [13].

Such approaches to determining the identity of
a criminal are somewhat imprecise and contradictory
from the point of view of criminology and require more
detailed study, analysis and clarification. There are oth-
er, more accurate and acceptable forensic theories of
defining and characterizing the identity of a criminal.

In particular, M.V. Saltevsky proposed to consider
the personality of the criminal as a sociobiological sys-
tem, the properties and signs of which are embodied
in the material environment and are used for the de-
tection and investigation of crimes. These are physical,
biological and social properties [14].

Investigating the identity of the criminal as an
element of the forensic sign of acceptance of an offer,
promise or receipt of undue benefit by an official, it is
appropriate to note that such a sign is a combination of
factors: gender, age, nationality, personality of the crim-
inal, personality of the criminal, marital status, place of
residence, social status, method life (circle of communi-
cation, habits, value priorities), economic situation (in-
come level), etc. Under the influence of time and as a re-
sult of changes in the general political, economic, cultural
and social conditions of public life, the characteristics of
the criminal as an element of the forensic characteristics
of acceptance of an offer, promise, receipt of undue benefit
by an official have undergone some changes [15].

Data on the identity of the criminal, in particular,
his behavior before, during the commission and after
the acceptance by the official of an offer, promise or
receipt of an unlawful benefit of accepting an offer,
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promise or receipt of an unlawful benefit by an official
are of great importance for the forensic characterization
of crimes. The relationship between the person of the
criminal and the person in whose interests the official
commits criminal acts is also of great importance for
forensic characterization. This enables the investiga-
tion to clearly plan the investigation, to put forward
objective versions, to consistently and qualitatively
carry out separate investigative (search) actions for
the further disclosure of the crime and the exposure of
the criminals. In the interrelationship and dependence
between the elements of the forensic characteristics
of the crime, the person of the criminal is a key link in
the mechanism of obtaining an unlawful benefit, that
is, deliberate and prepared actions. The person of the
criminal - an official - will form the quantitative and
qualitative content of other elements of forensic char-
acteristics, which will influence the establishment of
material and ideal traces of the crime [16].

Out of the investigated 56 (100%) criminal pro-
ceedings, in 68% of cases the offer, promise or accep-
tance of an illegal benefit by an official was made by a
man, and only in 32% of cases by a woman. This can be
explained by the fact that, firstly, the number of male
officials, who occupy mainly management positions,
exceeds the number of female officials, and secondly,
women are less prone to the risk of accepting an offer,
promise or receiving an undue benefit.

Among officials who commit such crimes, as a
rule, officials with higher education and a high level of
professional experience predominate [17].

Acceptance of an offer, promise, or receipt of an
illegal benefit by an official is important for the crimi-
nalistic characterization of a criminal, when receiving
an illegal benefit is a social deformation of a person,
which manifests itself in a deviation from generally
accepted principles of morality and ethics, a conscious
and purposeful disregard for the principles of legality
in official activities [18].

Note that for the person of a criminal who com-
mits the crimes provided for in Article 368 of the Crimi-
nal Code of Ukraine, moral-psychological and social-role
characteristics are of particular importance. Corruptors
are mainly sociable people who easily establish social
relationships, know how to control their own behavior,
are not prone to manifestations of impulsivity, aggres-
siveness, emotional instability. The basis of motivation
is a hypertrophied desire to satisfy one's own material
needs, spiritual underdevelopment, indifference to the
interests of others people, ambition, envy, greed, careerism,
extortion, cult of money and other material values, thirst
for the accumulation of profit and power [19].

The study agrees with researchers who distin-
guish the following main types of attitudes toward pow-
er that a criminal person has: the first type is charac-
terized by a free, lawless attitude that allows violations
bordering on abuse or crime (a person has a sense of
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permissiveness and confidence that he has the right de-
mand an unlawful benefit, and the right to receive it is
considered as an indispensable concomitant attribute
of his activity); the second type is characterized by the
official's attitude towards his power with fear, which is
associated with the fear of responsibility, loss of place,
position (a person rarely makes decisions in power, try-
ing to transfer them to another, especially decisions that
are illegal, such persons involve intermediaries in crimes
in order to to relieve oneself of possible responsibility);
the third type of attitude of officials to their power
is characterized as a norm, i.e. the disposition of power
within the parameters and limits established by law and
official functions. Such persons take a rather responsible
attitude to their official duties, that is why they rarely
become subjects of this category of crime [20].

The person of the criminal as an element of the
forensic characteristic of accepting an offer, promise or
receiving an illegal benefit is distinguished by a special
social position, that is, giving the person of the criminal
power, authorised to carry out administrative activities,
which is conditioned by corruption risks. The social
status of the criminal person is also important, which
gives them specific social functions. It is the social sta-
tus, position, and authority that determines the amount
of illegal benefits [21].

It is proved that the identity of the criminal is
one of the most important elements of the forensic
characteristics of crimes under Article 368 of the Criminal
Code of Ukraine.

Conclusions

1. Taking into account the above, it was established that
the criminal's identity as an element of his criminalistic
characteristics in the case of acceptance of an offer,
promise or receipt of undue benefit is distinguished by
specific features in the set of biological, psychological
and social properties of the individual.

2. In view of the above, it can be concluded that
the perpetrator in case of acceptance of an offer, prom-
ise or receipt of an illegal benefit is an official: mainly
a man who holds a managerial position; a person with
a low level of cultural awareness, focused on meeting
personal financial and economic needs, commits a
crime mostly alone, sometimes in small groups of people,
often as an official or a person who provides or offers
to provide an illegal benefit, and also tries to hide the
commission of this type of crime.

3. In order to fully and comprehensively find out
the circumstances of the acceptance of an offer, promise
or receipt of an illegal benefit by an official, which are
important for the further investigation, to perform the
practical tasks assigned by the investigation, namely:
planning the investigation, building investigative actions,
exposing a criminal or a group of criminals, it is necessary
to study all the elements of their criminal-legal charac-
teristics and establish correlations between them.
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Oco6a 3104MHUSA 9K e/IeMEeHT KPUMIHaNICTUYHOI
XapaKTepPUCTUKMU 3/I0MMHY, NepenbavyeHoro
cTtatTelo 368 KpuMiHanbHOro kogekcy YKpaiHu

AHaTonin Munxamnosud NMonax

HauioHanbHa akageMia BHYTPILLHIX cnpaB
03035, nn. ConoM'aHcbka, 1, M. KuMiB, YKpaiHa

AHoTauia

MeToto Lji€i cTaTTi € cMCTeMHUI aHaJIi3 0COOM 3JIOUMHIA SIK eJIeMEHTY KPUMiHAJIICTUYHOI XapaKTepPUCTHUKHU
3JI0YMHY, Tepe6adeHoro ctaTtelo 368 KpuMinanbHoro kofekcy Ykpainu. [1ig yac onpartoBanHs MaTepiaiiB
CTaTTi 3aCTOCOBAHO TEPMiHOJIOTIYHUH, CUCTEMHO-CTPYKTYPHUH, POpMabHO-JIOTIYHNUHN, NOPIBHS/IBHO- IPaBOBUH
i cratuctuyHuit Metogu. OGIPYHTOBAHO, 1[0 0C06a 3JIOYUHIS € OJHUM i3 HaWBAXKJIMUBIIIUX e/leMEeHTIB
KpUMiHaTiCTUYHOI XapaKTepUCTUKHY 3JI04MHIB, NepesibadyeHrx cTaTTelo 368 KpuMiHa/ibHOrO KOZieKCy YKpaiHM.
BusHadeHo, 1m0 oco6a 3/I04MHLSA K eJeMeHT ii KpHMiHaJiCTUYHOI XapaKTepUCTHKH B pa3i NpUHHATTSA
npono3unii, 06iussHKU abo oJiep>KaHHs HenpaBoMipHOi BUTOJM BUPI3HAETbCA crleludiYyHUMH O3HAKaMHU
B CYKYNHOCTi 6i0JIOT{YHUX, MCHUXOJIOTYHUX | coljiaJIbHUX PUC OCOOGUCTOCTI. APryMeHTOBAHO, 10 0COOO0I0
3JIOYMHIIS B TaKUX 3JI0YMHAX €: IIEPEeBAXKHO YOJIOBIKH, siKi 3/1e6i/bIIoro o6iliMar0Th KepiBHI mocazu; ocobu 3
HU3bKUM PiBHEM KYJIbTYPHOI CBiZIOMOCTIi, Opi€HTOBaHI Ha 3a/J0BOJIEHHSI 0COOHUCTUX GiHAHCOBO-eKOHOMIUHUX
noTpe6, BYNHAIOTH 3JI0UYHMH IEPEBAKHO 0/JHOOCIOHO, iIHKOJIM HEYH CJIEHHUMU I'PYIIaMHU 0Cib, 4acTo SIK C1yK60Ba
ocoba abo sika HaJla€ YU NPOIOHYE HAJATH HENpPaBOMipHY BUTOJy, NPUYOMY OJHAKOBO HaMaramwTbCs
MPUXOBAaTH BUYMHEHHS TAKOro oAy 3/104MHiB. OGIpyHTOBAaHO MOTpe6y B JOCJi/P)KeHHI BCiX ejeMeHTIB ix
KpUMiHa/IiCTUYHOI XapaKTePUCTUKHU Ta BCTAHOBJIEHHS KOPEJIALIMHUX 3B’ 13KiB Mi>k HUMU

KnioyoBi cnosa:
KpUMiHa/iCTU4YHA XapaKTePHUCTHUKA; 0c06a 3/I0YMHI; HETPAaBOMipHa BUI'0/1a; KOPYIIList
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Abstract

The purpose of the study is to investigate the current issues of attracting special knowledge in the investigation of
crimes in the use of computer systems and telecommunication networks. The methodological basis of the study
is the use of a set of methods and methodological approaches, in particular: formal legal, structural-functional,
system and comparative legal, analysis, synthesis, forecasting, etc. As part of the coverage of problematic
issues in the fight against computer crime, negative factors that are common in Ukraine are highlighted. It is
emphasised that computer crime as a new form of antisocial behaviour poses a serious threat to the security
and normal functioning of society. Therefore, the main goal of the national policy in countering criminal offences
in the use of computer systems and telecommunication networks is the interaction and coordination of efforts
of expert structures with law enforcement agencies, and providing them with the necessary resources and
facilities. Specialised expert research is fundamentally important for solving and investigating crimes in the
field of computer technologies, telecommunication systems and networks. The correct definition of the object
and purpose of the expert examination and the correct formulation of the expert's questions, which depend
directly on the tasks of the expert examination, play an important role in the assignment of these types of
expert examinations. In this regard, errors in asking questions to the expert constitute an error in determining
the task that the expert examination should perform. Crimes in the use of computers and telecommunication
networks are a complex anti-social phenomenon that covers almost all spheres of human life and directly
concerns such a concept as information security. Effective detection and investigation of these criminal offences
require, first of all, high-quality involvement of qualified specialists in the field of computer technology in the
investigation process. Currently, almost no recommendations have been developed in forensic science that
would relate to the specifics of investigating and conducting forensic examinations in these categories of
cases. This is primarily conditioned by the novelty of the outlined problem, the availability and rapid increase
in the number of varieties of computer and mobile devices, their services and mobile communication tools.
Effective investigation of crimes in the field of information and computer technologies depends on timely and
correct conduct of the necessary expert investigation. In addition to traditional forensic research, specialised
expertise that implements a number of searches diagnostic and identification tasks related to the analysis of
both electronic computing equipment and forensic information that they contain is important in the detection
and investigation of crimes in the field of computer technology
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Introduction

Defining the main directions of the national policy in
the field of information security is extremely relevant
for modern Ukraine. Given the rapid progress in the de-
velopment of ICT, it should be borne in mind that the
life of society directly depends on the security of its
information environment.

The search for new, more effective ways to detect
and neutralise influences on information, in particular,
in the world's open networks, is a natural defensive
reaction of society, and Ukraine is no exception.

According to leading international organisations,
the losses caused by criminal offences in the use of elec-
tronic computers and telecommunication networks can
be compared with the income from illegal trafficking in
narcotic drugs and weapons. In the United States alone,
the annual economic losses from these types of criminal
acts amount to more than USD 100 billion. Moreover,
many torts in this area remain hidden, which indicates
their high latency[1].

The purpose of the study is to investigate the
current issues of attracting special knowledge in the
investigation of crimes in the use of computers and
telecommunication networks. The achievement of this
goal involves completing the following tasks:

- to determine the main goal of the national policy
on countering criminal offences in the field of computer
technologies;

- to investigate the main form of using special
knowledge in criminal proceedings during the investi-
gation of crimes in the field of computer technologies;

- to analyse the object and main tasks of foren-
sic research in the investigation of crimes in the field of
computer technologies.

Presentation of Main Material

The Outlining the problematic issues of combating com-
puter crime in the modern world, the following negative
factors inherent in Ukraine were identified:

- lack of a well-established system of legal, or-
ganisational and technical support for the legitimate
interests of citizens, the state, and society in the field of
Information security;

- limited opportunities for budget financing of
work on creating a legal, organisational and technical
base for information security;

- inadequate coordination of actions in counter-
ing computer crime by law enforcement agencies and
insufficient training of their personnel to effectively
prevent, detect, and investigate such illegal acts;

- imperfect system of unified accounting of of-
fences committed with the help of informatisation
tools;

- the lag of the domestic information technology
industry and their databases from the world level [2].

Computer crime as a new form of antisocial
behaviour poses a serious threat to the security and
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normal functioning of society. Given this, the main
goal of the national policy on countering criminal law
violations in the use of computers and telecommuni-
cation networks should be to interact and coordinate
the efforts of expert structures with law enforcement
agencies, and provide them with the necessary re-
sources and facilities.

The interaction of the relevant authorities is
mainly reduced to an episodic exchange of informa-
tion. The most important thing is missing - a complete
system of continuous monitoring of the situation in
the field of information security of various systems
and timely (preventive) decision-making to identify
and stop such types of criminal offences. Evidently,
the creation of a complete system is impossible if ef-
fective interaction of domestic expert structures with
expert and law enforcement agencies of foreign coun-
tries that fight computer crime is not established. In
addition, any system, even the most technologically
advanced, will not be able to achieve its goal if it is not
provided with highly qualified personnel [3].

Unfortunately, law enforcement agencies in
Ukraine do not have a sufficient number of specialists
who understand modern technology and are able to
quickly identify and solve crimes in the field of com-
puter technology. Therefore, the creation of a holis-
tic system of training and retraining of specialists in
countering computer offences is a priority task of the
law enforcement bodies.

Moreover, the processes of effective detection,
investigation, and prevention of crimes committed using
computer capabilities require the creation of all the
necessary methodological and technical means [4].
Given the weak development of the relevant tools, this
task is of paramount importance in the implementa-
tion of measures to adequately counteract computer
crime. This area is closely related to the problem of
improving the regulatory framework, the lack of de-
velopment of which so far does not allow properly
resisting illegal actions in the computer sphere.

In addition, the lack of a clear criminal legal
qualification of crimes in the sphere of use of comput-
ers and telecommunication networks creates difficul-
ties in interpreting and applying the provisions of the
law, which restricts the actions of law enforcement
agencies to implement tasks to counteract computer
crime. Ultimately, one of the main tasks of effectively
combating criminal offences in the use of comput-
ers and telecommunication networks is to conduct a
complex of studies to improve and create software,
hardware, and technical means that will ensure the
effective protection of computer networks and their
databases.

The results of the analysis of expert practice in
Ukraine show that the tension of the criminal situation
in the field of computer technology use is constantly
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increasing. This circumstance gives rise to the assertion
that:

- firstly, information becomes the subject of
criminal encroachment, since its use, distribution, or
sale gives high profits;

- secondly, expert and law enforcement agen-
cies are gradually accumulating experience in com-
bating these criminal offences, and therefore, they
are developing more effective ways to detect, disclose,
and stop them [5].

During the investigation of such high-tech crimes, it
is necessary to identify and extract traces and physical
evidence presented in the form of information in elec-
tronic computing, telecommunications systems, magnetic
media, software products, and computer equipment.
In this regard, there is an urgent need for investigators
to attract special knowledge and skills in using the lat-
est information technologies, that is, such scientific,
technical, and other professional knowledge that is not
generally known to the investigator, prosecutor, court,
and other participants in the process.

In this regard, A. F. Koni in his book “Court - Sci-
ence - Art” noted that judicial practice quite often ne-
cessitates the use of special studies, concentrating on
them the core of the case and resorting to the involve-
ment of experts from various special fields of knowl-
edge, art, crafts [6]. In this context, B.M. Shaver in
1940 stated that effective detection and investigation
of crimes directly depends on the use of knowledge
and achievements of technical sciences in the investiga-
tion process [7].

In Ukrainian criminal procedure, special knowl-
edge is used in three forms, namely:

- if specialists are involved in conducting certain
investigative, procedural, or judicial actions (Article 71
of the Criminal Procedure Code of Ukraine);

- within the framework of conducting expert
examinations (Articles 242-245, 332 of the Criminal
Procedure Code of Ukraine);

- during the interrogation of the expert (Part 7
of Article 5, Part 7 of Article 101, Article 356 of the
Criminal Procedure Code of Ukraine) [8].

The main procedural form for attracting and us-
ing scientific, technical, and other special knowledge
in criminal proceedings is considered to be expertise,
which is based on a special study and the correspond-
ing qualified expert opinion directly related to pre-trial
investigation [9]. For the first time in 1949, A.I. Winberg
raised the issue of introducing such a procedural figure
as a specialist into criminal proceedings together with
an expert.

According to the Ukrainian criminal procedure
legislation, a specialist is a person who has special knowl-
edge and skills in using technical or other means and
can provide advice during pre-trial investigation and
judicial proceedings on issues that require appropriate
special knowledge and skills (Part 1 of Article 71).

B Modern possibilities of forensic examination in the process of investigation of crimes ...

The specialist implements special knowledge in
two forms, namely: non-procedural - oral explanations
and methodological consultations on special issues;
procedural - direct application of special knowledge
and forensic technology, other scientific and technical
means during the identification, seizure, consolidation,
and analysis of evidence.

Conducting a forensic examination in Ukrainian
legislation is regulated by: the Law of Ukraine
“On Forensic Examination” of February 25, 1994,
No. 4038-XII [10]; the Criminal Procedure Code of
Ukraine (Art. 69, 70,101, 102, 232, 242-245,518) [8];
Civil Procedure Code of Ukraine (Art. 72, 73, 102-115,
255, 237, 239, 298) [11]; Regulation on the Expert
Service of the Ministry of Internal Affairs of Ukraine of
November 3, 2015, No. 1343 [12]; Instruction on the
appointment and conduct of forensic examinations
and expert research and Scientific and methodological
recommendations on the preparation and appoint-
ment of forensic examinations and expert research of
October 8, 1998, No. 53/5 [13]; Instruction on the spe-
cifics of the implementation of forensic expert activities
by certified forensic experts who do not work in state
specialised expert institutions of December 12, 2011,
No. 3505/5 [14].

In accordance with the provisions of these
regulations, forensic expertise is considered to be a
research based on special knowledge in the field of
science, technology, art, craft, etc., objects, phenome-
na and processes in order to provide an opinion on is-
sues that are or may be the subject of judicial proceed-
ings [10]. Based on this definition, it can be concluded
that a forensic examination in criminal proceedings is
appointed when the establishment of specific circum-
stances in a criminal proceeding requires specialised
knowledge of the relevant persons, i.e., experts. This
is also emphasised by the norm of Article 242 of the
Criminal Procedure Code of Ukraine [15], which states
that forensic expertise is carried out by the relevant
specialised expert institution or certified forensic ex-
perts who do not work in these institutions, if special
knowledge is needed to clarify the circumstances rele-
vant to criminal proceedings [8].

Specialised expert research is fundamentally
important for solving and investigating crimes in the
field of computer technologies, telecommunication
systems and networks [16]. Scientific and method-
ological recommendations on the preparation and
appointment of forensic examinations and expert re-
search, approved by the Order of the Ministry of Jus-
tice of Ukraine of October 8, 1998 No. 53/5, define:
1) expertise of computer equipment and software
products; 2) expertise of telecommunications systems
and equipment [6], including them to the class of engi-
neering and technical expertise (that is, by origin elec-
tronic computer equipment belongs to engineering and
technical developments).
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Thus, the object of forensic research in the in-
vestigation of crimes in the field of using computer
technologies is not only computer-based equipment
but also the information contained in electronic me-
dia. Moreover, the development of mobile and com-
puter technologies has given a wide range of digital
and fully portable devices, their mobile applications,
services, and mobile communication tools. As a result,
this allowed carrying out operations for receiving,
processing, and transmitting information in almost
all spheres of human life. Consequently, the problem
of information security has become more acute due
to the processes of penetration of technical means of
processing and transmitting information into almost
all spheres of society's life. Therefore, the object of
forensic examinations in the detection and investiga-
tion of crimes in the field of use of computers and tele-
communication networks depends primarily on the
method and mechanism of committing and concealing
a crime.

An important role in the appointment of an ex-
pert examination in the investigation of crimes in the
use of computers and telecommunication networks is
played by the correct formulation of questions to the
expert, which directly depends on the tasks of expert
research. In this regard, an error in stating questions
to the expert is actually an error in determining the
task performed by the expert examination. The range
of tasks and questions that may be posed to the expert
when appointing computer forensic examinations is
sufficiently well covered in the forensic literature [17].
These recommendations may well be used when assign-
ing an expert examination.

In particular, the main tasks to be considered
are identification and non-identification (diagnostic
or situational) tasks consisting of: setting the intend-
ed purpose and functionality of devices belonging to
the computer; installation of the intended purpose
and functionality of the software; establishing the
fact of development and the chronology of software
development; establishing the fact of development
and chronological characteristics of the production
of text documents; detection and recovery of delib-
erately destroyed text files of different formats or
their fragments; establishing the facts of receiving
and transmitting facsimile messages via modem
connection, restoring texts and the chronology of
information exchange; establishing the facts of the
implementation of photomontage, editing of video
and audio recordings; establishing authorship and
chronological characteristics of the performance of
these works; establishing the facts of the production
of seals, stamps, letterheads, and other graphic prod-
ucts and determining the chronology of the produc-
tion of graphic documents; establishing the facts of
development, authorship and chronological charac-
teristics of video products (video films, commercials,
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etc.) made using 3D technologies; restoration and
analysis of low quality video information taken with
insufficient exposure, insufficient illumination of ob-
jects or damaged for other reasons; restoration and
analysis of low quality audio information recorded in
high noise conditions, with insufficient microphone
sensitivity, spoiled for some other reason; resto-
ration and analysis of information contained in data-
bases (information systems, accounting, directories,
etc.); restoring intentionally deleted information or
its fragments; recovery and analysis of information
protected from unauthorised access (overcoming
codes, passwords, etc.); setting the purpose and func-
tionality of Internet applications; establishing tech-
nological sessions in the Internet, detection, analysis
and recovery of information obtained under the pro-
tocols NTTR, FTP, UUCP, POP (files, e-mail messages,
visits to internet sites, etc.); establishing the facts
of software development intended for unauthorised
access to computer networks; establishing the facts
of software development for unauthorised access to
distributed databases and database servers; estab-
lishing the facts of manufacturing or availability on
the computer of software intended for unauthorised
payment of credit cards in the e-commerce indus-
tries; establishing the facts of manufacturing and
deliberate distribution of computer viruses and pro-
grammes that are dangerous from the standpoint of
disruption of computer networks; establishing the
facts of manufacturing information on the internet,
the content and methods of distribution of which do
not comply with the current legislation of Ukraine
(pornography, videos, photos, texts, etc.); analysing
the security of internet applications that use HTML,
Java, VBA, XML, ASP, Sybase, Oracle, MS jet, Post-
greSQL, etc.; establishing the facts of unauthorised
access to information resources of corporate net-
works and the Internet; determining the computer
from which unauthorised access to information re-
sources is carried out, etc.

In some cases, when investigating crimes in
the field of using electronic computers and telecom-
munication networks, comprehensive and commis-
sion examinations may be appointed. To perform
tasks related to the economic and financial activities
of institutions, a comprehensive computer-techni-
cal and forensic accounting expertise is carried out.
In order to establish the device on which the docu-
ment was executed and compare the document with
the image in the file of institutions, a comprehensive
computer-technical and forensic technical examina-
tion of documents is assigned. To investigate con-
sumer properties, storage conditions, and the cost of
computer tools and software, a comprehensive com-
puter-technical and forensic commodity expertise is
carried out. To establish the source of origin of software
products, video and audio products, a comprehensive
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computer-technical expertise and expertise of intel-
lectual property objects are assigned.

In addition, research in recent years shows
that more and more often during the investigation of
crimes in the field of computer technology, the inves-
tigation faces the need for expert research of speech
information transmitted by computer networks. In
these cases, forensic scientists recommend appoint-
ing forensic linguistic examinations, the object of
which, in their opinion, is speech (text) information
recorded on a certain material medium. At the same
time, additional opportunities for collecting the nec-
essary evidence can be provided by both modern ca-
pabilities of traditional (forensic author's expertise)
and relatively new recently formed examinations
(semantic and textual expertise), in order to identify
extremist statements, inciting national, religious
and racial hatred, violation of intellectual property
rights, etc.

To investigate the information contained on com-
puter media, the expert is provided with a computer
media and a computer complex, which includes the me-
dia under study. In some cases, it would be sufficient to
provide only a computer medium. If possible, an expert
should be consulted in advance of such a study.

To determine the compliance of software prod-
ucts with certain parameters, and the cost of the soft-
ware product, the expert is provided with a media
with a copy of the software product under study and
a reference (distribution) copy of the software prod-
uct. If a distributive copy of a software product is not
available, an examination should not be refused, as
in some cases it can be carried out with a copy of the
software product.

To investigate the technical condition and de-
termine the cost of computer equipment, the expert is
provided with computer equipment, as well as tech-
nical documentation for it. The removal of computer
equipment blocks should be entrusted to an expert.

To establish the authorship of the software product
under study, the expert is provided with programmes in
the form of source texts, library, and executable modules,
and programmes (source texts, library and executable
modules) created by the person in respect of whom the
version is being checked whether or not he is the author
of the product under investigation

To determine which objects should be provided
to the expert in each specific case, it is advisable to get
advice from an expert (specialist) in the field of com-
puter technology. Based on the results of the expert
examination, the expert draws up and signs an expert
opinion. This conclusion is important in the system of
means of proof in criminal proceedings. Therefore, the
specifics of the investigation of crimes in the computer
sphere actualise the need for competent and effective
work of the investigator to collect and study material
evidence, documents, and other material information

B Modern possibilities of forensic examination in the process of investigation of crimes ...

about the crime, which is mainly contained in certain
electronic computing and software media. At the same
time, the investigative bodies must fully obtain and
document verbal criminally significant information in
order to establish the involvement of a certain person
in the crime committed.

As part of the coverage of problematic issues in
the fight against computer crime, negative factors that
are common in Ukraine are highlighted. It is empha-
sised that computer crime as a new form of antisocial
behaviour poses a serious threat to the security and
normal functioning of our society, and therefore the
main goal of the national policy in countering criminal
offences in the use of computers, systems, and com-
puter and telecommunication networks is the interac-
tion and coordination of efforts of expert structures with
law enforcement agencies, and providing them with the
necessary resources and facilities.

Specialised expert research is fundamentally
important for solving and investigating crimes in the
field of computer technologies, telecommunication
systems and networks. The correct definition of the
object and purpose of the expert examination and the
correct formulation of the expert's questions, which
depend directly on the tasks of the expert examina-
tion, play an important role in the assignment of these
types of expert examinations. In this regard, errors
in asking questions to the expert constitute an error
in determining the task that the expert examination
should perform.

Conclusions

A crimes in the use of computers and telecommunication
networks are a complex anti-social phenomenon that
covers almost all spheres of human life and directly
concerns such a concept as information security. Ef-
fective detection and investigation of these criminal of-
fences require, first of all, high-quality involvement of
qualified specialists in the field of computer technology
in the investigation process.

Currently, almost no recommendations have been
developed in forensic science that would relate to the
specifics of investigating and conducting forensic exam-
inations in these categories of cases. This is primarily
conditioned by the novelty of the outlined problem, the
availability and rapid increase in the number of variet-
ies of computer and mobile devices, their services and
mobile communication tools. Effective investigation of
crimes in the field of information and computer tech-
nologies depends on timely and correct conduct of the
necessary expert research. In addition to traditional fo-
rensic research, specialised expertise that implements
a number of search diagnostic and identification tasks
related to the analysis of both electronic computing
equipment and forensic information that they contain is
important in the detection and investigation of crimes
in the field of computer technology.
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AHoTauia
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3J104MHIB Y cdhepi BUKOPHCTaHHS eJIeKTPOHHO-064YMCII0BaJIbHUX MAILMH (KOMIT I0TepiB), CUCTEM Ta KOMIT FOTEPHUX
Mepex i Mepexx eNleKTpO3B’sI3Ky. MeTo/j0/I0T{YHOI0 OCHOBOK /IOC/i/PKEHHSI € BUKOPHUCTAHHS KOMILJIEKCY
METO/IiB i METOANYHUX MiIX0/IiB, 30KpeMa: GOpMaIbHO-IOPUANYHOTO, CTPYKTYPHO-PYHKI[IOHAIBHOTO, CHCTEMHOT'O
I MOpiBHAJILHO-ITPABOBOTO, aHaJIi3y, CHHTE3y Ta NPOrHO3yBaHHs TOII0. Y MeXaX BUCBITJIEHHS NMPO6JIeMHUX
NUTaHb 60POTHOY 3 KOMIT'IOTEPHOIO 3/JI0YMHHICTIO BUOKPEMJIEHO HETaTHBHI YMHHUKY, 1110 NOIIMpPeHi caMe B
YkpaiHi. AKLIeHTOBaHO, 1[0 KOMIT' I0TepHa 3JIOYMHHICTb sIK HOBa GpOpMa aHTUI'POMa/ICbKOI TOBE/[iIHKU CTAHOBUTh
cepiio3Hy 3arpo3y 6e3neli i HopMabHOMY GYHKILIOHYBaHHIO HAILIOTO CYCIiJIbCTBA, @ TOMY OCHOBHO METO0
Jlep>kaBHOI MOJIITUKU B NPOTH/il KpUMiHa/JIbHUM NPaBONOPYIIEHHSIM y cdepi BUKOPUCTAHHS €JIeKTPOHHO-
0GUYHMCIIIOBAIbHUX MalIUH (KOMITIOTEPIB), CUCTEM Ta KOMITIOTEPHUX MeEPEeX | Mepex eJIeKTPO3B's3KY € B3aEMO/is
Ta KOOp/JMHALis 3yCUJIb €KCIePTHUX CTPYKTYp i3 MPaBOOXOPOHHUMH OpraHaMH, a TaKoX 3abe3mnedyeHHs
ix HeoOXiZjHOIO MaTepia/bHO-TEXHIYHOIO 6a3010. [IpUHIMIIOBO BaXkJMBe 3HAYEHHS JJIs PO3KPUTTH Ta
po3ciilyBaHHs 3/104MHIB y cdepi BUKOPUCTAaHHS KOMITIOTEPHUX TEXHOJIOTiH, CUCTEM i Mepex esleKTpO3B’sI3Ky
MaloTh Clleljiali30BaHi eKClepTHI A0CaipKeHHA. BaxxIvMBy poJib y NpU3HA4YeHH] UX BUAIB €KCIepTU3 BiAIrparTb
IpaBUJbHEe BU3HA4YeHHs 06’€KTA Ta 3aBJaHHSA €KCIEPTHOrO0 J0C/Ii/PKeHHs], a TAKOX [TPaBUJIbHA TOCTAaHOBKA
NHUTaHb eKCIEePTY, Ki 6e3mocepeHHO 3a/1eXKaTh Bij] 3aB/laHb €KCIIEPTHOI0 AOCTIKeHHS. Y 3B'3Ky i3 LUM,
IIOMMJIKU B IOCTAHOBL IUTAaHb €KCIIEPTY CTAHOBJIATbL IOMUJIKY Y BUSHA4Y€HHI 3aBlaHHs, iK€ Ma€ BUKOHATHU
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Teplytskyi |G

eKcriepTH3a. 3JI0UUHH ¥ chepi BUKOPUCTAHHSA eJIeKTPOHHO-06YHC/IIOBAIbHUX MAIIUH (KOMITIOTEPiB), CUCTEM Ta
KOMIT'FOTEPHHUX Mepex i Mepex eJIeKTPO3B'sI3KY € CKJIa/IHUM aHTHUCOLia/IbHUM SIBUILEM, 1110 OXOIJIIOE Mailxe
BCi chepu KUTTEAIANBHOCTI JIOAUHA Ta 6e3rocepe/JHbO CTOCYEThCS TAKOr'O MOHATTS, K iHdopMaliiHa
6esneka. EQexkTHBHe DPO3KPUTTS Ta pO3CJAiJyBaHHS IMX KPUMiHaJbHUX MNpaBOIOpYlLIEHb MNOTPEOYIOTH
nepesyciM siKicHOro 3aJiydyeHHs J10 TPoLiecy po3ciyBaHHs KBasipikoBaHUX PpaxiBLiB y raay3i BUKOPUCTaHHS
KOMIT'IOTEPHUX TexHoJoTii. HuHI B KpuMiHasicTU4YHIM Hayui Maike He po3pol6sieHO peKoMeHJaliH, sKi
cTocyBanucsi 6 0cOGJMBOCTEN PO3C/iZlyBaHHS Ta NMPOBEJEHHS CY/J0BUX €KCIepTH3 3a IIUMH KaTeropisiMu
crpas. [loB’s13aHo 116 HacaMIepe/; 3 HOBU3HOIO OKpec/eHol Mpo6JieMH, JOCTYIHICTIO Ta CTPIMKUM 36i/IbIIeHHAM
KiJIbKOCTi pi3HOBHU/IIB KOMI'IOTEPHO-MOGIIBHUX HPHUCTPOIB, IX cepBiciB i 3aco6iB M06GibHOrO 3B’S3KY.
Pe3ysbTaTuBHE pO3CifyBaHHS 3JI0YMHIB y cdepi iHGopMaLiiiHO- KOMIT'IOTEPHUX TEXHOJIOTIH 3a/IeXUTh
BiZi cBOEYacHOTrO Ta MPaBUJBLHOTO MPOBEJEHHS HEeOOXiTHUX eKCIepTHUX AO0CaiMKeHb. KpiM TpaauiinHux
KPUMIHa/IICTUYHUX JOCJIi/PKEHb, BaXKJMBE 3HAYeHHS B PO3KPUTTI Ta posciifyBaHHI 3/04uHIB y cdepi
BUKOPHUCTAHHS KOMIT'IOTEPHUX TEXHOJIOTIH MaloTh Crelliali30BaHi eKcrepTy3Hy, sKi peasi3yroTb HU3KY MOLIYKOBUX
JNiarHOCTUYHUX U iieHTUQiKa[iHUX 3aB/JaHb, [0 CTOCYKThCSA AOCTiPKEHHS 1K eJIEKTPOHHO-004 N CTI0BAJIbHOT
TEeXHiKH, TaK i KpuMiHasicTu4HOI iHdopMaliii, ika Ha HUX MiCTUTbCS

KniouyoBi cnoBa:

€JIEKTPOHHO-064YHC/II0Ba/IbHA MAIIKMHA; CY/I0Ba €KCIIepTH3a; KPUMiHa/IbHEe MPABOMOPYIIEHHS; KOMII' I0TEpHA
3JIOYMHHICTB; iHdpopMaliliHa 6e3neka
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Abstract

The purpose of the study is to consider the problems of ensuring the admissibility of evidence obtained in the course of
monitoring the commission of an offence in criminal proceedings concerning crimes in the sphere of official activities.
Attention is focused on the fact that the institute of secret investigative (search) actions has a double operational-search
and criminal procedural content, since operational-search measures were the basis of secret (investigative) search
measures by transforming the procedure for their implementation, which differs in the subjects and directions of
further use of the information obtained. It is noted that the complex and underinvestigated procedural essence of
control over the commission of crimes causes problems in ensuring the admissibility of evidence obtained during its
conduct. It was found out that the Criminal Procedure Code of Ukraine defines a special criterion for the inadmissibility
of evidence obtained during the control over the commission of a crime as a result of provoking a person to commit
this crime by law enforcement agencies. Based on the analysis of materials of criminal proceedings, it is established
that provocation of a crime is often a circumstance that excludes the admissibility of evidence, and becomes the basis
for passing acquittals. It is proved that, according to the practice of the European Court of Human Rights, provocation
of a crime exists when law enforcement officers do not limit themselves to passively establishing the circumstances of
a person's possible commission of a crime in order to collect relevant evidence and, if there are grounds for it, bring a
person to justice, but incite that person to commit a crime, undermining the principle of fairness of proceedings. The
study argues for the need to apply criteria for distinguishing permissible interference and provocation in the course of
monitoring the commission of a crime, which are formed according to the practice of the European Court of Human
Rights. Typical violations of the requirements of the Criminal Procedure Law during control over the commission of
a crime are considered, which entails, in particular, an insufficient level of regulation by departmental bylaws of the
procedure for conducting and recording secret investigative (search) actions. Such violations based on the results of
the analysis of investigative and judicial practice include: 1) provocation of a crime - cases when officials involved,
who are either employees of security agencies, or persons acting on their behalf, do not limit their actions only to the
investigation of criminal proceedings in essence in an implicit way, but influence the subject to commit a crime that
would otherwise not have been committed, in order to make it possible to detect a crime, that is, to obtain evidence and
open criminal proceedings (in accordance with the practice of the European Court of Human Rights); 2) lack of proper
procedural documents in the materials of criminal proceedings certifying the right of operational employees to exercise
control over the commission of a crime; 3) violations in the choice of methods and procedures for recording the progress
and information obtained during the control over the commission of a crime. It is summed up that the imperfection of
normative regulation of control over the commission of a crime in the provisions of the Criminal Procedure Code of
Ukraine and subordinate acts leads to procedural and tactical errors on the part of the prosecution in the process of
conducting them. In turn, this leads to the inadmissibility of using the information obtained in court proceedings when
proving it. As a result, the efforts and resources of the law enforcement system are nullified, and the constitutional
rights of a person not to be subjected to criminal punishment are violated until the guilt is legally proven
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Introduction

The current Criminal Procedure Code of Ukraine has
provided for a new institution for the doctrine of
domestic criminal procedure of secret investigative
(search) actions (SISAs), which has a double opera-
tional-search and criminal procedural essence, since
operational-search measures that are outside the cur-
rent criminal procedural form, was the basis of the SISAs by
transforming the procedure for their conduct, which
differs in the subjects and directions of further use of
the information obtained.

As a result of this approach, SISAs can be con-
ducted both for the purpose of investigating crimes,
and for the purpose of searching for and recording
information about preparing crimes or persons pre-
paring to commit a crime. Among such procedural ac-
tions, control over the commission of a crime should
also be singled out.

The purpose of the study is to investigate the
common law regulation and identify procedural errors
typical of investigative and judicial practice in conduct-
ing control over the commission of a crime as SISAs in
criminal proceedings in Ukraine.

The theoretical and legal foundations and cer-
tain problems of SISAs, including control over the
commission of a crime, were the focus of research of
a number of scientists, including: Yu. P. Alenin, [1]
0.A. Bilichak, [2] Motsnyi [3], O.B. Sibal [4], M.E. Shumy-
lov [5], et al.

Presentation of Main Material

The scientific community is reserved about assessing
the quality of procedural regulation of SISAs. The cur-
rent level of regulation of the relevant provisions in
the Criminal Procedure Code of Ukraine does not meet
the needs of the investigative practice. At the same
time, Yu.M. Chornous suggests that the legal regulation
of control over the commission of a crime in criminal
proceedings will not fully eliminate the problems of
its practical implementation. For the successful imple-
mentation of criminal procedure by pre-trial investiga-
tion bodies and operative units, it is necessary to develop
scientifically based methodological guidelines, since
crime control actions are introduced in criminal pro-
ceedings, the above task should be assigned to foren-
sics, one of the directions of which is to provide investi-
gative (search) actions [6].

The complex and insufficiently developed proce-
dural nature of control over the commission of crimes
cause a number of problems related to ensuring the
admissibility of evidence obtained during its conduct.
According to Article 86 of the Criminal Procedure Code
of Ukraine, evidence is considered admissible if it is ob-
tained in accordance with the procedure established
by the Criminal Procedure Code of Ukraine. At the
same time, Article 87 of the Criminal Procedure Code
of Ukraine stipulates that “inadmissible is evidence
obtained as a result of a significant violation of human
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rights and freedoms guaranteed by the Constitution
and laws of Ukraine, international treaties, the consent
to be bound by which was provided by the Verkhovna
Rada of Ukraine, as well as any other evidence obtained
through information obtained as a result of a significant
violation of human rights and freedoms”. In addition,
according to Part 3 of Article 271 of the Criminal Pro-
cedure Code of Ukraine, “during the preparation and
implementation of measures to control the commission
of a crime, it is prohibited to provoke (incite) a person
to commit this crime with the aim of further exposing
it, helping a person to commit a crime that he or she
would not have committed if the investigator had not
contributed to this, or for the same purpose to influence
his behaviour by violence, threats, blackmail. Items and
documents obtained in such a way cannot be used in
criminal proceedings” [7]. That is, this provision also
defines a special criterion for the inadmissibility of
evidence obtained as a result of monitoring the com-
mission of a crime.

The analysis of investigative and judicial prac-
tice gives grounds to identify typical and common vi-
olations in the course of monitoring the commission
of a crime, which at the stage of judicial proceedings
exclude the possibility of using the information ob-
tained in the process of conducting them when mak-
ing a reasoned and reasoned court decision. Among
them, a prominent place is occupied by the provocation
of a crime by law enforcement agencies, which is re-
ferred to in Article 271 of the Criminal Procedure Code
of Ukraine. Law enforcement agencies of Ukraine, as
noted by M.A. Pogoretskyi, systemically use provoca-
tions to commit crimes, primarily related to corrup-
tion and drug trafficking. Basically, this happens within
the framework of control over the commission of a
crime (Article 271 of the Criminal Procedure Code of
Ukraine). The researcher expresses concern that 56%
of the surveyed prosecutors, 65% of investigators, and
72% of operational employees consider it appropriate
to expand the possibilities of using provocation in law
enforcement activities [8]. Analysis of the studied mate-
rials of criminal proceedings shows that provocation of
a crime is often a circumstance that excludes the admis-
sibility of evidence, as a result - this becomes the basis
for passing acquittals.

Provocation in the context of our research and
within the framework of the practice of the ECHR
should be considered cases when officials involved, who
are either employees of security agencies or persons
acting on their behalf, do not limit their actions only to
the investigation of criminal proceedings in an implicit
way, but influence the subject in order to provoke him
or her to commit a crime that would otherwise not have
been committed, in order to make it possible to detect a
crime, that is, to obtain evidence and open criminal pro-
ceedings. The ECHR notes that secret operations should
be carried out passively in the absence of pressure on
the applicant to commit a crime. Assessing the actions
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of law enforcement officers in committing a crime, the
ECHR examines the moment when they began to carry
out the relevant measure in order to determine wheth-
er they “joined” a crime that the person has already be-
gun to commit without any participation on their part,
or by their deliberate actions provoked the person to
commit such a crime [9].

Provocation basically occurs when law enforce-
ment officials go beyond passive identification of the
circumstances in which a person may have committed
an offence with a view to gathering relevant evidence
and, if warranted, prosecuting that person, to inciting
that person to commit an offence which undermines
the principle of a fair trial. The ECHR emphasises that a
situation where a person is pushed by law enforcement
agents, who are supposed to prevent him or her from
committing a crime, and then held criminally responsible
for doing so, is not consistent with a fair trial.

In order to correctly distinguish between per-
missible interference and provocation in each case, the
ECHR offers a verification algorithm that provides an
answer to two questions: a) whether representatives
of the law enforcement agency have limited themselves
“predominantly passive conduct”, whether such bound-
aries were breached; b) the question of whether the
applicant had had a real opportunity to report provoca-
tion by law enforcement authorities during the domestic
proceedings and how the domestic courts had reacted to
that statement (paragraphs 67-79 of the ECHR judgment
in “Bannikov v. Russia”) [9].

Consequently, in its decisions, the ECHR has de-
veloped criteria to distinguish provoking the commis-
sion of a crime contrary to Article 6 of the Convention
from permitted behaviour during legitimate secret
methods in criminal investigations. In particular, if the
allegation of incitement is found to be implicitly without
merit, the court needs to ascertain whether the inves-
tigation was “essentially passive”, whether the crime
would have been committed without the intervention of
the authorities, and whether there was any inducement
from the authorities of the person before the crime was
committed, such as showing initiative in contacting the
person, repeated offers despite the person's initial re-
fusal, persistent reminders, a higher than average price;
the significance of the reasons for the operational pro-
curement, whether law enforcement had objective evi-
dence that the person was involved in criminal activity
and the likelihood of him or her committing an offence
was substantial. The burden of proving that there was
no incitement is placed on the prosecution [10].

For example, in the materials of Case
No. 626/407/17 of the Krasnohrad district court, it was
established that “the witness PERSON_10 and PERSON_6
themselves were the initiators of telephone conversa-
tions, meetings, transfer of funds to the accused PERSON_4,
which indicates that it was the law enforcement agen-
cies who clearly persuaded the accused to illegal ac-
tions through PERSON_10 and PERSON_6, although
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there was no objective evidence for the assumption that
PERSON_4 or PERSON_3 were engaged in illegal activi-
ties. It is also established that the only source of infor-
mation about the corruption activities of PERSON_4
and PERSON_3 was the statements of PERSON_10 and
PERSON_6. There is no evidence in the case file that
would confirm that the accused had previously committed
acts related to corruption.

In connection with the above, having analysed
the testimony of PERSON_6 and PERSON_10 provided
at the court session, as well as their statements to law
enforcement agencies, the court considers that they
were provocative in nature, which was planned by law
enforcement agencies. In this case, the actions of wit-
nesses PERSON_10 and PERSON_6 were aimed at incit-
ing a crime, and therefore the court considers that such
criminal proceedings would not have been opened if
not for the actions of the witnesses. That is, there was
a provocation that violated paragraph 1 of Article 6 of
the Convention for the Protection of Human Rights and
Fundamental Freedoms. This consisted in the fact that
PERSON_6 was not going to write a statement to law en-
forcement agencies at all, since no one demanded mon-
ey from them, but wrote it only after communicating with
the SSU officers who came to their home, there were
also certain disagreements about the date of its writing,
the corresponding registration and the terms of entering
it in the unified state register of legal entities.

Regarding the application of PERSON_10 on the
basis of their testimony, it can be argued that they also
wrote it a few days after the official appeal to the SSU,
at first such a statement was not accepted from them,
instead they were given two voice recorders to record
the conversation, and only a few days after listening to
it, they were called to write a written statement, which
also did not pass any official registration procedure [11].

Another common violation is related to the lack
of proper procedural documents certifying the right of
employees of operational units to exercise control over
the commission of a crime in the form provided for by
the Criminal Procedure Code of Ukraine. The dual nature
of the SISAs already mentioned above in some cases also
leads to incorrect interpretation and, as a result, exceed-
ing by operational units of their powers provided for
specifically by the Criminal Procedure Code of Ukraine,
and not by the Law of Ukraine “On Operational Search
Activities”, either on their own initiative or on behalf of
an investigator or prosecutor. According to Article 41
of the Criminal Procedure Code of Ukraine, the SISAs in
criminal proceedings are conducted by operational em-
ployees only on the written instructions of the investiga-
tor, prosecutor, and the division of detectives, operation-
al and technical division and internal control unit of the
NABU - on the written instructions of the detective or
prosecutor of the Specialised Anti-Corruption Prosecutor's
Office [12]. In addition, judicial practice contains exam-
ples of going beyond the limits of authority in matters re-
lated to the SISAs, the investigator, and the prosecutor.
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According to the verdict of the Sloviansk city district
court of November 1, 2019, in case No. 243/6086/18,
“according to the court, the prosecutor violated the
mandatory order of Article 275 of the Criminal Pro-
cedure Code of Ukraine, which defines the powers ex-
clusively of an investigator in criminal proceedings to
involve persons in confidential cooperation. The court
notes that the involvement of PERSON_3 in confiden-
tial cooperation, which was carried out by the prosecu-
tor's decision of January 16, 2018, occurred through
the prosecutor's exercise of powers not provided for
by the Criminal Procedure Code of Ukraine.

According to the legal position set out in the
decision of the Grand Chamber of the Supreme Court
in case No 640/6847/15-k of 16 October 2019, if the
prosecution has taken all necessary and dependent
measures aimed at declassifying the procedural docu-
ments which were the basis for the SISAs, but they were
not declassified before the case was brought to court
for reasons beyond the control of the will or the proce-
dural conduct of the prosecutor, in such case, there is
no violation of Article 290 of the Ukrainian CCP by the
prosecution. The court should evaluate the evidence
obtained as a result of the SISAs in conjunction with de-
classified procedural documents that became the basis
for their conduct, and should not automatically recognise
such evidence as inadmissible” [13].

In addition, a significant number of acquittals is-
sued based on the results of judicial review of materials
of criminal proceedings in which control over the com-
mission of a crime was carried out are associated with
violations of the methods and procedure for recording
the course and the results obtained during control.

For example, in the acquittal of the Bolhrad district
court of November 27, 2019, in case No. 497/1260/18, ..
during these procedural actions: SISAs-audio-video moni-
toring of a person both on March 26, 2018, and on March 30,
2018, all the requirements of the Criminal Procedure Code
of Ukraine were not met, taking into account the following.
The senior operational commissioner drew up these proto-
cols on the results of secret investigative (search) actions,
but the progress of this procedural action was not recorded
in the SISA protocol. That is, the entire course of the proce-
dural action was not systematically reflected, and the senior
operational commissioner limited himself to reflecting only
the results obtained during the SISA".

During the conduct of such SISAs as monitoring
the commission of a crime, it was not specified:

- the date and time when the person involved in
confidential cooperation arrived at the premises of the
relevant operational unit to participate in the SISA -
control over the commission of a crime;

- who exactly among the operational employees
or specialists involved installed special audio and video
surveillance equipment on this person;

- what specific audio or video surveillance equip-
ment was installed on the person (the name and technical
characteristics of this equipment are not specified);
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- the time when that person left the premises of
the operational unit, and the route of their movement
to meet with the person in respect of whom the SISAs
are being conducted,

- control over the commission of a crime;

- the route of returning a person to the opera-
tional unit after monitoring the commission of a crime
is not specified;

-anemployee of the operational unitwho directly
removed video surveillance equipment from a person
involved in confidential cooperation is not specified;

- no persons present during these actions are
indicated [14].

As audio and video recording, in particular,
SISAs, are required under the provisions of the Crim-
inal Procedure Code of Ukraine, there is also a viola-
tion of the rules regarding these forms of recording
of the progress and results of crime control. In par-
ticular, “during the appeal review, the panel of judges
examined the letter attached by the prosecutor of the
deputy head of the main department for combating
corruption and organised crime of the Security Ser-
vice of Ukraine dated August 15, 2019, from which it
can be seen that in the process of conducting audio and
video monitoring activities in criminal proceedings
No0.420160000000002150, technical means were used
that are on the material register in the Department of
operational and technical measures of the Security
Service of Ukraine and were camouflaged accordingly.

Disclosure of information about the technical
means that were used to conduct the SISAs may lead to
the decoding of the forms and methods of work of the
Security Service of Ukraine. That is why data on their
use is not specified in the protocols. Thus, during the ap-
peal review, the panel of judges found that the technical
media available in the materials of criminal proceed-
ings on which the course and results of the SISAs that
were recorded in relation to PERSON_2 and PERSON_1
in criminal proceedings No. 42016000000002150 are
copies. The original materials on audio and video mon-
itoring of these persons have not been attached to the
materials of criminal proceedings and the prosecution
has not opened them to the defence in accordance with
Article 290 of the Criminal Procedure Code of Ukraine.

Considering the provisions of Part 3 of Article 99,
Part 3 of Article 107 and Part 4 of Article 254 of the Crim-
inal Procedure Code of Ukraine (as amended on April 13,
2012 No 4651-VI), according to which the production of
copies of the protocols on conducting the SISAs and their
appendices is not allowed, the panel of judges concludes
that copies of technical media available in the materials
of criminal proceedings within the meaning of Article 86
of the Criminal Procedure Code of Ukraine cannot be rec-
ognised as admissible evidence” [15].

The study suggests that typical violations during
the SISAs are also associated with an insufficient level
of regulation by departmental bylaws of the procedure
for conducting SISAs. For example, currently there are
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no regulations on the procedure and legal issues of
the procedure and tactics for conducting such a form
of control over the commission of a crime as a special
investigative experiment. The instruction on the or-
ganisation of secret investigative (search) actions and
the use of their results in criminal proceedings dated
November 16, 2012, defines only the concept of cer-
tain forms of control over the commission of a crime. In
particular, a special investigative experiment is defined
as the creation by an investigative and operational unit
of appropriate conditions in an environment as close
as possible to the real one, in order to verify the true
intentions of a certain person, in whose actions signs
of a serious or particularly serious crime are seen, to
monitor his or her behaviour and make decisions re-
garding the commission of a crime. In the future, the
text of the instruction sets out general provisions on the
authorisation, and procedure for conducting and fixing
the SISAs, attention is not focused on the specifics of
implementing each one separately [12].

The study defines that, according to the practice
of the European Court of Human Rights, provocation of a
crime exists when law enforcement officers do not limit
themselves to passively establishing the circumstances
of a person's possible commission of a crime in order
to collect relevant evidence and, if there are grounds
for it, bring a person to justice, but incite that person to
commit a crime, undermining the principle of fairness
of proceedings. The study argues for the need to apply
criteria for distinguishing permissible interference and
provocation in the course of monitoring the commis-
sion of a crime, which are formed according to the prac-
tice of the ECHR. Typical violations of the requirements
of the Criminal Procedure Law during control over the
commission of a crime are considered, which entails,
in particular, an insufficient level of regulation by de-
partmental bylaws of the procedure for conducting and
recording secret investigative (search) actions.
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Conclusions

The imperfection of the regulatory regulation of con-
trol over the commission of a crime in the provisions
of the Criminal Procedure Code of Ukraine and subor-
dinate acts leads to procedural and tactical errors on
the part of the prosecution in the process of conducting
them.

Such violations based on the results of the analysis
of investigative and judicial practice include:

1) provocation of a crime as cases when officials
involved, who are either employees of security agencies
or persons acting on their behalf, do not limit their ac-
tions only to the investigation of criminal proceedings
in essence in an implicit way, but influence the subject
in order to provoke him or her to commit a crime that
otherwise would not have been committed, in order to
identify the crime, that is, to obtain evidence and open
criminal proceedings (in accordance with the practice
of the ECHR);

2) lack of proper procedural documents in the
materials of criminal proceedings certifying the right
of operational employees to exercise control over the
commission of a crime;

3) violations in the choice of methods and pro-
cedures for recording the course and information ob-
tained during the control over the commission of a crime.
Such violations, in turn, lead to the inadmissibility of
using the information obtained in court proceedings
when proving it. Therefore, the efforts and resources of
the law enforcement system are nullified, and there is
also a violation of the constitutional rights of a person
not to be subjected to criminal punishment until the
guilt is legally proven.

Therefore, a promising area of further research
is the scientific development of issues related to im-
proving the regulatory support for monitoring the
commission of a crime, in particular, considering the
current practice of the ECHR.
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Gladiy I

BU3HaHHA HepJoONyCTUMUMMU O0Ka3iB,
OTPUMAaHMUX Yy XOAi KOHTPOJIO 32 BUMHEHHSAM
3/T0UMHY, Y KPUMIHAIbHUX NMPOBag)XeHHAX
LLLOAO 3/10UMHIB Y chepi cny)X60Boi AiANbHOCTI

€BreH BacunboBud Mapin

HauioHanbHa akageMia BHYTPILLIHIX cpaB
03035, nn. ConoM'aHcbKa, 1, M. KuiB, YKpaiHa

AHoTaUia

MeTa cTaTTi - pO3I/IAHYTH PO6JIeMU 3a6e3MeYeHHs JJOMYCTUMOCTI 0Ka3iB, OTpUMaHUX y XOA1 3AiHCHEeHHSA
KOHTPOJIIO 32 BUMHEHHSIM 3JIOUMHY ITi/l Yac KpUMiHa/JIbHUX NPOBA/PKeHb 1110/I0 3JI0YMHIB y cdepi ciayk60Boi
JisIIBHOCTI. YBary akIjeHTOBaHO Ha TOMY, 1[0 iHCTUTYT HerJIaCHUX CJIif4uX (pO3IUyKOBUX) Ziill Ma€ NoABIHHUHI
ONepaTUBHO-PO3IIYKOBUM Ta KPUMIHaJIBHUM INPOLECYaJlbHUKA 3MICT, OCKIJIBKM ONepaTHUBHO-PO3IIYKOBI
3axo/iu 6yso TMOKJAJIEHO B OCHOBY HerJIaCHUX (CJiJ4MX) PO3IIyKOBUX 3aX0/iB LLIAXOM TpaHcopmanii
MOPSAJKY iX MPOBEJIeHHS], 1[0 PI3BHUTHCS Cy6’ €KTaMH Ta HANPsIMaMH MO/Aa/IbLIOT0 BUKOPUCTAHHS OTPUMAaHUX
BifoMocTel. 3a3HayeHo, L0 CKJaJHA W HeAOCTaTHbO BHMBYEHA INpoOIeCyasbHa CYTHICTb KOHTPOJIIO 3a
BUMHEHHSIM 3JI0YMHIB CIPUYMHSE NMPo6JeMU B 3abe3nedeHHi JOMyCTUMOCTI /0Ka3iB, OTPUMaHUX Mif 4ac
Woro npoBeJieHHs. 3’scoBaHo, 1[0 KpruMiHa/IbHUH NpolecyasbHUM Ko/leKC YKpalHU BU3HAYa€E CleliaJbHUH
KpUTepill HeJONMyCTUMOCTI [Jl0Ka3iB, OTPUMaHMUX MiJj Yac KOHTPOJIIO 32 BUMHEHHAM 3JI0YMHY BHAC/Ii[OK
MPOBOKYBAaHHS 0COGM Ha BYMHEHHs LbOTO 3JIOUMHY 3 GOKY IPaBOOXOPOHHUX opraHiB. Ha migctaBi aHanizy
MaTepiasliB KpUMiHAJbHUX MPOBa/PKEHb BCTAHOBJIEHO, [0 MPOBOKALlisl 3JI0YHHY YaCTO € 06CTAaBHUHOO, 110
BHUKJIOYAE JONMYCTUMICTb J10Kas3iB, i CTAa€ MiICTaBOO /i1 BUHECEHHS BUIIPaBAYyBaJIbHUX BUPOKIB. JloBe/ieHO,
1110, BiZIMOBI/IHO /10 NIPAaKTUKU EBPONENCHKOTO CyAy 3 paB JIIDJUHU, NIPOBOKALLifl 3JI0UMHY HasiBHA TOJ|, KOJIU
MpaLiBHUKH PAaBOOXOPOHHUX OPTaHiB HE 0OMEXYIThCS TACUBHUM BCTAHOBJIEHHAM OOCTAaBUH MOXJIUBOTO
BUMHEHHS 0CO60K0 3JI0YMHY 3 MeTOl 30HpaHHS BiANMOBIAHUX AO0Kas3iB i, 32 HAsgBHOCTI Ha Te MiZCTaB,
NPUTATHEHHS 11 10 BiZINOBiaIbHOCT], a MiZI0YPIOIOTH 1110 0CO6Y 0 BAMHEHHS 3JI0YMHY, HiZIpUBAI0OYU TPUHLIUI
CIpaBe/IIMBOCTI CY/0BOr0 PO3rJsiZly. ApryMeHTOBaHO NOTpeby 3acTOCYBaHHS KpUTepiiB po3MexyBaHHS
JIOMYCTUMOTO BTPYYaHHS Ta MPOBOKaIil B X0Ji KOHTPOJIIO 3a BYMHEHHSM 3JI0YMHY, fIKi chopMoOBaHO 3a
MPaKTHUKOI EBPONENCHKOTO CyAy 3 MpaB JIIOJUHU. PO3rJIgHYyTO TUNOBI MOpPYyIIEeHHA BUMOTI KPUMIiHAJBbHOTO
[IpoLecyaJbHOTO 3aKOHY IIiJ| Yac NpoBeJeHHA KOHTPOJIIO 32 BYNHEHHAM 3JIOYUHY, 10 CIIPUYUHAE, 30KpEMa,
HeJ/l0CTaTHIN piBeHb ypery/b0BaHOCTI BiJOMYNMHU MiZI3aKOHHUMH aKTaMH NOPsJKYy NpoBeJieHHs Ta ikcanii
HerJIaCHUX CJif4ux (po3uykoBUx) Jid. Jlo Takux mopylieHb 3a pe3ysJbTaTaMU aHaJi3y caig4yoi Ta cyzoBoi
MPaKTHUKU HaJIeXXaTh: 1) MpoBOKallis 3JI0YMHY - BUTIA/[KHU, KOJIM 33/1isTHi TOCaZioBi 0c06H, 1110 € a60 paI[iBHUKaMHU
opraHiB 6e3neku, abo oco6aMy, 1110 AiI0Th 3a X JOPyUYEeHHSM, He 06MeXKyI0Tb CBOI Ail JIMIlle po3CcJlilyBaHHAM
KpPUMiHa/JIbHOT'O POBA/KEHHS 110 CYTi HESIBHUM CIOCO60M, a BIJIMBAIOTh Ha CY6’€KT 3 METOIO CIPOBOKYBATH
Horo Ha BYMHEHHS 3JI0YMHY, IKUW B {HLIIOMY BUMNA/IKy He GyJio 6 YIYMHEHO, 33/ TOTO, {006 YMOX/JIUBUTHU
BUSIBJIEHHS] 3JIOUMHY, TOGTO OTPUMAaTH J0Ka3W ¥ BiJKPUTH KpHUMiHa/bHEe NpOBa/pKeHHs (BiJAMoBifgHO 10
MPaKTUKU EBPONENCHKOrO Cy/ly 3 IPaB JIIOJUHH); 2) Bi/ICYTHICTb y MaTepia/iax KpUMiHaJIbHOI'O IPOBa/P)KEHHS
HaJIeXKHUX NPOoLiecyaJbHUX JOKYMEHTIB, AKi 3aCBil4yI0Th NPaBO ONEepaTUBHUX NpaLiBHUKIB 34IMCHIOBATH
KOHTPOJIb 32 BUMHEHHSM 3JI0YMHY; 3) MOPYLIeHHs B 06paHHi crtoco6iB i nopsaaky ¢ikcanii xoly Ta oTpuMaHUX
i/l Yyac KOHTPOJIIO 332 BUMHEHHSM 3JI0YUHY BifoMocTel. [lifcyMmoBaHo, 1110 HeZJOCKOHAIICTh HOPMAaTUBHOTO
peryJiloBaHH KOHTpPOJIIO 3a BYMHEHHAM 3JI0YMHY B IOJIOKeHHAX KpHMiHa/JbHOTO NpouecyaJbHOTO
KOZleKCy YKpaiHu U NiJiBifOMYMX aKTaxX NPU3BOAUTH IO NMPOLeCyaJbHUX | TAKTUYHUX TIOMUJIOK 31 CTOPOHU
06BHHYBaueHHs B ITpo1ieci ix npoBeieHHs. CBOEIO 4eprolo 1je MPU3BOAUTD /10 HeI0MYCTUMOCTI BUKOPUCTAaHHS
B CYZOBOMY MpOBaJpKeHHI MiJ, 4ac J0Ka3yBaHHS OTpPUMaHUX BifjoMocTel. YHacCHiOK LbOTO 3BOASATHCSA
HaHiBellb 3yCUJLJIS Ta PeCypcyd MPaBOOXOPOHHOI CUCTEMH, BiJI0YBAETHCA MOPYLUIEHHS KOHCTUTYI[IMHUX MpaB
0co6u He OYTH MiJilaHO0 KPUMiHa/JIbHOMY MOKapaHHIo, I0KK BUHY He Oy/ie J0Be/leHO B 3aKOHHOMY HOPSJKY

KnioyoBi cnosa:
KOHTPOJIb 32 BYNHEHHSAM 3JI0YMHY; CHIeL{ia/IbHUM CIAUYUI eKCIIepUMEeHT; IPOBOKaLlid 3JI0YMHY; JJONYCTUMICTh
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I ~roblems of legal regulation of control measures over employees

Introduction

The rapid development of technologies, and conse-
quently - the expansion of technical capabilities for
removing information from transport telecommuni-
cations and electronic information networks, public
and hidden wiretapping, control over electronic corre-
spondence and communication of individuals in social
networks, considering the provision of state and public
security, are becoming an integral part of modern life.
The use of special means to monitor the lives of citi-
zens helps to solve many problems: record (document)
events and/or acts of persons; control the situation
and/or prevent events that lead to negative consequences,
etc. At the same time, it poses a threat to the privacy of
every citizen's life.

The problem of expanding the scope of use of
special means has become acute due to anti-terrorist
and anti-epidemic measures, which provide for total con-
trol over the population of the state and/or its individual
strata in almost all spheres of public, and sometimes
personal life. In connection with the establishment of
quarantine in Ukraine and the introduction of long-
term restrictive anti-epidemic measures to prevent the
spread of COVID-19 caused by the SARS-CoV-2 corona-
virus on its territory, the issue of monitoring the per-
formance of labour functions in conditions when all or
a significant part of employees are forced to introduce a
remote form of work [1] has been updated.

Unfortunately, the number of such threats and
challenges to humanity will continue to increase. At the
same time, a logical and fundamental question arises
regarding the boundaries of the use of special means of
control in such conditions, that is, the boundaries be-
tween the general public danger as a “public good” and
private life as a “personal good” of a particular person [2].

Therefore, there is an extremely difficult, but
urgent problem of fixing in the labour legislation such
norms that would, on the one hand, provide an oppor-
tunity for the employer to control the performance of
employees' duties, in particular using technical means
of surveillance, and on the other - ensure the imple-
mentation of the labour rights and guarantees of em-
ployees provided for by the Constitution of Ukraine, in
particular, the right to a personal zone at the time of
performing their labour duties, not allowing actions that
degrade their honour and dignity [3].

It is important that video surveillance, wiretap-
ping and other measures of control over employees are
not discriminatory, which now has various forms and
manifestations [4-8].

Aspects of this problem became the subject of
research by specialists of various branches of law. In
particular, the issue of violation by employers of the
right to respect for the private life of employees was
considered by O.M. and O.V. Drozdovs [9], problems
on the right to respect and secrecy of correspondence:
0. Belichak, D. Bushkov, 1. Vietuhova [10], D. Sergeyeva,

I. Smolkova, N. Ustymenko, O. Fatyanov, V. Fedorenko [11],
P. Shevchuk, et al.

At the same time, comprehensive research in
the field of labour law on the problems of ensuring the
right of employees to privacy and a personal zone at the
time of performing their work duties is not enough.

Considering the existence of an objective need to
regulate labour relations regarding the control powers
of the employer over the performance of employees’
duties through recordings of their telephone conver-
sations with corporate phones, control over their elec-
tronic correspondence and communication in social
networks, provided that their labour rights and guaran-
tees are implemented, including the right to a personal
zone at the time of performing such duties, the purpose
of this study is a comprehensive analysis of theoretical
and practical problems and the formulation of scientif-
ically based conclusions and proposals for improving
the current and prospective legislation in this area of
law.

Presentation of Main Material

In the context of the economic crisis, the narrowing of
sales markets for products and services and, as a result,
the reduction of business entities, the demand for the
use of labour is rapidly decreasing. This means that the
actual dependence of employees on employers is only
increasing. Taking advantage of this dominant position,
employers believe that they can use their power with-
out any restrictions in organising and controlling the
production process.

Employers apply the following control measures:
recording employees' phone conversations with corpo-
rate phones; monitoring their email correspondence
and communication in social networks, and collecting
other personal data. Due to quarantine measures, when
new types (forms) of hired labour are used and the
possibility (necessity) of performing labour functions
outside the “stationary” workplaces of employees, such
control is becoming more and more relevant.

Disciplinary power of the employer, according to
the definition of L.V. Lazor, provides for the organisation
of hired labour and its management, the use of legal
and organisational means to ensure compliance with
the established order in production when employees
perform the work assigned to them. Such powers of the
employer are not only appropriate, but also necessary
in the conditions of market relations [12]. During the
implementation of such guiding functions of the disci-
plinary authorities, the employer will try to control em-
ployees as much as possible, using available technical
capabilities, while not restricting their rights and free-
doms.

The expansion of the scope of application of spe-
cial means of control over employees is a global trend.
For example, since January 2020, in accordance with
the provisions of regulation 2016/679, amendments to

Law Journal of the National Academy of Internal Affairs, 11(2), 45-55



the Polish labour code, employers have received a legal
mechanism with extensive opportunities for supervi-
sion of employees. In particular, employers can control
their employees by monitoring their email, recording
their phone calls, or tracking employees' corporate in-
stant messaging directly at the workplace. The new cor-
porate rules include provisions prohibiting the use, for
example, of official mail for personal purposes or man-
datory labelling of sent personal messages, etc. [13].

The author shares the position of .M. Vaganova,
who notes that the compulsory nature of the use of
technical means of control is based on psychological
influence, which is legitimate, since it implies a voluntary
volitional perception of observation by an employee.
The compulsoriness of these measures is manifested
in the fact that with the help of special systems, a per-
son is forced to voluntarily refuse to perform illegal
actions against the employer's property, and the use of
special control systems mobilises the employee during
the performance of labour duties, encourages clearer
compliance with internal labour regulations [14].

Although the latest technologies make it easier
for the employer to exercise control over the employee,
in particular, over their private life, but they make it
more difficult for the employee to identify this control,
to protect their right, and this problem is aggravated
by objective inequality between the parties to the em-
ployment relationship. Therefore, the priority area
for the development of modern labour legislation in
Ukraine is the renewal of the national legal system,
the creation of an effective mechanism for guarantee-
ing and ensuring the rights of employees during the
implementation of the employer's control functions to
determine the grounds, conditions, purpose, and lim-
its of the use of such control, and therefore, the scope,
features and grounds of existing restrictions on the
rights and freedoms of employees guaranteed by law.

To determine the limits of such interference and,
as aresult, the restriction of the employee's rights, it is
necessary to clarify the concept of “the right to privacy
of the employee during the performance of their work
functions”, because only this is the line beyond which
the employer's economic (disciplinary) power no longer
operates.

Defining is the provisions of Articles 8-11 of
the Convention for the protection of human rights
and fundamental freedoms ratified by Ukraine on
November 4, 1950, according to which the exercise
of rights by a person is not subject to any restrictions
other than those provided for by law and necessary
in a democratic society in the interests of national se-
curity and public peace, in order to prevent crimes,
protect health and morals, or protect the rights and
freedoms of others [15]. According to Part 1 of Ar-
ticle 8 of the convention, everyone has the right to
respect for their private and family life, their home
and correspondence.
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The right to this privacy is also provided for in
Articles 28, 31, 32 of the Constitution of Ukraine, speci-
fied in the provisions of Article 270 (the right to inviola-
bility of personal and family life, the right to respect for
dignity and honour, the right to secrecy of correspon-
dence, telephone conversations, telegraph and other
correspondence), Article 301 (the right to privacy and
its secrecy), Article 302 (the right to information) and
Article 307 of the Civil Code of Ukraine. According to
the rules of Article 271 of the Civil Code of Ukraine, the
content of an employee's personal non-property right is
their ability to freely, at their own discretion, determine
their own behaviour in the sphere of private life [16].

In addition, Part 4 of Article 23 of the Law of
Ukraine “On Information” prohibits the collection of
information about a person without his/her prior
consent, except in cases provided for by law [17]. Ac-
cording to the decision of the Constitutional Court of
Ukraine No. 5-zp of October 30, 1997, it is prohibited
not only to collect, but also to store, use, and distribute
confidential information about a person without his/her
prior consent [18].

At the same time, .M. Vaganova, studying the is-
sues of compliance with the rights of citizens to their
privacy, shares the thesis of civil law specialists who
consider “private life” a category that cannot exist within the
framework of labour relations, because the main purpose
of establishing control systems in places where the em-
ployer's property is concentrated is to record: the facts
of theft both during working and non-working hours;
actions that can further provide the owner with an evi-
dence base in cases of disputes with counterparties or
persons who have committed mercenary offences [14].
The study strongly disapproves this position, because,
firstly, performing labour functions, the employee does
not lose their human rights and freedoms, and therefore
the right to their privacy, and secondly, considering the
content of Part 2 of Article 9 of the Civil Code of Ukraine,
according to which the provisions of this code apply to
labour relations, if they are not regulated by other legis-
lative acts (in particular labour). Due to the lack of reg-
ulatory regulation by labour legislation of the right of
employees to their personal (private) life and its secrecy,
in particular, the secrecy of correspondence, telephone
conversations, telegraph and other correspondence, etc.
during the performance of labour functions, it is consid-
ered quite reasonable and logical to apply the norms of
civil legislation to these legal relations.

In national legislation, the concept of “personal
life” is mainly used as a synonym for the concept of “pri-
vate life” or, along with family life, as part of private life
(Article 15 of the Criminal Procedure Code of Ukraine),
but there is no regulatory definition of it. According to
the definition contained in the academic Explanatory Dic-
tionary of the Ukrainian language, “personal” is one that
directly concerns a person, is associated with them [19].
At the same time, according to the provisions of Article 9
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of the Constitution of Ukraine, Article 19 of the law
of Ukraine “On International Treaties of Ukraine” of
June 29, 2004 No. 1906-1V [20], Article 17 of the law of
Ukraine “On the Execution of Decisions and Application
of the Practice of the European Court of Human Rights”
of February 23, 2006 No. 3477-1V, the norms of interna-
tional law are part of the national legislation, they are
applied in accordance with the procedure provided for
the norms of national legislation, and the courts apply
when considering cases the convention and the prac-
tice of the court as a source of law. However, there is no
definition of “private life” in European legislation, which
also applies to the decision of the European Court of Hu-
man Rights (ECHR). In particular, the ECHR decision in
"Peck v the United Kingdom” states that the convention
does not cover the content of the term "private life",
since it describes it as “a term with a broad meaning
that cannot be defined” [21]. According to D. Vitkauskas, a
lawyer for the ECHR Secretariat, the European Court of
Justice does not give a clear definition of the concept of
private life, because the court quite deliberately avoids
such attempts and prefers to focus mainly on a specific
issue, considering it necessary to note that “private life”
is a broad concept that is not subject to an exhaustive
definition [22].

An example is the ECHR's decision in “Nimit v Ger-
many”, which states that it would be too strict to limit
privacy to an intimate circle where everyone can live
their personal life as they prefer, rather than completely
exclude the outside world from this circle. At the same
time, the concept of “private life” cannot be interpreted
in a restrictive sense; respect for personal life should
also partially cover the right to establish and develop re-
lationships with other people; it is not always possible to
clearly distinguish between these concepts and because
you can also carry out activities that relate to both pro-
fessional and business, and, conversely, it is possible to
do things that do not belong to the professional sphere
in the office or commercial office premises [23].

Based on the study of judicial precedents of the
ECHR regarding the rights of employees in the perfor-
mance of their duties, it can be stated that the concept
of private life belongs to the sphere of direct personal
autonomy, which includes aspects of moral integrity,
goes beyond the narrow limits of guarantees of life free
from unwanted publicity. Given this concept, the ECHR
considers that the right to respect for “private” life also
implies psychological integrity of a person, and the use
of technical means of control is precisely coercive in na-
ture and is based on psychological influence, which can
be legitimate, because it implies a voluntary volitional
perception of observation by an employee.

It is seen that the personal (private) life of an
employee is a special part of the private sphere of their
life (private zone), covering the time of performance of
his labour functions and consists in various relations,
phenomena, events, behaviour, etc., that do not have

public significance, including the sphere of their work,
defined and regulated by a person. Considering the fact
that employers naturally seek to protect their business,
their confidential information, the practice of the ECHR
confirms the legality of monitoring employees during the
performance of their work functions and prior warn-
ing about such surveillance, in particular, reading their
work correspondence, listening to conversations, etc.
And although actions regarding supervision on the part
of the employer can be recognised as legal and keep the
entire labour collective in “good shape”, however, this
is not unlimited. The employer's economic right ends
where such actions begin to affect the rights and free-
doms of employees, that is, there must be boundaries.
Although for whatever purpose it would not justify what
methods and means of surveillance the employer would
not use (records of telephone conversations with corpo-
rate phones; control over electronic correspondence and
communication in social networks, etc.), in fact, this is
access, collection, processing, accumulation and storage,
use, deletion or destruction, transfer of personal (per-
sonal) data of the employee in the meaning of the Law
of Ukraine "On personal data protection” of June 1, 2010
No. 2297-VI [24]. In addition, the employee's personal
data obtained as part of such surveillance is confidential
information, since it is information about them as an in-
dividual, and its processing without the consent of this
person, according to the law, is unacceptable, except in
cases clearly defined by law.

Considering personal conversations, communi-
cation using messaging programmes (Viber, WhatsApp,
Skype, etc.) and in social media, checking their own
email distracts employees from performing work func-
tions (although a well-known researcher on the organ-
isation of management D. Meister defends a different
opinion) [25], as well as the ability to transfer trade se-
crets to unauthorised persons, employers try to control
employees by tapping corporate phones, perlustration
of correspondence (secret printing and viewing of pri-
vate letters), etc. Admittedly, it is not a fact that the dis-
closure of corporate information can occur exclusively
with the use of corporate means of communication, it
is possible mainly by negligence. Although for the most
part, such disclosure occurs outside the employer's
control, there is a question of access to and use of corpo-
rate (confidential) information, and this is the exclusive
competence of the employer. An interesting practice of
the ECHR has developed in this regard.

The ECHR judgment of 25 June 1997 in “Alison
Halford V. the United Kingdom of Great Britain and
Northern Ireland” on the protection of private life while
using the office telephone states that the ECHR case-
law certifies that telephone conversations from office
premises and from home fall within the meaning of
Article 8 of Section 1 of the Convention, and therefore,
Article 8 is applicable to this part of the complaint. In
addition, the court noted that it was reasonable that
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the applicant's calls from her office were tapped by the
police with the primary aim of collecting materials that
would help them defend themselves in the gender dis-
crimination proceedings brought against them [26].

The decision of the ECHR in the case “Uzun w.
Germany” is relevant from the standpoint of protecting
the personal data of employees regarding tracking the
movement of a person using GPS tools. The court found
that monitoring the applicant through a global system
of positioning and processing and using the informa-
tion obtained in this way was an interference with the
exercise of his right to privacy, protected by Article 8 of
Section 1 of the Convention [27].

Important is the decision of the Grand Chamber
of the ECHR of September 5, 2017, in the case “B. Mihai
Barbulescu v. Romania” regarding the protection of pri-
vacy when using a company phone and correspondence
using the Yahoo Messenger online chat service via the
internet, sent from the workplace. The court noted that
Article 8 of the Convention guarantees the right to “pri-
vate life” in a broad sense, covering the right to lead a
“private social life”, that is, the ability of an individual
to develop their social identity, and this right establishes
the ability to get closer to others to establish and de-
velop relations with them. The court considers that
the concept of “private life” may include professional
activities or activities taking place in a public context.
Restrictions in a person's professional life may fall un-
der Article 8 if they affect the way they build their own
social identity by developing relationships with others,
because it is in the process of working life that most
people have almost the highest opportunity to develop
interaction with the outside world, and for the legality
of verification, the employee must be warned about all
the features before starting it.

The ECHR has defined the criteria for assessing
the proportionality of the measures used to control the
correspondence of employees, the purpose of whether
employees are sufficiently protected from the possible
arbitrariness of employers, namely: (1) whether the
employee was warned in advance and clearly about
the nature of the inspection; (2) the scope of such in-
spection and the degree of interference in the privacy
of the employee (the content of the correspondence
is checked; the whole or only part of the correspon-
dence, or the check is limited in time and by the num-
ber of persons involved in the check); (3) whether the
employer has legal grounds for justifying the need
to check the content of the correspondence, because
since the check of the content of the correspondence
involves a more significant “interference”, it should
have a weightier justification; (4) whether a less intru-
sive control system than direct access to the content of
the employee's correspondence could have been im-
plemented; (5) whether the employee had adequate
guarantees, especially in cases where the inspection
by the employer was of the nature of “intervention”,

Law Journal of the National Academy of Internal Affairs, 11(2), 45-55

Kravchenko IS

and in the absence of a warning, the inspection is im-
possible; (6) the employee's unconditional opportunity
to challenge in court actions regarding the employer's
inspection of such correspondence [28].

Consequently, telephone calls and personal cor-
respondence from premises where economic activities
are carried out probably fall under the concepts of “pri-
vate life” and “correspondence” under Article 8 of the
Convention. It is logical to conclude that electronic mes-
sages sent from work should also be protected under
Article 8 of the Convention, and information obtained
as a result of monitoring a person's use of the Internet
(“Copland v. the United Kingdom”) [29]. This approach
of the ECHR corresponds to Parts 1 and 2 of Article 306
of the Civil Code of Ukraine [16]. It is seen that such
“surveillance” within the enterprise, organisation, in-
stitution of employees can also be prevented by pre-
scribing an appropriate provision in the internal labour
regulations, which are developed and approved by the
employer not alone, but only in agreement with repre-
sentatives of the labour collective, which should indi-
cate the purpose of recording telephone conversations,
monitoring electronic correspondence and visiting so-
cial networks, etc., with restrictions provided for by the
established norms. If the information collected in this
way is considered “risky” (it poses a particular risk to
the rights and freedoms of personal data subjects, con-
tains, in particular, information about the location, state
of health, political views, etc.), its processing should be
notified within thirty working days from the date of
the beginning of such processing in accordance with
the established procedure to the Commissioner for the
processing of personal data (Part 1 of Article 9 of Law
No. 2297-VI).

National judicial practice is also being formed re-
garding the violation of the right to privacy of telephone
conversations, which causes mental suffering and is a
presumption of causing moral harm to a person, if the
offender does not prove the absence of their guilt. The
content of the decision of the Supreme Court of Ukraine
dated September 27, 2017 in case No. 6-1435cs17, ac-
cording to which a telephone conversation involving
the use of obscene language took place between the
plaintiff and an employee of a car service, is indicative.
The plaintiff was warned that the conversation would
be recorded, and he agreed. After some time, the re-
cording of the conversation was posted on the YouTube
video hosting site without the plaintiff's consent. The
Supreme Court of Ukraine, guided by the presumption
of guilt of the offender (defendant) in this type of tort,
noted that it is the defendant (the employer of the rude
person) who must prove the absence of their guilt in
the fact that as a result of their violation of the right to
secrecy of telephone conversations, the plaintiff expe-
rienced emotional unrest, because only then there are
no grounds for collecting moral damage from the of-
fender. The APU also noted that the plaintiff's proof of
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mental suffering is unacceptable, given the legal essence
of the constitutional right to secrecy of telephone conver-
sations. The court showed the need to take into account
Article 276 of the Civil Code of Ukraine, according to
which the violated personal non-property right must be
restored by the court with compensation for moral dam-
age caused by its violation. In this case, the restoration of
the plaintiff's personal non-property right to the secrecy of
the telephone conversation would be the removal of its
recording from free access on the network, that is, from
YouTube, and the defendant would have to provide relevant
evidence to the court in this regard [30].

Although, in this case, it was a violation of the
private life of another person (client of the employer),
when the employee himself could violate these rights
of another person, it is important that the judicial
practice regarding the secrecy of telephone conver-
sations during work is formed primarily considering
the requirements of Part 2 of Article 13 of the Law of
Ukraine “On the Judicial System and Status of Judges”
of June 2, 2016 No. 1402-VIII regarding the obligation
to execute court decisions that have entered into legal
force by everyone, as for individuals and legal entities
throughout Ukraine [31].

Therefore, based on the analysis of judicial prac-
tice, the following conclusion is obtained: if before
listening/recording/viewing, the employer receives
consent from all participants in the conversation (in
particular, the employee), then the ban on surveillance
does not work, because if all persons have agreed to
track their communication (that is, that it will not be
secret), then the constitutional guarantee to ensure
the employee's right to privacy is not applied. Howev-
er, if such consent is not obtained, and surveillance is
conducted, in particular hidden, then for violation of
this right of the employee, the employer's officials face
criminal punishment: under Article 163 (violation of
the secrecy of correspondence, telephone conversa-
tions, telegraph or other correspondence transmitted
by means of communication or through a computer);
Article 182 (violation of privacy); for viewing in social
networks - Article 361 (unauthorised interference in
the operation of electronic computers (computers),
automated systems, computer networks or telecommu-
nication networks) of the Criminal Code of Ukraine of
April 5,2001 year No. 2341-11I [32].

At the same time, the right to private life, the
personal zone of the employee during the performance
of their duties, along with determining the terms of
the employment contract, are absolutely unchanged,
even when the employee can give consent to interfere
in such a private zone. An example is the current Swiss
law, which provides for the establishment of mandato-
ry norms aimed not only at protecting the fundamental
rights of the employee as the weakest party to the con-
tract, but also at developing the entrepreneurial auton-
omy of the employer and the state economy as a whole.

According to Article 319 of Title X of the Swiss
law of obligations of March 30, 1911 (with subsequent
amendments), the protection of an employee's identity
means the protection of life, health, and respect for the
personal moral rights of an employee, it is carried out
imperatively. These mandatory legislative norms that
restrict the autonomy of the will of the parties when
concluding or changing an employment contract are
aimed at protecting the social and personal rights of
the employee. The content of these norms cannot be
changed by the will of the parties to the employment
contract either in the direction of deterioration of the
situation of both parties, or in the direction of deterio-
ration of the situation exclusively of the employee, pri-
marily in the aspect of protecting their personality [33].

Therefore, even if the employer, using its domi-
nant position, finds convincing words for the employee
about the possibility of violating the boundaries of his
private life, the latter, according to the requirements of
the law, cannot grant such permission. If, without re-
ceiving the employee's alleged objection, the employer
still violates such limits, this should be considered an
offence.

Since the Verkhovna Rada of Ukraine is delay-
ing the adoption of the Labour Code, the study sug-
gests that the analysed practice of the ECHR gives
grounds to regulate legal relations between employ-
ers and employees to ensure the right to privacy of the
latter right now. At the same time, in order to prevent
discrimination and violation of the right to privacy of
an employee (personal data subject) in the draft La-
bour Code of Ukraine of December 27, 2014 No. 1658,
prepared for the second reading, is provided for in Ar-
ticle 29 “Control over the performance of employees'
labour duties” [34]. If there are no objections to Part 2
of this Article, even after taking into account the pro-
posals to the content of this Article between readings
from the standpoint of observing the rights of the em-
ployee, the proposed version of Part 1 of this norm is
still not perfect. The legislators did not consider the
fundamental and practical comments contained in the
analytical note of the National Institute for Strategic
Studies, either regarding the term “features of produc-
tion”, or regarding the ban on the collection and stor-
age by the employer of information about the personal
life of an employee (the need to determine the list of
information that is considered confidential, the estab-
lishment of a ban or at least strict regulation of the
possibility and procedure for its publication, except
in cases defined by law), or regarding the restriction
and regulation on the installation of such technical
means [35]. Consequently, the adoption of Article 29
of this draft law, taking into account these comments,
will be aimed at protecting the labour rights of em-
ployees and strengthening the guarantees of their
rights to privacy when performing their labour func-
tions.
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The scientific originality of the study lies in the
fact that the issue of the legality of the employer's con-
trol over an employee using technical means has been
comprehensively investigated, considering their types,
legal requirements, in particular, the practice of the
ECHR and national judicial practice. This actualises
the need for a thorough study of the regulatory regula-
tion of technical control of employers over employees
using the removal of information from transport tele-
communications and electronic information networks,
wiretapping, control over electronic correspondence
and communication of persons in social networks. The
study substantiates the expediency of normative con-
solidation in the legislation of Ukraine of the concept of
private life of an employee during the performance of
labour functions, defines possible limits for restricting
the rights and freedoms of employees from interference
by the employer's economic (disciplinary) authorities
in the sphere of its private autonomy:.

Conclusions

Ukraine, as a state governed by the rule of law, must
ensure the fulfilment of its international obligations,
in particular, in the field of human labour rights, and
the protection of employees from the arbitrariness of
employers when they exercise control over employees
using technical means.

Legal regulation of the protection of personal
data of employees obtained, in particular, during the
recording of their telephone conversations on corpo-
rate phones agreed with them; control over their elec-
tronic correspondence and communication in social
networks, etc., needs to be developed based on the
experience of the countries of the European Union,
which have gone through the process of developing
an effective mechanism for ensuring the right of em-
ployees to a personal zone during the performance of
their duties. The studied practice of the ECHR allows
regulating these relations between employers and em-
ployees in Ukraine to ensure the latter's right to privacy.
At the same time, without a high-quality settlement of
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Ukraine “Basic labour rights of employees” should be
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subparagraph 6-1, stating it in the following wording:
“6-1) ensuring the right to the private life of an employee
during the performance of their labour functions, in-
cluding the right to a personal zone at the time of per-
formance of such duties by an employee”.

The last sentence of Part 1 of Article 29 of the
draft should read as follows: “During the exercise of
control, including video, audio, etc., actions that de-
grade the honour and dignity or violate other rights of
employees, including their right to privacy, the secrecy
of personal correspondence, communication in elec-
tronic information networks, telephone conversations,
electronic and other correspondence, in particular, using
telephones and other technical means of the employer
are not allowed”.

Part 1 of Article 29 of the draft should be sup-
plemented with paragraph 2, stating it in the following
wording: “During the exercise of control, it is not al-
lowed to collect, store and disclose information about
the personal (private) life of employees without their
written consent. The list of such confidential information
is established by law”.
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NMpo6nemMn NpaBoBOro perystoBaHHSA
3axoAiB KOHTPOJ1I0O 3a HAMMaHUMM NpaLuiBHUKaMM

Irop Mukonamnosmny KpaB4eHKo

JTyraHCbKUIM aepyXaBHUM YHIBEPCUTET BHYTPILWHIX cnpaBb iM. E. O. [lionopeHKa
93400, Byn. [lIoHeLlbKa, 1, M. CeBEpOOHELLbK, YKpaiHa

AHoTauia

Y craTTi 37iliCHEHO aHaJIi3 HOPM Hal[iOHAJIbHOTO Ta EBPONENCbKOI0 3aKOHOJABCTBA, MPAaKTUKK EBPONENCHKOro
CyZy 3 IpaB JIIOAWHU W HallilOHAJIbHUX CYZIB I10JI0 3aXUCTy MpaBa NpaLiBHUKIB HA IPUBAaTHE XKUTTA MiJ 4ac
BUKOHAHHA TPyA0oBUX OYHKLIN. JlocaimkeHo npo6eMy 36epekeHHs] «[IPUBATHOI aBTOHOMIi» MpalLiBHUKIB
nij yac 34ificHeHHsI po60TO/aBIleM KOHTPOJIIO 32 BUKOHAHHAM TaKUX QYHKILIN i3 3aCTOCYBAaHHAM TEXHIYHUX
3aco6iB i cmoco6iB. AprymMeHTOBaHO HeOOXiZHiCTb HOPMAaTUBHOIO BU3HAYEHHs MeX OOMeXeHHs NpasB i
cB0O06O/] MpaliBHUKIB B YyMOBaxX TaKOro KOHTPOJIO. MeTow [AOC/i/pKeHHsI € OOIPYHTYBAHHS JOLIJbHOCTI
HOPMaTUBHOTO 3aKpillJIeHHA B HalllOHAJbHOMY 3aKOHOJABCTBI MEBHUX rapaHTIN A/ NpaliBHUKIB y pasi
BTpPy4YaHHs Xasskcbkol (AucuumaiHapHoi) BJaAu po6oTojaBus y chepy iXHbOI NpHUBATHOI aBTOHOMI{
i/l Yac BUKOPUCTAHHS TeXHIYHUX 3ac006iB. HaykoBa HOBH3HA JOCTIKEHHS MOJISITAE B TOMY, 110 MUTAHHSA
MPaBOMIpPHOCTI NMPOCAYXOBYBaHHSA TesePOHHUX PO3MOB, KOHTPOJIO 33 eJeKTPOHHHUM JIMCTYBAaHHAM |
CHiZIKyBaHHSIM NpaLiBHUKIB y COLlia/IbHUX Mepexax I1iJj YaC BUKOHaHHsI HUMU TPY/A0BUX QYHKIIiN € YaCTUHOO
KOMILJIEKCY MyOJikanii 1moso Mex BTpPy4YaHHS pPo6OTO/AaBIl 3 BUKOPUCTAHHAM TeXHIYHUX 3aco6iB y
NpUBaTHE XXUTTSA NpayuiBHUKIB. [I[peameT foCai>)KeHHA 3aCBiUy€ aKTyaJlbHICTh HOPMaTUBHOTO BU3HAYEeHHA
HaliOHaJIbHUM 3aKOHOJJaBCTBOM NPUBATHOI aBTOHOMII NpaliBHUKIB Ta Il MeX 1010 TPAaBOBUX rapaHTIiN BiJ
3a3ixaHb po6oToAaBia. OXOpoHa Ta 3aXUCT NpaB NPaLiBHUKIB Mif Yac BUKOHAHHS HUMHU TPYJOBUX QYHKLIH
Bii BTpy4YaHHS JMCLMILIIHAPHOI BJIaZu poboTojaBls y cepy ixHboI mpuBaTHOI aBTOHOMII, CTeKeHHs 3a
CHIZIKyBaHHSIM B eJIEKTPOHHUX iHPOpMaLiiHUX Mepexax, 3MicToM TesiepOHHUX PO3MOB U eJIeKTPOHHOI Ta
iHmoi kopecnoHieHIil He MOXYTb 6YyTH epeKTUBHMMU 6€3 HOPMAaTHUBHOTO BU3HAYEHHS JONMYyCTUMUX MEX
TAKOr'o BTpy4YaHHH B IpUBATHe XKUTTH NIPaLliBHUKIB

Kniouyosi cnosa:

po6oToJaBelb; HAMMaHUM NpaliBHUK; TPYJOBUH A0roBip; poboye Micie nmpariBHUKA; iCTOTHI YMOBH
npari; TaEMHUIS JUCTYBaHHS; TAEMHULSA TeJlepOHHUX PO3MOB; TAEMHUIA eJIeKTPOHHOI, TeserpadpHoi
Ta iHIIOo{ KopecnoHAeHLil; ayiocnocTepexeHHs (MPOCJyXOBYBaHH:) NpaliBHUKA; 3aXUCT NpaB i cBo6O,
JIIOJIMHU ¥ rpOMaJiIiHUHA; NepCoOHa/bHI JaHi
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Abstract

Having analysed the reform in the field of urban planning, this study aims to investigate the administrative
and legal status of the State Inspection of Architecture and Urban Planning in cases of administrative offenses
provided for in Article 96 of the Code of Ukraine on Administrative Offenses and the specifics of its powers; to
systematize proposals for improving the activities of the State Inspection of Architecture and Urban Planning
regarding proceedings, detection of violations and bringing to administrative responsibility under Article 96 of
the Code of Ukraine on Administrative Offenses. In accordance with the purpose and specificity of the research
subject, a number of methods were used, which include: descriptive, systematic analysis, generalization,
comparative method, functional and other methods of scientific knowledge. The scientific originality of the
study is due to the fact that the author has for the first time investigated the administrative and legal status
of the State Inspection of Architecture and Urban Planning in cases of administrative offenses provided for
by Article 96 of the Code of Ukraine on Administrative Offenses. The relevance of improving the activities
of not only the divisions of the State Inspection of Architecture and Urban Planning, but also other divisions
that implement state policy in the field of construction is substantiated. It is proposed to make changes to the
legislation of Ukraine regarding the expansion of the powers of the State Inspectorate of Architecture and Urban
Planning in detecting violations and conducting proceedings in the field of construction, and it is also proposed
to harmonize the Law of Ukraine “On Regulation of Urban Planning Activities”. Development of activities with
the resolution of the Cabinet of Ministers of Ukraine dated December 23, 2020 No. 1340 “Some Issues of the
Functioning of Architectural and Construction Control and Supervision Bodies”. On the basis of the conducted
study of the administrative and legal status of the State Inspection of Architecture and Urban Planning, a
conclusion was formulated, according to which the Law of Ukraine “On Regulation of Urban Planning Activities"
dated February 17, 2011 needs to be supplemented, since its content does not reflect the administrative status
of the State Inspection of Architecture and Urban Planning as a central of the executive authority, which carries
out control and supervision in the field of urban planning
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Introduction

The construction industry in Ukraine is important for
supporting the national economy. The quality of life of the
population depends on the success of its functioning. At
the same time, one of the most significant obstacles in this
area is corruption.

According to research, the field of urban planning
is one of the most complex and corrupt in Ukraine, and
therefore a source of illegal enrichment. In general, losses
from corruption in the field of urban planning amount to
UAH 2.7 to 3.5 billion per year [1]. Considering the above,
the authors share the opinion that “corruption was, is
and, obviously, will be (at least in the near future) one
of the biggest and most global problems in Ukraine” [2].
Therefore, it is necessary to work on reducing its level,
since “otherwise one of the largest countries in Europe
in terms of the potential of human and natural resources
will be one of the poorest on the continent” [3]. In this
connection, reformation takes place in various spheres
of social life. Therefore, it is necessary to reform the con-
struction industry.

The development of national policy in the field of
urban planning requires clear legislative regulation of the
activities of all participants and determination of their ad-
ministrative and legal status, transparency and liberaliza-
tion of their functioning and accountability. V.V. Stukalenko
emphasizes the need to harmonize the mechanism of
bringing to administrative responsibility in the field of
urban planning with current international standards[4].
Effective implementation of this policy is impossible with-
out ensuring effective regulation of control and supervi-
sory functions in the field of urban planning. Taking into
account the above, a completely expected step is the cre-
ation of a new central body of executive power, the activity
of which is directed and coordinated by the Cabinet of
Ministers of Ukraine through the Minister of Community
and Territorial Development and implements state policy
in the field of state architecture and construction, control
and supervision - this is the State Inspection of Architec-
ture and urban planning of Ukraine (hereinafter - DIAMP).

In the science of administrative law, problems of
the functioning and legal status of state bodies in the field
of urban planning were considered by V.B. Averyanov [5],
M.L. Braginskyi [6], O.E. Yershov [7], P.V. Kivalov [8],
VK. Kolpakov [9] and others. The researchers outlined
the powers and theoretical foundations of the activities
of the state architectural and construction control bodies.
However; after the reform in the field of urban planning, the
administrative and legal status of DIAUP and the pros-
pects for improving the control function of this state body
in the context of modern processes of decentralization of
Ukrainian politics were quite neglected.

The purpose of the study is to investigate the
administrative and legal status of the DIAP in conducting
cases on administrative offenses provided for by Article 96
of the Code of Ukraine on Administrative Offenses. To
achieve the goal, the following tasks are planned:
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1) consider the specifics of the powers of SIAUP;

2) to systematize proposals for improving the ac-
tivities of the DIAP in the conduct of cases on adminis-
trative offenses provided for in Article 96 of the Code of
Ukraine on Administrative Offenses.

Presentation of Main Material

The study of the administrative and legal status of SIAUP
makes it possible to highlight the specifics of the pow-
ers of state bodies that carry out administrative control
over compliance with the requirements of legislation re-
garding building regulations, standards, and rules during
construction.

As for the scientific category “administrative-legal
status”, there is no clear definition of it in science, which
causes separate discussions among researchers. In par-
ticular, D.M. Bachrach and V.B. Averyanov assume that
the administrative-legal status contains three blocks of
elements: a) targeted; b) structural and organizational;
c) competent [5]. In this study, the authors lean towards
the position of researchers who in the textbook “Admin-
istrative Law of Ukraine” (under the general editorship
of Academician S.V. Kivalov) consider the administra-
tive-legal status of the executive power body through the
prism of functions, tasks and competence [8]. Therefore,
this study will highlight the functions, tasks and compe-
tence of DIAP as a subject of administrative control in
accordance with Article 96 of the Code of Ukraine on
Administrative Offenses.

The administrative and legal status of the Inspec-
tion of Architecture and Urban Planning was formed un-
der the influence of the requirements of modern society.
In the end, corruption and non-transparent performance
of official duties by employees of the state architectural
and building inspection led to its liquidation and the be-
ginning of reforms.In March 2020, at an off-site meeting
of the government, the President of Ukraine announced
the liquidation of the State Architectural and Construc-
tion Inspection (SDAI) and the adoption of a resolution
of the Cabinet of Ministers of Ukraine on the creation of
three new bodies instead of DIAUP: the State Town Plan-
ning Inspection, the State Technical Regulation of Town
Planning and the State Service of Town Planning. Each
organ has special functions. The functions of control and
supervision in the construction system are assigned to
the State Urban Planning Inspectorate. Subsequently, the
created bodies were optimized and a new central body
of executive power was formed in the field of implemen-
tation of the architectural and construction policy of the
state - the State Inspection of Architecture and Urban
Planning of Ukraine. The administrative and legal status
of the newly created body is special. In their activities,
inspectors use a single state electronic system in the field
of construction. The main components of the system in-
clude a new Register of construction activities, a public
portal, electronic offices and automated construction
services on the Diya portal.
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There are no corruption risks under the new
system. The single state electronic system in the field
of construction minimizes contacts between process
participants as much as possible. Thanks to this sys-
tem, construction processes are carried out clearly and
transparently. The urban planning reform is based on
two key theses: the liberalization of certain construction
processes, and on the other hand, the criminalization of
responsibility for violations, as noted by the Minister of
Community and Territorial Development Oleksiy Cher-
nyshov [10].

The newly created body - the State Inspection of
Architecture and Urban Planning - reflects the need
of society, developers and the state to introduce new ap-
proaches to activity and control in the field of urban plan-
ning. Minister 0. Chernyshov noted during a press con-
ference in Ukrinform: “SIAUP is not a substitute for SACI.
This is a completely new body, with a new structure, with
new powers, with new principles of work” [11].

Unlike the State Architectural and Construction
Inspection, which had four main functions: architectur-
al and construction control, implementation of permit
procedures, implementation of licensing and regulatory
activities [12], DABI is a central body of executive power,
whose activities are directed and coordinated by the
Cabinet of Ministers of Ukraine through the Minister
development of communities and territories and imple-
ments state policy on issues of state architectural and
construction control and supervision. It was formed on
the basis of the resolution of the Cabinet of Ministers
of Ukraine No. 1340 dated 12/23/2020 [13] instead of
the State Construction Inspectorate and the State Urban
Planning Service. On March 13, 2020, instead of the State
Architectural and Construction Inspection of Ukraine,
the Cabinet of Ministers allowed DABI to carry out state
architectural and construction control and supervision
dated 09/15/2021, finally liquidating DABI [14].

The administrative and legal status of DIAUP can
be outlined with the help of the tasks performed by the
newly created body, namely: implementation of state
policy on state architectural and construction control
and supervision, in particular: implementation of state
architectural and construction control; of state architec-
tural and construction supervision, licensing of types of
economic activity in the construction of objects, according
to the class of consequences (responsibility) belong to
objects with medium (CC2) and severe (CC3) conse-
quences, and the implementation of control over compli-
ance by business entities with licensed according to the
conditions of carrying out types of economic activity for
the construction of objects, according to the class of con-
sequences (responsibility), they belong to objects with
medium (CC2) and severe (CC3) consequences.

Since this study aims to investigate the adminis-
trative and legal status of the DIAP in the proceedings in
cases of administrative offenses provided for in Article 96
of the Code of Ukraine on Administrative Offenses, it
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is worth noting that this work includes violations of legis-
lative requirements, building norms, standards and rules
during construction. SIAUP has the authority to conduct
inspections; issue orders to eliminate violations of legis-
lative requirements, stop preparatory and construction
works, eliminate violations of license conditions; carry
out licensing; cancellation or suspension of the decision
of the objects of supervision, etc. It has the ability to ex-
ercise its powers directly and through territorial bodies
formed in accordance with the established procedure.

In accordance with the Regulation approved by
the Resolution of the Cabinet of Ministers of Ukraine dated
December 23, 2020 No. 1340 “On the State Inspection of
Architecture and Urban Planning of Ukraine”, the admin-
istrative and legal status of this state body can be deter-
mined through its administrative powers:

- preparation and submission to the Minister
of proposals to ensure the formation of state policy on
the issues of state architectural and construction control
and supervision. The central body is endowed with such
powers, its proposals cannot be ignored by an official;

- implementation of state architectural and
construction control over compliance by customers,
enterprises that provide engineering support for the
construction site, architects and other designers, con-
tractors, experts, expert organizations responsible for
executors of works, consulting engineers, within the
limits of the powers defined by law owners of buildings
and linear structures in compliance with the require-
ments of legislation in the field of urban planning, building
regulations, standards and rules during the performance
of preparatory and construction works [3];

- implementation of state architectural and
construction supervision over compliance with the re-
quirements of legislation in the field of urban planning
activities, construction norms, standards and rules by
territorial bodies of DIAUP, authorized bodies of urban
planning and architecture, structural subdivisions of the
Kyiv and Sevastopol regional state administrations, ad-
ministrations and executive bodies of village, settlement,
city councils from issues of state architectural and con-
struction control, other bodies exercising control in the
field of urban planning activities (hereinafter referred to
as objects of supervision), during the implementation of
urban planning activities;

- licensing of types of economic activity for the
construction of objects, which according to the class of
consequences (responsibility) belong to objects with
medium (CC2) and high (CC3) consequences, control
over compliance by economic entities with license con-
ditions for carrying out types of economic activity with
construction of objects, according to the class of con-
sequences (responsibility), belong to objects with medi-
um (CC2) and severe (CC3) consequences;

- implementation of licensing and registration
functions in construction in cases specified by legis-
lation. In addition, the competence of SIAUP includes:
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conducting inspections of the compliance of preparatory
and construction works with the requirements of con-
struction norms, standards, rules, and the requirements
of the approved project; verification of compliance with
the order of inspection and certification of objects, im-
plementation of measures to ensure reliability and safety
during their operation; implementation of control over
compliance by business entities with license conditions
for carrying out types of economic activity in the con-
struction of objects that, by the class of consequences
(responsibility), belong to objects with medium (CC2)
and severe (CC3) consequences; to check compliance by
architects, design engineers, experts, other responsible
executors of the requirements of legislation, construc-
tion regulations, standards and rules, requirements for
compliance with qualification certificates of the class of
consequences (responsibility) of objects determined by
qualification requirements for the corresponding or low-
er category of employees, as well as legality decisions in
the field of urban development, adopted by the objects of
supervision [15]. Among the administrative and power
functions of DIAUP, which determine its special admin-
istrative and legal status in proceedings in accordance
with Article 96 of the Code of Ukraine on Administrative
Offenses, the following can be distinguished:

- the ability to give binding instructions regarding:

- elimination of violations of the requirements of
legislation in the field of urban development, building
regulations, standards and rules;

- suspension of preparatory and construction
works;

- elimination of violations of legislation requirements
in the field of urban planning by objects of supervision;

- elimination of violations of the licensing condi-
tions for the implementation of types of economic activity
for the construction of objects, which according to the
class of consequences (responsibility) belong to objects
with medium (CC2) and severe (CC3) consequences;

- elimination of violations of legal requirements
in the field of urban planning by enterprises providing
technical conditions for engineering support of the con-
struction object, architects, other designers, contractors,
experts, expert organizations, responsible executors of
works, consulting engineers, owners of buildings and
linear structures, customers.

DIAP cancels or terminates the effect of the de-
cisions taken by the objects of supervision regarding
the violation of the requirements of legislation in the
field of urban planning activities, with the simultaneous
drawing up of a protocol in accordance with the Code of
Ukraine on administrative offenses and the subsequent
publication of such information on the official website
of SIAUP. In addition, inspectors are authorized to draw
up reports of inspections, protocols on the commission
of offenses, to consider cases of offenses in the field of
improvement and cases of administrative offenses with
the adoption of relevant resolutions, to impose fines in
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accordance with the legislation. DIAP, in the course of
supervision, may submit a request to the body that grant-
ed such right to deprive an official of the subject of super-
vision of the right to perform certain types of work. An
important function of DIAUP is that inspectors have the
right to prohibit the operation of completed construction
facilities that have not been put into operation by a mo-
tivated written decision. It is necessary to monitor the
execution of the issued instructions. The newly created
central body of the executive power — DIAUP - must develop
and participate in the preparation of international agree-
ments of Ukraine on matters of state architectural and
construction control, conclude interdepartmental inter-
national agreements of Ukraine in accordance with the
law, and carry out international cooperation on issues
within its competence. SIAUP registers the notification of
the start of preparatory work, the notification of the start
of construction work, makes changes to them, and also
cancels the right to start the preparatory or construction
work acquired on the basis of the submitted notification.
DIAUP also exerts administrative and legal influence by
issuing permits for construction works, registering no-
tices of changes to them or refusing to issue such per-
mits, canceling permits for construction works. Accepts
completed construction objects into operation in the es-
tablished order (issues acts of acceptance into operation
of completed construction objects or refuses to issue
them, registers declarations about the object's readiness
for operation, makes changes to them, returns such dec-
larations and cancels them registration). Considers in
the order of supervision the decision of the state archi-
tectural and construction control bodies on registration
or return of the declaration of readiness of the object for
operation (without the right to register declarations),
the decision on issuing or canceling a permit to perform
construction works (without the right to issue a permit),
the decision on refusal in the issuance of the act of ac-
ceptance into operation of the facility completed by con-
struction (without the right to issue a certificate). The
powers of SIAUP are clearly defined by law [15]. Summa-
rizing the tasks, functions and powers of SIAUP, we can
conclude that it is a powerful state body whose activities
are based on European values. The priority in the body's
activities is to overcome corruption risks in the field of
urban planning.

It is the administrative and legal status of SIAUP
that determines the state's ability to ensure quality orga-
nization of urban development activities. However, after
analysing the content of the Law of Ukraine “On Regu-
lation of Town Planning Activities” dated February 17,
2011 [1], its provisions must be supplemented by defining
the administrative and legal status of DIAUP as the central
body of the executive power that exercises control and
supervision in the field of town planning.

The originality of the study is due to the fact that
the administrative and legal status of the DIAP in cases
of administrative offenses provided for by Article 96
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of the Code of Ukraine on Administrative Offenses was
investigated for the first time. The need to improve the
activities of not only DIAUP divisions, but also other di-
visions that implement state policy in the field of con-
struction is argued. It is proposed to make changes to
the legislation of Ukraine regarding the expansion of
the powers of the DIAP when bringing to administrative
responsibility for offenses in the field of construction.

Based on the results of the study, it can be stated
that the detection of administrative offenses in the con-
struction sector is a key to the prevention of criminal
offenses [16].

The study agrees with the opinion of V.V. Stu-
kalenko that during the reformation of the urban plan-
ning industry, it is necessary to create a new paradigm
with several vectors of activity and a combination of the
obtained results, in particular: a) rethinking of the main
scientific and theoretical foundations of the institute of
administrative responsibility (purpose, tasks, princi-
ples, subjects, etc.); b) inventory and codification of a
large array of current administrative and tort legislation
taking into account theoretical developments of legal
science in general and norms|of administrative law and
urban planning legislation in particular [4].

Yu.V. Tarasyuk proved that the regulation of legal
relations in the construction sector is a guarantee of a
high level of statehood. The improvement of adminis-
trative responsibility in the field of housing construc-
tion is aimed at increasing the efficiency and effective-
ness of this type of responsibility as one of the most
important tools for ensuring the proper level of legality
and discipline in this area, increasing the level of legal
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awareness and culture of citizens, subjects of legal rela-
tions that are formed in it [17].

Conclusions

Based on the analysis of the outlined problems, the fol-
lowing conclusions were drawn:

1) several approaches to the interpretation of
the administrative-legal status as a complex legal phe-
nomenon were considered, the specific position of sci-
entists was chosen as the basis;

2) the content of DIAUP activity was investigated
and the state policy regarding its development, functions,
powers and tasks in the field of construction was outlined;

3) proposals for improving the activities of SIAUP
were systematized.

It is proposed to make changes to the legislation
of Ukraine regarding the expansion of the powers of
the DIAP in the detection of offenses in the field of con-
struction, as well as to harmonize the Law of Ukraine
“On Regulation of Urban Development Activities” with
the Resolution of the Cabinet of Ministers of Ukraine of
12/23/2020 No. 1340 “Some issues of the functioning
of architectural and construction control and super-
vision”.

On the basis of the conducted study of the ad-
ministrative and legal status of DIAUP, a conclusion was
formulated, according to which the Law of Ukraine “On
Regulation of Urban Development” dated 02/17/2011
needs to be supplemented, since its content does not
reflect the administrative status of DIAUP as a central
body of executive power, which carries out control and
supervision in the field of urban planning.
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AQMiHiCTpaTMBHO-NPaBOBUM CTaTYC

dep)xaBHOI iHCNeKUii apXiTeKTypu Ta MicTobyayBaHHS

B NMPOBaYKEHHI Yy crnpaBax Npo agMiHICTpaTUBHI
npaBoMNoOpyLUEeHHS, nepeabayeHi ctatrelo 96

Kopekcy YKpaiHu Npo agMiHiCTpaTUBHI NpaBONOpyLUeHHS

OneHa JIbBiBHa Map4yeHKoO

HauioHanbHa akageMia BHYTPILLHIX cnpaB
03035, nn. ConoM’dHcCbKa, 1, M. KniB, YKpaiHa

AHoTauia

[IpoananisyBaBmin pedopmy y coepi MicToOyayBaHHs, CTaBUMO 3a MeTy B I[ill CTaTTi AOCHiIUTH
aJIMiHicTpaTUBHO-NIPaBOBUH cTaTyc /lep>kaBHoI iHcmeKLii apxXiTeKTypu Ta MicTo6yAyBaHHS B MPOBa/KEHHI
y cmpaBaxXx Npo aJMiHicTpaTHBHI mpaBomnopyilieHHs, nepejbayeHi crarreto 96 Kopekcy YkpaiHu mpo
aMiHiCTpaTUBHI MpPaBOMOPYILIEHHS, 2 TAKOX OCOGJUBOCTI Il MOBHOBaXXKEHb; CUCTEMATHU3yBAaTU MPOMO3UILii
3 yZOCKOHaJIeHHs AisibHOCTi [lepxaBHol iHcmeknil apxiTeKTypu Ta MicTOOyJyBaHHSI B MPOBA/KEHHSX,
BUSIBJIEHHI TOpYIlIeHb | NPUTATHEHHI 10 aAMIHICTpaTUBHOI BiZjIOBiAaIbHOCTI 3a cT. 96 Kopekcy Ykpainu npo
aaMiHicTpaTUBHI MpaBomnopylieHHs. BijnoBigHo /10 mocTaBieHOi MeTH Ta cieludiky mpeaMeTa AOCIiIPKeHHS,
aBTOP BUKOPUCTAB HU3Ky MeTOJIB, cepefi SIKUX: ONMCOBHUH, METOJ CUCTEMHOIO aHaJi3y, y3arajJbHeHHH,
MOPiBHAJIBHUN MeTo/i, QYHKIIIOHaJIbHUH Ta iHIII MeTo1 HayKOBOTO NMi3HaHHsA. HaykoBa HoBU3Ha ny6.iikariil
[oJiAra€ B TOMY, 10 aBTOp ynepuie 34iHCHUB HayKOBe JOCJIJPKeHHs aJMiHiCTpaTHBHO-NIPaBOBOIr'0 CTaTyCy
JeprxaBHoi iHcneKLii apXiTeKTypu Ta MicTo6yAyBaHHS B IPOBa/PKEHHI 3a cCipaBaMH Npo aAMiHicTpaTUBHI
npaBonopyuleHHsl, nepejabadeHi ct. 96 Kopekcy YkpaiHu npo aAMiHicTpaTHMBHI HpaBONOPYIIEHHS.
AprymMeHTOBaHO HeOOXiHICTb YAOCKOHaJIEHHSl AiSIbHOCTI He JiuIile miApo3niniB Jlep:xaBHol iHCmekIil
apxiTeKTypu Ta MicToOGyAyBaHHS, a W IHIIMX HiApo3fiiaiB, fki peasnidyioTb Aep)kaBHY MHOJITHKY y cdepi
OyZiBHUITBA. 3alpONIOHOBAHO BHECTH 3MiHH /10 3aKOHO/IaBCTBa YKpaiHU 11[0/10 PO3IIHPEHHS MOBHOBAXKEHb
JepxaBHoi iHcnekuii apxiTeKTypu Ta MicTOOYy/JyBaHHsS IIiJi 4ac BHUsIBJIEHHs INOpyLIeHb 1 3/iliCHEHHs
npoBa/KeHb Y cepi OY[iBHUITBA, a TAKOX 3allPONOHOBAHO y3roAWUTH 3akoH YKpainu «Ilpo perynroBaHHSA
MicToOy/iBHOT AisiibHOCTI» 3 mocTaHoBow Ka6iHeTy MiHicTpiB Ykpainu Big 23 rpyans 2020 poky Ne 1340
«/lessiki muTaHHA QYHKIiOHYBaHHS OpraHiB apXiTeKTypHO-Oy/iBeJbHOTO KOHTPOJIIO Ta Harjsay». Ha
niZicTaBi 3Z{IHCHEHOr0 0CIP)KeHHA aAMIHICTpaTHBHO-IIPABOBOI0 CTATyCy Jlep>KaBHoI iHCneKLii apXiTeKTypu
Ta MicTo6yAyBaHHS, CPOPMYJILOBAaHO BHCHOBOK, 3a SIKUM NOTpPeOye AOMOBHEHHS 3akoH YkpaiHu «IIpo
peryJsoBaHHsA MicTo6y/iBHOI fistsibHOCTI» Bif 17 smoToro 2011 poky, a/pke B Horo 3MicTi He Bifo6pakeHo
aJiMiHicTpaTuBHUH cTaTyc [ep>kaBHol iHceknii apxiTeKTypH Ta MicTOOGY/[yBaHHS SIK [IEHTPAJIbHOI'O OpraHy
BUKOHABYO{ BJIa/i¥, AKUH 3/1iICHIOE KOHTPOJIb i HarJIsAA y cdepi MicToOyyBaHHS

KnioyoBi cnosa:
aMiHiCTpaTHBHO-NIPAaBOBUH CTATYC; MicTOOYAyBaHHS; [ep:kaBHa iHCIEKLis apXiTEKTYpH Ta MiCTOOYyBaHHS;
Cy0’eKT; MpoBa/pKeHHS; cTaTTA 96 Koziekcy YkpaiHu npo aAMiHicCTpaTUBHI NpaBonopyLeHHs
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Abstract
The purpose of the study is to analyse the legal regulation of the use of euthanasia in foreign countries and

to outline the prospects for the introduction of euthanasia in Ukraine. In the furtherance of this goal, it was
necessary to perform the following tasks: to find out the content of the concept of euthanasia, to determine
the constitutional basis for its introduction in foreign countries; to characterise the legal mechanisms for the
introduction of euthanasia. The methodological basis of the research was a set of general scientific and special
methods, and their complex application was aimed at achieving the goal and fulfilling the tasks of research.
Constitutional and legal regulation of the use of euthanasia has also become the object of contemporary research
in Ukraine. Defining in this paper is the comparative legal method, which allowed comparing approaches to
the use of euthanasia in different countries. The forecasting determined the possible consequences of the
use of euthanasia in Ukraine. Scientific originality consists in forming on the basis of studying the content of
the concept of “euthanasia”, analysing and systematising the views of opponents and supporters of legalising
euthanasia the position that the introduction of euthanasia is not a component of the right to life, but, on the
contrary, is a violation of this right and denies the idea that human life is the highest social value. In the context
of legal regulation of euthanasia, it should be clearly defined that the state encourages the termination of
a person's life at will, and therefore departs from the postulate that a person's life is the highest value. The
trend towards legalising euthanasia is observed in states with high living standards. It is probably related to
circumstances that are outside the scope of legal science, so there is an urgent need to consider such processes
by psychiatry, psychology, and sociology. In states that have legalised euthanasia, there are many problems,
including cases of abuse by medical personnel, pressure from relatives of patients pursuing illegal interests,
the relativity of doctors' conclusions about the condition of a sick person, and the inability to adequately assess
what is happening to patients in serious condition. In connection with the above, the study suggests that legal
regulation, including at the level of international legal standards, should address issues related to the use of
artificial maintenance of human life, so there is a need to develop its procedure, conditions for application, start
and termination. The issue of euthanasia as the termination of a person's life at their request due to illness,
old age or due to a person's self-perception should be reviewed, and a number of states where it is legalised
can already analyse the consequences of such a decision. It should also be borne in mind that the absolute
inadmissibility of euthanasia in Ukraine does not solve issues related to the suffering of terminally ill people.
Therefore, the study of this topic is important for Ukraine
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Introduction

In the context of the liberalisation of the world, and in
connection with the rapid pace of technological devel-
opment, the issue of euthanasia and granting a person
the “right to die” as an integral element of the right to
life is becoming increasingly relevant. At one time, in
1991, American doctor J. Kevorkian was deprived of his
license to practice medicine for developing the Mercit-
ron device to perform euthanasia, and subsequently,
his case was heard four times in court; nowadays, more
than a dozen countries have consolidated the possibili-
ty of euthanasia procedure in a certain form at the leg-
islative level.

At the same time, most countries traditionally
oppose euthanasia, arguing for a variety of reasons. Ukraine
also belongs to the list of countries where euthanasia is
prohibited by law. However, as a member of the interna-
tional community, it cannot ignore global trends in which
disputes continue over the feasibility of legalising the
“right to death”. Despite the fact that the ideas of legal-
ising euthanasia are spreading around the world, there
is no unambiguity about this issue. Thus, scientists, phi-
losophers, and lawyers were divided into supporters and
opponents of euthanasia. Despite this, the problem of
legalising euthanasia remains insufficiently investigated,
which determines the relevance of the study.

The purpose of the study is to analyse the views
of scientists on the problems of life and death, to inves-
tigate the experience of legal regulation of euthanasia
in foreign countries, to identify its general patterns and
determine the possibility of using it in modern condi-
tions in Ukraine.

In order to reach the objective, the following tasks
need to be solved:

- consider the theoretical and legal aspect of
understanding the concept of euthanasia;

- investigate the legal aspects and experience of
foreign countries that have legalised this procedure;

- analyse the negative and positive consequences
of legalising the “right to death” for Ukraine.

Aspects of the elements of the human right to life
were studied by A. Kolodiy [1], M. Maleina [2], Yu. Tody-
ka [3]. Many researchers have considered the right to
life in the aspect of the death penalty. There is a grow-
ing body of work that treats the right to death as an im-
plementation of the right to life. This aspect and the is-
sue of euthanasia were analysed by 0. Dombrovska [4],
M. Kovaleva[5] et al.

The fundamental human right, according to Arti-
cle 27 of the Constitution of Ukraine, is the right to life,
which guarantees the inviolability of its physical exis-
tence. According to Article 3 of the Basic Law, a person,
their life and health, honour and dignity, inviolability and
security are recognised as the highest social value [6].

There is still a discussion about the moment of
the beginning of a person's life, but it is mainly in the
legal and political planes. In Particular, A. Dzhuska and
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A. Paliukh, exploring the current approach to the consti-
tutional human right to life, consider suicide, euthanasia,
and abortion to be problematic issues related to the hu-
man right to life. Researchers note that a person has the
opportunity to manage their life at their own discretion,
first of all, to use all legitimate means and resources for
the prevention of premature mortality, etc. [7].

In turn, the official website of Princeton University
published the conclusions of scientific research on the
beginning of human life: “Life begins with conception.
A new human embryo, the starting point of human life,
appears with the formation of a single-celled zygote” [8].

The issue of the beginning of a person's life is im-
portant, and it can be stated that in different legal rela-
tions, in different branches of law, different approaches
to solving this issue have developed. One important as-
pectis that the issue of the legality and permissibility of
abortion has long been relevant, but there is no unified
approach at the international level. Abortion advocates
simply ignore the conclusions of researchers regarding
the fact that a person's life begins with conception. This
is only indirectly related to the subject of this study, but
it is also significant.

Medicine in the world has made significant prog-
ress, so now there are real ways and means of interven-
ing in the processes of conceiving a child, and the possi-
bility of artificially maintaining human life.

However, the primary task of medical profession-
als to preserve a person's life and maintain their health
loses its meaning with the advent of auxiliary medical
technologies that help a person pass away, thereby
levelling the main tasks of the doctor.

The problem of euthanasia, which has become
increasingly common in European countries in recent
years, is also finding supporters in Ukraine. However,
this problem requires a detailed analysis, since the pos-
sibility of euthanasia is on the verge of morally permis-
sible and has a deep spiritual component both for each
individual and for the people as a whole.

The subject of the right to life is a person, a per-
son who naturally, that is, through birth, acquires this
right. Euthanasia is the practice of stopping the life of
a person who has an incurable disease by a doctor to
satisfy their request in a painless or minimally painful
form to stop suffering.

Despite the fact that theoretical research on the
right to life is carried out in Ukraine, there are many
issues related to the implementation of this right that
require detailed legal regulation. In particular, they in-
clude the problems of legal boundaries of life, the defi-
nition of new elements of crimes related to the abuse of
modern medicine and the use of euthanasia [6].

Presentation of Main Material

The term “euthanasia” (from the Greek “eu” - “good”
+ “thanatos” - “death”), which literally means “a good,
easy death” was proposed in the 16" century by the
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English philosopher F. Bacon, who, discussing the pur-
pose and objectives of medicine in one of his works,
focused on the issue of incurable diseases. He also
wrote: “the duty of a doctor is not only to restore
health, but also to alleviate the suffering and torment
caused by illness...” [9].

Part 8 of Article 52 of the Law of Ukraine “Fun-
damentals of legislation of Ukraine on Health Care”
prohibits euthanasia, consolidating its definition in
the legal field. In particular, the Law interprets “eutha-
nasia” as the deliberate acceleration of the death or
killing of a terminally ill person in order to stop their
suffering [10].

The Oxford English Dictionary offers three defi-
nitions of the word “euthanasia”: “calm and easy death”,
“means for it”, “actions for its implementation” [11].

The concept of “euthanasia” by R. Stefanchuk
interprets it as a type of behaviour of a medical worker
(action, omission, or decision), committed consciously
and intentionally, and also aimed at stopping unbear-
able suffering (physical, mental, moral, etc.), carried
out by repeated and unambiguous request of the pa-
tient (and in cases provided for by law, their legal rep-
resentative), provided that the person is fully, timely,
and objectively aware of the consequences of such
intervention, resulting in death [12].

Analysing the definition, the main components
of euthanasia can be distinguished: actions (active ac-
tions, passive inactivity), intent (termination of life),
subject (medical worker), and consequence (death of
the patient).

The emergence of bioethics was conditioned by
increased attention to human rights in the context of
the active creation of new medical technologies, which
create a significant number of problems that need to
be solved from the standpoint of both law and morality.
In addition, the establishment of bioethics was due to
significant changes in medical practice, which were
made possible by the success of genetic engineering,
transplantology, the emergence of equipment for ar-
tificial support of patient life, and the accumulation of
relevant practical and theoretical knowledge. All these
processes have sharpened the moral issues facing the
doctor and patient. Are there any limits to providing
medical care in maintaining the life of a terminally ill
person? From what exact moment does death occur?
Is euthanasia acceptable? [13].

For a long time (until the middle of the 19* cen-
tury), death was stated not by doctors, but by priests or
hired people. Subsequently, representatives of the med-
ical profession received the right, and then the obliga-
tion, to state death. At the same time, there is a problem
of establishing the actual moment of death, which was
difficult at all times. For thousands of years, in practice,
the criteria for death were considered cardiac arrest,
respiratory arrest, lack of sensitivity, etc. The imperfec-
tion of these ideas about the essence of death was that
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the lack of functions of individual organs was identified
with the death of the organism as a whole [14].

Scientific studies offer a variety of classifications
of euthanasia. They can be distinguished according to
the following criteria:

- by type of service provision:

a) active (carrying out any actions, administra-
tion of drugs that accelerate the fatal outcome. Active
medical euthanasia can take three forms [15], it is per-
formed without the patient's consent (for example, if
the patientis in a coma), when close relatives or a doc-
tor approve the procedure instead; with the help of a
doctor; self-euthanasia, in which the patient injects
themself with a drug or turns on a device that helps
them commit suicide);

b) passive (this is the non-use of drugs and
non-fulfilment of medical manipulations that would
support a certain time of life of a seriously ill patient.
The authors do not share this position, because the
right to refuse medical intervention is a subjective le-
gal right of the patient, which can be realised by not
agreeing to medical intervention, but euthanasia is
a combination of the individual freedom of one per-
son and the duty of another. Thus, passive euthanasia
requires certain actions on the part of a medical pro-
fessional, which determines the presence of a social
component) [15].

- by mode of implementation:

a) positive (or “filled syringe method”) (the use
of special means or other actions to a terminally ill
person that entails a quick and painless death);

b) negative (or “delayed syringe method”) (refusal
of measures that contribute to maintaining life, its mean-
ing is to stop providing medical care aimed at prolonging
life, which accelerates the onset of natural death);

- according to the subject's will:

a) voluntary (i.e., the use of medicines or other
means to a terminally ill person, which leads to an easy
and peaceful death at the request of a patient who is
aware of their own actions and can direct them);

b) forced (means causing an easy death to a ter-
minally ill person by appropriate means and actions,
but by decision of family members, legal representatives,
or public institutions) [16].

The following countries approve euthanasia:
Albania, Belgium, the Netherlands, Luxembourg, Swit-
zerland (Zurich only), Sweden, Germany, and some US
states. In addition, the United States did not legalise eu-
thanasia at the state level, entrusting this complex deci-
sion separately to the government of each of the states.
Currently, it is allowed in the states of Oregon, Missouri,
New Jersey, Vermont, Washington, Montana, and Geor-
gia. Japan and Colombia supported the legalisation of
euthanasia, but did not legalise it. There are also coun-
tries that adopted the law, but later repealed it. These
include France, which supported euthanasia in 2014
and completely abandoned it in the spring of 2016.
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Some researchers believe that only active eutha-
nasia can be considered as real euthanasia, and passive
can not be considered as a type of euthanasia at all, since
in essence such actions of a medical worker are not di-
rectly aimed at causing death to a terminally ill person,
but only at relieving them of suffering. However, there
are categorical positions regarding passive euthanasia.

Polish state consultant in the field of Palliative
Medicine Ya. Yutak suggests that the most important
thing is the motive for such activities, and not the use or
termination of such activities [17]. A negative attitude
towards passive euthanasia was also expressed by Ta-
deusz Brzezicki, who noted: “Passive euthanasia is an
unjustified medical termination of treatment in order
to accelerate death, motivated by a sense of compassion
for the sufferer” [17].

Another classification of euthanasia is carried out
depending on the patient's will. According to this criterion,
euthanasia is divided into voluntary (which is carried out
with the free consent of a person), involuntary (which is
carried out without the consent of a person), and forced
(which is carried out against the person's will).

The world's first attempt to legalise euthanasia
was made in 1906 in Ohio (USA). However, the legis-
lative assembly voted against the bill. Since 1998, the
state of Oregon (USA) has a law that allows active eu-
thanasia, but the implementation of euthanasia is com-
plicated by some legal formalities [18].

The world's first Law “On the Human Right to
Death” was adopted in 1977 in the state of California (USA).
If the list of certain mandatory conditions is met and
strict control over suicide with medical assistance is not
prosecuted, it is not punishable under the laws of the
states of North Carolina, Utah, and Wyoming. In the state
of Indiana, there is a so-called “lifetime will”, in which
the patient officially confirms their desire to not support
their life artificially and under certain circumstances.

In Australia, a law on euthanasia was proposed
by an MP as a 1995 “Bill on the rights of the terminally
ill”. Although this law was passed in July 1996, however,
since the idea of the project contradicted the position
of the Australian Medical Association and social groups
that protect the right to life, it was repealed in 9 months.

In the Netherlands, the law “On Termination of
Life at Will or Assistance in Suicide” was adopted in
2002. Notasbly, the Netherlands is the only country in
the world where both physician-assisted suicide and
voluntary active euthanasia are openly practiced. In
the fall of 2016, the Dutch government began drafting
a bill that would legalise suicide among people who feel
that their “life is over” but are not necessarily terminally
ill [19]. In November 2015, the German Bundestag voted
to pass a law that allows, under a number of conditions,
to help people voluntarily pass away. According to the
law, citizens, in particular, relatives of terminally ill peo-
ple, have the right to facilitate euthanasia “on an individual
basis, guided by altruistic motives”. At the same time, the
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provisions of the law prohibit promoting euthanasia on
a commercial basis and provide for a penalty of up to
3 years in prison for the violator. For Germany, eutha-
nasia is an extremely sensitive topic, since the last time
this procedure was allowed under the Nazis. At that time,
more than 200 thousand people with physical disabilities
or mental illnesses were executed [20].

The criminal codes of Uzbekistan and Georgia
establish criminal liability for euthanasia [21]. In other
countries, including the CIS countries, euthanasia is
outside the scope of legal legalisation.

Thus, the analysis of the legislative experience
of foreign countries gives grounds to assert that most
countries qualify euthanasia as a crime against life,
while the public of foreign countries gradually approves
of euthanasia.

The study of the provisions of the national criminal
legislation gives grounds to assert that euthanasia is
prohibited by the current legislation, its commission is
considered a crime in Ukraine - premeditated murder
(Part 1 of Article 115 of the Criminal Code of Ukraine),
for the commission of which a penalty of imprisonment
for a period of 7-15 years is provided).

Inlegal science, medical practice, and moral norms,
the issue of attributing failure to provide medical care
to a terminally ill patient due to the lack of special med-
ical equipment, medicines, or money from relatives to
passive euthanasia remains debatable. The position that
passive euthanasia is the failure to provide medical care
due not to lack of funds, but to a conscious desire to
direct their actions to stop the suffering of an incurable
patient by death is justified.

The problem of euthanasia is becoming more
and more urgent in the context of improving medical
services, resuscitation, which allows endlessly fighting
for human life and the total ageing of the population. In
this regard, there are many questions about the main-
tenance of elderly people, terminally ill people, their
supervision and treatment. Among these individuals,
the largest number is those who want to end their lives.

The issue of the painful course of a number of
diseases that medicine considers incurable, moral and
physical suffering experienced by patients, is solved
differently in different countries, depending on the eco-
nomic situation, religion, national traditions, respect
for old age, etc. For this purpose, special medical insti-
tutions are created in which patients feel comfortable,
because they are alive, and do not live out their lives.
Such special medical institutions are called hospices.

Unlike hospitals, there are no restrictions in a
hospice: patients can keep an animal, receive relatives
and friends, spend any holidays, etc. In such institutions,
a special method of tracking the patient's moral state
is used.

S.Boldizhar, analysing euthanasia as a way to end
a person's life, comes to the conclusion that Ukraine
will soon also face the issue of legalising euthanasia,
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then there will be a need for a clear administrative and
legal regulation of these processes to avoid abuse of
the “right to death” for any selfish reasons. As long as
active euthanasia is prohibited at the legislative level,
the right to life remains one of the fundamental rights,
an inalienable and absolute right that the state has
undertaken to protect [22].

The study suggests that, first of all, constitutional
and legal regulation of this issue should be ensured.
Currently, Part 2 of Article 27 of the Constitution of
Ukraine stipulates that no one can be arbitrarily de-
prived of life. The duty of the state is to protect a
person's life; if it is impossible to take a person's life
arbitrarily, then there is a possibility of non-arbitrary
deprivation of life, but the protection of human life is
consolidated as the duty of the state.

In countries where euthanasia is legalised, one
of the conditions for its use provides that a person
must be ill with an incurable disease, and this disease
must cause them unbearable suffering. That is, if a
person's suffering does not lead to death, it means that
they can be sustained.

Considering that one |of the achievements and
priorities of democratic states is the protection of hu-
man rights, ensuring the rule of law to meet first of all
the individual needs and interests of each individual,
and Article 3 of the Constitution of Ukraine defines
that a person, their life and health, honour and dignity,
inviolability and security are recognised in Ukraine as
the highest social value, euthanasia should not be legal-
ised in Ukraine.

Scientific originality consists in forming on the
basis of studying the content of the concept of “eu-
thanasia”, analysing and systematising the views of
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opponents and supporters of legalising euthanasia the
position that the introduction of euthanasia is not a
component of the right to life, but, on the contrary, is
a violation of this right and denies the idea that human
life is the highest social value. In the context of legal
regulation of euthanasia, it should be clearly defined
that the state encourages the termination of a person's
life at will, and therefore departs from the postulate
that a person’s life is the highest value.

Conclusions

The trend towards legalising euthanasia is observed in
states with high living standards. It is probably related
to circumstances that are outside the scope of legal sci-
ence, so there is an urgent need to consider such processes
by psychiatry, psychology, and sociology.

In states that have legalised euthanasia, there are
many problems, including cases of abuse by medical
personnel, pressure from relatives of patients pursuing
illegal interests, the relativity of doctors' conclusions
about the condition of a sick person, and the inability
to adequately assess what is happening to patients in
serious condition.

In connection with the above, the study suggests
that legal regulation, including at the level of interna-
tional legal standards, should address issues related to
the use of artificial maintenance of human life, so there
is a need to develop its procedure, conditions for appli-
cation, start and termination.

The issue of euthanasia as the termination of a
person's life at their request due to illness, old age or
due to a person's self-perception should be reviewed,
and a number of states where it is legalised can already
analyse the consequences of such a decision.
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NMpaBoBe perynioBaHHSA 3aCTOCYBaHHA eBTaHas3ii:
3apy6iXHUMN fQOoCBIA M YKpaiHCbKI peanii

TeTtaHa OnekcaHapiBHa Kynuk, TetaHa OnekcaHAapiBHa MUPOHIOK
HauioHanbHa akageMiqa BHYTPILLHIX CcnpaB

03035, nn. ConoM’daHcbKa, 1, M. KniB, YKpaiHa

AHoOTauiqa

MeTa cTaTTi - mpoaHasidyBaTU MPAaBOBY perJiaMeHTAllil0 3aCTOCYBaHHsI eBTaHasil B 3apyOiXKHUX KpaiHax,
OKPECJIUTH NMePCIeKTUBY 3aPOBa/PKeHHs eBTaHas3il B Ykpaini. [l 11 JocirHeHHS He06XiTHO 6yJI0 BUKOHATHU
Taki 3aB/JJaHHs: 3'sICYBAaTH 3MICT MOHATTS eBTaHa3il, BU3HAYUTH KOHCTUTYLiMHI 3acaZiid 3anpoBa/PKeHHs i1 B
3apyOiKHUX KpalHax; cXxapaKTepu3yBaTU MPaBOBi MexaHi3MH 3alpoBa/[KeHHsI eBTaHa3ii. MeTom0J10TiYHO0
OCHOBOIO JIOC/TiPKeHHS CTaJla CYKYIHIiCTh 3araJlbHOHAayYKOBUX Ta CHellialbHUX MeTO/iB, MPUHAOMIB i 3aco6iB
HAyKOBOTIO Mi3HAHHS, IPUYOMY KOMILJIEKCHE 1X 3aCTOCYBaHHS CIIPSIMOBAHE Ha JJOCATHEHHS METU U BUKOHAHHS
3aBJlaHb AocaimkeHHs. KOHCTUTYIiHO-IpaBOBA perJiaMeHTallisl 3aCTOCYBaHHs eBTaHasil cTasa 06’€KTOM
I Cy4yacHUX BITYM3HAHUX JOC/Hi/pKeHb. BU3HaYa/lbHUM y LI CTATTi € NOPiBHAJBHO-NPABOBUM MeTOJ, 10
Jla€ 3MOTY MOPIBHATHU MNiAXOAW [0 3aCTOCYBaHHA eBTaHasil B pi3HMX KpaiHax. 3a [JONOMOIOK NPUHIHUIY
NPOrHO3yBaHHA B/IAJI0CA OKPECJUTH MOXKJIMBI HAC/II/IKU 3aCTOCYyBaHHA eBTaHasil B YkpaiHi. HaykoBa HoBHU3Ha
nosisirae y GopMyBaHHI Ha mificTaBi JOCIiXKeHHSI 3MICTy MOHATTS «eBTaHasis», aHasi3y U cucTeMaTHu3allii
MOTJIAZIB IPOTUBHUKIB | IPUXUJIBbHUKIB Jierasisalii eBTaHasii mo3uuii mpo Te, 110 3alpoBa/»KeHHA eBTaHa3ii He
€ CKJIZJOBOI0 IpaBa HA XKUTTH, a, HABIIAKH, € TIOPYILLIEHHAM [|bOI0 IIpaBa Ta 3aepedye i1eto, 10 )KUTTHA I JUHU €
HaWBHUII[O10 COLia/IbHOIO LIIHHICTI0. 32 YMOB HOPMAaTUBHOI'0 PETyJII0BaHHSA eBTaHa3il Mae 6y TH 4iTKO BU3HAUYEHO,
110 Jlep>KaBa 3a0X04y€E MPUNMHEHHS XKUTTs JIIOJUHU 3a ii 6a)KaHHSM, a 0TKe, Bi/[CTYIIA€ BiJf TOCTy1aTy, 3 AKUM
JKUTTS JIIOJUHU € HAaUBUILOW LiHHICTIO. TeHaeHis A0 Jerasisanii eBTaHasil cnocTepiraeTbes B iepKaBax i3
BHUCOKMMU TOKA3HUKaMHU pPiBHSA XUTTA. BoHa, iMOBipHO, MoB’si3aHa 3 06CTaBUHAMH, 1[0 3HAXOASATHCS M03a
MeXKaM{ IOpUAUYHOI HayKH, TOXK aKTyaJIbHOIO € moTpeba Jocai/pKeHHS TaKUX MpoleciB 3 60Ky ncuxiaTpii,
ncuxoJiorii Ta coriosorii. Y geprkaBax, 1[0 JierajidyBajsii eBTaHa3il0, IOCTA€ YUMaJIO NMpobJieM, cepe]] SKUX
BUIIQ/IKU 3JIOBXKMBAHHS 3 OOKY MeJIUYHOT'0 IIePCOHAJY, TUCK POJIUUiB XBOPHX, 1[0 EPECTiAVIOTh He3aKOHHI
iHTepecH, BiJHOCHICTb BUCHOBKIB JIiKapiB 111010 CTaHy XBOpPOI JIIOJWHU, HEMOXKJIUBICTb aIeKBATHOI OL[iHKU
TOTO, LI[0 BiIOYBAETHCSA, XBOPUM, IKUH NepeOyBa€ y BAXKKOMY CTaHi. Y 3B’s13KY 3 BUKJIaIEHUM BUIIlEe, BBAXKAEMO,
LI0 NpaBOBe peryJIIOBaHH{, 30KpeMa MW Ha piBHI MiDXXHapOAHO-NPaBOBUX CTAHAAPTIB, MA€E CTOCYBaTUCHA
NMUTAaHb, OB'I3aHUX i3 3aCTOCYBAHHAM IITYYHOTO MiATPUMAHHS XUTTS JIIOJUHH, TOMY II0CTA€ HEOOXIAHICTD
po3po6JIeHHSI HOro MOPSAJAKY, YMOB 3aCTOCYBaHHs, IMOYAaTKy Ta NpUNHWHEHHS. [luTaHHS eBTaHasil sk
NPUIIMHEHHS KUTTS JIIOJWHU Ha il TpoXaHHs yepe3 XBopooOy, JiTHIHN Bik a60 y 3B’A3Ky 3i caMOCIpUHHATTAM
JIIOJAUHU CJIIJ NeperjsaHyTH, IPUYOMy HHU3Ka JepKaB, y AKUX ii JierasisoBaHo, y»Ke MOxe IpoaHa/i3yBaTH
HaCJiIKU Takoro pimeHHs. BapTo TakoX ypaxoByBaTH, 1[0 abCOIOTHA HEJOMYCTUMICTh eBTaHa3il B HalIil
KpaiHi He BUpillly€e MUTaHb, MOB’I3aHUX 3i CTPpaXKAAHHSIMH HEBUJIIKOBHO XBOpUX JoAel. ToMy gociimkeHHs
i€l TeMH, Ha HAlI MOTJIAJ, € BOXKJIMBOIO OTPe6OI0 JJIs Halloi KpaiHu

KniouyoBi cnoBa: esranasis, Jeranisania esranasii, popMu eBTaHasii, najiaTMBHA Z0MIOMOra, «PaBo Ha
CMepThb», aKTHBHA eBTaHa3if, NaCMBHA eBTaHa3id
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