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AKTYAJIBHI ITIPOBJIEMM 3ATIOBITAHHS KIBEP3JIOYMHHOCTI B YKPATHI

Y ecmammi nionamo npobremu xibepanouunnocmi. 30iticneno ananiz npayb IMUYUSHAHUX 8UeHUX 3 OaHoi npobremu. Po3xkpumo
Kibepbesneky sK IHHOBAYIUHY cucmemy GipmyanbHOCMi Cy4acHo2o ingopmayiinozo npocmopy. [lokazano ribepsnouunHicmo sk
COYianbHO-Npasose aguuje AKICHO HO8020 Muny. AKyenmosano yeazy na mou gpakm, wo Kibepbesnexa 8 yMosax 6ilicbKo8020 CMamny 6
Vxpaini nabysae ocobaueoi axmyanvHocmi, OCKiNbKU € THBECMUYIUHUM DUSUKOM 3 AKICHUM 3a0e3nedeHHAM AHMUKOPYRYIUHO20

CKAAOHUKA Y BIlICbKOGIl cghepi.
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BCTYII

baraTorpaHHICTh PO3BHUTKY CYCHIJIBHOTO YKUTTS Y Tpe-
TBOMY THCSYONITTI Ty>K€ aKTUBHO IMO3HAYWIOCH HA iH-
TEHCHBHOMY BHUKOPHCTaHHI Jep)KaBHUMH 1 NPUBAaTHUMH
YCTAaHOBaMHU HOBITHIX KOMII'IOTEPHUX TEXHOJOTiH, MOX-
JIMBOCTEH eNIEKTPOHHHUX Mepexk. [Ipobnema kibep3nounH-
HOCTI CTajia aKkTyaJbHOIO 3 PO3BUTKOM iH(opMamiitHuX
TEXHOJIOTIH Ta MepeyMOBOIO IIBUIKOTO, MAaCIITa0HOTO 1
JMHAMIYHOTO PO3BUTKY LU(POBOTO CYCHIILCTBA.

CaMe BOHM CHOTOJHI BHMAaralOTh BiJl HaC CHCTEMH
3HAHb 1 3J10HOCTEH 0 JIOTIYHOrO0 MHMCIIEHHS, 34aTHOCTL
aHAN3yBaTH Ta MOCTIMKYBaTH OTpUMaHy iH(opMaIliro,
peamizamisi SKOi JO3BOJIMTH KpaiHi OyTH MaTepialbHO-
TEXHIYHO CIPOMOXXHOIO KOHKYPYBaTH 3 IHIIUMH Kpai-
HaMH.

ToMmy He NUBHO, IO 3 TUHAMIYHICTIO PO3BUTKY CYC-
NUIBCTBa MOSIBOI0 HOBUX CHUCTEMHHX (OpM opraHizaiii
CYCHIJIbHUX BIZJHOCHH (COLiaJIbHI MEpexKi, BipTyasbHa pe-
QIBHICTB, OJIOKYEHH TOIIO) 3’ SIBISETHCSI HOBUH B BUCO-
KOTEXHOJIOT1YHOT 3JI0YMHHOCTI — KiOEp3JIOYMHHICTD, SKa
BUCTYIIA€ CKJIAHOIO i BITHOCHO HOBOIO C(eporo Misuib-
HOCTI ITPaBOOXOPOHHHX OPTaHiB.

OTxe, KiOEP3IOYMHHICTE — 1€ MpobieMa, 3 KO0 3i-
LITOBXHYJIACh IutaHeTa y XXI cT. Ta sika 00ilse 3pocTaTti
Ta MOTJIMHATA Jenaii Ourelne komris. HesBaxaroun Ha 3a-
XOJIH, IO IX BXXKMBAIOTh OKpeMi 0coOH, GipMH, a TaKOXK
JeprkaBa, KiOep3IOUMHHICTh TPOAOBXKYE CBOIO JiSITBHICTB,
30UIBIITYIOYH PUOYTKY MOPYITHHUKIB 1 3SMEHITYIOYH BMICT
KHUILIEeHb IePECiYHIX IPOMAISH.

Crennodika nb0oro BULY 3JI0YMHHOCTI HOJISATAE Y TOMY,
110 TOTYBaHHS Ta CKOEHHS TaKHUX 3JI0YHHIB 31HCHIOETHCS
Maiike He BIIXOJSYU Bill «poOOUYOro MicCls», 3II0YHHH €
JOCTYITHUMM; OCKIUJIBKH KOMIT IOT€pPHA TEXHiKa MOBCSIKYAC
JIEIIEBIIAE, 3JI0YNHN MOXKHA CKOIOBATH 3 OY/Ib-SIKOT TOYKH
3€MHOI KyJi, y Oy/Ib-IKOMY HaceJIeHOMY ITyHKTI, a 00’ €KTH
3JI0YMHHHUX TIOCSTaHb MOXYTh 3HAXOAWTHCH 32 THCSYL
KUTOMETpIB BiJ{ 3JIOYHHIIS.

Bce 1ie cTBOpro€ 1eBHI IEPENOHH ISt IPaBOOXOPOHHUX
OpraHiB y ToMy, 00 BHABHUTH, 3a(piKCyBaTH i BUIIyIUTH
KpUMIHAJBFHO 3HAYYIIy iH(POPMALio ITiJ] 9ac BUKOHAHHS
CIITUIUX I A1 BUKOPHUCTAHHSA 11 SIK PEYOBOTO JOKa3y. I
HAWTOJIOBHIIIIE, 1110 TIPO 1€ 3HAKOTH 1 KIOEP3IOYHHII, @ TOMY
1XHS TTOBEIIHKA HaxaOHa Ta MPOTHUIIPaBHA.

© I.T. BOI'ATHUPBOB, 2022

OTKe, pO3MIIAAal0Yr KiOep3IOUYHMHHICTE B YKpaiHi, iz
3BEpHYTH yBary Ha Tod (axT, IO MepIli KPOKH CBITOBa
CHUIbHOTA 3JilicHMIIA y cdepi 3amobiraHHs Kibep3I04nH-
HocTi, yxBanuBiu Kouseniiiro Pagu €ponu npo kidep-
3nouynHHicT y 2001 p., siky YkpaiHa parudikyBana y
2005 p.. BigmoigHo 10 nonoxeHs 1iei Konpenmii [1], ki-
OEp3JIOYMHHICTB — 1€ CYKYITHICTh 3JI04YHHIB, TOEHAHUX Y
TaKi TPyIIH:

— KpHUMiHaJbHI TPaBOMOPYIICHHS TMPOTH KOH(iICH-
LiHHOCTI, TITICHOCTI Ta MOCTYITHOCTI KOMIT IOTepPHUX Ja-
HHX 1 CHCTEM;

— KpUMiHaJbHI IPaBOMOPYIIEHHS, Oe3ocepeIHbO Mo-
B’S3aHI 3 BUKOPHCTAaHHSIM KOMIT FOTE€pa SIK 3ac00y CKO-
€HHS 3JI0YHHY;

— KpUMiHaJIbHI MPAaBOMOPYLICHHs, OB s3aHi 31 3Mic-
ToM nauux (iH(popmalii), po3MilIeHOT B KOMIT FOTEPHUX
cucTeMax;

— KpUMiHaJIbHI MTPaBONOPYIICHHS, MOB’s3aHi 3 IOpy-
IIEHHSM aBTOPCHKHUX 1 CYMDKHHX TIpaB, a TaKOX aKTH pa-
cu3My Ta kceHodoOii, BUMHEHI 3a JOITOMOTOI0 KOMII f0-
TEPHHUX CHUCTEM.

BaxxnuBoro 3HaueHHs y cucTeMi 3armoOiraHss kibep-
3II0YNHHOCTI HAO0yBa€ 3aKOHOABYE 3aKPITUICHHS TOHSTTS
«kibep3nounn» — npuiHATTS BepxoBHOoto Panoro 3akony
«IIpo ocHoBHI 3acamu kibepOesnekn Yxpainmy Ne2163-VIII
Bix 05.10.2017. 3oxpema, y cT. | momaHo Take BU3HAYCHHS:
«xibep3mourH (KOMI I0TEPHUI 3II09MH) — CYCIIBHO He-
OesredHe BUHHE JiSHHA Yy KibeprpocTopi Ta/abo 3 #oro
BUKOPHCTAHHSIM, BiANOBIJAIBHICTh 3a SKe NependaueHa
3aKOHOM YKpaiHH TNpO KpUMIHAIbHY BiINOBINAIBHICTH
Ta/abo siIke BU3HAHO 3JIOYMHOM MIXXHApOJHHMH JIOTOBO-
pamu Ykpaian» [2].

A 1e 3i cBOro GOKy CTBOPWJIO TI€BHI YMOBH 3MilTHEHHS
TICHHX 3B’SI3KIB MDK KiOEp3JIOUMHHICTIO Ta OpraHi3oBa-
HOIO 3704nHHICTIO. [lo pedi, [HTepHETOM KOPHCTYIOThCS
BCi, 30KpeMa i OKpeMi 3JI0YMHHI I'PYIH, aje OCTaHHI CTBO-
PIOIOTH CEKTOPH TiHBOBOTO PHHKY, 3 TOJLIOM Tparli MiX
3JI0YMHHHAMU TPYIIaMH i [UTAMH MaiJaHIUKaMH, U1 TOp-
TiBII TpOrpaMHUM 3a0e3MeveHHsIM Ui BYMHEHHS 3J10-
YHHIB, IPOAXy 1HPOpMAIi TOIIO.

META crarti — ¢parmMeHTapHe JOCIIDKEHHS Kibep-
3JI0YMHHOCTI, 3yMOBJICHE aKTYaJIbHICTIO HAYKOBHX IOIIYKiB
y wiii cdepi Ta BUCBITIICHHS HOTO pe3yJIbTaTiB IS IIHUPO-
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KOTO 3araiy.

METOJ! JOCJLKEHHS

IIpo6itemi KiOep3I0UMHHOCTI Ta T 3armo0iraHHI0 IpH-
JIISUTM yBary, sk BITYU3HSHI Tak 1 3apyOixkHI BUCHI cepel
akux: A. boratupros, I1. binenuyk, P. I'pumyk, €. Cky-
s, T. O6ixon, M. Hosoum, JI. Xapuenko, B. Jlinkawx,
O. Jlorinos, 1O. JlicoBcbka, A. Mapymak, B. Llumbasok,
€. Kopucrin, B. byry3os, B. Bacuiesuu Ta iH.

Jane mocmipkeHHsT 0a3y€eThCS HA MPAISIX BITIU3HIHUX 1
3apyOiKHUX BYCHHUX, & TAaKOK Ha MaTepianax Nepioaud-
HUX BUJIaHb, CTATUCTHYHMX 30IPHUKIB. Y JOCIIIKEHHI BH-
KOPUCTAaHO METOJW aHali3y i CHHTE3y, MOPIBHAHHSA Ta
y3arajgbHEHHS, a TAKOXK HU3KY 1HIITNX METOIB.

PE3YJIbTATH

TToxinsaroun mos3uuiro BiTum3HAHUX BueHuXx I1.B. Bi-
nenuyka ta T.B. O0ixox mpo Te, o peaizaiis crparerii
kibepOe3nekn YKpaiHu 31iHCHIOETHCS HA MiACTaBi HAIiO-
HAJILHOTO OOOPOHHOIO OE3MEKOBOr0 EKOHOMIKO IHTEIICK-
TYaJIbHOTO TMOTEHLiay 3 BUKOPHCTAHHIM MEXaHi3My Jiep-
JKaBHO-TIPUBATHOTO MapTHepcTBa [3, ¢. 238], Mu po6rMo
y3arajJpHEeHHs Tpo Te, MO KibepOe3neka — Iie rapanTis
KOHIIENTYaJbHOI OCHOBM LIMBLIIZAI[IHHOIO PO3BHUTKY OC-
BITH, HAYKH 1 IPAKTUKU y TPETHOMY THUCSIOINITTI, 1Ie 30e-
peXeHHs BiJ KidepaTak 3JOYHHIIIB €KOHOMIYHOTO, COIlia-
JBHOTO Ta JIFOACHKOTO OTEHIIAY.

3nificHeHni HayKOBOIO INKOJIOIO «IHTEeKT» aHaii3
BITYM3HSIHAX 1 MDKHapOJHUX IOKYMEHTIB, sIKi 3a0e3rme-
YyIOTh NPABOBE PETYJIOBAHHS BUKOPHCTAHHS iH(pOpMa-
[IHUX TEXHOJIOTIH MMOKa3aB, 10 KiOep3IOUHHHICTD — BiJl-
HOCHO HOBE COILIIQJIbHO-TIPABOBE SIBHIIE, K€ BHHUKIIO Y
CBITI 3 MOSIBOIO HOBHX IH(OPMAIIHHMX TEXHOJOTIH, MeTa
SIKOTO OTpPUMaTH OakaHy HEOOXINHY JUIS 3JIOYMHIIB iH-
¢dopmariito, ska 30epiracTbcsi Ha HOCISIX KOMIT'IOTEpa y
OyIb-1KOMY BHUTJISAI Ta BMIIIy€ AaHi PO cepu JIoI-
CBKOI JIiSUTBHOCTI.

Jlo TOro >k BUKOPHCTAaHHS KOMIT'IOTEPHUX MEPEX y
PI3HHUX Jlep)KaBHUX 1 HelepikaBHUX cdepax mnependadaroTh
BIIOMOCTI, 110 30epiraroThcs y mam’arti Oyap-skoro ¢i-
3WYHOTO YH BIPTYaJbHOI'O NPHCTPOIO, a TAKOX IHIIOTO
HOCIs, CTIeI[ialbHO TPU3HAYEHOT0 I iX 30epiranHs, 00-
pobieHHs ¥ mepenadi, a TOMy CTBOPIOIOTH BCi MEPEIyMOBH
BUHUKHEHHS KiOEp3TOYMHHOCTI.

Bitum3nsiauii BueHuii M. JloBOuIn BBaxkae, 1o npoo-
JileMa Kibep3I0YMHHOCTI HaOyia rio0aapbHOTO MacmTaly,
a 30WUTKH BiJ JisTIBHOCTI KibepiiaxpaiB CATHYIIU JECSTKIB
MUIBSpIIB J07apiB. 1 IpOTUCTOSHHS KidepIiuaxpasM y
CBITI CTBOPIOIOTHCS CIEIiaibHI MiAPO3JIUIN Ta CTPYK-
Typu. IX TOBHOBaskeHHsS OE3yNMMHHO PO3IIMPIOIOTHCS, a
TEXHIYHI MO>KJIMBOCTI IOCHIJIIOIOTHCS, HANpHKIa, €Bpo-
NeCchKuil TIeHTp OOpOoTHOM 3 KiOEp3JMOYMHHICTIO, KU
3anpantoBas Ha nodatky 2013 p. [4].

o pedi, s 3ayBaxye FO. JlicoBcbka, B CydacHHX yMOBax
iH}opMaIIiifHOTO CBITY TpoOieMa KiOep3IOUMHHOCTI TiCHO
IOB’s13aHa 3 KibepOe3neKor, OCKUTBKH caMe BOHA IOCiiae
0cOOJIMBE MiCIle B HAYKOBUX JOCIHIIKSHHSX, SIKI aKTUBI-
3yIOTBCA 3 KOXHHM POKOM, BpaxOBYIOYH HAJBHCOKI
TEMIIH PO3BHUTKY CYCHIJIBHHX BiHOCHH B EJIEKTPOHHIN
coepi [5, c. 4].

[Hmumit BiTym3HstHUi BueHui €. CKynuin BBaxae, mo
Ha ChOTOJIHI HEMAE €TMHOTO PO3YyMIHHS CTOCOBHO 0OCSTY
MIPOTUIIPABHUX ITOCATaHb, SIKI MOXYTh PO3LIHIOBATUCS SIK
KiOep3/I0uMHH, a TaKoX € MpoOiieMa 3 BiMEXyBaHHSIM
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KiOEP3JIOYMHHOCT] SIK TPHHIMIIOBO HOBOTO BHUIY 3J10-
YUHHOI MiSUTBHOCTI BiJ] 3JI0YHHIB, SIKi TPAIUIIHHO BUMHS-
IOTbCS 3 BUKOPHCTAHHSIM KOMIT'IOTEPHUX TEXHOJIOTIH.
Oco0:11BO MpOOJIEMAaTHYHUMH B I[bOMY IUIaHI € TaKi 03-
HaKW, SIK 00’€KT Ta MpeAMET KiOep3IOUnHiB, SIKi, SBIISTIOUN
c000F0 XapaKTepHi PHCH 3arabHOTO MOHATTS “Kibep3mo-
YHHHICTE”, 0e3M0cepeIHbO OKPECIIOIOTE chepy 3acTocy-
BaHH Ti€l UM HIIO] KPUMIHAIBHO-TIPABOBOI HOPMH [0, ¢. 47].

Bitumsnasanit Buennit P. ['pumryk y moHorpadivHOMy
nocrimkeHHi «OCHOBH KiOepHETHYHOI Oe3IeKi» 3a3HayaB,
0 KapAWHAIBHA 3MiHa (opM Ta croco6iB 30pOHHOTO TPo-
TUCTOSIHHS BHACJIJIOK MOBCIOIHOTO MOIIMPEHHS Ha0aHb
BHCOKHX TEXHOJIOTIH, CYTTEBO BIUIMHYJA HAa BUKOHAHHSI
3aBAaHb 32 NPU3HAYCHHSAM CHJIOBUMH Ta CIELialbHUMH
CTPYKTYpaMH OYZb-5IKOi PO3BHHEHOT JIepKaBH CBITY.

BopHouac, sik muIe TOCHiAHUK, YKpalHa mparte yBi-
WTH 710 KOJIa IepKaB 3 PO3BUHEHOI0 €KOHOMIKOIO, & TOMY
AKTHBHO BIPOBAKYE B YCiX cepax TEeXHOJIOTIUHI iHHO-
Ballii, sIKi OKpIM yCiX IHIIUX MO3UTUBHHUX ACIEKTIB CTBO-
PIOIOTH TIEpeyMOBH JUIi BUHUKHEHHS HOBUX W HETHIO-
BUX Ha CHOTOJHI JJIs CHIIOBUX Ta CIICLialbHHUX CTPYKTYp
JIepKaBH BUKITUKIB ¥ 3arpo3 Oe3merli.

Hampukaz, koM’ jotepu3artiss eKOHOMIYHOI, BIFICHKOBOI,
comiaibHOI Ta iHIMUX cdep MOPOIKY€E TaKi HOBI BUKIUKH
Ta 3arpo3u ISl CHJIOBHUX Ta CHELiaJbHUX CTPYKTYp Aep-
xkaBu: st CiyxOm Oe3neku YKpaiHu — mpobiemy 60-
POTBEOHM 3 KibepTepopu3MoM; it MiHiCTepCTBa BHYTPILIHIX
cnpaB YkpaiHu — mpoOiemy 00poThOM 3 KiOep3nounH-
HiCTIO; 11 MiHicTepcTBa 000pOoHU YKpalHu — mpodiaemy
3a0e3medeHHsT KiOepoOOpoHu nepxkaBu; Uit Jlep:kaBHOT
CITy’)KOW CIIeIiajbHOTO 3B’SI3KY Ta 3aXUCTy iH(opmarii
VYxpainn — npobnemy Kibep3axucTy Aep’kaBHUX iH(Op-
ManiiHuX pecypcis Tomo [7, ¢. 555].

OT YoMy BITUM3HSHI 1 3apyOiKHI BUEHI CTAIN €TMHI B
TOMY, IO KiOep3I0UMHHICTD, BUAMIOBIIH 32 MEXi HaIlio-
HAJIbHUX KOPIOHIB, MEPETBOPWIIMCA Ha TpPaHCHAI[IOHAIEHE
SIBHIIE Ta TII00ANBHY 3arpo3y JIOJACTBY. A CTPIMKICTB (i-
HaHCOBOi Tiobanizanii, popMyBaHHsS TI00anbHOI (iHaH-
COBOI CHCTEMH Ta YCKIIJIHEHHS CBITOBOI (hiHaHCOBOI ap-
XITEKTYpH TOpYyY i3 PO3BUTKOM iHQOpMAIiitHO-KOMYHi-
KallifHUX TEXHOJIOTiH 3yMOBWJIM BHBEACHHS Ha MPOBIiIHI
MO3UIIT Y MDKHApOIHOMY BUMIpi KiOEP3JIOUMHHOCTI TaKy
ii hopmy, sIK Jeraiizalist KpUMiHAJILHAX JOXOIIB.

Ha BimqMiHY Bifl «TpaguIliifHOTO» BiIMHBAHHS JOXOJIIB,
JUTSL 37IHCHEHHS SIKOTO BUKOPHCTOBYETHCS OAHKIBChKa CHC-
TeMa, KibepBiIMUBaHHS 3aCHOBaHO Ha BUKOPHCTaHHI Pi3-
HUX BHUIIB OMeEpalliii Ta MOCTAYaJIbHUKIB (piHAHCOBUX TOC-
JIyT — Big OaHKIBCHKUX TEpeKa3iB, BHECCHHS YU 3HATTSA
TOTiBKH, BUKOPUCTaHHS €JIEKTPOHHHUX TPOLICH 10 «rpo-
IIOBUX MYJIBY 1 IOCIYT 3 IepeKasy TpoIeii.

TomoBHI MexaHi3MM jeramisamii 3JIOYMHHUX TOXOIIB
BHUMAraroTh BiJ{ 3JIOYMHIIIB IIBUAKOTO i €(heKTHBHOTO IPO-
BeZICHHA 1X seraimizaiii. [Ipudomy, 3 orsigy Ha Crenu-
(hiKy KiOep3I0YMHHOCTI, OPraHi3aTOpH Ta BHKOHABI CXEM
MIEpEeBaYKHO € OCBIYEHUMH Ta TEXHIYHO TPAMOTHHMH, BiJI-
TIOBiZIHO, 1 METO/H, SIKi HUMH BUKOPHCTOBYIOTBCS ITijl Yac
jerajizanii OTpUMaHMX KOIUTIB, MOXYTh TaKOX OyTH
JIOCUTH CKJIa[IHUMH Ta HECTAH/IapPTHUMH.

Indopmanis um rpomri BUKpasaroThCcs yepe3 [nTepHer,
1110 Ha/1a€ JI0JaTKOBI MOKJIMBOCTI JUIsl TIepeKas3y KOIITIB 3
paxyHKiB (pi3myHHX a00 IOPUIMYHUX OCI0 Ha paxyHKH
3JOBMUCHUIKIB, HacamIiepes 3a IOIIOMOIOI0 BipyCHHX
mporpaM Ijsl 3YUTYBaHHSA TApoNiB 1 KOH(IZEHIIHHOT
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iHpopMarii.

Bipycu, Bpakarounm KOMITFOTEPHI CHCTEMH, KOIIIO-
0T MapOoIi, KIIf04i, 30epirafoTh CKPUHIIOTH, ITOB’3aHi 3
(hiIHAHCOBOIO YH IHILOI BXKIMBOIK iH(OpMaLIi€0, Ta Te-
penatoTe maHi Kibep3nounHIpsM. Hebesneunnm BHHAXOIOM €
NporpaMH, 3JIaTHI BIUIMBAaTH Ha PoOOTY Ta CIPUYHMHSITH
30ifi y (YHKIIOHYBaHHI CTpAaTEriuHUX 00 €KTIB, TEICKO-
MYHIKaIIHHIX MEPEX Yi OAHKIBCHKOI iH(PPACTPYKTypH.

KiOep3mounHu 3aiHCHIOIOTHCS 32 PaxXyHOK IHHOBa-
MIHHUX MIIXOMIB 1 TPOBECHHS BHCOKOIHTEIEKTYaTbHIX
orepaiiid, 3aCTOCYBaHHS HECTaHIAPTHHUX PIlIeHb i ypi3-
HOMaHiTHeHHSI MeTofiB. OpraHizaiis 3JI0YUHHUX TPYIl €
BHCOKOCTPYKTYPOBAHOIO Ta BHPI3HAETHCS BY3BKOIO CIIe-
miamizamiero poieit i 000B’s13kiB. BomHouac ckimamHimmMm
1 BUTOHUYCHIIINM CTa€ JOCTYM 10 iHdopMmarii, o peamizy-
€TBbCS Ha WANUIBHUX puHKaX. Cepen MpUYHH CTPIMKOTO
3pocTaHHs KiOep3IIOYNHHOCTI BapTO BHILIATH:

— MpUOYTKOBICTh, OCKIJIBKH JTOXOAH, SIKI OTPHUMYIOTh
KiOep3JI0YnHII 3a JEeKiJIbKa CEKyHI UM XBHIIMH, MOXYTh
MepeBHIyBaTH MUIbHOHHM JojapiB. ToMy Ha ChOrOnIHI
KiOEp3JIOUMHHICTB — IPOOJIeMa HOMEp OJIUH Y CBITI;

— BIZICYTHICTh BEJIMKOTO PHU3HKY, OCKUIBKH TICHXOJIO-
TIYHUH acIleKT 3JI0YMHY MPUIYCKA€E HAsIBHICTD JCIKHX 3a-
co0iB cTpuMyBaHHS. Y BIpTyaJbHOMY CBIiTi 3JIOYMHII HE
MOXYTh OQUHUTH CBOIX XEPTB, UM TO OKPEMI JIFOJH, YU TO
it oprasizamii, ski BOHH BHOpamu mis atakd. I paly-
BaTH THX, KOTO TH He 0ayuml, 10 KOro He MOXKEII AOTST-
THCS PYKOI0, Ha0araTo Jiermie;

— CyCHiNbHY HeOe3NeyHICTh KiOep3IOYnHIB 1X MOIIH-
penicts. Came 11i 37T0YMHU OCTAaHHIMH poKaMu HaOyIu 3a-
TPO3JHMBHX MAcIITa0iB i AUKTYIOTh HEOOXIMHICTH (opMy-
BaHHS ajeKBaTHOI BimmoBimi 3 Ooky nepkasu. OTxe,
KiOEp3JIOUMHHICTh ChOTO/IHI CTAHOBHTH 3arpo3y HE TUIbKH
HAIllOHANBHIN Oe3Meli OKpeMOoi Jep)KaBu, a U 3arpoxye
JIIO/ICTBY 3arajioM, came TOMY 3a3HaueHild mpoOuiemi npu-
JIIISIETHCS cepiio3Ha yBara B 0araTbox JepikaBax.

OKpeMO BapTO BHIUTUTH TPOOIeMy KiOep3IOYMHHOCTI B
Micrax HecBoOoaM JlepkaBHOI KpUMiHAJIEHO-BUKOHABYOT
ciyx6u (mami JAKBC) VYkpainm B ymoBax BiifHH, OcC-
KUJIBKH cepesl JOMIHYIOUMX HPUYUH Ta YMOB BUMHEHHS
TaKOi 3JIOYMHHOCTI €: KOPYMIIIHHUN CKIATHUK a00 CITyX-
6oBa HemOamicTh mepcoHanmy BurpaBHOi Komonii JJKBC
VYkpainu, fka MPU3BOAUTH 10 HECAHKI[IOHOBAHOTO JI0C-
TYIy 3aCyMKEHHX 1O aBTOMAaTHYHHUX CHCTEM MiCLb He-
cBO0O/IM; HE3aKOHHE BUKOPUCTAHHS 3aCy/HDKEHUMH Y MicC-
151X HeCBO0OAM [HTepHETY; BUMHEHHS IaXPaHChKUX Tii 3
METOI0 OTPUMaHHS rpOIOBUX KowTiB [8, c. 90] Toro.

OTxe, Ge33arnepedHuM € Toi dakr, mo iHdopmariiiai
TEXHOJIOTIT 3 KOXXHHUM JTHEM JIeali OLTbIIe IHTErPYOThCS
B JIIOJICBKE KUTTA. SIK HACHIJOK, JIIOAW BiIIYJIM MOXKIIH-
BOCTI JIEp)KaBHUX YCTaHOB HaJaBaTW IM MOCIYrd Haba-
raTo mBUAIIE, HiX e Oyio panime. J[o TOTro X MUTEHOHA
Jo/ielt y CBOEMY KHTTI BUKOPHUCTOBYIOTH HOBITHI iHOP-
Marriitai trexnomnorii. [lo peudi, [HTepHET CHOTOIHI € OTHUM
13 CKJIAJIHUKIB MTOBCAKIEHHOTO KUTTS JIIOEH.

BonHouac, sk 3ayBaXyIOTh KPHUMIHOJIOTH, Y KOHTEKCTI
BUKOPHUCTaHHA 1H()OPMAIIITHIX TEXHOJIOTIH € i HeraTUBHI
11 cTopoHH. 30KpeMa, HECAHKIIIOHOBAHEe BTPYYaHHS B PO-
00Ty KOMII'IOTEpHHX 1 TEIEKOMYHIKALITHUX Mepex, BU-
TOTOBJICHHS Ta PO3IOBCIOKEHHS IIKiUTMBOTO IIPOrpaM-
HOTO 3a0e3IMeUeHHs, aTaki Ha 00 €KTH KPUTUYHOT iH(pa-
CTPYKTYPH JO3BOJIMJIO KiOEP3JIOUHHISIM BHKOPHCTOBY-
BaTH iX y BJIACHUX iHTepecax, 3[IMCHIOBaTH HE3aKOHHE

BTPYYaHHS Y IIOJITHYHI IPOLECH PO3BUTKY KpaiHM Ta
0COOHCTE KUTTS TPOMAJISH.

Ha sxanb, YkpaiHa € ofHi€I0 3 KpaiH, sKa 3apa3 Haj-
3BHYANHO FOCTPO BiAYyBae Ha coOi BCi Tak 3BaHi MOOIUHI
e(eKTH eBOITIONIi iH(OPMAIIIHHOTO CyCHiIbCcTBa. Po3moBcro-
JUKEHHST KOMIT'IOTEPHUX BIPYCiB, aTaku Ha YKpaiHCBbKi
00’ekTH (hIHAHCOBOTO Ta EHEPreTUYHOTO CEKTOPIB, BUK-
panenHss iHdopMalii — Ie e He TOBHHUH Mepelik Kidbep-
3TIOYMHIB, SKi BiJoMi B YKpaiHi.

Ha »xainp, KiOep3IOYMHHICTD, TONPH 3YCHIUIA MPaBO-
OXOpPOHHHUX OpraHiB, CIPSIMOBaHHX Ha Ii 3amoOiraHHs,
MIOPOKY HE 3MCHIIYETHCS, a HABIAKH, IOCTIHHO 3011b-
mryetbes. Cepe IpUYrH Ta YMOB KiOEp3IOUMHHOCTI CITif
BUIUTUTH TaKoX [HTepHeT-maxpaicTBO 3 OaHKIBCBKUMHU
kapTkamu B Ykpaiui. llei Bux 3/m0unMHy cTae aemai
OIJBII MAaCOBMM HETATMBHUM SIBUIIEM BIATOII, BiIKOJIH
IPOMAaJISIHU CTAIH aKTUBHO KOPHCTYBATHCS LIUM IUIATiK-
HHUM 1HCTPYMEHTOM.

Hebe3neunicTh mimHATOI BUSHMMH TPOOJIEMH MiATBEp-
JUKYETBCS. HE TUTbKH 30UIBIICHHSIM KUTBKOCTI KPaiKOK
rpouiell y BJIaCHHKIB IUIATDKHUX KapToK, a W (ikcamiero
NPaBOOXOPOHISIMM HOBHX cXeM adep (IepexorumoBadi
KJIaBiaTypH, CIEUiaTbHO pO3poOJIeHI BeOCAWTH, TTOMTOBI
TIOBITIOMJICHHS, CKJIAJICHI 32 BCiMa MPaBIIIaMH COiaTbHOT
IHKeHepii TomIo).

3 iHmoro OOKy, cami TPOMaAsSHU JOOPOBITBEHO 3aiH-
mrarTh O6arato ocobucToi iHpopmarii B 0a3ax JaHUX Cy-
nepMapkeTiB, [HTepreT-MarasuniB (Hampukinan, OLX, «Po-
3eTka», Leboutique, Work, Parfums, Makeup To1io), 3a-
noBHIo0un ankeTHi mani (ITIB, wmicue Ta pik Hapo-
JUKEHHSI, HOMEp MOOUILHOTO TOIIO), KOTPi 3JI0BMUCHUKH
MOXYTh BUKOPHCTATH y KOPUCHUX LIJISX.

Haiiyacrime maposi i 1aHi IaTKHUX KapTOK B yK-
paiHIIiB BMMaHIOIOTH a00 uepe3 CIeliaJbHO CTBOPEHI
caiftu (imuHr), a00 CII0COO0M 0COOMCTOTO CIUIKYBAHHS
maxpaiB 3 )kepTBOIO 1o Tenedony (BimuHT). 3 miero Me-
TOIO 3JIOYMHIII BUKOPHUCTOBYIOTh CAalTH, HPU3HAYEH] AJIS
TIepPEeBEICHHS TPOIIEH 3 OIHi€I KapTKM Ha IHIIY, ITOMOB-
HEHHS paxXyHKY MOOUIEHUX TeJIe(OHIB TOIIO.

BpaxoByroun, mo cydyacHHM aTakaM KiOep3JIOYHHIB
MaibKke HeMOJKHA 3aI00irTH, KPUMIHOJIOTH PaasiTh OLIbIe
3yCHJIb CHPSIMOBYBAaTH Ha IIATOTOBKY KOMAHJ pearyBaHHS
Ha iHnuaeHTy. KibepsnounHui — 1ie He oJJMHaKH, a 100pe
MirOTOBJICHI, MOTHBOBAHI 1 (hiHAHCOBaHI OpraHi3ailii.

Bces indopmatis, Ky BH 3Ha€TE PO CBOIO MEPEXKY 1
TEXHIKYy, — HIlll0, SKIIO BH HE 3HAETE, XTO BaM IPOTH-
ctoitb. ToMy BaM NOTpiOHO cTaTH Ha MicIe XaKepa i 3po-
3yMiTH, 0 HOMY LIKaBO y Ballliil KOMIIaHiI 1 SIK BiH MOXe
e OTPUMATH.

lonoBHe mopymIeHHS KiOepOe3mekn ChOTOMHI — IIe
BIJICYTHICTh KOMIUICKCHOTO Mimxoxy (JIFOIH, CHUCTEMH,
mpoliecy), ITHOpYBaHHA NHUTaHb KibepOesmeku 3 OOKy
CEO, 3aiiBa BIEBHEHICTh y Oe3reri.

Panime 370BMHUCHHKM aTaKyBajH Ui IIAHTaxy abo
3aBOJIOMIHHS TPOMIOBUMH KOIITAMH, CHOTOMIHI 1€ BUKO-
pucTaHHs iHQPACTPYKTYPH KEPTBHU JUIA aTaku Ha TPETIX
0ci0, MaHIMyJIIOBaHHS BHOOpamMu ab0 TEXHOTEHHI KaTac-
Tpodu. KibepOesneka € BaXIMBUM BUIOM HalliOHAJIBHOT
Oe3MeKH, METOIO SKOI € 3a0e3MeUYeHHs OCHOBOMOJIOKHIX
mpaB, CBOOOJ TPOMAJISIH Biji Kibep3arpo3, KiOepiHIMICHTIB
Ta KiOep3I04nHIB.

Bynyun HOBUM cepenoBHIEM, KiOEp3JIOYMHHICTh BIUIH-
Ba€ Ha COIajIi3alii0 0COOMCTOCTI HEMOBHOITHBOTO, IIKO-
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JApa 4M y4HsS NpoTexydmmina. Xo4a 3a JaHUMH Iesa-
TOTiB, IHTEpPHET Ma€ BEJIHMKHA BUXOBHHUH MOTEHINAN 1 BH-
KOHY€ TIeBHI coriainbHi (QyHKIIT: iHpopMamiiHy, KOMYyHi-
KaTUBHY, KOHATUBHY (IIOBEIIHKOBY), PO3BaXalbHY (peK-
peatiiiny).

BonHouac, BruimBaroun Ha (opMyBaHHSI CBITOTIISAY,
PO3BUTOK MOPAIBHUX SKOCTCH OCOOMCTOCTI HEIOBHO-
JIITHBOTO, IHTEpHET Hece B cOo01 HE TUIBKU MO3UTUBHI, a i
HETaTHBHI HACHiAKH. Y COLIaNbHUX Mepekax KOPHCTY-
BavaM JI03BOJIEHO POOHTH Te, 110 3a00POHEHO BIOMA YU B
LIKOJIi, MOKHA 3JIHCHIOBATH BCI CBOI HAMCMIIMBIILII Ta
HaBiTh HeOe3MeuHi Mpii.

Y Mepexi BOHHM BHABISIIOTH BEJIHKY CBOOOMY Yy BHC-
JIOBJIOBAHHSX 1 BUMHKAX (X 70 00pa3, HELEH3ypHHUX BH-
pa3iB), OCKUTBKH PH3UK PO3KPHUTTS Ta OCOONUCTOI HETaTHB-
HOI OILIHKH 330BHI MiHIMaIbHHUN. TYT BOHH IPE3EHTYIOTh
cebe 3 iHMIOTO OOKY, Hi’K B yMOBaX PealbHUX COMiaTbHUX
HOPM, TPAalOTh TEBHI POJi, sIKi HIKOIM HE peasi3yloTh
o3a MEPEXKeEr0, ClieHapii HCHOPMATHBHOI MTOBEIIHKH, 110
MOJKE TIPU3BECTH A0 Aedopmarrii 0coOHCTOCTI.

TocTporo 3ayMIIaeThess W mpodiieMa HACWIUIA Haj
IiTbMU y Kibeprpocropi. [Icuxosoriyny, $hiznuny mKomy
Hece B co0i Moka3 nopHorpadiqHiX MaTepialliB, CIEH CeK-
CyaJIbHOTO HACWJILCTBA HaJ JIThMU. [J1st BUPIIICHHS BHIIIE-
3a3HAa4YEHHX MPOOJEeM MOTPIOHO MAIATH CUCTEMHO 1 BUKO-
PHUCTOBYBATH Pi3HI MOXKIIBOCTI, 30KpeMa iH(hopMaIliiHo-
TEXHIYHI.

BaxxmiBo HaBYWTH HEMOBHONITHIX BiJOKPEMITIOBATH
CBIT BIpTyalbHOI PeajbHOCTI Bif IIHCHOCTI, 3pO3yMiTH
3HAYYIIICTh CIPABXHBOTO JKUTTS B OTOYYIOUOMY COIIi-
yMi, HABYHTH HO3UTUBHO BUKOPUCTOBYBATH MOJIMBOCTI
Ta pecypcu [HTepHeTy, npaBui Oe3reku y KibeprnpocTopi,
(dbopMyBaTH KyJabTypy CHUIKYBaHHS B COLIaJIbHUX Me-
pexax. [ToTpiOHO Takox 3aliMaTHCS MPOCBITOI OATHKIB Y
LBOMY HaIpsiMi poOOTH.

Ha >xanp, Hi mkona, Hi npodTexXy4yuinia He 3MOTIN
3alpONOHYBATH IIJUTITKAM >KOJHOI aJIbTEPHATHBU COLi-
QIPHUM Mepe)kaM. HuHi mporiec BUKOPHUCTaHHS YYHSIMH
COIIIAJIBHUX MEPEeK IIKOJOI0 YacTo irHOpPYeThCs. MoKHa
CTBEPJUKYBATH, LII0 B OCBITI COLiaJbHI MEpeXKi JNIe CTBO-
pUIM TIEpeayMOBU Uil 3aly9eHHS IOKOJLIPIB O IIijie-
CIpSIMOBAaHUX MPOEKTIB B [HTEpHET-CepeIOBHIITI.

Ha 3aBepmienHs nocmimkeHHS mpoOneMu Kibepsio-
YHHHICTH MH TIPOTIOHYEMO BJIACHUH aJITOPHUTM, SIKUH J03-
BOJIUTH KOKHOMY 3 HAac MOXKe 3pOOWTH CBiif BHECOK Yy
chepy 3anobiraHHsi KiOEp3JIIOYMHHOCTI, JOTPUMYIOUHCH
NPOCTHX MPaBUII, CEPE IKUX:

— CTBOPEHHS BJIAaCHOPYY HAJIMHUX MapoiiiB 1 mepio-
JMYHE 1X 3MIHIOBaHHS;

— CBO€YaCHE BUKOPHCTAHHS Ta OHOBJICHHS aHTHBI-
PYCHHX ITporpam 3abe3rnedeHHst poO0TH KOMIT I0Tepa;

— poboTa 3 KOMITHOTEpPOM Y PEXHMi KOpHCTyBaya.
Liero mopamoro, 3a JOCIIIKEHHSIM KPHMIiHOJIOTIB, HEX-
TYIOTh HaiyacTirme. SIKIIo Imiciisi BCTAaHOBJICHHS OIICpAIliii-
HOI CHCTEMH BH NPOJOBXKYETE JUIS 3pYYHOCTI BUKOPUCTO-
BYBaTH KOMITIOTEP B PEKHMi «aIMiHICTpaToOp)», UM CTBO-

Cnucok gukopucmanux 0ycepen

1.  KouBeHuiss mpo kibep3nouunHicts.  Oghiyitinuii
https://zakon.rada.gov.ua/laws/show/994 575#Text
2. Ilpo ocHoBHI 3acamm KiOepOe3nekn YKpaiHH:

http://zakon2.rada.gov.ua/laws/show/2163-19

3akoH

pIOETE JI0IaTKOBI PU3MKH 3apaKEHHS KOMI'IOTEpa Bipy-
camu, sIKi IPOITyCTHJIa aHTUBIPYCHA CUCTEMA;

— MiJ 9aC BUKOPUCTAHHS KOMIT'IOTepa 3/IiHCHIONTE
00epexHICTh y pa3i cpoOH MiABHUIUTHA BIACHY aHOHIM-
HicTh. OKpeMi KOpUCTYBai, HAMAralo4nuch 3aJIUIIUTH SIK-
HaliMeHIIIe CIiiB CBOTO repedyBaHHS B Mepexi IHTep-
HET, 3aCTOCOBYIOTh aHOHIMal3epH, OE3KOIMITOBHI MPOKCi-
cepBepH abo nporpamui goxatku tuimy TOR;

— 3aBXKAM KOHTPOIIONTE iH(OpMAIlio, SIKY pPO3Mi-
IIyeTe Ha BIACHIN CTOpPIHIN y comiaibHii Mepexi. Han-
JUIITKOBA BIIKPUTICTH IMOHAHMeEpIIe MOXe OyTH BHKO-
pHCTaHa y miAroTOBII IPOTUIIPABHUX Aiif CTOCOBHO Bac;

— BI3BMITb 32 IIPABUJIO HE BIAKPUBATH IIOCIIAHHS, 10
HAJXOIITh BaM Yy TOBIIOMIICHHAX Ha cTopiHmi. Kpamre
KOIIfoiTe 1X 1 BCTAaBIIAHTE y TOIIYKOBY CTOPIHKY Opay-
3epa SIK TEeKCT.

BUCHOBKH

OTKe, TOCTIIDKEHHS KiOEp3JIOYMHHOCTI B €MoXy HO-
BOro iH(OPMAIIHHOTO PO3BUTKY CYyCHUIbCTBA € (YH-
JTAMCHTAILHOK0 OCHOBOIO KPHMIHOJIOTIYHOT HAYKH 1 J103-
BOJISIE HAM CTBEPJIKYBaTH, 0 caMme (eHOMeH Kibepaio-
YHHHOCTI 3’SIBUBCS y TPETHOMY THCSUOJITTI 3aB/SKU CHC-
TEMHIH HUTICHOCTI i BOAHOYAC 6araTOrpaHHOCTI CYCITiTb-
HOTO JXKUTTA 3 00’ €KTUBHOIO HEOOXiTHICTIO BUKOPUCTAH-
HAM cydacHuUX iH(popmMmariifanx TexHojorii (IaTepHer,
KOMII FOTep, eNIEKTPOHHI MEPEeXi TOIIO).

3nificHeHn# aHaJi3 BITYM3HSIHUX 1 MDKHApPOIAHUX JI0-
KyMEHTIB y cdepi 3amobiranHs KiOep3JI0YMHHOCTI TO-
Ka3aB, 10 IMO3WTHUBHI HACTIIKU 3amo0iraHHs Kibepsio-
YHHHOCTI MOXYTh MaTH MiCLIe JIMIIIE 32 YMOBH CITiBPOOIT-
HUIITBA Ta BEIIMKOi yBarM O LbOTO MHTaHHS 3 OOKY
CBITOBOTO CITiBTOBapHcTBa. Pid y TiM, 1o came 3704HMHH
y BIpTyaJbHOMY IIPOCTOPI HOCSITh TPaHCHAIIOHAJILHUH Xa-
paKTep, CHpUYMHSIOTh HeaOMsKi 30MTKH MOpPalbHOIO Ta
MaTepiaJbHOTO XapaKTepy, CTAaHOBISTH 3arpo3y HallloHa-
JBHIN Ta CBITOBIH KibepOe3merti.

3niiCHEeHO aHaJli3 Mpanp BITYU3HSIHUX BUCHHX 3 ITi€l
mpobiemMu. 3a3HAa4eHO, IO 0araTOTpaHHICTH PO3BUTKY
CYCIIUTBHOTO JKHUTTS y TPEThOMY THCSYONITTI ITyXKe aK-
THBHO IO3HAYMJIOCH HA {HTGHCHBHOMY BHKOPHCTaHHI Iep-
JKaBHUMH 1 PUBATHUMH YCTAaHOBAaMH HOBITHIX KOMII 0-
TEPHUX TEXHOJIOTiH, MOYKIMBOCTEH €NEKTPOHHUX MEPEXK.

JloBeneHo, 1m0 npobiieMa KiOep3I0YMHHOCTI cTajla aK-
TyaJIbHOIO 3 PO3BUTKOM 1H(OPMaLiHHUX TEXHOJOTIH Ta
MEPEIYMOBOIO IIIBHIKOIO, MACIITA0HOIO 1 JTUHAMIYHOIO
PO3BHUTKY II(POBOTO CYCIINBCTRA.

3ano0biranHst KiOep3JMOYMHHOCTI B YKpaiHi — Ie Ha-
camIiepe/i CTBOPEHHS BJIIACHOPYYHOT'O 3aXHCTy IUIIXOM
BBEJICHHS B KOMII'IOTEp CBOTO IApOJIIO i MEepioJUYHICTh
Horo 3MiHIOBaTH; [10-APYyTre, CBOEYACHE OHOBJICHHS aHTU-
BIpYCHHX TIpOrpam; IO TpeTe, poOOTy 3 KOMII'TOTEpPOM
Ma€ 3OIHCHIOBATHCS TIIBKH Yy PEXHMi KopucTyBada. Ha
JKallb, WI€I0 TIOPAJO0, 32 JOCHIKEHHSIM KPHUMIiHOJIOTIB,
HEXTYIOTh HaiiuacTille, THM CaMHM CTBOPIOIOYH JOJAT-
KOBI PU3UKH 3apPayKCHHS KOMIT'IOTEPa BipyCcaMH TOIIIO.
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CURRENT PROBLEMS OF CYBERCRIME PREVENTION IN UKRAINE

The problems of cybercrime were explored in the article. The analysis of the works of Ukrainian scientists on this problem is
carried out. Cybersecurity is revealed as an innovative system of virtuality of the modern information space. Cybercrime is shown as
a social and legal phenomenon of a qualitatively new type, attention is focused on the fact that cybersecurity under martial law in
Ukraine is becoming particularly relevant, since it is an investment risk with high - quality support for the anti-corruption
component in the military sphere.

1t is proved that the problem of cybercrime has become relevant with the development of information technologies and a
prerequisite for the rapid, large-scale and dynamic development of the digital society. Today these things require from us a system of
knowledge and abilities for logical thinking, the ability for analyzing and investigating the received information, the implementation
of which will allow the country to be financially and technically able to compete with other countries.

Therefore, it is not surprising that with the dynamic development of society, the emergence of new systemic forms of organizing
public relations (social networks, virtual reality, blockchain, etc.), a new type of high — tech crime appears-cybercrime, which is a
complex and relatively new field of law enforcement activities.

Thus, cybercrime is a problem that faced planets in the Twenty-First Century and promises to grow and absorb more and more
funds. Despite measures taken by individuals, firms, and the state, cybercrime continues to operate, increasing the profits of violators
and reducing the contents of the pockets of ordinary citizens.

All these factors create certain obstacles for law enforcement agencies to identify, record and seize criminally significant
information when performing investigative actions for use as material evidence. And the most important thing is that cybercriminals
also know about this, so their behavior is brazen and illegal.

1t is concluded that cybercrime in Ukraine is primarily the creation of personal protection by entering your password into the
computer and changing it periodically,; secondly, timely updating of antivirus programs, thirdly, work with the computer should be
carried out only in user mode. Unfortunately, this position, according to criminologists' research, is most often neglected, thereby
creating additional risks of infecting your computer with viruses.

Keywords: cybersecurity, cybercrime, martial law, phenomenon, society, military sphere
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