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Abstract

This article explored how the General Data Protection Regulation, seen as an element of the regime of European
regulatory private law, reflects both softand hard forms oflegal paternalism. Employing a doctrinal methodology,
this research analysed relevant EU law and the CJEU’s jurisprudence in order to examine how the regulation of
the right to personal data protection in the European Union’s legal order is informed by soft and hard types of
legal paternalism. The findings reveal that the General Data Protection Regulation imposes strict obligations
on data processors, highlighting a hard paternalistic approach because compliance with such obligations, by
implication, limits data subjects’ autonomy. Soft paternalism, on the other hand, can be seen in EU lawmakers’
attempts to nudge data subjects into using their data carefully and reasonably in digital environments without
heavily restricting their data autonomy. This approach raises concerns about the proportionality of restrictions
on other fundamental rights, as hard paternalism of the European Union’s primary law in this field is strongly
reflected in the jurisprudence of the Luxembourg Court that prioritises data protection over competing public
interests. A possible way to address this issue is recalibration towards soft paternalism to enhance data subjects’
autonomy and improve the balance between privacy and other rights. Such a shift could lead to more context-
sensitive rulings emphasising the importance of protection of other human rights
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European regulatory private law is a term that aca-
demics have coined to explain how the European Un-
ion (EU) integrates regulatory objectives within the
framework of private law to address public interests
and prevent market failures (Cherednychenko, 2021).
This analytical approach allows to emphasise the role
of private law in achieving regulatory goals, such as
consumer protection, financial stability, and fair com-
petition, all of which are underpinned by the EU’s or-
igins of an economic organisation (Parsons, 2003).
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In the context of this article, it is important to highlight
the horizontal effect of fundamental rights, where pri-
vate law is influenced by public law principles, and the
interplay between EU market regulation and national
private law, which, as M.W. Hesselink (2017) points
out, are key elements of the regime. Like any other field
of law, it could not escape the changes that the internet
revolution brought about (Brownsworth, 2019).

J. Padilla et al. (2022) highlight the transform-
ative impact of information technology on human
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interactions and data practices in the digital era. With
the proliferation of social media and search engines, we
increasingly generate more personal data. Numerous
tech companies have developed business models that
prioritise the collection and use of such data, allowing
them to tailor their products and generate profit. How-
ever, aside from economic benefits for data processors,
these practices raise significant concerns over data pro-
tection for data subjects. Given the users’ vulnerability
to data abuses, it was necessary to regulate this area. In
the EU’s legal regime, one such piece of legislation is the
General Data Protection Regulation (GDPR)™.

According to S. Khadzhiradieva et al. (2024), as a
mechanism for the protection of the right to personal
data protection guaranteed by the EU Charter of Fun-
damental Rights?, the GDPR inextricably pertains to
the Union’s regime for fundamental rights protection.
It makes part of the EU regulatory private law regime,
as by its adoption law- and policy-makers intended to
influence horizontal private relationships so that they
would account for human rights-induced public inter-
ests. However, the implementation of this regulation’s
rights sparked academic debates, particularly regard-
ing their clashes with fundamental rights (used inter-
changeably with public interests in this article), such as
freedom of expression and the right to access informa-
tion (Veale et al., 2018). Taking into account the differ-
ent approaches of Brussels officials to the regulation of
technological progress, as noted by O. Cherednychen-
ko (2024), the issue requires further research.

The purpose of this Article is to examine the extent
to which the regulation of the right to personal data pro-
tection in European regulatory private law reflects soft
and hard forms of legal paternalism and its impact on
balancing this right with competing fundamental rights.

Theoretical Framework

Soft and hard legal paternalism in EU law. To embed
this article’s research question in the academic find-
ings, this section first introduces the concept of legal
paternalism. It uses examples from European regulato-
ry private law in the data protection domain to describe
two forms of paternalism - soft and hard. Secondly, it
elucidates the logic behind the balancing exercise be-
tween fundamental rights in EU law. Finally, this section
points to a gap in the literature at the intersection of
these two academic discussions. Legal paternalism is a
legal theory that frames state interference with individ-
uals’ decision-making autonomy as justifiable when the
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latter’s unrestricted decisions are reasonably expect-
ed to harm themselves (Dworkin, 1972). Developed in
the area of law and economics to have an instrumental
character (Feinberg, 1971), this concept has been ap-
plied to multiple fields of law. Fundamental rights law
is no exception, as it also aims at protecting people,
overriding their will when necessary (Lixinski & Pe-
leg, 2022). Publicists typically distinguish between two
forms of legal paternalism - soft and hard (Ogus, 2010).
Nevertheless, one regulation may contain elements of
both (Fateh-Moghadam & Gutmann, 2014).

Soft paternalism allows individuals to retain de-
cision-making autonomy while nudging them to-
wards decisions presumed to be in their own interest
(Sun, 2024). Thus, instead of imposing strict “com-
mand-and-control” rules (Cafaggi & Watt, 2009), this
approach mildly influences individuals’ decision-mak-
ing. For instance, the GDPR? entitles data subjects to
exercise control over their data through rights to con-
sent (Article 6(1)(a) GDPR) and access to personal data
(Article 15 GDPR), two cornerstones of data protection
(Safari, 2016). Moreover, Articles 13 and 14 develop so-
phisticated requirements to ensure that data subjects
are informed about their data’s processing. The inclu-
sion of these safeguards rests on the assumption that
individuals might not be aware of the harmful conse-
quences of their data-related choices. Hence, they re-
quire more legal protection to avoid reasonably expect-
ed harm. To achieve this, EU regulators followed what
A. Ogus (2010) viewed as an “ambitious” approach to
soft paternalism: they framed the choice “in such a way
thatmore thoughtand effortis required of the individual
before the riskier option can be taken”. As data subjects
are entitled to be well-informed about the operations
relating to their data and have several rights to address
their potential maltreatment, they are expected to think
twice before opting for riskier digital market options.

On the other hand, hard paternalism mandates pro-
tective measures limiting individual freedom of choice
to prevent self-harm (Ogus, 2010). Within the EU data
protection framework, aspects of hard paternalism re-
strict data subjects’ decision-making autonomy by im-
posing strict obligations on data processors. Examples
include prohibitions on automated decision-making
and profiling (Article 22 GDPR) and the obligation to
provide data protection by design and by default (Ar-
ticle 25 GDPR). The former exemplifies hard paternal-
ism, as it establishes strict boundaries around data pro-
cessors’ decision-making autonomy, even when data

! Regulation of the European Parliament and of the Council No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation) (Text with
EEA Relevance)”. (2016, April). Retrieved from https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng.

% Charter of the Fundamental Rights of the European Union. (2000, December). Retrieved from https://www.europarl.europa.eu/charter/

3 Regulation of the European Parliament and of the Council No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation) (Text with
EEA Relevance)”. (2016, April). Retrieved from https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng.
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subjects might be willing to accept the risks of automat-
ed decision-making and profiling in pursuit of personal
interests (Solove, 2012).

Similarly, Article 25 GDPR requires processors to
ensure personal data protection from the outset of any
processing activity. For data subjects, it means that they
have to take additional steps, often requiring techno-
logical skills, to knowingly opt for weaker protection.
Even then, uncompromising minimum standards are
non-negotiable, taking away data subjects’ autono-
my entirely. As these rules prescribe strict conditions
(Bygrave, 2017), they leave little leeway for data pro-
cessors to avoid them. Thus, these examples highlight
hard paternalistic logic, as they operate to override the
personal preferences of data processors and, by impli-
cation, data subjects, in favour of the latter’s interests -
such as minimising privacy breaches and promoting
data security.

From this discussion follows that EU regulators
adopted a combined approach to regulating the right to
data protection. Its soft paternalistic side entitles data
subjects to certain rights. In contrast, in the context of
data processors’ obligations, they introduced a harder
paternalistic element. This regulatory choice attempts
to remedy the inherent information asymmetry be-
tween data subjects and data processors in digital mar-
kets, which makes them prone to market failure. The
GDPR’s preparatory works show that its drafters were
aware of the imbalances between data subjects and data
processors and decided to address this situation by im-
posing more obligations on data processors (European
Parliament, 2013). In practice, numerous incidents of
data abuses, such as the infamous Facebook-Cambridge
Analytica scandal (Gonzalez-Pizarro et al.,, 2024), evi-
dence the need to regulate this domain to protect data
subjects’ rights. In this light, guiding consumers to-
wards reasonable handling of their data through legal
guarantees (soft paternalism) and imposing mandatory
legal obligations on data processors (hard paternalism)
is a significant step towards digital market equilibrium.

Balancing competing fundamental rights in the
EU legal order. As flows from the above discussion of
legal paternalism, one of its key features is balancing
the different interests of individuals. EU fundamental
rights law shares this approach. For instance, Recital 4
of the GDPR stipulates that the right to data protection
is not absolute, implying that it may be legitimately re-
stricted to protect other fundamental rights. Addition-
ally, at the early stages of the Regulation’s drafting, EU
lawmakers underlined the importance of reconciling
data protection rights with public interests to strike “a
fair balance of the various [public] interests involved”
(European Parliament, 2013). Given the broad scope

of the right to data protection (Lynskey, 2023), any at-
tempted restriction should be carefully tailored. Thus,
EU regulators prescribed the need to conduct a pro-
portionality test when balancing the right to data pro-
tection against competing fundamental rights (Dalla
Corte, 2022), and the CJEU’s jurisprudence has elabo-
rated on its conditions.

This balancing exercise consists of three key ele-
ments?. Firstly, it should observe the principle of pro-
portionality that requires any limitation on the right to
data protection to be necessary to achieve a legitimate
aim without interfering excessively with the rights of
data subjects (Zelger, 2022). It is an essential princi-
ple of the EU’s legal framework (Imamovic¢ et al., 2024)
which applies universally as a “panacea” for balanc-
ing fundamental rights (Justickis, 2020). Secondly, the
context of data processing is important, as economic
considerations, relevant processing techniques, and
the involvement of law enforcement agencies may shift
the balance (Kedzior, 2021). Thirdly, the nature of the
competing rights comes into play, as in European soci-
eties, different human rights require varying degrees of
protection (Lenaerts, 2019). The last element was high-
lighted by the former Organisation of American States’
Special Rapporteur for Freedom of Expression, Edison
Lanza, who argued that in Europe rights to privacy and
data protection historically enjoy more protection com-
pared to the freedom of expression (Organisation of
American States, 2017). Finally, it is crucial to consider
all three elements of the balancing exercise cumulative-
ly when an authority thinks that it may legitimately lim-
it one’s right to data protection.

Nonetheless, despite extensive academic discus-
sions of legal paternalism and the balancing of funda-
mental rights within EU law, an important topic at the
intersection of these fields remains under-researched.
Namely, legal scholars have not analysed how different
forms of paternalism influence the balancing of funda-
mental rights in the field of data protection. What re-
mains unexplained is the role that different approaches
to legal paternalism can play in addressing conflicts be-
tween the digital age rights (under the EU Charter and
the GDPR) and public interests, most prominently the
right to freedom of expression and the public’s right to
information.

Materials and Methods

This research employed doctrinal legal methodology,
which implies a detailed examination of legislation and
related jurisprudence to assess a legal framework gov-
erning a particular issue (Bhat, 2019). Following this
method, it aimed at exploring the existing EU data pro-
tection regulatory framework to identify elements of

! Judgmentofthe EuropeanCourtofJusticeinCaseNo.C-210/00“KésereiChampignon HofmeisterGmbH&Co.KGv.HauptzollamtHamburg-Jonas”.
(2002, July). Retrieved from https://curia.europa.eu/juris/showPdf.jsf;jsessionid=2304A21D519F98562C6EC55051260260?text=&docid=
47091&pagelndex=0&doclang=EN&mode=Ist&dir=&occ=first&part=1&cid=27753201.
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soft and hard paternalism therein and inquired into the
extent to which it can effectively address the conflicts
between the competing interests of data subjects, data
processors, and the general public. This method is par-
ticularly suitable for this article’s research question, as
it provides an opportunity to comprehensively engage
with judicial interpretations of relevant legal provisions
in order to discern different forms of legal paternalism
therein. From a normative perspective, the paternalist
assumption that individuals often require protection to
minimise self-harm, illuminates regulatory trade-offs
between data subjects’ decision-making autonomy and
protection.

This Article analysed the two most relevant laws in
this context - the EU Charter' and the GDPR? Their ex-
amination was supported by relevant discussions from
both laws’ travaux préparatoires, as these documents
can elucidate EU legislators’ approach to data protec-
tion rights and their relationship with other fundamen-
tal rights. Moreover, to construct this thesis, attention
is paid to the reasoning from the CJEU’s (Court of Jus-
tice of the EU) and the ECtHR’s (European Court of Hu-
man Rights) relevant judgments. This study resorts to
the former’s jurisprudence given that the Luxembourg
Court is the best positioned judicial authority to inter-
pret primary rules of EU law. The Strasbourg Court’s
case law was used because many of its judgments touch
upon human rights whose content is essentially the
same as of those protected by the EU regime for funda-
mental rights protection. The guiding criteria for select-
ing cases were their relevance and importance for the
topic of this research.

Results and Discussion

Internal balancing exercise: Right to personal data
protection in the EU. Article 4(1) of GDPR provides
more clarity to what is meant by “data” in the EU le-
gal system through an all-encompassing definition
(Clarke et al, 2019), codifying it as “any information
relating to an identified or identifiable natural per-
son”. Article 8(1) of the EU Charter? stipulates that “[e]
veryone has the right to the protection of [their] per-
sonal data”. As is often the case in human rights law
(Trstenjak, 2023), the following provision of this Arti-
cle provides more legal certainty by enumerating a list
of conditions for lawful data processing. It should be
done “fairly”, “for specified purposes”, and “on the basis
of the consent of the person concerned or some other

pdf/text_en.pdf.
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legitimate aims laid down by law” (Article 8(2)). Ad-
ditionally, the inclusion of adjacent rights, the “right of
access” and the “right to have [personal data] rectified”
(Article 8(2)), clarifies the scope of this provision. As the
subsequent practice of the European Parliament (2018;
2023) suggests, EU lawmakers attempt to ensure that
the Union’s regime for fundamental rights protection
does not lag behind technological developments. Final-
ly, Article 8(3) tasks independent authorities to mon-
itor compliance with the obligations included therein.

Regarding soft paternalism, Article 8 of the EU
Charter generally entitles data subjects to the protec-
tion of their data. This regulatory approach bears soft
paternalist connotations, as it empowers individuals to
exercise control over their personal data by facilitating
access to data or their rectification. Moreover, the con-
sent and fair processing requirements, developed into
self-standing rights under the GDPR (Articles 5(1)(a),
7), ensure that data subjects have control over their
data and can make informed decisions about their use.
In the case of “Digital Rights Ireland”, the CJEU high-
lighted the importance of making these legal guaran-
tees effective to protect data subjects against potential
abuses by data processors*. While data subjects might
not pay attention to these requirements and decide not
to invoke their rights, they cannot “consent away” the
minimum protection of these principles (Quelle, 2017).
This approach reflects soft paternalism because it aims
to mildly influence data subjects’ market behaviour by
incentivising them to make informed decisions about
their personal data without imposing restrictions on
the autonomy of their actions.

On the other hand, this rule and its GDPR deriva-
tives impose legal obligations on data processors that,
by indirectly limiting data subjects’ autonomy, reflect
elements of hard paternalism. For instance, one may
think of Article 9 on the processing of sensitive data.
This provision places data processors under stringent
obligations to justify sensitive data processing and to
install safeguards against abuses (Quinn & Malgie-
ri, 2021), particularly by demanding a special type of
consent. However, it limits data subjects’ ability to eas-
ily consent to the processing of their sensitive data,
which can be problematic in the context of medical and
health services or convenience in digital platforms. Al-
though data subjects might want their sensitive data
processed swiftly to satisfy personal interests (such
as immediate access to healthcare or better digital

! Charter of the Fundamental Rights of the European Union. (2000, December). Retrieved from https://www.europarl.europa.eu/charter/

2Regulation of the European Parliament and of the Council No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation) (Text with
EEA Relevance)”. (2016, April). Retrieved from https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng.

3 Charter of the Fundamental Rights of the European Union. (2000, December). Retrieved from https://www.europarl.europa.eu/charter/

*Judgment of the European Court of Justice in Joined Cases Nos. C-293/12 & C-594/12 “Digital Rights Ireland Ltd v Minister for
Communication, Marine and Natural Resources and Others”. (2014, April). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
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services optimisation), strict obligations on data pro-
cessors from Article 9 preclude this option. In a recent
case, the CJEU confirmed the stringent nature of these
obligations, requiring a solid legal basis and indicat-
ing specific conditions and limits for the processing of
sensitive data’. The logic of these limitations highlights
their hard paternalistic nature, as they aim at protect-
ing data subjects from abuses of personal data and, in
doing so, leave no room for manoeuvre for data proces-
sors and data subjects.

Unsurprisingly, in relevant cases before the CJEU,
such as the Schrems saga, the issue at stake was big
companies’ unwillingness to grant access to, or de-
lete, personal data because it would compromise their
business models??. Additionally, in “La Quadrature du
Net”, the CJEU has emphasised that Article 8(2) of the
Charter imposes strict obligations concerning the pur-
poses of data processing, meaning that in the absence
of the data subject’s consent, the processor should
put forward a solid legitimate basis for legitimising
such processing®. The narrow scope of the consent as
a legitimate basis for the processing of personal data,
which the EU Court interpreted in “Bundeskartellamt”,
taking the GDPR into account, as “freely given, specific,
informed and unambiguous”s, limits the autonomy of
data processors (and data subjects) even more, empha-
sising Brussels regulators’ hard paternalism.

Furthermore, included in the GDPR and recent-
ly discussed in the CJEU’s “RW v. Osterreichische Post
AG” judgment®, requirements of accountability and
transparency illustrate the hard paternalism of Arti-
cle 8. They require data processors to adopt appropri-
ate technical and organisational measures to ensure
compliance with the rules on data processing, impos-
ing a higher level of responsibility on them (de Hert &
Lazcoz, 2022). As these measures are often costly to de-
velop and implement because they require investments

in research and development, the price that consumers
pay for data processors’ services increases. It is further
facilitated by the fact that in modern digital markets,
consumers face increasing difficulties in changing their
service providers (Kanter, 2023). Hence, it indirectly
limits data subjects’ decision-making autonomy be-
cause financial considerations influence their digital
market activities.

Finally, the existence of an independent authority
that monitors compliance with Article 8 adds to the
restrictions on data processors’ autonomy. In multiple
decisions, the CJEU considered the existence of such an
independent authority a crucial component of the EU
data protection regime’?°. It’s very recent verdict in “TR
v. Land Hessen” reiterates the importance of granting
supervisory authority with effective powers to achieve
“control” over the data processors’ obligations within
the meaning of Article 8(3) of the Charter. As such au-
thorities, operating both at national and EU levels, often
fine data processors severely and order them to adjust
their business models to comply with Article 8 and the
GDPR! requirements, it places an additional burden
on data processors (Tambou, 2019), which eventually
results in more costs (financial and data-related) and
fewer features (reduced personalisation and service
availability) for consumers.

Therefore, we can conclude that EU regulators’
approach to the right to personal data protection com-
bines elements of soft and hard paternalism to address
imbalances inherent to digital markets. By granting data
subjects freedom of conduct with legal guarantees that
aim at shaping their market behaviour (soft paternal-
ism) and imposing mandatory legal obligations on data
processors that indirectly shape consumers’ decisions
(hard paternalism), the EU strives to balance the mar-
ket inequalities and protect individuals’ fundamental
right to data protection. In this context, we can see that

! Judgmentofthe European CourtofJustice in Case No.C-667/21“ZQv. Medizinischer Dienstder Krankenversicherung Nordrhein, Korperschaft
des Offentlichen Rechts”. (2023, May). Retrieved from https://eur-lex.europa.eu/leaagal-content/EN/TXT/PDF/?uri=CELEX:62021CA0667.
2Judgment of the European Court of Justice in Case No. C-498/16 “Maximilian Schrems v Facebook Ireland Limited”. (2018, January).
Retrieved from https://curia.europa.eu/juris/liste.jsf’num=C-498/16.

3 Judgment of the European Court of Justice in Case No. C-311/18 “Data Protection Commissioner v. Facebook Ireland Ltd and Maximilian
Schrems”. (2020, July). Retrieved from https://curia.europa.eu/juris/liste.jsf?’num=C-311/18.

*Judgment of the European Court of Justice in Joined Cases Nos. C-511/18, C-512/18 & C-520/18 “La Quadrature du Net and Others v.
Premier Ministre and Others”. (2020, October). Retrieved from https://curia.europa.eu/juris/liste.jsf?language=en&num=C-511/18.

% Judgment of the European Court of Justice in Case No. C-252/21 “Meta Platforms Inc, Meta Platforms Ireland Ltd and Facebook Deutschland
GmbH v. Bundeskartellamt”. (2023, July). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62021CJ0252.

¢ Judgment of the European Court of Justice in Case No. C-154/21 “RW v. Osterreichische Post AG”. (2023, January). Retrieved from https://
eur-lex.europa.eu/legal-content/EN/TXT /?uri=celex:62021CJ0154.

7 Judgment of the European Court of Justice in Case No. C-518/07 “Commission v. Germany”. (2010, March). Retrieved from https://curia.
europa.eu/juris/liste.jsf?language=en&num=C-518/07.

8 Judgment of the European Court of Justice in Case No. C-614/10 “Commission v. Austria”. (2012, October). Retrieved from https://curia.
europa.eu/juris/document/document.jsf?docid=128563&doclang=EN.

? Judgment of the European Court of Justice in Case No. C-288/12 “Commission v. Hungary”. (2014, April). Retrieved from https://curia.
europa.eu/juris/document/document.jsf?docid=150641&doclang=EN.

1 Judgment of the European Court of Justice in Case No. C-768/21 “TR v. Land Hessen”. (2021, December). Retrieved from https://eur-lex.
europa.eu/legal-content/EN/TXT /?uri=0j:J0C_2022_138_R_0009.

! Regulation of the European Parliament and of the Council No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation) (Text with
EEA Relevance)”. (2016, April). Retrieved from https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng.
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Brussels regulators’ and Luxembourg judges’ approach
to the implementation of the right to data protection is
in itself an “internal” balancing exercise.

However, another important observation is that
elements of hard paternalism seem to dominate this
approach. The CJEU in numerous decisions interpreted
and applied the right to data protection as increasing-
ly imposing restrictions on data processors. By impli-
cation, these developments affect data subjects’ deci-
sion-making autonomy, as they limit the latter’s choices
in the digital market. With this in mind, this author now
proceeds to analyse how this logic informs the broader,
“external”, balancing exercise between the right to data
protection and other fundamental rights.

The role of soft and hard paternalism in the ex-
ternal balancing exercise. This section argues that the
internal balancing exercise between soft and hard pa-
ternalism in the EU legal framework for personal data
protection shapes the external balancing of data pro-
tection against competing public interests. Most promi-
nently, those are freedom of expression, access to infor-
mation, and national security. To this end, the analysis
delves deeper into the relevantlegal provisions and case
law to assess how the internal balancing of paternalism
informs the external balancing of fundamental rights.

The CJEU’s judgment in “Planet49” is an impor-
tant starting point in this discussion. There, the Court
ruled that pre-ticked' checkboxes are not an adequate
measure of receiving the data subject’s consent under
the GDPR. While academics praised this decision as a
significant step towards the protection of data subjects
(Jabtonowska & Michatowicz, 2020), it can also be read
as the CJEU recognising that data subjects are often
overwhelmed by the informational overload in digital
markets. Hence, we can reasonably argue that the soft
paternalist side of the internal balancing exercise might
be insufficient to ensure the effective protection of data
subjects’ right to data protection. Consequently, one
may reasonably expect harder paternalist measures
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against the other side of the digital market to change
this situation.

In several other cases??, the CJEU had to address a
specific element of the right to data protection, the right
to be forgotten, and its relationship with conflicting pub-
lic interests of freedom of expression and access to in-
formation. The right to be forgotten (Article 17 GDPR*)
entitles data subjects to request the deletion of their per-
sonal data if their situation falls under one of the spec-
ified conditions (Bunn, 2015). Once the CJEU’s decision
in Google Spain arrived, it became evident that when the
Court emphasises the autonomy of data subjects, it rein-
forces the dominance of data protection over other fun-
damental rights. In that case, EU judges prioritised data
subjects’ right to be forgotten over the public’s right to
be informed, arguing that when the data in question are
excessive or no longer relevant to the aim of process-
ing, the data subject’s rights override the competing
interests of the data processor and the general public®.

Five years later, the Court reiterated the correctness
of this logic in a related case about the conflict between
rights to data protection and to receive information®.
Furthermore, in “La Quadrature du Net”’, where the
competing interest at stake was that of national securi-
ty, the CJEU argued that this interest could override the
data subject’s right to data protection only in specific
circumstances, requiring states processing the data in
the interests of national security to install an effective
system of review of their decisions and limit the dura-
tion of data processing. This judicial approach supports
the above-mentioned arguments of Special Rapporteur
Lanza, according to which the EU data protection regime
receives more preferences when compared to other
fundamental rights, and prompts several observations.

Firstly, it reinforces numerous academic arguments
aboutthe CJEU’s inclination towards offering more legal
protection to privacy and data protection (Erdos, 2016;
Ivanova, 2021). Indeed, when comparing the CJEU’s ap-
proach to that of the ECtHR®?, it becomes clear that the

! Judgment of the European Court of Justice in Case No. C-673/17 “Bundesverband der Verbraucherzentralen und Verbraucheverbande-
Verbaucherzentrale Bundesverband eV v. Planet49 GmbH”. (2019, October). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex:62017CJ0673.

2 Judgment of the European Court of Justice in Case No. C-136/17 “GC and Others v. Commission Nationale de L'informatique et des Libertés”.
(2019, September). Retrieved from https://curia.europa.eu/juris/liste.jsf’num=C-136/17.

% Judgment of the European Court of Justice in Case No. C-460/20 “TU and RE v. Google LLC”. (2022, December). Retrieved from https://surl.
lu/xhyllb.

* Regulation of the European Parliament and of the Council No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation) (Text with
EEA Relevance)”. (2016, April). Retrieved from https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng.

% Judgment of the European Court of Justice in Case No. C-131/12 “Google Spain SL and Google Inc. v. Agencia Espaiiola de Proteccién de Datos
(AEPD) and Mario Costeja Gonzalez”. (2014, May). Retrieved https://curia.europa.eu/juris/liste.jsf’num=C-131/12.

®Judgment of the European Court of Justice in Case No. C-507/17 “Google LLC, Successor in Law to Google Inc. v. Commission
Nationale de L'informatique et des Libertés (CNIL)”. (2019, September). Retrieved from https://curia.europa.eu/juris/liste.
jsf?language=en&num=C-507/17.

7Judgment of the European Court of Justice in Joined Cases Nos. C-511/18, C-512/18 & C-520/18 “La Quadrature du Net and Others v.
Premier Ministre and Others”. (2020, October). Retrieved from https://surlli/pirogp.

8 Judgment of the European Court of Human Rights in Case No. 931 /13 “Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland”. (2017,
June). Retrieved from https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-175121%22]}.

? Judgment of the European Court of Human Rights in Cases Nos. 60798/10 & 65599/10 “M.L. and W.W. v. Germany”. (2018, June). Retrieved
from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22002-12041%22]}.

Law Journal of the National Academy of Internal Affairs, 15(1), 48-58 53 I


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62017CJ0673
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62017CJ0673
https://curia.europa.eu/juris/liste.jsf?num=C-136/17
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://curia.europa.eu/juris/liste.jsf?num=C-131/12
https://curia.europa.eu/juris/liste.jsf?language=en&num=C-507/17
https://curia.europa.eu/juris/liste.jsf?language=en&num=C-507/17

I 54

B | cgol paternalism’s influence...

former has a strong preference for data protection. This
divergence in approaches can be partly because in the
ECtHR’s jurisdiction, the right to data protection is nota
self-standing right but an element of the right to privacy
(Kovalenko, 2022). Even in cases where EU judges ac-
knowledge the possibility that competing fundamental
rights may outweigh Article 8 and the GDPR! rights, like
in “La Quadrature du Net” and “Tele2Sverige and Wat-
son”?, they prescribe very detailed rules to ensure that
limitations of the right to data protection are minimal.

This approach inevitably influences the outcome of
the proportionality test, a key element of the external
balancing exercise, in favour of the right to data protec-
tion. This is particularly so given that the CJEU has in-
terpreted the Union’s data protection framework as im-
posing strict obligations on data processors regarding
the aim and conditions of the processing. Additionally,
one can find in the CJEU’s argumentation references to
the context in which data processing takes place, and
this context is often employed to advance the data sub-
jects’ protection. For instance, in Privacy International,
judges indicated the importance of the en masse nature
of the data processing in question®, and this contextual
consideration shaped the final ruling which favoured
data protection rights. The crucial role that data pro-
tection authorities play in the GDPR regime, enforcing
data protection legislation, further shifts the balance in
favour of the right to data protection*°.

Moreover, even the special nature of the competing
rights, which shapes the ECtHR’s balancing of the right
to privacy (when balancing the rights to privacy and
freedom of expression, the ECtHR has always reiterated
the crucial importance of the freedom of expression for
the functioning of democracy®), does not affect the EU
Court’s adamant preference towards the right to data
protection. Such a strict approach to all three elements
of the external balancing exercise emphasises that
hard paternalism within the overall EU data protection
framework sets a high bar for any other fundamental
rights. The CJEU’s message in this respect is, therefore,
straightforward - it prioritises data protection unless
the opposing public interest is compelling and provides
guarantees against abuses.

europa.eu/juris/liste.jsf?’num=C-203/15.

Secondly, critical concerns should be raised as to
whether the external balancing test, dominated by hard
paternalism, is capable of accounting for the full range
of contemporary public interests. Drawing another
analogy with the ECtHR, the Strasbourg provision that
encompasses the right to data protection acknowledges
the following list of legitimate aims: “national security,
public safety or the economic well-being of the coun-
try, for the prevention of disorder or crime, for the pro-
tection of health or morals, or for the protection of the
rights and freedoms of others”’. It is much longer than
the number of accepted by the CJEU public interests.

Earlier drafts of Article 8 of the EU Charter were
initially cautious about confrontations with other le-
gitimate interests. As such, the very first version in-
cluded a safeguard that the right to data protection
should not “conflict with the rights of third persons”
(Coghlan & Steiert, 2021). It also provided that “[r]es-
trictions shall be admissible by law only in the domi-
nant general interest” (Coghlan & Steiert, 2021). Later
on, amendments to define the scope of “the dominant
general interest” and to incorporate the principle of
proportionality were successfully adopted (Coghlan &
Steiert, 2021). The final wording of Article 8 indicates
that the list of legitimate bases to be invoked for data
processing is non-exhaustive: “[...] or some other legiti-
mate basis laid down by law”.

Taken together with Recital 40 of the GDPR, it means
that domestic legislators are, in principle, free to pre-
scribe legal bases for the lawful processing of personal
data. It will then be EU judges’ task to decide whether
these bases represent legitimate aims for restricting
one’s data protection rights. So far, the CJEU has ac-
knowledged that public interests of being informed and
national security may justify interference with the right
to data protection. It also recognised the economic in-
terests of data processors. However, the Court imposed
stringent safeguards against potential data abuses, lead-
ing to the conclusion that sophisticated data protection
should be the norm and derogations - the exception.

This approach is structurally rigid, as in the ex-
ternal balancing exercise data protection seems to
occupy a paramount position, leaving little room for

! Regulation of the European Parliament and of the Council No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation) (Text with
EEA Relevance)”. (2016, April). Retrieved from https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng.

2 Judgment of the European Court of Justice in Joined Cases Nos. C-203/15 and C-698/15 “Tele2Sverige AB v. Post-och Telestyrelsen and
Secretary of State for the Home Department v. Tom Watson, Peter Brice, Geoffrey Lewis”. (2016, December). Retrieved from https://curia.

3 Judgment of the European Court of Justice in Case No. C-623/17 “Reference for a Preliminary Ruling from the Investigatory Powers
Tribunal - London (United Kingdom) Made on 31 October 2017 - Privacy International v. Secretary of State for Foreign and Commonwealth
Affairs and Others”. (2020, October). Retrieved from https://surlli/hnbvxm.

*Judgment of the European Court of Justice in Case No. C-210/16 “Unabhéngiges Landeszentrum fiir Datenschutz Schleswig-Holstein v.
Wirtschaftsakademie Schleswig-Holstein GmbH”. (2018, June). Retrieved from https://curia.europa.eu/juris/liste.jsf’num=C-210/16.

% Judgment of the European Court of Justice in Case No. C-311/18 “Data Protection Commissioner v. Facebook Ireland Ltd and Maximilian
Schrems”. (2020, July). Retrieved from https://curia.europa.eu/juris/liste.jsf?’num=C-311/18.

¢ Judgment of the European Court of Human Rights in Case No. 25344/20 & 17 others “Friedrich and Others v. Poland”. (2024, June).
Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-234267%22]}.

7 Convention for the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://surl.li/cetvkq.
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other fundamental rights to be successfully weighed
against it. Moreover, it is difficult to reconcile with the
above discussion of the evolution of the right to data
protection in the EU Charter’s preparatory works and
raises questions regarding the role that the principle
of fairness plays in EU data protection law (Clifford &
Ausloos, 2018). The main reason is that the internal
balancing exercise’s hard paternalism, which the CJEU
subsequently developed to apply to the external bal-
ancing exercise, led to very strict scrutiny of any public
interest that data processors might advance to justify
the processing of personal data.

Conclusions

This Article highlighted that the EU’s data protec-
tion regulatory framework strikes a balance between
hard and soft forms of legal paternalism. In this light,
the GDPR safeguards individual fundamental rights in
digital environments and establishes a legal regime
that compensates for the inherent power imbalances
between data subjects and data processors. One can
notice the prevalence of hard paternalism in this ap-
proach, as the Regulation imposes strict obligations on
data processors which indirectly curb data subjects’ au-
tonomy. This leads to a situation where data subjects, as
consumers in digital markets, are deprived of choices
that they would otherwise want to take, either finan-
cially or quantitatively.

This inflexible paternalistic approach broaches
critical questions about the future of the EU human
rights law in the digital age. If Brussels’ hard paternal-
istic policy spills over other regulatory domains where
personal data play a role (financial regulation or elec-
tronic communications), the risk of solidifying data
protection as an almost untouchable right raises con-
cerns about the proportionality of restrictions on other
fundamental rights. It has already become visible in the
CJEU’s strong preference towards the right to data pro-
tection, with the external balancing exercise taking high
data protection standards almost as a default setting. In
these circumstances, data processors struggle to have
their potentially legitimate interests accepted to restrict
data subjects’ rights. It raises serious concerns about a
potential hierarchy of EU fundamental rights, which
would be difficult to reconcile with the mainstream ap-
proach of international human rights law that upholds
the equal importance of different fundamental rights.
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A practical recalibration towards soft paternalism
could offer a solution. This recalibration would involve
enhancing the autonomy of data subjects by refining in-
formation requirements and consent mechanisms. With
more efficient techniques tailored to avoid information
overload, data subjects will be able to make more in-
formed choices about how their data are used. Addi-
tionally, with more granular options for consent, they
could better balance their desire for privacy against
competing interests. It would foster greater flexibility,
allowing individuals to pursue their preferences with-
out being confined to rigid protections.

In such an arrangement, soft paternalism would
also play a more prominent role in the external balanc-
ing equation, allowing for a better degree of propor-
tionality there. By efficiently “educating” data subjects
and allowing them to exercise more control over their
data, regulators could move away from imposing hard
paternalistic measures as a default. This would open
space for more context-sensitive rulings where judges
could weigh other fundamental rights more equitably
against privacy concerns. However, as the interpre-
tation and application of the GDPR are technical legal
matters, such a change should originate in the Luxem-
bourg court.

Further research may explore how to institutional-
ise this shift in the EU’s legal framework. One particular
suggestion is a comparative analysis of the CJEU’s and
the ECtHR’s approaches to balancing the right to data
protection with competing fundamental rights. Such
research, especially considering the EU’s aspirations to
accede to the ECHR, may indicate alternative options
to incorporate the full spectrum of modern European
public interests in the external balancing exercise with-
out compromising the robustness of the EU data pro-
tection regime.
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BnanB NpaBoOBOro natepHaniaMmy Ha 6asaHc Mix
3aXMCTOM AaHuX i PyHAaAMEeHTa/IbHMMU NpaBaMM

IOpin MaTpikees
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€BpPONencbkMin cya 3 nNpae noanHu, Paga €sponu

67075, np-T. €Bpona, M. CTpacbypr, DpaHLy3bka Pecrnybnika
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AHoTauia

Y wiid crarTti fochaifpkeHo, AK 3arajJbHUM perjlaMeHT NpPO 3aXUCT JaHUX, 110 € €JIEMEHTOM pPEXUMY
€BPONENCHKOTO PEryJSTOPHOrO NMPUBATHOrO MNpaBa, Bifjo6paxkae M'siki U >KopcTKi ¢opMHU HmpaBOBOrO
naTepHaJsizMy.HaoCHOBIBUKOPUCTaHHA JOKTPHUHAJIbHOI METOA0JI0TII B IIbOMY JOCIiI>KEHHI TpOaHali30BaHO
BifgnoBigHe npaBo €C i npakTtuky Cyay EBponeiicbkoro Cow3y 3 METOH BHBUYEHHS TOTO, K peryJitoBaHHSA
paBa Ha 3aXWUCT NEpPCOHAJIbHUX JaHUX Yy mpaBomnopsjky €C IPYHTYETbCS Ha M'SKOMY Ta >XOPCTKOMY
TUNax NIpaBOBOro NMaTepHali3My. Pe3ysbTaTy 3acBijuyI0Th, 0 3arajJbHUM perjaMeHT PO 3aXUCT JAHUX
HaKJaJZlae cyBopi 3060B’s13aHHsI Ha 0OGPOGHUKIB JAHUX ¥ MeXaX »KOPCTKOr0 NaTepPHATICTCbKOro miZxoAy,
OCKiJIbKM IOTPHUMaHHS TaKUX 30060B’s13aHb 06MeKy€e aBTOHOMII0 cy6’eKTiB faHUX. M'IKHUM naTepHaJsi3y, 3
iHmoro 60Ky, HassBHUH y cripo6ax 3akoHOAaBI[iB EC MM TOBXHYTH Cy6’€KTIB 10 06€pPEXXHOTO i PO3YMHOTO
BUKOPHUCTAHHS iXHIX JaHUX Yy 1MPOBOMY cepesoBHUILLi 6€3 3HAUHOT0 06MeXKeHHs IXHboI aBTOHOMII JJaHUX.
le# miaxiJ; BUKJIMKA€E 3aHENMOKOEHHS IIOA0 MPOMOPLIHHOCTI 0OMeXeHb iHIIMX OCHOBOIIOJIOXKHUX IIPaB,
OCKiJIbKM >KOPCTKUH NaTepHasi3aM ocHOBHoro 3akoHy €C y 1l cdepi sickpaBo BimobpakeHO B cyZo0Bi
npakTuli JIlokceMbyp3bKoro cyay, IKUM HaZlae NMpiopuUTeT 3aXUCTy AAHUX HAJ, CYCIIJIbBHUMHU iHTepecaMy,
10 KOHKYPYOTb. MOXJIMBUM CIOCOO0M pO3B’si3aHHA L€l Npo6JieMU € peKaai6pyBaHHS B HANPsIMi M'IKOT0
naTepHaJsi3My /151 NOCUJIEHHS aBTOHOMII Cy6’€KTIB JaHUX i MiATPpUMaHHSA 6aaHCy Mi>K IPUBATHUM XUTTAM
W IHIIMMU npaBaMu. Take 3MillleHHA MOXKe IPU3BECTH [0 IPUWHATTA KOHTEKCTHO Yy T/IUBILINX pillleHb, 1110
3aCBiYyIOTb BaXKJIMBICTh 3aXUCTY iHIIUX NIPaB JIOJUHU

Kniouosi cnosa:

€BpPOIENCbKe peryJsiTOpHe npuBaTHe npaBo; €Bponeiicbkuil Corw3s; GDPR; npaBo €C; mpaBa JofuHY;
MPOMOPIiHHICTh; 6aJlaHCYyBaHHS
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