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m Abstract. Ukraine is experiencing military aggression due to the full-scale invasion of Russia, which
uses information weapons. Therefore, the problem of ensuring a sufficiently high level of information
security in Ukraine is relevant. The purpose of the research — to highlight the essence and features of the
concept of "information security", and related terms, and to perform a comprehensive analysis of the current
regulatory framework on ensuring a reliable level of information security as the basis of national security.
To achieve this purpose, the author uses empirical, theoretical and comprehensive methods of scientific
research, namely: observation, comparison, abstraction, analysis and synthesis, and comparative-legal,
Aristotelian, analogy and deduction methods. The author proves the significance of ensuring information
security at the level of each entity as the foundation for the existence of the Ukrainian information society
and a means of counteracting the aggressive actions of the Russian Federation. The factors influencing
information security are identified, in the context of which the significant role of the culture of protection
of society is demonstrated. The significance of ensuring an appropriate level of cybersecurity as a defining
element of information defence, the provision of which should be as consistent as possible with the State
information policy, is substantiated. The author outlines the potential consequences of failure to maintain a
reliable level of information and cybersecurity against the background of a full-scale invasion, namely: the
overthrow of the government, collapse of Ukraine’s reputation in the international arena, chaotic processes
in society and growing discontent, economic crisis and human casualties. The author describes the current
state of information security in the country and suggests ways to improve it, in particular by reforming the
existing legal regulation, considering the political experience of other countries and scientific achievements,
transforming the State information policy with a focus on preventing information offences, international
cooperation in the global information space and developing the information culture of the population. These
recommendations can be used to eliminate shortcomings in the legal regulation of information security
issues and to develop proposals for reforming the national information policy
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= Introduction

Ukraine is an independent state, whose society is
rightly called an information society, i.e. one that es-
tablishes, uses, and disseminates information. Thus,
a massive Internet audience and a specific networked
socio-cultural environment are being developed
in Ukraine (Dubov et al., 2010). Every day, almost
every Ukrainian produces content, accumulates and
processes various data, and establishes new informa-
tion and a qualitatively new product — knowledge —
from “raw” information. Such knowledge becomes a
certain asset, as it can be transformed into a valuable
resource that will contribute to Ukraine’s economic
development.

Modern Ukraine is suffering from a full-scale
invasion by the Russian federation. The enemy be-
gan its actions back in 2014, initiating a hybrid war
against Ukraine, in which it uses both permitted and
prohibited means and techniques, including informa-
tion warfare and cyber warfare technologies (Barna,
2019). Thus, the information security of independent
Ukraine is under constant attack and therefore needs
to ensure the necessary level of protection, which
determines the relevance of the research. Thus, the
relevance of this research is quite high, as its results
and conclusions will help the Ukrainian authorities,
legislators, individual organisations and individuals
both to better perceive the risks of information secu-
rity and to understand how to act to protect the state
against a full-scale invasion by an aggressor country
and to provide an objective justification for the costs.

Information warfare is a phenomenon that con-
sists of methods and means of presenting informa-
tion in such a way as to develop a public opinion
in a specific social group that is favourable to the
organisers of information propaganda. As a result,
the victim of information influence should develop
a different worldview on an issue than they had be-
fore, but necessarily favourable to the attacker; or
the corresponding actions are taken to shake the
existing opinion, provoke the victim to doubt, etc
(Sopilko et al., 2021). It is exactly what the Russian
Federation (hereinafter — rf) has been doing for more
than nine years to achieve its purposes. Thus, it is
necessary to counteract the aggressor country both
by military means and in the information environ-
ment. To do this, it is directly necessary to ensure an
adequate level of protection of national information
security, which is possible through the introduction
of high-quality regulations.

The outlined issues are in great demand and
have become the foundation of scientific research
and the achievements of leading domestic and for-
eign scholars. In particular, P. Loft et al. (2022)
highlight the importance of risk management and
disclose the specifics of ensuring information secu-
rity at the level of enterprises and institutions. The
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researchers emphasise the need to use “maturity
models” and security standards in this regard. Such
compliance strategies are an important requirement
for the activities of many entities, but it is necessary
to continue to search for better ways to appropri-
ately protect information security. D.V. Dubov et al.
(2010) define the information society as a human-
itarian category characterised by qualitative trans-
formations in society, shifting the main focus from
production to non-production, changes like infor-
mation flows, etc. In addition, these researchers in-
clude the information society itself and each person
as an information subject. K. Yeganegi et al. (2020)
explore using information technology and the role it
plays in national security.

L.B. Koterlin (2022) analyses the impact of mar-
tial law on information security and the specifics of
ensuring the rights and freedoms of citizens in these
conditions. The legal and organisational aspects of
combating destructive information influence in the
state were explored by such scholars as R.F. Cher-
nysh et al. (2022).

Despite the wide range of relevant studies, the
essence and features of the concept of “information
security” and other related terms require detailed
analysis and elaboration.

The purpose of this research - to analyse the ex-
isting regulatory mechanisms and tools to ensure an
adequate level of information security, which is an
important element of national security. In addition,
the research intends to provide qualitative proposals
and recommendations in the context of overcoming
the existing shortcomings and gaps in legal regula-
tion and in Ukrainian information policy in general.

m Literature Review

As of 2023, the number of scientific studies in the
field of information security is growing, considering
the activity of the aggressor country, the rf, in the
framework of the hybrid war against Ukraine and
the full-scale invasion. Information security in the
sociological context is qualitatively explored in the
work of R.I. Prodanyuk (2018). In their research,
Y. Yuyrinets & M. Belkin (2022) focus on this phe-
nomenon in the context of an informational under-
standing of culture. Studies of this concept as a pur-
pose of an enemy waging information warfare are
essential (Sopilko et al., 2021).

An analysis of the available source base demon-
strates the existence of different approaches to un-
derstanding information security, but there are three
that scholars tend to favour. The first is based on
computerisation and its goal of protecting informa-
tion (Loft et al., 2022). The sociological approach is
followed by R.I. Prodanyuk (2018), and the legal and
political approach by A.V. Svintsytskyi et al. (2022),
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& I.M. Sopilko et al. (2021). Proponents of the latter
approach assume that information security is inextri-
cably linked to national and information and psycho-
logical security.

R.M. Alguliyev et al. (2020), exploring informa-
tion security as a mandatory component of national
security, proceeds from the analysis of its concept of
the Republic of Azerbaijan. Thus, in their understand-
ing, the security environment is a set of factors that
affect both the sovereignty of the state and the invi-
olability of its borders, territorial integrity, preserva-
tion and maintenance of the welfare of society, and
national interests (compliance with which properly
ensures the activity and development of the individu-
al). Therewith, scientists emphasise the importance of
maintaining an appropriate level of protection of the
vital interests of a person, society and the state in gen-
eral from internal and external challenges and threats.

The aforementioned researcher I.B. Koterlin
(2022), inthe process of analysing the new Information
Security Strategy 2021, comes to the apt conclusion
about a clear change of emphasis in identifying threats
in the relevant field with the restriction of human and
civil rights. Among the relevant restrictions in this
aspect, he notes the basic constitutional information
rights, the need for which is caused by the inability to
provide full protection against enemy arbitrariness.

T. Sozanskyy et al. (2020) emphasise the need to
ensure information and cybersecurity as an element
of it through public-private partnerships. It can be
achieved through the development of such a partner-
ship in the development of legislation and industry
standards in the relevant area, and comprehensive
state support for research designed to protect against
cyberattacks. In addition, it applies to the develop-
ment and implementation of a programme approach
to developing effective cooperation in the exchange
of information on cyber risks and incidents between
the government and commercial entities and the in-
troduction of a mechanism for state support for inno-
vation in the cyber sphere. National policy must be
based on flexible operational cybersecurity strategies.

The analysis of the sources demonstrates that
there is a significant amount of work on this issue.
However, research in this area should not be com-
pleted or stopped, as the developments of academics
are no less important than the existing legal and reg-
ulatory framework, as they can become the founda-
tion for improving the latter.

= Materials and Methods

To achieve the purpose of the research, both empiri-
cal and theoretical and complex methods were used.
The first group, empirical methods, was used at the
stage of collecting the necessary data. The method
of analysis and synthesis helped to obtain general-
ised information to reflect the characteristics of the
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entirety of information security as a social and legal
phenomenon and related categories and for qualita-
tive research of the issues under consideration. In the
process of applying the method of comparing differ-
ent approaches to understanding this concept, the au-
thor managed to establish similarities and differences
of the phenomena examined, and, therewith, identify
what is common to all the objects under comparison
and their specific properties. The author also investi-
gates and defines the concept of information security
as an integral element of the security of the state in
general, and cybersecurity, without which it is diffi-
cult to imagine sufficient information security in the
modern world. The general doctrinal definition of
information security and the official regulatory defi-
nition were explored, thereby clearly developing an
understanding of the tasks and methods of function-
ing information security as a systemic entity.

The method of abstraction helped to move away
from the insignificant properties and connections
of information security and related categories and,
therewith, highlight the important things in them for
further stages of the research.

Among the complex methods, the author uses the
analysis by decomposing the subject of research into
components. A comprehensive analysis of informa-
tion security as the foundation of the national securi-
ty of the Ukrainian State and its integral part - cyber-
security and some other elements — is performed. The
application of the comparative-legal method helped
to identify the problematic aspects of law enforce-
ment in the area of information security examined
and helped to compare the current regulations in the
field of information security in Ukraine at a sufficient
level. In addition, the author uses the method of anal-
ogy to substantiate the truth of judgments through
arguments and arguments based on the research of
legal doctrine in the information security field.

The development of the methodological frame-
work of the research was facilitated by using the Ar-
istotelian method and the method of deduction. In
addition, grouping methods were used in the course
of the research, and therefore several significant rec-
ommendations and proposals for improving the exist-
ing regulatory framework in the field of information
security were developed.

= Results and Discussion

Every social activity, especially those related to pro-
duction and management, cannot do without infor-
mation processing and, accordingly, is conditioned
by the problem of information security. Understand-
ing the essence of the latter is particularly important
for this research. Every day, the world is changing,
the level of multidimensionality of social practices
is increasing, and their functioning is directly relat-
ed to the growing intensity of information processes
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in society and the acceleration of data ageing. It is
the reason for the intensification of new risks and
threats, and the entrenchment of existing ones. The
security of individuals, social development, and even
the state as a complete system is determined by the
presence or absence of information and the increas-
ing rate of its ageing. And it is the increase in the
intensity of communications in society that is respon-
sible for this. Thus, information contributes to the in-
tellectualisation of society, and therefore information
security has taken a strong position as a category that
requires comprehensive protection. Consequently,
ensuring a high-quality state of information security
at the level of each entity is the way to the existence
of an information society in the state.

Security, in general, and information security, in
particular, is influenced by technical, social, politi-
cal, legal and economic factors in their interaction.
Therefore, it is the security culture of society that is
of particular significance, as it is the only way for it
to understand the nature of information threats. This
culture is based on a foundation of communication and
processes related to the immediate transfer of data.

Cyberspace is an integral structural element of the
information environment. The importance of ensur-
ing a sufficient level of cyber defence is that even the
slightest defence will establish risks to information
security. The appropriate provision of cyberspace de-
fence must be fully consistent with the information
security framework and national policy in this area.

As part of this aggressive act of Russia against
Ukraine, the enemy resorts to means and methods
of conducting both information and cyber warfare.
Consequently, cyber and information security is the
foundation for preserving and ensuring the nation-
al security of the state. Without them, the victim
of aggression will face a complete overthrow of the
government system, significant damage to its reputa-
tion as an international actor, public distrust of the
authorities, collapse of the country’s economy and,
most importantly, human casualties.

Importantly, both the state and its representatives,
and every citizen who uses information technology,
must work to ensure information security. It means
continuously improving the skills of perception and
critical evaluation of information, identifying relia-
ble sources and detecting bias. Developing the infor-
mation culture of the population is one of the ways
to protect against destructive information influence.

The priority task is to master information hygiene,
namely responding to news and events with prudence
and accuracy and complying with digital security
rules. It will help society protect itself from manip-
ulation and adverse effects. In addition, every busi-
ness and institution should ensure data protection to
achieve its purposes and preserve its resources, legal
status and reputation. Joint efforts of the population
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and institutions will help to establish a sustainable
and secure information environment for the country.

Informatisation is the foundation for both busi-
ness and other issues and has generally affected
everyday life. Informatisation can be defined as a
specific process of increasing the efficiency of data
and information used in society using modern infor-
mation technologies. Therewith, it is the process of
transforming a society into an information society,
which is particularly characteristic of Ukraine (Judge
et al., 2021; Tan et al., 2021).

The relevant processes of informatisation are
both good and adverse phenomenon that affects the
existence of both individuals and social groups and
states as international subjects. This informational
influence has become a tool in the hands of aggres-
sive subjects, particularly in the international arena,
which is the cause of information wars that the world
is facing more and more frequently (Zharovska & Or-
tynska, 2020). It can be counteracted by ensuring a
sufficient level of information security at the national
level, which will be discussed below.

The research of problems and tasks in any sphere
of relations is based on the consistent development
of the basic terminology, identification of structural
and operational links between its elements, and de-
termination of the means of defining the categories
examined for comprehensive research. Therefore, it
seems important, first of all, to conduct a detailed
consideration of the fundamental concepts of “dan-
ger” and “security” based on different approaches.
Notably, information security is an integral part of the
national security of the state as a separate sovereign
entity, and therefore the categories of danger and se-
curity should be assessed in the context of the latter.

The scientist V. Zaplatynskyi (2012) considers
the concept examined here as the probability of con-
ditions under which a particular energy, information,
resource, etc., individually or together, can have a spe-
cial impact on the system, resulting in specific conse-
quences. Such consequences are perceived as adverse
by the relevant subject at the instinctive, sensory or
cognitive level even before the hazard occurs or af-
ter its respective adverse effects manifest themselves.

Understanding the concept of insecurity leads
to the meaning and understanding of security. The
first use of this term dates back to 1190 when it was
understood as a state of peace of mind when a per-
son considers himself or herself protected from any
danger (Alguliyev et al., 2020). The Merriam-Web-
ster Dictionary (2023) defines security as the absence
of danger; freedom from fear or anxiety; measures
to protect against espionage or sabotage, crime, etc.;
and the state of being able to access what is needed
to meet one’s basic needs. Security issues and chal-
lenges are interdisciplinary. Security should be un-
derstood as a complex, multilevel phenomenon.

Scientific Journal of the National Academy of Internal Affairs, 28(1)
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The previously mentioned notion of national se-
curity can be seen as the security and defence of a
nation-state, including its citizens, economy and in-
stitutions, which is seen as the responsibility of the
government. The term “national defence” is used as
a synonym (Cai, 2021). Concerning legislation as a
source of law, in the context of considering the con-
cept of security, it is necessary to mention, first of
all, the provision of paragraph 9 of Article 1 of the
Law of Ukraine “On National Security of Ukraine”,
according to which national security means protec-
tion against real or possible threats and risks to dem-
ocratic constitutional principles, state sovereignty,
territorial integrity of the state, and other national
interests of the country!.

According to some scholars, the risk of a decline
in the quality of life of citizens is a real threat to
national security (Li & Liu, 2021). Thus, national se-
curity should not be defined, as it used to be, purely
through military issues and internal and external bor-
ders. In this regard, note the classification, according
to which national security consists of the following
types of security: military, energy, environmental, so-
cio-political, scientific and technical, and information,
etc (Alguliyev et al., 2020). Thus, military, econom-
ic, social and information security is the foundation
for the existence of the overall security of the state.

In addition, the concept of information as the ba-
sis of all “information” categories should be consid-
ered. This term has long been perceived as related to
the social and communication activities of social sub-
jects. In the broadest sense, it is data that has been or-
ganised to draw special conclusions according to the
tasks and requirements. Therewith, such information
should be well structured and processed to ensure
the reliability of the data obtained (Bansal, 2020).
The terms “data”, “message”, and “knowledge” are
closely related to information, although, according
to the authors, there are differences between them.
Thus, data is some material for processing and fur-
ther interpretation, and the result of such processes is
the emergence of information. In this research, infor-
mation and data are used interchangeably.

The scientific community qualifies the concept
of information security in different ways, mostly fo-
cusing on one aspect of this issue and choosing the
technical and technological aspects of this concept.
The authors are convinced that the real problem for
Ukrainian society is to ensure the security of hu-
man consciousness as the least protected link in the
social system. After all, information in the modern
world is an important condition for the progressive

development of humanity in general. Therewith, it
can lead to adverse transformations. It is the con-
sciousness of each individual that develops the con-
sciousness of society, which in turn is the basis for
ensuring the information security of the entire state.

Having examined the social component of infor-
mation security, next, consider its essence in the le-
gal aspect. The United States of America is a leading
country in the field of information technology, and
therefore, much attention is paid to information se-
curity. Under the influence of a wide range of legis-
lative and other regulations governing access to in-
formation, transfer and processing of relevant data,
a qualitative standardisation in this area has been
implemented. The main standardisation body in this
area is the NIST, i.e. the National Institute of Stand-
ards and Technology, which includes the Computer
Security Centre, which is represented by specialists
from federal services, representatives of the academic
sector and the country’s most famous IT companies.
According to the third edition of the NIST Interagency
Report (NISTIR) No. 7298, the concept of information
security includes the protection of information sys-
tems and data from unauthorised access and unlawful
use, alteration, deletion and similar actions to ensure
the confidentiality, integrity and availability of these
objects (Paulsen & Byers, 2019). Thus, information
security is a specific practice of preventing unauthor-
ised actions with data, and this practice is applied
regardless of the form of the information itself, which
can be both electronic (i.e. digital) and “physical”.

As for the domestic legal regulation of the rel-
evant sphere, the definition of information security
is given in draft law No. 4949 of 28.05.2014, “On
the Principles of Information Security of Ukraine”.
According to it, InfoSec is “a state of protection of
vital interests of a person and citizen, society and the
state, which prevents damage due to incompleteness,
untimeliness and inaccuracy of disseminated infor-
mation, violation of the integrity and availability of
information, unauthorised circulation of restricted
information, and adverse information and psycholog-
ical impact and intentional causing of adverse effects
of information technology”?. However, this draft law
never became law.

As for the legal regulations enacted in the Ukrain-
ian state, notably, first of all, the Law of Ukraine of
01.09.2007 No. 537-V “On the Basic Principles of
Development of the Information Society in Ukraine
for 2007-2015”. According to clause 13 of Section
I, information security plays an important role in
the development of the information society in the

Law of Ukraine No. 2469-VIII “On the National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/

show/2469-19#Text.

2Law of Ukraine No. 4949 “On the Principles of Information Security of Ukraine”. (2014, May). Retrieved from https://ips.ligazakon.net/

document/JG3THOOA.
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Ukrainian state, and such security is considered to be
the state of protection of vital interests of the three
main information subjects — a person as an individu-
al, society and the entire state. It is in this state that
the relevant subjects can be protected from harm that
may be caused by incomplete, inaccurate informa-
tion or its untimely provision, from other adverse
information impact and undesirable consequences in
connection with using information technology, and
from unauthorised dissemination or use of data, and,
therewith, violation of the so-called “information se-
curity triad” (Al Reshan, 2021), which is the integ-
rity, confidentiality and availability of information'.
In addition, in early 2017, according to Presiden-
tial Decree No. 47/2017, the decision of the National
Security and Defence Council of Ukraine (hereinaf-
ter — NSDC) “On the Doctrine of Information Securi-
ty of Ukraine” (29.12.2016) came into force?. Para-
graph 1 of this document states that Russia, which is
waging a hybrid war against Ukraine, uses the infor-
mation sphere as the main arena for confrontation,
which involves “the latest information technologies
of influence on the minds of citizens designed to in-
cite national and religious hatred, propaganda of ag-
gressive war, change the constitutional order by force
or violate the sovereignty and territorial integrity of
Ukraine”. The Doctrine of Information Security of
Ukraine defines the national interests of Ukraine in
the information sphere, identifies potential and real
threats to the realisation of such interests, and defines
the areas and tasks of national policy in this field. Its
main purpose is to help counteract the above-men-
tioned information influence of the aggressive Russia
in the context of the hybrid war that it has started.
The Doctrine does not offer a specific definition
of information security. However, it is stated that
the fundamental principles on which this legal reg-
ulation operates are “observance of human and civil
rights and freedoms, respect for the dignity of the
individual, protection of their legitimate interests,
and the legitimate interests of society and the state,
ensuring the sovereignty and territorial integrity of
Ukraine”. The above-mentioned national interests of
the country in the information sphere, according to
clause 3, include the development of the information

society in Ukraine, primarily in terms of its techno-
logical infrastructure; protection of compatriots from
the aggressive influence of hostile destructive propa-
ganda; promotion of the development of information
and communication technologies and information re-
sources, etc®. This document expired on 28.12.2021
based on the NSDC decision of 15.10.2021 “On the
Information Security Strategy” (according to Presi-
dential Decree No. 685/2021)%

This law defines information security of Ukraine
as an element of the national security of the Ukrain-
ian state and the state of protection of the territorial
integrity and democratic constitutional order, and
with them - state sovereignty and vital interests of
all information subjects — the state itself, its society
and every individual citizen. It is in this state that
the constitutional rights and freedoms of everyone
to information — to use, accumulate, disseminate and
access reliable and objective information — will be
reliably ensured. Accordingly, an effective system of
protection and counteraction to damage caused by
adverse information influences, which may include
destructive propaganda, etc will function properly®.

The Strategy has received rather contradictory
opinions. For example, I. Koterlin (2022), a research-
er both of the legal regulations and the state of InfoS-
ec in Ukraine in general, believes that the Strategy
demonstrates a shift in emphasis from identifying
threats and responding to them to narrowing human
and civil rights, as there is a strong need to ensure
the impact of threats, both existing and possible, in
the context of a full-scale invasion. As for specific
examples of restrictions on constitutional informa-
tion rights, the scholar notes the following: the right
to secrecy of correspondence, etc. (Article 31 of the
Constitution); non-interference with privacy (Article
32); freedom of thought (Article 34); ownership and
disposal of property (Article 41).

All relevant approaches to understanding InfoSec
can be divided into three groups:

1) the approach from the standpoint of infor-
mation and communication technologies, i.e., those
related to computerisation. Its supporters perform
a categorical analysis based on the identification
of hazards in the technical sphere. Thus, for them,

VWerdict of the Leninsky District Court on Case No. 405/2078/23. (2023). Retrieved from https://reyestr.court.gov.ua/Review/110901228.
2Decree of the President of Ukraine No. 47/2017 “On the Decision of the National Security and Defense Council of Ukraine of December
29, 2016 “On the Information Security Doctrine of Ukraine”, (2021, February). Retrieved from https://zakon.rada.gov.ua/laws/
show/47/2017#Text.

*Decree of the President of Ukraine No. 47/2017 “On the Decision of the National Security and Defense Council of Ukraine of December
29, 2016 “On the Information Security Doctrine of Ukraine”, (2021, February). Retrieved from https://zakon.rada.gov.ua/laws/
show/47/2017#Text.

“‘Decree of the President of Ukraine No. 685/2021 “On the Decision of the National Security and Defense Council of Ukraine
of October 15, 2021 “On Information Security Strategy”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/685/2021#Text.

*Decree of the President of Ukraine No. 685/2021 “On the Decision of the National Security and Defense Council of Ukraine of October 15,
2021 “On Information Security Strategy”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/685/2021#Text.
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information security is the immediate protection of
information and the relevant infrastructure from ac-
cidental or intentional actions that harm information
consumers, its confidentiality, integrity and availa-
bility. Accordingly, for this approach, the main pur-
pose of information security is to reduce the number
of losses due to the above-mentioned adverse activi-
ties (Loft et al., 2022);

2) sociological approach. The concept considered
by the proponents of this approach is seen as a compo-
nent of cultural and social security (Prodanyuk, 2018);

3) legal and legal-political understanding. In this
case, information security is inextricably linked to
national and state security, and information and psy-
chological security. Representatives of this scientific
thought understand the concept examined as a state
of security of objects, which allows achieving prop-
er functioning of the system regardless of internal or
external information influences. This approach has
a subdivision of information security depending on
the subject of information interaction - an individu-
al (person, personality), the state and society (social
group) (Alguliyev et al., 2020; Sopilko et al., 2021;
Svintsytskyi et al., 2022).

Separately, in terms of information security, the
significance of ensuring a decent level of cyber secu-
rity (cybersecurity) should be noted. As mentioned
above, most of the economic, commercial, cultural,
social and governmental activities are conducted in
cyberspace, where states at all levels and individu-
als, and governmental and non-governmental institu-
tions, organisations and agencies interact (Aghajani
& Ghadimi, 2018). Most of the resources of world
powers go to support such a space, and accordingly,
a significant part of people’s income and wealth is ei-
ther derived from it or has a huge impact on it (Amir
& Givargis, 2020).

In general, cyberspace — a set of interconnected
information systems and users who interact with such
systems in a specific period (Ottis & Lorents, 2010).
V. Filinovych (2022) defines cyberspace as a specific
area in the information environment, the structure of
which is composed of interdependent networks of in-
formation systems infrastructure, including comput-
er systems, the World Wide Web, etc. Accordingly,
cyberspace is an important structural element of the
information environment. Different parts of the dai-
ly life of society members are intertwined with this
space, and therefore, the slightest instability, insecu-
rity and risks in this space will directly affect various
aspects of citizens’ lives (Li et al., 2020).

The previous paragraph emphasises the signifi-
cance of ensuring a robust level of cybersecurity. It

is important due to the daily interaction with com-
puters, gadgets and the Internet, and the possibility
of cybercrime should not be ignored. Cybersecurity
can be defined as the state of security in cyberspace
and the ability to prevent cyberattacks in such space.
Ensuring data security in cyberspace should be qual-
itatively aligned with the basics of information secu-
rity of higher-level systems (Filinovych & Hu, 2021).

During the hybrid war waged by Russia against
independent Ukraine, the enemy country resorts to
both information warfare and cyber warfare. Thus,
the information security of the state, and cyber se-
curity, is the foundation of the country’s national se-
curity. The consequences of information and cyber
warfare can include the complete overthrow of the
government system, which will directly pose a cata-
strophic threat to national security, and the destruc-
tion or significant damage to the state’s image in the
international arena with a corresponding deteriora-
tion in the country’s political and economic relations.
Internal chaos will reign in the country, trust in the
government will decline, the national economy will
be damaged, and human casualties are possible (Khan
et al., 2020; Furnell & Shah, 2020) as the security of
the population is fully dependent on a reliable level
of national security (and its structural elements).

In addition, in the context of national security,
notably, according to the Decree of the President of
Ukraine No. 392/2020 of September 14, 2020, the
National Security Strategy of Ukraine was introduced.
In particular, among the priorities for ensuring the
latter, the document declares the improvement of the
national cybersecurity system as the foundation for
effectively countering threats in the existing security
environment. Among the internal policy areas, the
legal regulations points to ensuring national interests
and security in combination with obtaining com-
plete, reliable, preventive information on the current
situation in Ukraine and the world'.

In addition, it is important to emphasise that in-
formation security, as the foundation of national se-
curity, is an element of international security. The
development and promotion of interstate coopera-
tion in the global information space are important
both for the Ukrainian state and other countries, as
this is the only way to identify potential threats to
both information and cyberspace in a timely and
high-quality manner. Thus, the authors agree with
this recommendation and, comparing it with the re-
sults obtained, highlight the following key points.

D.V. Dubov et al. (2010) described the sensi-
tivity of Ukrainians to the information society and
the existence of a special networked socio-cultural

Decree of the President of Ukraine No. 392/2020 “On the Decision of the National Security and Defense Council of Ukraine dated
September 14, 2020 "On the National Security Strategy of Ukraine". (2020, September). Retrieved from https://www.president.gov.ua/

documents/3922020-35037.
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environment in Ukraine. It, accordingly, involves the
constant processing of information that accompanies
any social activity. Therefore, problems in the field of
information security will pose problems in such an en-
vironment. Accordingly, the security of every citizen,
social group and state, in general, depends on infor-
mation provision and the rate of data obsolescence.

Thus, the opinion of P. Loft et al. (2022) on the
significance of managing information security risks
at the organisational level through using “maturity
models” and security standards should be support-
ed. Concerning understanding the essence of infor-
mation security, the authors are most inclined to the
legal and political approach proposed by A.V. Svint-
sytskyi et al. (2022), regarding its connection with
national and information and psychological secu-
rity. However, in conjunction with this approach,
the authors support the approach of R.I. Prodanyuk
(2018) to understand information security as a com-
ponent of cultural and social security. Accordingly,
the security culture of society, through which soci-
ety understands the content of information threats,
is a crucial factor in the development of high-quality
information security. Nevertheless, it is influenced
to varying degrees by technical, social, political and
other factors. The authors of the research support
the thesis of G. Aghajani & N. Ghadimi (2018) about
the importance of ensuring an appropriate level of
cybersecurity since most socio-economic and other
activities are conducted in cyberspace. Thus, ensur-
ing a sufficient level of both information and cyber-
security is important, especially in the context of
Russia’s war against Ukraine, as they are the founda-
tion for ensuring national security.

State authorities dealing with information and
cybersecurity should implement public-private part-
nerships as a tool for ensuring this and adapt the ac-
quired knowledge to modern conditions, and estab-
lish mechanisms for cooperation and partnership in
the relevant areas (Sozanskyy et al., 2020).

To overcome security challenges, the relevant
security services — police, military, etc. — must use
modern devices to collect information. It includes
the installation of high-quality video surveillance
systems and timely communications that allow for
the rapid exchange of data on threats and incidents
(Yeganegi et al., 2020).

Equally significant is cooperation both in the in-
formation and cyber spheres and in other legal areas,
such as the exposure and punishment of criminals.
In this context, active negotiations are underway
to establish a special international tribunal for the
war waged by Russia against independent Ukraine,
which is possible through the involvement of the UN
International Court of Justice (Lanza, 2022). It is rea-
sonable to assert that Ukraine needs to demonstrate
its national and political maturity to declare itself to
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the world, therefore, a constant and high-quality di-
alogue between political elites and civil society is a
must (Kravchenko, 2022).

Thus, information security is protection against
enemy interference, in particular against informa-
tion weapons used by the aggressor country to kill
Ukrainians and destroy Ukraine.

= Conclusions

Ukraine needs to ensure an appropriate level of infor-
mation security, as it faces constant challenges and
threats of information warfare and information ter-
rorism. Russia actively uses such methods and tech-
niques, which pose a threat to the national security
and stability of the country. Relevant authorities are
developing and implementing effective legislation
in the field of information and cyber security based
on positive international experience. Therewith, it
should be considered that information security should
not be a one-time object of protection; its protection
is a permanent process of continuous maintenance.

It is determined that one of the most vulnerable
aspects of Ukraine’s national security is information
security and cybersecurity as its integral element.
The research identifies the need to ensure an appro-
priate level of information security, since the inten-
sity of information processes in Ukrainian society is
constantly growing, which leads to rapid data ob-
solescence and an increase in risks, both new and
existing. In addition, it is proved that information
security is influenced both by political and legal fac-
tors and by technical, economic and other factors,
which necessitates an appropriate level and culture
of security in society as an entity that understands
the content of information threats. Cybersecurity is
an important element of information security, and
therefore requires no less protection, especially in
the context of a full-scale invasion, when the enemy
actively uses information and cyber warfare.

It is substantiated that the current legal regula-
tion of the relevant area requires a qualitative trans-
formation, considering the experience of the leading
countries of the world and the scientific developments
of representatives of academic circles. The national
policy in the information sphere should be reviewed
and reformed to prevent further information offenc-
es. A particular role should be given to interstate
cooperation in the global information space, which
is beneficial both for Ukraine and other countries.
Public-private partnerships should be developed,
which is an effective tool for achieving this purpose.

It is promising to identify the best ways to develop
a national system of legal regulation of information
security, considering the experience of leading coun-
tries, and to define their comprehensive tools that
could consider all risks in this area in advance, and
potential opportunities for improvement in this area.
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m AHoTania. YkpaiHa 3a3Ha€ BifichbKOBOI arpecii y 3B’A3Ky i3 moBHOMAcIITaGHUM BTOPTHEHHAM pocii, sKa
BUKOPHCTOBY€E TakoX iHGopMaliiiHy 36pon. ToMy akTyayibHOIO € IpobOjiemMa 3abe3nedeHHsA AOCTaTHbO
BHCOKOTO piBHA iHQopMaliliHOl 6e3neku B YKpaiHi. MeTa JOCTiAXeHHA — BUCBITJIMTU CyTh I 0COOJIUBOCTI
MOHATTA «iHpopMarliliHa Ge3leka», MOB’A3aHUX i3 HEI TepPMiHiB, 3MiMCHUTU BCceOiuYHMI aHajli3 YMHHOIO
HOPMAaTHBHO-NIPAaBOBOT0 MacuUBy 3 NWTaHb 3abe3nedeHHsA HaJilHOro piBHA iH(opMarjiiiHol Oe3meKku fAK
OCHOBM HallioHaJIbHOI 6e3neKu. 3aajiA JOCATHEeHHs I0CTaBJIeHOl MeTH BUKOPUCTaHO eMIipuyiHi, TeoOpeTUYHi
Ta KOMILJIEKCHI MeTOM HAayKOBOI'O AOCJIi/I)KeHHs, a caMe: CIOCTepeXeHH:A, NMOpiBHAHHA, abcTparyBaHHS,
aHaJli3y Ta CHHTe3y, a TaK0X MOPiBHAJIBHO-IIPaBOBUI, (OPMaJIbHO-JIOTiYHUI, METOAM aHAJIOTil Ta AeAyKIIil.
JloBegeHO BaxxuBicTh 3abe3nedeHHs iHopMamniliHOI Oe3leKd Ha PiBHI KOXHOIO OKpeMoro cyb’ekra fAK
NiATPYHTA AJ1A iCHyBaHHsA yKpalHChKOro iHGopMalliliHOT0 CyCIiJIbCTBa Ta 3aco00y MPOTUAil arpeCUBHUM AiAM
Pociricpkoi @eneparii. BusHaueHO YMHHUKY BILUIMBY Ha iHpopManiiHy 6e3neKy, y KOHTEKCTi 40ro 3aCBiqueHo
3HAUYIIy POJIb KYyJIbTYPU 3aXUCTY CyCHisibcTBa. OGIpyHTOBAaHO BaXJIMBiCTh 3abe3ne4eHHA JOCTaTHhOI'O PiBHA
KibepOe3mneky K BU3HAYaJIbHOTO eJleMeHTa iHdhopManiiiHol 000pOoHU, HaJaHHs AKOro Ma€e 6yTH MaKCUMaJIbHO
y3roJXeHuM i3 AepxaBHOI iHPOpMaIifiHOW MOJIiTKO0I0. OKpecieHO MOTEeHIiHI HacJaiAK1u HeJOTPUMaHH:A
HaJiliHOro piBHA iHGopManifiHol Ta KibepOe3neku Ha (OHi MOBHOMACIITaOHOIO BTOPTHEHHA, a caMe:
MOoBaJIeHHA BJIaAy, Kpax penyralil YKpalHM Ha MiXHapOJHill apeHi, XaOTWU4Hi IpoIecH B CyCHiJIbCTBI Ta
3poCTaHHA PiBHA HOro HEBIOBOJIEHHsA, EKOHOMiUHA KpH3a Ta JIIOACBKi xkepTBU. CXxapakTepu30BaHO HAsABHUI
cTtaH 3abe3neveHOCTi iHpopMalliliHol Oe3nekyd B KpaiHi Ta 3alpONIOHOBAHO HUJIAXM MOT0 BAOCKOHaJIEeHHS,
30KpeMa HUIAXOM pedOpMyBaHHA HasBHOI'O MPaBOBOI'O PeryJIlOBaHH:A, 3 OIJIAAY Ha MOJITUYHMUN OCBif
iHmMX KpaiH i HaykoBi 3400yTKH, TpaHcdopmarliilo JepxaBHOI iHGopMaliiiHOI NOJITUKU 3 (POKycoM Ha
nornepekeHHi BUMHEHHsA iHGOpMaliliHUX MIpaBONIOpYIlIeHb, MiXkHapOoAHe CHiBpOOIiTHULTBO B IJ106aJIbBHOMY
iHdopManiliHOMy IIPOCTOPi Ta PO3BUTOK iHPOpMAaIiiiHOI Ky IbTypHU HacesieHHA. HagaHi pekoMmeHaalii MoxHa
3aCTOCOBYBATHU [JiA yCyHEeHH:A HeJOJIiKiB y IPaBOBOMY peryJil0BaHHi OB’ A3aHUX 3 iHopMaIlliliHOI0 Oe3MeKoi0
NUTaHb, a TAaKOX [J1A (OpMyBaHHA NPOIO3ULil 3 pedopMyBaHHA AepXaBHOI iHPpopMaIifiHOI MOJIITUKU
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Scientific Journal of the National Academy of Internal Affairs, 28(1) 54






