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Ilycmosa €Enuzasema Onexcanopisna,

cmydenmxa 2 Kypcy bakanagpamy, «lIpasooxoponna OisnvHicmby
HAa84anbHO-HAYKOBUL IHCIUMYM Npaea ma NCuxonoeii
Hayionanvna axkademis enympiwnix cnpas

Haykoeuii kepigHuK:

Xaxarnoecwvkuti Banepiu I 'eopeaitiosuu,

npogecop kagheopu ingopmayitiHux mexHono2ii
HABYANbHO-HAYKOBGUU THCIUMYM Npasa ma NCuxonoeii
Hayionanvnoi akademii snympiwinix cnpas,

00KMOp 10OPUOUYHUX HAYK, npoghecop

INTYYHUH IHTEJIEKT SIK IHCTPYMEHT KIBEP3JIOUUHIIIB

[rygynuit inTenext (L) — e ramy3p KOMITIOTEpPHUX HAyK, [0 3aiMaEThCS
CTBOPEHHSIM CHCTEM 1 MpOrpam, 3[aTHUX BUKOHYBAaTH 3aBJAaHHS, SIKI TPaJMIIITHO
NOTpeOyIOTh JIOJICHKOTO THTENEKTY. Jlo Takux 3aBiaHb HajeKaTh aHaMI3 iHPoOpMaIIii,
HAaBYaHHS Ha OCHOBI JaHUX, pO3Mi3HABAHHS O00pa3iB, YXBaJICHHS PIIICHb,
IPOTHO3yBaHHS Ta MOBHA 00OpoOKa.

I — me 3maTHICTh KOMITIOTEPHUX CHUCTEM IMITYBaTH KOTHITHBHI (DyHKIIIT
JIIOJTWHY /1T BAKOHAHHS CKIIQTHUX 3aBAaHb 0e3 mpsMoro BTpyvanss aroauHu. 111 Oys
BUTAJaHUN 1 TOOYAOBaHUM ISl JOTIOMOTH JIIOISAM, B JEAKMX BHUIAIKAX INTYIHHHA
IHTEJICKT CIPaBIISETHCS 3 IEBHUMU 3aBJaHHSIMU B JIeKUIbKa pa3iB kpaiie. Y I nemae
MOYYTTIB, 1 BIH TOYHIIIE MOKE MPOAHAII3YBaTH 1HPOPMALIIIO Ta BUKOHATH pOOOTY, B
TOM Yac SIK Ha JIIOJMHY MOXKe OCIpUsATH 0e31id GakTopiB: BiJ CIMEHHUX MPOOIeM 10
3BUYAHHOTO 0€3COHHS YU B1JICYTHOCTI HACTPOIO.

Axne 31 ctBopenHsm I BuHuKkae HacTynmHa npobiiema: y CydyacHOMY CBITI BCe
qacTilie 3’ IBISIEThCSI HOBUM BUJ 3arpo3 — Bukopuctanns LI kidepznounnusamu. Bei
TEXHOJIOT1i, SIK1 paHiIie JornoMarain O13Hecy, IepkKaBi, KIOEpIpoCTOpy 3arajiom, 3apas
MOYTh BUKOPUCTOBYBATUCH JJIs KiOepaTax.

Ha namy gymky, mig dac BidHU 1€ 0co0JmMBO BaxmBo, amxe LI mMoxyTsh
3aCTOCOBYBAaTH SIK TMPOTH KOXXKHOTO OKPEMO, TaK 1 TPOTH JIepKaBU 3arajioMm.
ITpuknagamu € QIMIMHAT Ta comianbHa 1HXEHEpis. Diwune — 11e METO/ IaxpaicTBa B
[HTEpHETI, KO KIOEP3JIOUMHIII HAJICWIAIOTh MiAPOOJIEH] JTUCTU, MOBIOMIICHHS 200
caitu, mo0 oOMaHOM 3MYCHUTU JIOJIEH PO3KPUTH OCOOMCTI JaHi (JIOT1HM, IMapoi,
pekBi3uTH KapTok). CoyianvHa iHdceHepiss — 11€ CYKYITHICTh METO/IB BUKOPUCTAHHS
MICUXOJIOTIYHUX 0COOIMBOCTEN 0COOU 3 METOXO CIIOHYKAHHS i1 10 MEBHUX JiH, SKUX OU
BOHA 32 3BUYHMX YMOB HE BUMHWJIA, BBEJICHHsI 0cOOU B oMany [1].
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Komu III cTBOproe mepekoHIUBI €IEKTPOHHI JIUCTH a00 TMOBITOMJICHHS, IO
IMITYIOTh CTHJIb 3HAHOMUX JIFO/IeH 9 o(iiitHUX opraHi3allii, e crnpasii Jskae. Taxi
MOBIAOMJICHHSI YacCTO MPOXOJATh Kpi3b (PinbTpu Oe3neku 1 30UTbIIYIOTh IIAHCH Ha
ycmimny ataky. Kpim toro, I qo3Bossie mpaBonopyuiHiuKaM aBTOMaTH3yBaTH MOLTYK
Bpa3IMBOCTEH Yy CHCTEMax, IIBUAKO aHaTI3yBaTH THUCSYl calTiB abo cepBepiB 1
3HaxonuTH ciabki Micuga. Came 1e poOuTh KibepaTakd OUTbII MACIITAOHUMHU Ta
e(eKTUBHUMU, HIXK TPATUIIAHI METOIH.

[Ile omna HeOesmeuna MmoxuuBicTh Il — cTBOpeHHS (eiikoBUX maHUX 1
rOMHHUX MiApoOok (deepfake). 3 X g0MOMOroro KiGep310YMHIII MOXKYTh BUAABATH
cebe 3a KepIBHUKIB KOMMAaHIN, JEpKaBHUX CIYKOOBIIIB a00 IHIIUX JIIOJICH, 1100
BUMAHIOBATH TPOIIll, CEKPETHY 1H(POPMALII0 YU OTPUMYBATH JOCTYI 1O 3aKPUTHX
CUCTEM.

Hapenemo nesiki BUnajku, siki Oyl CKOE€HI OCTaHHBOT'O Yacy B YKpaiHi:

1. Ulaxpaiicmeo 3 kpeoumamu yepe3z DeepFake. I'pyna maxpaiB cTBoproBajia
mTy4H1 Bigeo 3 DeepFake, mo6 npoitu Bepudikaimiro y OaHKIBCBKHX J0JaTKax 1
0(OpMHUTH KpEeIUTH Ha iIMeHa 286 yKpaiHIIiB, 3aB/IaBIIN 30UTKIB MOHaA 4 MJIH IpH [3].

2. I'onocosi deepfake-036inku. 1llaxpai modanu KJIOHYBaTH TOJIOCH PiTHUX
mojed, moO0 BUMAHIOBAaTH Yy JIOBIPJIMBUX YKpAiHLIB TIpolll (HANpPUKIAL,
«MO3UYATIBHUK/P1IHHID HIOUTO MPOCUTH TEPMIHOBO NIEPEPaxyBaTH KOIMITH) [4].

3. @etixogi sioeo npo nooii eiinu. Y TikTok Ta coumMepexax mommproBaiu
Al-renepoBani Bifico 3 (GEHKOBUMH CIOKETaMH (HANPUKIIAA, «3/1a4a B MOJOH»), SKI
MaJIi Ha METI1 IeMopaltizaliiio Ta Ae3inpopmaliio yKpaiHCbKUX rpoMaisH [5].

Oco6nuBO HEOE3MEYHO IIe 1]l YaC BOEHHOTO CTaHy B YKpaiHi, KOJH Jep>KaBHI
Ta BOKJIMBI CUCTEMH KPUTHYHOI IHPPAaCTPYKTypH (€HEepreTuKa, TpaHCIopT, BIHCHKOBI
Ta ypSJOBI MOPTAJIM) CTAOTh MIMIEHHIO I KibepaTak. 3JI0BMHUCHUKH MOXYTh
BukopuctoByBaTu IIII, mo06 mBHAKO aTaKyBaTH Il CUCTEMH, MOIIUPIOBATH (Peiiku Ta
CTBOPIOBATH TMaHIKy cepen mtojen. Y Takux ymoBax LI mepectae Oytu mpocto
TEXHOJIOTI€0 — BIH CTa€ MOTYKHOI 30pO€l0, 1110 3arpoxkye Oe3mnelll KpaiHu.

OTXe, ITYYHUI THTENEKT CTa€ il KIOEP3JIOUMHIIIB OTYKHUM 3aCO00M, SIKHi
3HAYHO YCKJIAJIHIOE POOOTY SIK MPAaBOOXOPOHHMUX OPraHiB, TakK 1 3BUYAWHUX JIIOJIEH B
nijloMy. 3a HallUM MEePEeKOHAHHSIM, a1 €(PEeKTUBHOI MPOTHUJII TaKUM 3arpo3am
NOTPi1OHI HOBI METOJM 3aXUCTY, aJP)K€ HOBI TEXHOJIOTIi — II€ HOBI MOXJIMBOCTI JISI
kibep3nounHiiB. MapueHwok €. B., Ilaptuka A.I., Kper T.b. y cBoiii poOoTi mpo
BpaznuBocTi I migkpecmoroTsh, mo edexktuBHui 3axuct llll-cucrem mae Oytm
OaratopiBHEBUM, BKJIIOYATH TEXHIYHI DPIMICHHS Ta MOJEIb KOMIUIEKCHOI Oe3meKu
opranizailii, sika BpaXxOBYy€ SIK TEXHIYHI, TaK 1 OpraHi3alliiiHi acNeKTH YMPaBIIHHSI
pusukamu [2]. [Toromxyemocs 3 yMKOIO HAyKOBIIIB, /K€ 1€ MIJICHIIOE JyMKY MPO
HEOOXI1THICTh TTOE€THAHHS PI3HUX 3aXO0/I1B JIJIsl 3HWKEHHS 3arpo3 y Kibepoesmerri. Ampke
JUIIEe KOMIUIEKCHE IIO€JHAHHS TEXHIYHUX 1 OpraHi3aliifHUX 3axoJdiB J03BOJISIE
MIHIMI3yBaTH PU3UKH Ta 3aM00IrTH HE3aKOHHUM [T1M 13 BUKopucTtanHsm LII.
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SPECIFICS OF LAW ENFORCEMENT TRAINING IN WARTIME
CONDITIONS: THE CASE OF ISRAEL AND UKRAINE

The functioning of the law enforcement system in the context of armed conflict
requires a fundamental change in approaches to the professional training of personnel.
The experience of countries in a state of war or under a permanent terrorist threat
proves that civilian police are forced to assume paramilitary functions. In this context,
of particular scientific and practical interest is a comparative analysis of the experience
of the State of Israel, which has been improving its security system for decades under
constant threats, and Ukraine, which has been forced to urgently adapt police training
to the realities of a full-scale conventional war.

Armed aggression against Ukraine has unprecedentedly expanded the
functionality of the National Police. As noted by V. M. Kovbasa and co-authors, police
activity under martial law has been complicated by a number of specific tasks: serving
at checkpoints, countering sabotage and reconnaissance groups, participating in the
evacuation of the population, and eliminating the aftermath of missile
strikes Kovbasa [1].

Accordingly, the Ukrainian law enforcement training system was forced to
sharply shift its focus from classic law enforcement activities to special-tactical,
firearms, and medical training in combat conditions. Performing duties in extreme

104



